5 DatamaXX® Technical Requirements Response

APPLIED TECHNOLOGIES

6724 Z1
Attachment C - Technical Requirements

Bidder Name: Datamaxx Applied Technologies, Inc.

Technical Requirements Response Instructions

This section provides the bidder instructions for responding to the Technical Requirements
herein to be used in their proposals. The definition of each column heading in the requirement
table is provided below.

Bidders are instructed to complete their responses to each requirement as described below.
The following table provides the definition for and understanding of each of the response
options in the requirement tables. In responding to these requirements regarding functions,
features, and reporting capabilities, each bidder will be instructed to mark a response box that
accurately indicates its current or future ability to provide each requirement. In addition, each
bidder will be instructed to explain in detail how and where its solution meets the requirement.

Response Box Definition

Current Capability/ Requirement will be met by the proposed NSP MSS solution that is

Configurable ltem installed and operational in other states and can be demonstrated to
NSP.

Future Release Requirement will be met by a future release of the product.

Custom Development Requirement will be met by package software currently under
development, in beta test, or not yet released.

Not Available Requirement cannot be provided either as part of the baseline
solution, customization, or future release.

For each requirement, in requirement ID order, bidders are to:

1. Place an “X” in the appropriate column in the response form per the definitions above.
Provide a detailed explanation for the response to each requirement ID, including a
description of the solution’s ability to meet the requirement and screenshots (when
screenshots are suitable), in the appropriate row in the table.
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The following table provides an illustrative example only of how the response to each

Requirement ID should look:

ID Requirement g:gael;li:ityl Future Custom Not
. Release | Development | Available
Config
MBP-5 | The solution shall process batch

transactions from local agencies (e.g.,

processing a group of inquiries on a X

batch of data items or processing

groups of record entries or

modifications).

Bidder Response:

types can be submitted as a single file and run at a specified time.

The message switch is capable of processing batch transactions from local agencies. It supports
standard NCIC Batch Inquiry transactions for multiple transaction types, including persons, guns,
articles, and vehicles. In addition, it has batch processing capability where any mix of transaction

NOTE: Each requirement must be responded to in the proposal, or an assumption will be made that

bidder cannot accomplish the requirement and/or deliverable.
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Business Process

Technical Requirements Response

The table below presents the core business process components of the MSS environment and
includes the modules necessary to meet business needs such as data query and messaging.

Current Future | Custom Not
D Specification ng‘?izmtyl Release | Development | Available

Business Process

MBP-1

The solution should accommodate
changes to existing message keys by
NSP administrators and the addition of
new message keys as required,
specifically allowing NSP administrators
to add new, and change existing,
message keys without vendor
programming assistance.

Bidder Response: The Omnixx Enterprise Platform also provides the tools to make changes to
existing message keys and the addition of new message keys by authorized administrators.

Transaction Forms and associated components (e.g. code tables, field help, field edits or
validations, message processing scripts, stylesheets, etc.) and displays of message keys are
defined by “business rules” and are managed using the Omnixx Application Rules Editor (ARE)

which provides a graphical user interface to manage the XML documents.

® application Rules Editor: OFB Rules V1.05.001, (Production)

Ble Edit Help

Menus Trans Forms | Lists | Edits | Msg Defs | RxDefs | Parsers| Stylesheets | Helps | Images | M Defs| Sw Msg Proc|

AQ_OSW: NLETS ADMINISTRATIVE CRIMINAL HISTORY (AQ)
AR: ADMINISTRATIVE MESSAGE CRIMINAL HISTORY RESPOI
-AR_OSW: ADMINISTRATIVE MESSAGE CRIMINAL HISTORY R
BANR: BANNER ADMINISTRATIVE MESSAGE (V. GLB200511C
-BQ: QUERY BOAT REGISTRATION (BQ) (V. GLB20050711)
BQHELP: BOAT HELP FILE QUERY (AM) (V. GLB20050711)
CA: ARTICLE CLEAR TRANSACTION (CA) (V. GLB20051024)
CAA ARTICLE CLEAR TRANSACTION - CONSECUTIVELY SE
CAHELP: CANADIAN HELP FILES (AM) (V. GLB20050711)
CAQ: QUERY CANADIAN ARTICLE (CAQ) (V. GLB20050711)
CB: BOAT CLEAR TRANSACTION (CB) (V. GLB20050711)
.CBQ: QUERY CANADIAN BOAT (CBQ) (V. GLB20050925)
CC: CLEAR CONVICTED PERSON ON SUPERVISED RELEAS
CDNFQ: QUERY CANADIAN CRIMINAL HISTORY RECORD (F
CDNIQ: QUERY CANADIAN CRIMINAL HISTORY INDEX (1Q} (V.
.CF: VEHICLE CLEAR TRANSACTION - FELONY (CF) (V. GLB2
CFG: CLEAR FELONY GUN TRANSACTION (CFG) (V. GLB200
CG: CLEAR STOLEN GUN TRANSACTION (CG) (V. GLB20050
CGQ: QUERY CANADIAN GUN (CGQ) (V. GLB20050711)
CHQHELP: CRIMINAL HISTORY HELP FILE QUERY (AM) (V. G
CL: LICENSE PLATE CLEAR TRANSACTION (CL} (V. GLB200¢
CLG: CLEAR LOST GUN TRANSACTION (CLG) (V. GLB20050"
CM: CLEAR MISSING PERSON (CM) (V. GLB20050711)
CORHELP: CORRECTIONS INFORMATION HELP FILE QUER
-CP: PART CLEAR TRANSACTION (CP) (V. GLB20050711)
CPO: PROTECTION ORDER CLEAR TRANSACTION (CPOICT

| [

M | G | see | cwt | wow | ca | o | sew | v | owe |

[Transaction Forms Properties
IGLB: OFB GLB Rules

-AA” Amber Alert (A4) (V. GLB20050711.1)

ACQ: COMMERCIAL VEHICLE INFORMATION SYSTEM ACCE‘ D

AM: ADMINISTRATIVE MESSAGE (AM) (V. G ) |,:.r.‘

AML: ADMINISTRATIVE MESSAGE - LAW ENFO

AQ: NLETS ADMINISTRATIVE CRIMINAL HISTORY (AQ) (V. GLI Name

CRC- CLEAR RECOVEREDN 1IN TRAMSACTINN (CROY A
»

[aDMINISTRATIVE MESSAGE (AM)

Version
GLB [20050711

Miscellaneous
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D Current Future Custom Not

Specification Capa.bllltyl Release | Development | Available
Config
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<TFM ID="AM" LOG="P" MDF="AM" MIS="20050411 DRI - Size" MNU="FRM_ POP" NAM="ADMINISTRATIVE MESSAGE (AM)" SMDF="BAS
EOUT™ SUM="AM: " TYP="MKE" VER="GLB20050711">
<GRP HT="125" LBL="AGENCY/CASE DATA" WD="650" X="10" Y="10">

<CON EDT="ORI_CODE" HLP="ORI" EI="20" ID="ORI" LBL="Originating Agency Code (ORI)" LHT="15" LWD="175" LX="10"
LY="25" MNU="CON_POP" PL="$DEV(ORI)"™ REQ="Y" TYP="TXT" WD="121" X="251" Y="19"/>

<CON EDT="AM_REGION" HLP="ADM SR" HT="20" ID="DRI" LBL="Destination ORI/NLETS Region Code (DRI)" LET="15" LST
="ADM_SR" LWD="245" LX="10" LY="50" MNU="CON_POP"™ REQ="Y" SUM="1" TYP="CBO" WD="121" X="251" Y="45"/>

<CON EDT="AM_REGION" HLP="ADM_SR" HT="20" ID="DRI1" LBL="" LHT="15" LST="ADM_SR" LWD="1" LX="450" LY="50" MNU
="CON_POP" SUM="2" TYP="CBO" WD="121" X="498" Y="45"/>

<CON EDT="AM REGION" HLP="ADM_SR" HT="20" ID="DRI2" LBL="Destination ORI/NLETS Region Code (DRI}"™ LHT="15" LS
T="ADM_SR" LWD="245" LX="10" LY="75" MNU="CON_POP" SUM="3" TYP="CBO" WD="121" X="251" Y="70"/>

<CON EDT="AM_REGION" HLP="ADM_SR" HT="20" ID="DRI3" LBL="" LHT="15" LST="ADM_SR" LWD="1" LX="450" LY="75" MNU
="CON_POP" SUM="4" TYP="CBO" WD="121" X="498" Y="70"/>

<CON EDT="AM_REGION" HLP="ADM_SR" HT="20" ID="DRI4" LBL="Destination ORI/NLETS Region Code (DRI)" LHT="15" LS
T="ADM_SR" LWD="245" LX="10" LY="100" MNU="CON_POP" SUM="S" TYP="CBO" WD="1Z1" X="251" Y="95"/>

<CON EDT="NLETS_CTL" HLP="NC" HI="20" ID="CTL" LBL="Oprisnal Canrral Fiald® THT="15" THD="]126" LX="398" LYy="1
00" MNU="CON_EOP" TYP="TXT" WD="121" X="521" Y="g5%/> Check XML =

</GRP> -
<GRP HT="277" LBL="MESSAGE TEXT (TXT)" WD="650" X="10" 1 fo‘ Element is well-formed XML
<CON EDT="MSG_TEXT" HLP="TXT" ET="250" ID="TXT" LBL="' '
EQ="Y" SUM="6" TYP="TXT" WD="632" X="13" Y=r17%/>
</GRE>
</TFM>

ML="Y" MNU="CON_FOP" R

check | Format | copy | cancel | Print | Done

MBP-2 | The solution shall minimally provide all
functionality of the current MSS
environment that is summarized in X
Section V. Project Description and Scope
of Work.

Bidder Response: Datamaxx confirms that the proposed solution will minimally provide all the
functionality of the current MSS environment, which is the Omnixx Enterprise Platform.

MBP-3 | The solution shall provide transaction-
level/group user authorization X
capabilities.
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ID

Specification g:r':l;‘i:it/ Future | Custom Not
P Co':Ifig Y| Release Development | Available

Bidder Response: User roles are configurable in the system, and used to determine the
applications, data, transactions, and administrative functions a user has access to, effectively
transaction-level / group authorization capabilities.

For example, a role can be created named “Query Only”, which provides access to all of the query
transactions. Users assigned this role will only have access to the transactions defined in it.
Another example, a role named “Full Access” could be created which provides access to all
transactions Enter, Modify, Query, Clear, Cancel, and Locate. Users assigned this role will have
access to every transactions.

Agency administrators are assigned the Super Agency role so that they can access everyone in
the agency, and Subagency administrators are assigned the Super Subagency role enabling
access only to users in the Subagencies they manage.

Dola 7 Criste_d a(r;d :ss.ig.nfd :)y
authorized administrators
= =

+ Controls access to

transactions, applications,
m : data sources, and

Job ——l administrative rights.

< User notifications and
administrative reports.

< User menu’s filtered by
Role(s).

i

Transactons

I
i

i
H

il

Omnixx uses role-based privileges to determine the scope of the messages a user may access.

e Agency administrators may access all messages from all users.

e Subagency Administrators may access all messages from users within the Subagency or
Subagencies they manage.

e Users may only access their own messages.
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Current
ID Specification Capability/ Future | Custom NOt.
. Release | Development | Available
Config
Audit
Database
i E ﬁ TTt--.___ Agency @)
' E Admin ﬂ.
e :'“é.'ﬁ't':'a:.'g;};;\}ml ............................. gl ");EL}L;;;;{;Q ................................
i Admin Admin
. e a» =
i { ! I }
@ ad | a
Users Users Users Users Users Users
4 4 S
MBP-4 | The solution shall provide a means for

real-time, end-user notifications X
regarding system availability.

Bidder Response: Omnixx Force provides a connection indicator in the status bar, and when
disconnected the connection indicator will turn from green to red. New transactions cannot be
submitted while disconnected and users will receive a “You are currently Disconnected”
notification.

© | UserID: DLEWIS | Device ID: D_.DLEWIS | ORI: FL3333339 =0 A0

© | UserID: DLEWIS | Device ID: D_DLEWIS | ORI: FL3333339 =0 A0

Users can still access the mailbox to review any transactions already received and any responses
for the device will be queued at the message switch. Omnixx Force will automatically reconnect
when the network becomes available again and any messages queued at the message switch will
be immediately delivered.
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Current
e o . Future | Custom Not
ID Specification Capability/ .
. Release | Development | Available
Config
—_ ((O))Omni.\'x Force ‘;Te‘;:e’e"‘y“;"‘r"‘i:c‘:‘;:‘:‘fgf‘:em" Welcome OFWEBSRU
is re-established.
. )
Find Form Home Forms Mailbox
¥¥ ® VEHICLE INQUIRY TRANSACTION (QV)
# Home
& Foms Submit Clear All
AGENCY/CASE DATA
e * Originating Agency Code (ORI) NCIC Number (NIC)
* Favorite Forms GAO000001 =
Related Search Hit (RSH)
VEHICLE DATA
Vehicle ID Number (VIN)
=
Make (VMA)
Owner Applied Number (VIN)
© | UserD: OFWEBSRU4 | Mnemonic: OFWEBSRD4_MJB | ORI: FL1111111 =0 40
MBP-5 | The solution shall process all batch
transactions from local agencies (e.g.,
processing a group of inquiries on a X
batch of data items or processing groups
of record entries or modifications).
Bidder Response: The Omnixx Enterprise Platform includes a batch interface that can support
processing batch transactions from local agencies.
It supports the standard NCIC Batch Inquiry transactions, including support for persons, guns,
articles, and vehicles. The batch interface supports processing a mix of transaction types in the
same file.
MBP-6 | The solution shall handle message
header and destination errors (both user
and application) in a consistent manner, X
with the return of a message that
indicates the problem.
Bidder Response: There are two (2) aspects to consider when related to errors in headers or
destinations.
The first involves an error made by a user in addressing a message, to a destination that does not
exist. In this case, an error message is returned, indicating that the destination is invalid and
allowing the user to make a correction, without re-entering the message content.
The second case occurs when the actual routing header is in error, which could be caused by
improper data in a header received from an interface agency, or a message with a destination that
cannot be determined.
The Omnixx Enterprise Platform routes such message to an “intercept” queue or a monitored
device for resolution.
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Current
e . Future | Custom Not
Ib Specification gzl:'?il;'"tyl Release | Development | Available

In the case where an error message might cause a “ping pong” effect on the interface, the data
source interface can be configured to return a machine error message rather than a human
readable message.

MBP-7 | The solution shall provide editing
capabilities by user for correction of X
errors in data.

Bidder Response: Omnixx Force provides editing capabilities on the transaction forms and
provides feedback to users as they type to inform them of the requirements for each field. Code
tables and other control types are provided to aid the user in entering the correct data in the
format required. The edit rules are also part of the business rules defined for each transaction
form using the tools provided by the platform’s application rules editor.

Baow @ =1 58 =3
7w @ PERSON INQUIRY TRANSACTION (QW)

Submit Clear All
AGENCY/CASE DATA Clear
* Originating Agency Code (ORI) NCIC Number (NIC)

FL3333339 A

Please lengthen this text to 10 characters or more

(you are currently using 1 character).

Must be a valid NIC number

Agency Case Number (OCA)
$

Must be a valid OCA

Related Search Hit (RSH)

MBP-8 | The solution shall allow users to receive
priority messages (to be defined by NSP X
administrators) first, regardless of what
other information is queued.

Bidder Response: The proposed system provides the ability to set a priority to be set for message
delivery, based on the response type and content.

The definition and handling of priorities is configurable in the “business rules” for the system.

MBP-9 | The solution should utilize compression
techniques for data, message, and image
packets to maximize system X
performance, including an explanation of
the compression method used.

Bidder Response: The Omnixx Enterprise Platform employs WinZip compatible compression
techniques and JPG Image format to compress application metadata and image packets to
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Technical Requirements Response

Specification

Current
Capability/
Config

Future | Custom Not
Release | Development | Available

maximize system performance. The WinZip
approximate 82% reduction.

compatible compression techniques provide an

MBP-
10

The solution shall utilize encryption
techniques to maximize protection from
unauthorized access or monitoring,
including an explanation of the
encryption technique utilized, as required
by the Federal Bureau of Investigation’s
(FBI's) Criminal Justice Information
Services (CJIS) Security Policy.

Bidder Response: The proposed solution uses FIPS 140-2 validated cryptographic modules to

protect data at-rest and in-transit.

The Omnixx Enterprise Platform operates on Microsoft Windows Servers and have “FIPS mode”
enabled. The “FIPS mode” setting on the Microsoft Windows Servers operating system is a kernel
level setting the restricts the operating system to only use FIPS approved algorithms for
encryption, hashing, and signing operations.

The table below lists the relevant NIST certificates for the respective operating systems.

Vendor & Platform

Certificate Number(s)

Microsoft Windows #2356 - https://csrc.nist.gov/projects/cryptographic-
Server 2012 R2 module-validation-program/certificate/2356

See attached - FIPS140ConsolidatedCertList0053 (Windows 2012R2).pdf

Microsoft Windows #2936 - https://csrc.nist.gov/projects/cryptographic-
Server 2016 module-validation-program/certificate/2936

See attached - FIPS140ConsolidatedCert/an2017 (Windows 2016).pdf

Microsoft Windows #3196 - https://csrc.nist.gov/projects/cryptographic-
Server 2019 module-validation-program/certificate/3196

See attached - SeptConsolidated2018 (Windows 2019).pdf

MBP-

The solution shall accommodate network
elements that may already be encrypted
at the originating source, including
hardware encryption.

Bidder Response: All encryption techniques used by the Omnixx Enterprise Edition (Server and
Clients) works with all data packets that are handled within the system. Encryption techniques do
not interfere with the encryption techniques that may be used for other network elements.

MBP-
12

The solution shall, when appropriate,
automatically route National Crime
Information Center (NCIC) response

X
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Current
e o . Future | Custom Not
b Specification Capa.bllltyl Release | Development | Available
Config
transactions to CLEIN for update (e.g., $
messages).
Bidder Response: The solution currently supports the complete suite of NCIC and Nlets
transactions, including those which support the ability to create, modify, locate and clear
information contained in NCIC files.
For each interface, business rules are created that control the processing of the message, both
with regard the initial creation of a message to a data source (including spawning additional
transactions) and the response from a data source (e.g. NCIC).
These rules also extend to asynchronous notification messages (e.g. NCIC “Dollar ‘$"”
notifications and indirect responses (such as State CCH generated “CR” response messages).
The business rules allow for a direct delivery to a destination (as would occur with the results from
an NCIC query) or an indirect delivery (such as could occur when an NCIC response needs to be
sent to another system for further processing, before delivery to an end user).
The added value that the Omnixx Enterprise Platform brings to Nebraska State Patrol is that the
Data Orchestration piece of the Omnixx Enterprise Platform may be invoked in the case where
data transformations with XML data are required, such as NCIC and Nlets NIEM.
MBP- | The solution should utilize nonsequential
13 message and response return X
techniques to improve performance and
timeliness of information.
Bidder Response: The Omnixx Message Broker (switch) component of the Omnixx Enterprise
Platform specifically performs in an asynchronous manner, delivering message responses as
soon as they are received and in accordance with the business rules set in order to maximize the
timeliness and performance of the system.
Along with each transaction, a unique non-sequential message number is assigned, enabling
transaction requests and response to be correlated, regardless of the order they were received in.
The business rules are used to configure the prioritization of a response based upon data source
and/or message content. For example, messages that contain “hits”, such as “MKE/WANTED
PERSON” or “MKE/STOLEN VEHICLE” can be assigned the highest priority in order to ensure
they are delivered first.
MBP- The solution shall enable integration with
14 the Peak Performance user certification X
program.
Bidder Response: The Omnixx Enterprise Platform supports a “Training & Certification” API that
can be used to integrate Peak Performance’s NexTEST training solution.
Peak has already integrated in the Omnixx Platform using this API and is running in production in
several statewide and federal implementations using the same proposed solution (the Omnixx
Enterprise Platform).
MBP- The solution shall provide timely updates
15 to NCIC and CLEIN code tables. In no X
event will these updates take more than
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Current
e o . Future | Custom Not
b Specification Capa.bllltyl Release | Development | Available
Config
30 days to fully apply after mutual
agreement on the scope of the update.
Bidder Response: The Omnixx Enterprise solution includes the Application Rules Editor to mange
updates to message keys, code tables, help files, field edits, transaction definitions, etc.,
collectively known as "business rules".
Each rule is versioned stamped so that client applications can keep the current rules in sync with
changes made at the server, without user intervention. Updates are made centrally, by using the
Application Rules Editor, and are versioned with each change.
When changes are detected, differential updates are performed, where only the changes or new
versions are synchronized.
This is automatic; does not require user intervention, and is completely controlled by authorized
administrators.
These techniques are used for all updates, including NCIC, Nlets, and State transaction elements
and code tables.
Datamaxx will coordinate with Nebraska State Patrol to apply updates within 30 days after mutual
agreement on the scope of the update.
MBP- | The solution should print any of the
16 reports or other outputs at
administratively configurable X
locations/printers (e.g., as an applet or
function).
Bidder Response: The Omnixx Enterprise Platform allows for automatic printing of messages
identified by System Administrators with printers identified as targets.
In addition, the client application, Omnixx Force, provides automatic and unattended printing
capabilities.
MBP- | The solution should enable key
17 components of the MSS to be modified
by system administrators to meet X
changing federal and state standards,
without the need to contract with a
vendor to make changes.
Bidder Response: The Omnixx Enterprise Platform provides an administrative interface that
enables system administrators to manage all aspects of the Control Agency Switch.
Additionally, the changes that occur as a result of changing federal and state standards are met
within Omnixx Enterprise through the use of business rules that do not affect the core application
software.
The business rules can be modified by state administrators without needing to contact Datamaxx
for software updates.
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Current
ID Specification Capability/ Future | Custom NOt.
. Release | Development | Available
Config
MBP- | The solution should support the linking of
18 all responses to the queries that X
triggered them.
Bidder Response: The Omnixx Enterprise Platform generate a unique reference identifier when
sending transactions, and uses the unique reference identifier to link all responses to the queries
that triggered them.
The solution should enable users to
recall a previous hot file entry (recent)
form, to update as necessary, and to X
reenter the record as a new entry
(frequent reentry of habitual
runaways/missing persons, etc.).
Bidder Response: Omnixx Force provide the capability to recall any entry, including hot file entries
from their Sent box or History search results screen.
When selected, the original transaction will be opened and the fields populated with the original
entries. Users may resubmit or make changes and then submit.
The screenshot below shows the Sent box, and the “Reopen” command, which is used to re-open
the original transaction.
MBP-
19 & Inbox m 'g: okmark & Key m Unread Read (' Undock Mailbox
Sent (0) X |filter
R MKE Summary Date/Time v
QR ! @ @ aqw QW: JOHNSON,STEPHEN, M, W, 19630805 12/13/2022 15:52:37
& RN ! o ] Qv QV: RANCHOD, FL 12/13/2022 15:51:32
| EDn
v QV: RANCHOD, FL - Sent 12/13/2022 15:51:32 -
MBP- | The solution shall enable users to fill out
20 an on-screen form in the user interface X
that generates a message switch
message in the correct format.
Bidder Response: Omnixx Force provides on screen transaction form that a user fills out and
submits.
Then, the message switch uses a corresponding message script to generate the appropriate
transactions (including spawned transactions).
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Current
e . Future | Custom Not
Ib Specification gzl:'?il;'"tyl Release | Development | Available

The arrangement of the fields on the transaction form does not affect the order of the transactions,
as the message script is able to parse and arrange the transaction in the format required by the
destination system.

The following screenshot depicts a typical Query Wanted transaction. The transaction forms and
associated components (field name, field requirements, code tables, etc.) are managed by the
business rules editor provided with the solution. New transaction formats and updates to existing
transaction formats are easily applied by authorized administrators.

How =3 A
¢ @ PERSON INQUIRY TRANSACTION (QW) -
Submit Clear All
AGENCY/CASE DATA Clear
* Originating Agency Code (ORI) NCIC Number (NIC)

FL3333339

Agency Case Number (OCA)

Related Search Hit (RSH)

PERSON DATA Clear
Name (NAM)
Expanded Name Search (ENS) Sex (SEX) Race (RAQ)

Date of Birth (DOB) Extended Date of Birth Search (EBS)

Social Security Number (SOC)

Miscellaneous Number (MNU)

EBI Number (EBI)

MBP- | The solution should enable users to copy
21 information that has previously been
entered (e.g., stolen vehicle broadcast X
message) so that it may be pasted into
another place.

Bidder Response: Omnixx Force supports standard copy and paste features. In addition to the
standard paste feature, Omnixx Force also supports “alphanumeric” Paste, which remove non-
alphanumeric characters when pasting, as well as the “replace zero” Paste which replaces the
numeric zero “0”, found in many NCIC responses, with the letter “O” when pasting.
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Current
ID Specification Capability/ Future | Custom NOt.
. Release | Development | Available
Config
Clear
&< Cut
I?.’V Copy
Y Paste
IY) Paste (alphanumeric)
IY) Paste (replace zero)
4+ Insert Data
? Field Help
Analysis

The table below presents the components required of the NSP MSS solution relative to the use
of the data captured for subsequent analytical decision-making, including various types of online

and hard copy reporting requirements.

Current Fut Cust Not
. . Capabilityl uture ustom o
ID Specification Config Release | Development | Available
Analysis
MAN-1 | The solution shall log every inbound and
outbound transaction and messaging
action. Images should be cited without
including the image file in the log, unless X
specifically requested by the user.
Logging should be configurable by
MSS administrators.

Bidder Response: The Omnixx Enterprise Platform stores all significant events including all
inbound and outbound transactions, changes in session state (e.g. logons, logoffs, etc.), failed
delivery attempts, changes to interface status, and typical message switch events. All events are
time-stamped and stored with associated data including device, user, MKE, and ORI.
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Current E N
ID Specification Capability/ | Future | Custom ot
Config Release | Development | Available
Images may be cited without including the image in the log via a configuration option to not
log images associated with a message unless specified by the user to do so. An optional system
generated citation can be placed in lieu of the image to indicate image removal if desired.
The Omnixx Enterprise Platform provides several configuration options for logging including the
interval of when events are moved to the archive, retention periods for transactions that must be
purged based upon statue (e.g. Brady Bill transactions), and the ability to configure certain fields
to be left out of the archive, all of which are available to the MSS administrators.
MAN-2 | The solution shall provide all reports in a X
format that is viewable on screen.
Bidder Response: The Omnixx Enterprise Platform integrates with Microsoft SQL Server
Reporting Services.
Any Omnixx user with the appropriate permission level may generate reports that are viewable
online, and made available for printing using standard Windows Server print utilities.
The screenshot below depicts a viewable online report.
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MAN-3 | The solution shall provide the capability

to print any report. Report formats shall X
include, but not be limited to Word,
Excel, and PDF.
Bidder Response: Authorized users can print or export reports by selecting the Print or Export
command from the toolbar.
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Word, Excel, & PDF export format are supported and additional export formats are also supported
including, PowerPoint, CSV, MHTML, and XML.
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MAN-4 | The solution shall have online detailed
transaction logs for an NSP-configurable
period of time, which aligns with NSP
retention schedules. The current NSP X
retention schedule is to keep the current
year plus the three previous years in
active storage, and an additional year in
“cold” storage.
Bidder Response: The Omnixx Enterprise Platform includes an Archive & Retrieval system for
long-term storage and the ability to search, display and generate reports.
The “Event Log Archive” is stored in a Microsoft SQL server database with indexes and tag fields
to provide fast search results for commonly used fields such as MKE, Name, SSN, and VIN.
Events are stored immediately in an online “Event Log” and remain there for a configurable period
of time as determined by the administrator (typically a few days) and then transferred to the “Event
Log Archive” where they remain for a configurable period of time (typically a number of years).
The “Event Log Archive” Search Tool provides the ability to perform searches by key fields such
as user, agency, ORI, and date/time. Additionally “free text” searches are supported for keywords
or phrases in the message summary or body.
MAN-5 | The solution shall provide the capability

to export log data into any of the X
standard and commercially available
software/report packages or formats
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such as: .xlIs, .csv, .txt, and eXtensible
Markup Language (XML).
Bidder Response: The “Event Log Archive” is stored in a Microsoft SQL Server Database which
provides a robust tool for importing and exporting data called the “SQL Server Import and Export
Wizard”. This tool allows the choice of data source types when exporting including “.xIs”, “.csv”,
“txt”, and “xml”. The following is a brief description.
MAN-6 | The solution should provide NSP staff
with the ability to create/generate custom
or ad hoc reports on any data element in
the MSS log, without contractor
intervention. The solution should provide X
the ability to modify report headers,
exclude columns, sort by and/or filter on
any key data field (including filtering on
date range), and save any modified
report format forsubsequent use.
Bidder Response: As described above, the proposed solution is tightly integrated with Microsoft
SQL Server Reporting Services, which enables authorized users to generate ad-hoc reports and
the ability to generate completely custom reports, including the ability to modify report headers,
exclude columns, sort by and/or filter on any key data field, and save any modified report format
for subsequent use.
MAN-7 | The solution shall provide standardized

daily, weekly, and monthly system X
management and quality assurance
reports, modifiable by NSP.

Bidder Response: The Omnixx Enterprise Platform employs SQL Server Reporting Services
which are used to schedule and provide daily, weekly, and monthly system management and
quality assurance reports. The following is a sampling of standard reports included with the
proposed solution. These reports can be easily modified or new ones created by using the SQL
Server Reporting Services Tools described in requirement AN-5.

MKE by Device - summarizes the number of each MKE sent by each Device.

MKE by User - summarizes the number of each MKE sent by each User.

MKE by ORI - summarizes the number of each MKE sent by each ORI.

Interface Maintenance Report - summarizes when each interface was started or stopped.

MKE by Switch-Host Interface Report - summarizes the number of each MKE sent to host
interfaces (e.g. NCIC, Nlets, and DMV).

Hourly Distribution Report - Summarizes the number of inputs; output and total bytes; and input
and output of total messages sent and received over each interface by hour of day.

Omnixx Switch Summary - displays the address, interface connections, and status of the Omnixx
Message Broker.
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The reports can be generated on demand or scheduled, and can be modified by NSP.
MAN-8 | The solution should provide the ability to
generate NCIC validation reports, on X
demand and modifiable by NSP.
Bidder Response: The proposed solution supports NCIC record validations from client
workstations that provide notifications to users for records that need to be validated, and an easy
to use interface to review and validate the records. The reports can be generated on demand or
scheduled, and can be modified by NSP using SQL Server Reporting services.
MAN-9 | The solution shall have the ability to
query the log data based on specific X
search criteria.
Bidder Response: The Omnixx Enterprise Platform maintains a detailed audit log of each
transaction processed. These audit logs are stored in the Omnixx Enterprise Platform database
files and are available for searching and reporting (by system users with the appropriate security
level), as required by NCIC and Nlets.
MAN- | The solution should provide reports
10 defined by MSS auditors. These
standard or ad hoc reports should be X
made available in real time and
authorized via the user provisioning
screen.
Bidder Response: Many of the standard reports with the appropriate filtering, such as time span,
details (text search), jurisdiction, etc. are core capabilities of the Omnixx Enterprise Platform and
will support the needs of MSS auditors “out-of-the-box”. Additionally, ad hoc reports can be
generated on demand or scheduled using SQL Server Reporting services.
MAN- | The solution should provide a set of
11 standard system and data reports for
message switch operations, regardless
of format, minimally including the
following:
1. List of transaction types
(warrants, missing, etc.) for X
various agencies run over a
user-defined period
2. List of all transactions for a
certain originating agency
identifier (ORI),organized by
message key or record type
3. Ability to schedule reports
Bidder Response:
1. The Omnixx Enterprise Platform System Administrator includes a “transactions by MKE”
report which addresses the transaction types for selected agencies over a defined period
of time.
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2. The Omnixx Enterprise Platform provides a report functionality that allows an authorized
administrator to create a report of all transactions for an agency organized by message
key or record type. The format of the report is HTML for maximum flexibility of use and
can be saved, printed or emailed.

3. Datamaxx acknowledges and complies with this requirement. The Omnixx Enterprise
Platform Console provides the ability to schedule reports.

MAN-
12

The solution should produce daily activity

reports by operator. X

Bidder Response: The Omnixx Enterprise Platform uses SQL reporting tools to create and
establish the timing for any custom reports required. These reports can be created one time or
scheduled for any time interval, including daily activity reports by operator. Each report is defined
by a model (data, format, structure). Once the model is established, the report can be set to run
automatically or on demand by users and administrators with appropriate permissions.

MAN-
13

The solution should provide access to
audit trails for authorized users, based
on configurable security roles. These X
audit logs should come with robust
reporting and search tools.

Bidder Response: The Omnixx Enterprise Platform provides logging and auditing for all
transactions and utilities to search, display, and print the logs. In addition, administrative changes
are also logged, tracking user logons/logoffs, user account changes (e.g. permissions, password
changes), device changes, etc.

The Omnixx Enterprise Platform provides robust support for configurable security roles (known as
certifications) including limiting access to audit trails to authorized users and limiting access to
data within the log. For example, the chart below displays the hierarchy of administrative
certifications employed by the Omnixx Enterprise Platform. The data in the audit log a user access
is determined by their certification (or role). This will determine if you have full access (entire log)
or limited access (for a specific user, agency, or ORI).

Robust search and reporting tools are provided, making it easy to analyze log data and generate
informative and statistical reports.
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Omnixx Administrative Certifications

AGY_SUPER *
Agency Super Admin

AGY_APP

AGY_TR B
| Agency Application

| Agency Training
Admin

AGY_CONFIG AGY_CER
Agency Configuration | Agency Certification
Admir Admin

AGY_USER ‘ SAGY_SUPER ‘
] — AGY_DEVICE
Agency User Admin Agency Devies Adrmin Subagency Super AGY_CLASS AGY COURSE
Admin Agency Class Agency Course

Admin Admin
AGY_HELP AGY_INST AGY_REPORTER SAGY_HELP
A Help Desk Agency Training i i 7 Report Subagency Help
s it Instructor s il Desk

SAGY_DEVICE SAGY_HELP SAGY_USER
Subagency Device Subageney Help Subagency User
Admin Desk Admin

JAGY = Agency (The System Owner) — Administrative rights for all SubAgencies.

ISAGY = SubAgency (ex. Police Department, Sheriff's Office) — Administrative rights for the SubAgency Only.

* When assigning the AGY_SUPER Certifications to a user, Omnixx requires that at least two users with the equivalent certification enter their

password to approve the assignment.

MAN-
14

The solution should be capable of
supporting a reporting function that can X
provide data by reporting jurisdiction.

Bidder Response: The Omnixx Enterprise Platform utilizes SQL Server Reporting Services and
provides a variety reports as part of the solution. The reports provide a variety of filters, including
a filter for reporting jurisdiction, for ad-hoc reporting as well as the ability to schedule reports for
delivery. Reports can be customized or new reports can be created using SQL Server Reporting

tools.
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User Certification Status Report

Action and Decision
The table below describes the components required to allow users of the NSP MSS to render
business decisions based on the analytical information presented. These decisions have a

downstream effect on other system users. For example, notifications can be made to validate
information contained in the system prior to enforcement action being taken.

ID

Specification

Current
Capability/
Config

Future
Release

Custom
Development

Not
Available

Action and Decision

MAD-1

The solution should assist in
enforcement of the “10-minute rule.”
Upon receipt of an urgent request for hit
confirmation, the entering agency should
provide a substantive answer within 10
minutes. If no confirmation is received,
the system prompts the sending agency
to send a second request to the agency
and to the designated state control point.
If no response is received within 10
minutes of the second request, a third
request is sent to the agency, NCIC, and
NSP. If the request is to another state,
the control point for that state and NCIC
quality control also receive the request.
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Bidder Response: The 10-Minute Rule that prompts an entering agency to provide a substantive
answer to a request for a hit confirmation is a core capability of the Omnixx Enterprise Platform.
Following a rules pattern established by the administrators, if no confirmation is received within
the 10 minutes, the system will send another request to the agency and to a designated state
control point. If there is still no response after the second attempt, a third request is sent to the
agency, NCIC and NSP. If the request is to another state, the control point for the state and NCIC
Quality control will also receive a request. These rules and the specific delivery points can be
established and managed through Business Rules so that no changes to the application code are
required to establish, maintain or change the destinations.

MAD-2

The solution should provide a record
validation process by which responsible
parties are automatically notified in
advance of the need to validate within a X
specific time frame, and when records
are deleted, appropriate parties are
notified of the deletions.

Bidder Response: The Omnixx Force end user interface supports record validations, using an
integrated process where record owners receive records to validate monthly. Omnixx Force
provides a user friendly interface to track and perform validations, and includes periodic reminders
to ensure record owners provide timely record validations to prevent NCIC from removing the
records for not being validated in according to NCIC policy.

The screenshot below depicts a sample set of record to validate.

The records, grouped by type as shown in the top pane.

When a group is selected, the detail records are displayed in the bottom pane.

Users can review the records and then simply click the Validate button to complete the validation,

or the Modify, Cancel, or Clear button to display the appropriate transaction form to be completed
by the operator.
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WANTED PERSON
@ Validation Records Detail
Tap the Edit Valldation Infarmation button belaw to madify the validation infarmation

(+]

[+]

[+]

L]

MAD-3 | The solution should provide subscription
and notification capabilities (e.g., X
receiving notification that the status of a
previous record inquiry has changed).
Bidder Response: The Omnixx Enterprise Platform includes a service modules for inspecting
transaction traffic and providing notifications.
The Omnixx Message Monitor Service allows an administrator to set an indicator that monitors
message traffic and upon the detection of certain data string in the messages can notify a user
that such data was detected so they may take action. The configuration is soft-set for data strings
to search and notification destinations.
MAD-4 | The solution should provide a

“watchdog” functionality, whereby an
agency/user is notified if another
agency/user ran the same switch X
transaction within a specified time frame
(e.g., an officer in a different jurisdiction
ran the same license plate query two
days prior).
Bidder Response: The Omnixx Enterprise Platform includes a service module known as the
“Query Notification Service” which sends an Administrative Message (AM) to the originating ORI
when a match is confirmed for the corresponding data elements for a specific MKE.
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The following example demonstrates a typical workflow. This is the default configuration for the
Query Notification Service. The transaction matrix and match fields are table-driven and can be
adjusted. ORIs in the example are fictional and meant for illustrative purposes only.
1 — Initial Query from Origination ORI
2 — Subsequent Query with matching parameters from a different ORI and notification to the
original ORI.
o MD0022200 - “g:’:z u?‘é'm
Service
MDO0022200 fe— [ am
- Not#y ‘\\
MDO033300 > ‘9‘2’:3 W2
\ Service
Workflow

The table below describes requirements related to the routing, verification, and storage of

information in the NSP MSS environment.

3. Defined devices

4. Computer interfaces

5. Any of the above within a
defined geographic area or
defined group

Current
ID Specification Capability/ | Future | Custom Not
Config Release | Development | Available
General Workflow
MWE-1 | The solution shall ensure that
administrative messages can be sent or
routed to:
1. Users and groups of users
2. Agencies and groups of
agencies X

Bidder Response: The proposed solution has full handling of for Users, Agencies, Defined
Devices and Computer Interfaces as well as grouping of all of the above.
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Messages destinations for administrative messages are managed by configurable business rules,
with capabilities that meet this requirement.

Authorized administrators, using the administrative interface, can easily manage and create
groups.

MWE-2 | The solution shall allow for the
maintenance of user-defined, reusable
group destination codes or lists of
users.

Bidder Response: The proposed system allows for the creation and maintenance of the various
group lists by authorized administrators.

Groups may be comprised of ORIs, devices, users, other groups, or any combination of these.
Groups may be limited to one category as illustrated below.

ORI Device User Cronps
Group Group Group Group
FRO010040 ORGA AStaith OFI Group
FRO0Z0040 SAIC ACrue Dewice Group
FRO030040 TELECOM MSanchesz User Group

Additionally, Groups may be nested and contain multiple categories, including other Groups as
shown in the diagram below:

Group A

{ ORIs: TRO000001; PROO0ODO0Z ‘

—{ Devices: ORGA SAIC |

—{ Users: ASrmith; MSanchez ‘

] Group B

% ORIs: PR1234567 ‘

*I Devices: TELECOM ‘

*I Users: ATz ‘
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Messages can be sent to multiple destinations at one time through the use of Groups. Once a
Group has been defined, a message can be addressed to the Group and will be delivered to all
members of that Group.

The following screenshots show the a sample Group properties dialog, and then a “Manage ORI
Members” dialog, where the group information is entered, and then the associated ORI group
members are selected and added to the group.

O Group Properties
Tap the Edit Group Information button below to modify the group properties

*Group Identifier Name *Status

Active ~

ADDGROUP | | ADD GROUP ‘

Notes

NEW GROUP IN THE OMNIXX FORCE DATABASE.

Group Members

>
O ORI O Device
0 ORI Member 0 Device Member
& User i Group
0 User Member 0 Group Member
Manage User Members Manage Group Members
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MANAGE ORI MEMBERS x

Select Subagency Filter

Advanced Authentication v

* Enter A filter to fill the Available Group List

Select available ORIs on the left. ORIs on the right are currently assigned to this group.

Non-selected Selected

Showing all 25 Showing all 2

-> «

FL1111116 - Copy FL ORI FL3333333 - Test ORI

FL11EBEFG - TestEFG FL3333336 - iPAD ORI

FL1254545 - test

FL2345678 - FL2345678

FL3333331 - Test ORI

FL3333332 - Test ORI

FL3333334 - Test ORI

FL3333335 - Test ORI

FL3333337 - Droid ORI

FL3333338 - DroidP ORI

FL3333339 - SIG R 8th

FL4444441 - Test ORI

FL4444442 - Test ORI

FL4444443 - Test ORI

FL4444444 - Test ORI

FL4444445 - Test ORI

FL5555551 - ORI

FL5555552 - ORI .

El ARRRRR2_NRI

MWE-3 | The solution shall enable configurable
routing based on message or
transaction type and content. For
example, a hit on a wanted person X
destined for a mobile device is
automatically “copied” to a dispatch
center device.
Bidder Response: The proposed system allows for easy modification of routing rules for
messages. The Omnixx Enterprise implements configurable “business rules” which permit
custom processing to be performed.
This includes the ability to create “courtesy copies” to one or more destinations based on
message content.
As part of the project plan, Datamaxx will work with NSP on initial routing configurations and train
NSP personnel on how to make adjustments to existing routes and the creation of new routes.
MWE-4 | The solution should provide guaranteed X

message and transaction delivery.
Bidder Response: In 1996, Datamaxx invented the Datamaxx Message Processing Protocol,
known as DMPP-2020 to provide a standard method to provide robust message handling and
guaranteed Message delivery in the Law Enforcement Environment.
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The guaranteed delivery mechanism uses positive and negative acknowledgement techniques to
ensure message delivery before de-queuing the message. Additional techniques are used with
systems that do not provide application-to-application acknowledgement.

For example, since the NCIC TCP/IP protocol does not support application-to-application
acknowledgements, the Omnixx Enterprise Platform will wait for a response to be received before
removing the message from the queue.

DMPP-2020 has become the defacto standard for law enforcement communications. It is used in
over 30 state and federal systems, and every major law enforcement vender has implemented it
in their system.

DMPP-2020 regularly provides guaranteed message delivery for millions of messages every day.
The following diagram depicts the states and federal systems utilizing DMPP-2020 today.

States/Locations Using the Datamaxx Message Processing Protocol (DMPP-2020)

Federal Aviation Adman
Dept. of State

=
’ Puerto Rico

MWE-5

The solution shall provide for optional
message and transaction escalation
and alternative delivery. For example, X
Agency A experiences a power outage,
so Agency B is designated to receive
Agency A’'s messages (set by NSP).

Bidder Response: The Omnixx Enterprise Platform provides for both manual and automatic
alternate delivery mechanisms.

Omnixx Force Desktop provides a transaction form to use (if the user has the correct permission)
to “alternate route” messages from one device to another. The system also supports “courtesy
copies” in that it can be configured to send a copy of a message to another device in cases of
emergency. The message for the original device will remain in queue until the operator logs on
and receives his or her messages.
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% @ ALTERNATE ROUTING (ALT) ALT Router Scheduler — A Service
Component that is part of the platform and
used to schedule the alternate routing of
devices.

Submit Clear All

AGENCY/CASE DATA Clear

* Mode (AMOD) * From Device Identifier (FDEV)

For example, a scheduled can be created so
that a non-24 hour devices’ traffic can be
Copied or Moved to a 24-hour device on

submit Clear Al weekends, and automatically revert to the non-
24 hour device on Monday morning at 8am.

*To Device Identifier (ADEV)

[8] Manage Device Reroute Schedules
New Job Edit Job Delete || EndJob
Enter Device Identifier Find poge[t  Joft  [Go)iq « » M
From Device To Device Occurs Frequency StartTime EndTime Holiday Type End Enabled Description
5 e P Device Reroute Job Details

Description [test123

From Device [D_JADAMS To Device [D_TJEFFERSON

Run Job on Holidays

Job is Enabled

Move to Alternate Device ® Copy to Alternate Device

Occurs Range v

Startingon [ Friday v] Endingon [Monday v

Startingat (500 v|[PMv] Endingat (800 v |[AM v

Monday  Tuesday Wednesday Thursday Friday

Saturday  Sunday Weekday All

Update Cancel

MWE-6 | The solution should provide queuing

that allows messages and transactions
to accumulate for subsequent delivery
(guaranteed delivery) in the event of X
connectivity or system downtime; such
queues are to be configurable by NSP
by both duration and message type.

Bidder Response: The Omnixx Enterprises Platform provides message queuing and retention
functionality as a core feature of the architecture. If there is a connection interruption for any
reason, messages will remain in queue and then delivered once communications are re-
established.
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The system provides configurations and business rules to manage retention periods and
destinations by message type. For example, certain message keys may need to be sent to the
Intercept Queue for human review.
The message queue provides a fault tolerant approach in that when synchronizing one or more
stand by or disaster recovery sites, in event of failure at the main site, the queue files will be sent
to the backup site for immediate processing.
MWE-7 | The solution should allow group queues
with the option to delete messages on X
first read or require that messages be
deleted manually.
Bidder Response: The proposed solution supports delivery of messages to groups. The option to
delete messages on first read or manually is a planned enhancement for Omnixx Force release
in 2023.
MWE-8 | The solution shall allow messages to
queue and present the messages based X
on message priorities.
Bidder Response: The Omnixx Enterprises Platform provides message queuing and retention
functionality and supports message priorities for delivery, so that message with a higher priority
are delivered from the queue ahead of those with a lower priority.
The message priorities are managed using configurable business rules, and are easily created
and modified using the platforms Application Rules Editor.
MWF-9 | The solution should handle the delivery
of all messages and responses from all X
sources to the appropriate end user.
This capability should be table-driven.
Bidder Response: Message routes are configurable business rules, and use a table-driven
design approach, allowing them to be easily created, and modified using the platforms
Application Rules Editor.
MWE- The message switching application shall
10 have the ability to accurately time- and X
date-stamp all transactions processed
based on the operating system clock.
Bidder Response: All transactions are automatically time-date-stamped using the operating
system clock.
Messages date/times are stored in the database using the Coordinated Universal Time (UTC)
format, allow easy formatting for display across time zones.
MWE- The solution should provide a
11 configurable visual and/or auditory
mechanism for making users aware that X
messages or responses have been
received.
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Bidder Response: Omnixx Force provides a variety of indicators aware when responses are
received:
Pop-up window — When a message is received a pop up is displayed showing special
message information at the top;
When Hit messages are received, a visual indicator is displayed.
The status bar includes unread message counters. The counters are animated when
they are greater than one to inform the user that there are received responses.
Audio. A message sound can be configured based upon then content of the message. In
addition, there are distinct sounds for unread no-hit messages and hit-messages, making
easy for a user to know the message priority by the sound.
QV: RANCHOD, FL - Received 12/15/2022 13:32:33
1L0106GX00000MQV
FL3333339
QV.MT0420299. *06GX00000M .
MESSAGE FROM NCIC
MKE/STOLEN VEHICLE - HOLD FOR LATENTS Hit Indicator
ORI/MOMHPII27 LIC/[Neaen LIS/FN LIv/2020 LIT/PC Pop up
VIN/F6789678912346 VYR/2020 Window
VMA/VOLK VMO/GOLF VST/LL VCO/BLU DOT/20150423
OCA/MULE1
MIS/TEST ENTRY/VEHICLE HAS SEVERAL STICKERS IN THE BACK WINDOW Status Bar
OPT/0OUT .
NIC/V787514112 DTE/20150423 0945 EDT DLU/20221215133232 0945 EDT Indicators
ORI IS SHP ROLLA 573 368-2345
IMMED CONFIRM RECORD WITH ORI
Message
Audio
Print Turn Off Audio
MWE- The solution should provide for
12 confidential transaction-processing
capability; for example, allow an
authorized NSP administrator to
designate an inquiry as “confidential”
such that subsequent viewing of
messages relatingto the
inquiry/response can be restricted,
including writing audit trail information to
a confidential or restricted audit log.
Bidder Response: The Omnixx Enterprise Platform in conjunction with the operating system and
database, provide the tools to configure message auditing. As part of discovery, Datamaxx will
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work with NSP to define the requirements for “confidential” message handling and then adjust
business rules, stored procedures, as needed.
MWEF- | The solution shall provide the ability for
13 control terminal agency ORiIs to utilize
ORls for other agencies for training, X
diagnostics, or other reasons (i.e.
sending and receiving).
Bidder Response: ORIs are configurable, allow authorized administrators to configure the ORIs
that are available for a device, which includes ORIs for other agencies.
Home Forms Workspace Mailbox History.
[ oen | eeon | rion
Search: Copy CSV  Excel PDF  Print
ORI Identifier Name Primary Device Status
MWE- | The solution shall provide the ability to
14 forward unsolicited messages that are
sent to a mobile terminal to a non- X
mobile terminal, in case the mobile
terminal is turned off.
Bidder Response: Message routes are configurable business rules, and the ability to forward a
copy of an unsolicited to one or more other devices (mobile and non-mobile), based upon type
and/or content, can be easily configured using the Omnixx Rules Editor.
MWE- The solution shall provide the ability to
15 manage a “dead letter file” of messages X
that cannot be successfully delivered.
Bidder Response: The Omnixx Enterprise Platform provides a Service Adapter that is the “dead
letter file” endpoint for messages that cannot be successfully delivered.
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Hot Files

Hot files are formal data stores associated with particular types of common information,
including vehicles, guns, persons, and articles. The term originated as a reference to stolen
items, but hot file databases have expanded to include information beyond stolen items (e.g.,
missing persons).

NSP currently maintains hot files locally as part of the CLEIN systems. NCIC maintains a central
database of hot file information that typically includes fewer categories than individual states are
required to maintain. The individual states provide hot file information to and retrieve information
from NCIC.

The NCIC hot files currently maintained by NSP are listed below.

NCIC Hot Files
People Items
1. Wanted Persons 1. Vehicle Files
2. Missing Persons 2. Boat Files
3. Unidentified Persons 3. Parts Files
4. Supervised Release 4. Gun Files
5. Identity Theft 5. License Plate File
6. Sex Offenders 6. Securities Files
7. Gang Affiliation 7. Stolen Article Files
8. Known or Suspected Terrorist

9. Protection Orders

10. Foreign Fugitive

11. Immigration Violator

12. National Instant Criminal
Background Check System
(NICS) Denied Persons

13. Protective Interest

14. Violent Person

15. Extreme Risk Protection Order
(scheduled to be added in 2022)

In addition to the NCIC hot files, NSP maintains three local hot files which should be part of the
replacement solution:

Nebraska Hot Files

1. Foreign Petitioner (for protection orders)
2. Towed Vehicle
3. Infractions Warrant

The table below describes requirements related to collecting, maintaining, and disseminating
hot file information. In addition, the table designates each requirement as pertaining to NCIC hot
files, Nebraska hot files, or both.
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Development | Available

Future

Specification Release

Hot Files

HF-1 | NCIC

The hot file solution should be
compliant with requirements X
identified in the NCIC 2000
Operating Manual.

Bidder Response: The NCIC portion of the Hot File system supports all of the current
NCIC files, as follows:

Wanted Persons
Missing Persons
Unidentified Persons
Supervised Release
Identity Theft

Sex Offenders

Gang Affiliation
Known or Suspected Terrorist
Protection Orders
Foreign Fugitive
Immigration Violator
National Instant Criminal Background Check System (NICS) Denied Persons
Protective Interest
Violent Person
Vehicle Files

Boat Files

Parts Files

Gun Files

License Plate File
Securities Files
Stolen Article Files

The Extreme Risk Protection Order (scheduled to be added in 2022) will be
implemented as it becomes available.

All data elements as defined in that manual for the files are supported as per the
NCIC-2000 manual and related Technical Operational Updates (TOU).

HF-2 | NCIC

The hot file solution should fully
support all NCIC 2000
transaction types (e.g.,entry,
modify, query, cancel, locate).

X

Bidder Response: The NCIC portion of the Hot File system supports all NCIC-2000
functions that pertain to that individual file. These functions include:

Query, including messages spawned from high level functions, such as driver
or vehicle query

Entry (including supplemental person data, dental records and detainer
functions)

Clear
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e Cancel (including person supplemental data, dental records and detainer
functions)

e Modify (including person dental records and detainer functions)

e Locate.

Queries may be spawned from higher level functions, so that a user may access
several data sources from a single query function.

HF-3

NCIC

The hot file solution shall
support standard NCIC data
exchanges (e.g., National X
Information Exchange Model
[NIEM] XML).

Bidder Response: The data exchanges for the NCIC portion of the Hot File system are
completely based on XML data structures. The formats are controlled by style sheets
and any XML compliant data structures (e.g. OFML, GJXDM, NIEM, etc.) can be
supported.

All exchanges for Hot Files to and from NCIC itself will be in the NIEM format,
independent of the format submitted used by the end user. Transformations are
preformed automatically where needed in order to maintain backward compatibility for
such users

An end user agency that is already OFML compliant can use the system with no
changes, but may move to other formats (e.g. NIEM), as time and budget permit. The
Omnixx system provides for dynamic response formatting (XML, user visual text or
both types) on a message by message basis.

HF-4

Both

The hot file solution should
provide validation of hot file X
records.

Bidder Response: The Hot File system provides robust validation functions that allow
an authorized agency or user a “self-serve” ability that obviates the need to create and
distribute reports.

Authorized agency users may view records that pertain to their agency and overall
system administrators may view all records in the system, independent of the record
owner. This feature may be used to ensure that all agencies are in compliance with
validation requirements.

The agency may then send a simple “modify” message that updates the validation
name field (VLN) and automatically updates the validation date (VLD).

The “self-serve” facility allows an agency to view:
e Records that have never been validated

e Records that are due for validation in current month
e Records that are due for validation in a given month
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The hot file solution should
support Nebraska response X
formats.
Bidder Response: The Nebraska portion of the Hot Files System supports the
following Nebraska Hot Files.

e Foreign Petitioner (for protection orders)

e Towed Vehicle

¢ Infractions Warrant
The Nebraska Hot File system is modeled on and is compliant with the NCIC-2000
functionality, as defined in the NCIC 2000 Operating manual.
All data elements as defined in the NCIC 2000 operating manual for these files are
supported, plus state specific fields may also be defined within the files. The extra
fields do not interfere with the NCIC-2000 data elements, but offer extended
functionality over and above the NCIC specifications.
Some of the NCIC 2000 data fields have been expanded, while maintaining backward
compatibility in order to provide extra useful functionality for the end users. For
example, the “O0C” data element has been expanded to include up to 500 characters
of text data that is inserted automatically, in order to assist a user when interpreting a
query response. This has no impact on the NCIC 2000 compatibility, but is a simple
extension.

HF-5 | Nebraska

Specific aspects of the Nebraska Hot File system include:

e The data elements map to their equivalent NCIC data elements and multiple
extended data elements are available for use, over and above the NCIC
standard elements. This permits better processing for the benefit of the end
user community.

e The unique identifier for each record is known as the “NIS” number. It is year
based and is the direct equivalent of the NCIC “NIC” number.

e The Hot file system is integrated with the Message switch, and resides on the
same platform.

e The Hot File system has a critical benefit over and above the NCIC processing
in that records are “soft” deleted and can be restored after accidental clearing
or cancellation, so that records are never physically deleted.

e Processing options for “Auto Playback” of maintenance functions such as
Entry, Modify, Locate, etc. so that a user has immediate confirmation of their
entry without having to perform a query.

e The functions within each file include:

Entry
Clear
Cancel
Modify
Locate.

O O O O O
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o Full support is provided for all the equivalent NCIC data elements for
person supplemental entries, such as AKA, DOB, etc.

The Nebraska Hot File system supports the current Nebraska formats. The actual
response presented to an end user is constructed by the use of industry standard style
sheets and may be modified with no impact or disruption to the system.

The Hot files are accessed using XML data streams, and can be spawned directly from
queries, or access on a function by function basis, such as when performing a towed
vehicle entry.

HF-6

Nebraska

The hot file solution should
provide robust database search X
capabilities.

Bidder Response: The Nebraska Hot File solution uses several different search
techniques to ensure that as many matches can be found for a query. It is well known
that a user may not have all information, or the information has been provided with
names reversed for persons and the search techniques allow for these issues.

A direct query may be used by the “NIS” number for both Person and Vehicle files
Person search features include:

e NYIIS Soundex algorithm for name matching.

e Reversal of hyphenated last name names For example “GOMEZ-
FERNANDEZ” will also be searched as “FERNANDEZ-GOMEZ.”

e Broad scoping of “RAC” codes and the ability to search without RAC.

e Allows searching without “SEX” or a value of “U” when sex is unknown.

e Allows searching by any identifier such as OLN, FBI, MNU, SID etc.

Vehicle search features include:

e Search by any key identifier, such as LIC, VIN, OAN, etc.
e LIC query may be filtered by a state code (“LIS”).

HF-7

Nebraska

The hot file solution should
include tools that support
Nebraska reporting and state X
and federal audit support
requirements.

Bidder Response: The Nebraska Hot file solution has extensive reporting facilities that
can be initiated by an authorized user. This permits an agency supervisor to review
records that pertain to just their agency. An overall system administrator can review
records from any agency by selecting that agency’s ORI. These abilities are controlled
by the normal permissions and certifications inherent in the system.

The reports can present data in a summary list format, or a detailed format, controlled
by an option presented to the end user.
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The standard reports that can be accessed by the “Query Record for Management
function (QWRM for and QVRM for vehicles) include:

e All records in summary format.

e Allrecords in detailed format.

e Records that have never been validated in summary format.

e Records that have never been validated in detailed format.

e Records that are due for validation in current month in summary format.

e Records that are due for validation in a current month in detailed format.

e Records that are due for validation in a given month in summary format.

e Records that are due for validation in a given month in detailed format.
The Summary format provides a synopsis of each record, while the Detailed format
shows every data element associated with the record, including:

e Date of Entry

e Date of Last Update

e User name from last entry or Update

e System reference number form last entry/update

e Device name from the last entry/update
All records are in a Microsoft SQL server database. If unique or custom reports are
required, they may be created by the use of the standard SQL server Reporting Tools.

Infrastructure

The table below describes elements that provide technology systems and deliver secure and reliable
systems. These elements are primarily hardware and networking components.

Current
ID Specification Capability/ | Future | Custom Not
Config Release Development Available
General Infrastructure

The solution shall minimally provide the

operational capacity of the current MSS X

environment, as defined in Section V.B of

the RFP, including photos.

MIN-

Bidder Response: The proposed solution meets these requirements with current capability or configurable
Items. The Omnixx Enterprise Platform is installed in many locations that have similar requirements to the
NSP MSS system and it employs best practices for cluster and load balancing providing a robust, scalable,
and mature platform. It can support the NSP MSS processing requirements and projected 7.5% growth
rate. User, Agency, Device, ORI, etc. are stored in a SQL Server relational database providing the ability to
store all necessary information and the ability to add to it for future growth.

The Omnixx Enterprise Platform supports all NCIC and NLETS transactions including Entries, Modifies,
Clears, Cancels, Locates, and Queries. New transactions for state specific data stores can be added to the
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system using the built-in tools for creating transaction forms, help files, code tables, etc. Photos, images,
and binary files are supported in a variety of formats, including NCIC 2000, NISP (NLETS Interstate
Sharing of Photos), and state specific formats (e.g. DMV, etc.).

MIN-

The solution should utilize a system
architecture that is open, nonproprietary, X
and portable.

Bidder Response: The Omnixx Enterprise Platform (OEP) provides robust support for standardized
technologies including XML, Web Services, the Simple Object Access Protocol (SOAP), HTML, XSLT, and
Java Script, providing a system architecture that is open, nonproprietary, and portable. The OEP supports
industry standard hardware and databases, and has a proven success in virtualized environments.

Datamaxx was the first company to deploy law enforcement products (North Carolina, 20,000 users, Year:
2001) that fully support XML exchanges between server and clients, XSLT for message transformations,
JavaScript for script processing, and HTML for rendering. The Omnixx Enterprise Platform also provides
best in class support for XML formatted message exchange to NLETS, as well as other systems that
employ GJXDM (Global Justice XML Data Model), and NIEM (National Information Exchange Model).

Datamaxx published the Datamaxx Messaging Processing Protocol, known as DMPP-2020 to provide a
standard approach for communications and guaranteed message delivery. DMPP-2020 is now a standard,
used multiple States, and is supported by all major law enforcement systems vendors.

Unlike other vendor solutions that were implemented in Unix and converted to Windows, the Omnixx
Enterprise Platform was built from the ground up leveraging the best in Microsoft platforms, technologies,
and development tools. The OEP is a robust platform leveraging Microsoft technologies such as .Net, SQL
Server, and Windows OS technologies. One example of deep integration with Windows is that the Omnixx
Enterprise Platform utilizes the core Windows kernel HTTPS driver which provides high performance web
services from the Windows core OS. This driver is highly optimized and scalable and is the same driver
used by Internet Information Services (1IS) to serve up high performance web sites by Windows.

Another unique feature offered by the Omnixx Platform is it exposes Web Services for items stored in
repository (e.g. User Profiles, Device Configurations, Groups, Roles, ORIs, Archive Log, etc.) and to send
and receive messages. These powerful features mean that any application needing to access to the
repository information and/or send and receive transactions, it can do so in a secure and standardized way
(e.g. XML) utilizing industry standard web services. No other vendor offers this flexibility.

The Omnixx Enterprise Platform is “n-tiered” and can be configured to have multiple tiers distributed
across multiple physical platforms, if desired.

There is a “gateway” tier, an “application” tier, and a “database” tier that can be co-located or placed on
separate physical or virtual machines depending upon the requirements for how it is to be deployed within
the network. This provides many advantages for securing access to the data sources as well as for
scalability, redundancy, and disaster recovery.

The architecture is “firewall friendly” in that access between servers use standard Internet technologies
such as “Simple Object Access Protocol (SOAP)”. This permits components such as the repository
database to be located within a secured network a protected by firewalls, with no requirement to open
access to any other function except those required by SOAP. This is an important level of indirection, as it
allows end user access to the user facing components (such as the Web Server and communications
components) but block any user access to protect items such as direct database access.

Page 39 of 110




5 DatamaXX® Technical Requirements Response

APPLIED TECHNOLOGIES

Current
Capability/ | Future Custom Not

Specification Config Release Development Available

This architecture also provides distributed and delegated administrative capabilities via a web browser.
The Omnixx Force Administration Console web application is used to manage user profiles, devices,
configurations, courseware, class schedules, reports, etc. It provides fine-grained control of the features by
using certifications or roles to control access to them. For example, an administrative user can be
configured to access only those user accounts within his or her agency, providing a way to delegate user
maintenance in a restricted fashion. Another example is to assign an administrative user a “help desk”
certification (e.g. role) that only permits access to the “password reset” function. This fine-grained control
provides a unique feature that is configurable to provide any combination of access to virtually any function
within the system.

MIN-

The solution should be adaptive and use
extensible architecture for future expansion X
and scalability without the need for major
architectural modifications.

Bidder Response: As described above in the response to “MIN-2” the proposed solution utilizes an
extensible architecture and is well positioned for future expansion and scalability without the need for
major architectural modifications. Omnixx Enterprise Platform is comprised of a series of “run-engines” that
interpret business rules stored on a central server to provide the desired functionality. It employs standard
technologies including XML, Web Services, SOAP, HTML, XSLT, Java Script, and Regular Expressions as
well as best practices support for load balancing, clustering and virtual technologies to provide a scalable,
highly available, manageable environment.

XML is key factor in extensibility in that it provides a structured approach for data process, making it easy
to extend and an approach that is backwards compatible with existing client applications when new
features are added to the system.

The Omnixx Enterprise Platform design imposes no limits on the number users, devices, communications
interfaces, or transaction definitions. There is no “System Generation” required to add or expand system
databases to accommodate solution expansion.

For example, the Omnixx Enterprise Platform database servers may be on one platform, while the Omnixx
Enterprise Platform application servers reside on a second platform and the Omnixx Enterprise Platform
communications components on a third, depending on individual processing requirements. The location of
Omnixx Enterprise Platform components is a soft configuration option that can be modified with no code
changes to the overall system.

This design allows for easy expansion without having to perform major architectural changes to the
hardware or software. This is a unique feature of the Datamaxx solution supporting both vertical and
horizontal scaling to accommodate future growth, protecting NSP’s technology investment.

MIN-

The solution should provide system
diagnostics and regular, automated X
reporting, including, but not limited to, error
correction and detection.

Bidder Response: The Omnixx Enterprise Platform (OEP) includes a self-monitoring dashboard that
provides real-time alerts to Datamaxx staff as well as State and agency contacts as configured.

The OEP solution provides performance monitoring, interface status, queue status and management, etc.,
the platform includes Omnixx Monitor, an operational dashboard that provides a visual display of the
system, including real-time statistics, CPU, disk, memory health, messages per second, database and
website available, queue status, interface status and message statistics. Critical events that exceed a
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threshold (such as high CPU or memory use, or disk space low) will log entries into the Windows Event
log, which can trigger notifications to system administrators. Additional system alerts can be viewed on the
dashboard and configured to send notification messages to system administrators with predictive
information of problems in advanced of application failure. A sample of the Omnixx Monitor dashboard is
shown below.
—
9 5] -
A
Message Gateway
Broker
Datamaxx also provides 24X7X365 technical support. All Datamaxx Secure Cloud systems have
monitoring tools implemented to alert our technicians in the event of an issue and/or potential issue.
The solution shall provide production, test,
and training environments. The user’s X
MIN- | @ccess level should allow him/her to select
5 " | the system desired.
Bidder Response: The deployed system will include production, test, training, and development
environments and the necessary licenses for those systems.
The solution’s internal processing time
should be one second or less, unless the
MIN- operation is external to MSS; the bidder
6 should include a description of how the X

solution will meet this response requirement
as well as methods for verification of
performance.
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Bidder Response: The proposed solution meets these requirements with current capability or configurable
Items. The proposed solution complies with all NCIC response time and performance specifications, within
the factors controllable by the solution. NCIC publishes standards for performance in section 5.2 of the
Operating Manual. An excerpt from the requirements is as follows: “Average message response time from
a CTA to an agency interfaced with the CTA should not exceed 12 seconds after transmission of the
inquiry, with two (2) of the 12 seconds allocated to the transmission to, processing by, and return of the
response from NCIC.” There are two factors to consider — the processing of an NCIC request as submitted
by a user, inclusive of the creation of the correct message format, plus any spawning requirements, and
that of the NCIC communications interface itself. The internal processing of a transaction, including data
editing and transaction creation and logging is controlled by the “business rules” and happens within 250
milliseconds (1/4 of a second). The baseline benchmark for performance is “Occupancy Time”. This metric
indicates how much time a transaction spends in a processing cycle, from the time that an input is
received, until all outputs have been generated, and the process is available to accept the next
transaction. Occupancy Time is a good measure of performance, as it isolates the processing system from
external factors such as network speeds and congestions, except for locally accessed systems, such as
database storage. With a “multi-thread” approach, as is used in the proposed solution, multiple
transactions can be active simultaneously.
Tho Fard Foul ot T
forremote-maintenance-and
troubleshooting-

yIN' Bidder Response:
Deleted per Addendum 1.
There should be no hardware or
software/application restrictions limiting the X
number of users capable of using the MSS.
Bidder Response: The Omnixx Enterprise Platform is both horizontally and vertically scalable. The
software is N-Tiered; therefore additional processing capacity can be added as well as database capacity
to accommodate growing databases of users and audit data.
The Omnixx Enterprise Platform design imposes no limits on the number of users, devices,
communications interfaces, or transaction definitions. There is no modification required to add or expand
system databases to accommodate solution expansion. The proposed solution will scale to the limits of the

MIN hardware platform on which installed.

8

For example, the Omnixx Enterprise Platform database servers may be on one hardware platform, while
the Omnixx Enterprise Platform application servers reside on a second server and the Omnixx Enterprise
Platform communications components on a third, depending on individual customer processing
requirements. In addition, just for illustration purposes, everything could also be co-located on one server —
the software platform allows for extremely flexible configuration options which helps ensure future
capabilities for the customer. The configuration of Omnixx Enterprise Platform components are just
configuration options that can be modified with no code changes to the overall system. This approach has
been used with every deployment of the proposed system and has been successfully implemented in
multiple configurations in agencies of similar size at both the State and Federal level.

This design allows for easy expansion without having to perform major architectural changes to the
hardware or software and thus has no restrictions limiting the number of users capable of using the NSP
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MSS system. This unique and mature feature of the Datamaxx solution will support both vertical and
horizontal scaling to accommodate future growth thus protecting NSP’s technology investment.
The solution shall be a cloud-based or other
similarly hosted solution. Bidders may
propose using their own hosting
infrastructure or utilize a third-party cloud- X
hosted infrastructure. For third-party options,
Microsoft Azure Government Cloud is
preferred.
Bidder Response: The Omnixx Enterprise Platform supports a variety of deployment options including On
Premise, Public Cloud, and Datamaxx Cloud. There are several state-wide deployments utilizing the
Datamaxx Cloud, the Department of Justice implementation is hosted on the Microsoft Azure Cloud, and
there are several state-wide and regional On Premise implementations.
MIN-

(D)

On Premise Public Cloud Datamaxx Cloud

The proposed Nebraska MSS solution will be a cloud-based solution. The solution incorporates two Law
Enforcement and Criminal Justice centric cloud providers, Datamaxx and Nlets. The Primary location for
the Nebraska Omnixx Enterprise Platform will be located in the Datamaxx Secure Cloud operations center
located in Tallahassee Florida. The secondary location will be located within the Nlets Nova Cloud
Platform in Phoenix, AZ. The hosted solution is depicted below.
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Nlets
Secure Network
Operations Center

Omnixx
Database
with TDE
Encyrption

Omnixx
Enterprise
Platform

Secondary
Connection

G B State Data
Sources

D U (DMV, PCH,
Batch etc.)

Nebraska State
Network

s &

Regional
Servers

Omnixx
Database
with TDE

Encyrption

PRIMARY CONNECTION

Omnixx
Enterprise
Platform

Dedicated network connection
for primary and backup

Secure Network
Operations Center
(Tallahassee, FL)

Omnixx Force
Clients

The proposed cloud solution provides a Law Enforcement audited and secure solution leveraging existing
network connections to provide a cost efficient solution.

MIN-

The solution shall allow the addition of third-
party software components (e.g., X
certification application).

Bidder Response: The Omnixx Enterprise Platform is designed to be delivered on industry-standard,
readily available and open hardware platforms, operating systems and databases; designed around XML
technology that complies with GJXDM and NIEM standards; and incorporates technically sophisticated
ESB/SOA technology as a value add. This unique feature of the proposed Datamaxx solution allows the
system to easily scale through the addition of third party hardware and software components. This is a key
point of difference for the Datamaxx solution as the highly configurable nature of the Omnixx Enterprise
Platform allows NSP to fully leverage their technology investment in many ways. While the Datamaxx
solution is based on open standards, it was developed using the .NET platform to natively run in a
Microsoft Windows environment where as other vendor solutions use third party tools to port legacy UNIX
based applications over to a Windows environment. The Datamaxx native application design allows for
software flexibility without the concern of breaching cross platform code porting limitations as it relates to
software integration points.

Also to highlight our experience, Datamaxx has successfully deployed similar solutions in various other
states and federal agencies that integrated with 3™ party software applications such as a Certification
application, intelligence databases, other local hot files, automated vehicle locator systems (AVL),
automate field reports and forms (AFR), multiple CAD and RMS systems, and a myriad of other software
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applications which run through systems comparable to that of the NSP MSS system. Hardware and more
specifically software integration is a strong point of the Datamaxx solution as our goal is to enable the
customer to control and expand their solution without vendor interference.
To highlight this aspect, the Omnixx Enterprise Platform includes various server and client interfaces
(desktop, mobile, handheld, web) as well as a fully documented Applications Programming Interface (API)
Guide that easily enables 3rd Party software applications to send and receive messages and data to the
various components connected to the platform. This is critical for any platform requiring 3™ party software
integration. A standardized approach to application integration is required especially for on-going
maintenance in the future. Custom, one-off integration will cost more to support which is a limitation of
other vendor solutions.
Omnixx Force
= Sockets APt
* RESTAP
¢ Cuslom infedaces
et N0 e
AP
\ WA T -
|
Batch |
Interface ¢ Omnicx Enterprise
' Platform
/- ot
| |
Cusiom Niets
Interfaces
Overview of 3™ Party Software Integration Flexibility of the Omnixx Enterprise Platform
The solution should be designed to allow for
the addition of capacity to accommodate
increases in MSS throughput and workload
over a five-year period. X
'1\A1|N' The bidder should anticipate a 7.5%

annual increase in throughput and
workload.

Bidder Response: The Omnixx Enterprise software is N-Tiered; therefore, additional processor capacity
and/or storage hardware can be added as well as database capacity to accommodate throughput and
workload over a five-year period (and beyond). By simply adding additional processing power and disk
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space, the system can be expanded as required by system utilization. There are no limitations to hardware
expansion.

The Omnixx Enterprise Platform design imposes no limits on the number users, devices, communications
interfaces, or transaction definitions. There is no “System Generation” required to add or expand system
databases to accommodate solution expansion. The proposed solution will scale to the limits of the
hardware platform on which it is installed.

For example, in a similar project deployment, the Omnixx Enterprise hardware platform was expanded to
include additional storage space as the customer’s transactional volume increased with the addition of
many more users over the course of time along with wanting to keep the audit data available for a longer
period of time. Datamaxx added a NAS which increased the storage capacity immediately without any
impact to the operational system.

The anticipated 7.5% throughput and workload annual increase has been factored into the overall Cloud
solution configuration proposed.

MIN-
12

The system should be designed to provide X
fault-tolerant processing.

Bidder Response: Datamaxx has a tremendous amount of experience in the implementation of the mission
critical systems requiring fault tolerant processing. The solution proposed will enable failover, scalability,
and support for a disaster recovery that will establish a 24x365 operation. All components are considered
mission critical and therefore will be implemented using clustering technology. The system will be
configured to provide high availability and system failover through a combination of hardware, Microsoft
Windows Server 2003 software, and configuration services. The Microsoft Cluster Server will be
configured in an Active/Passive state, thus enabling each server to physically access the data storage,
however only one server will be active at any one point. The software components to the solution provided
by Datamaxx as well as disk drives, NIC adapters will be configured within the Microsoft Cluster Server. In
the event the cluster manager detects a failure within one of the configured components, the Cluster
Server software will switch over to the machine in a passive mode, and will automatically restart the
necessary component.

MIN-
13

The storage medium used for
backup/recovery data should be reusable. X
The disaster recovery process should utilize
the reusable storage medium.

Bidder Response: The proposed solution incorporates a backup and data replication strategy. The backup
component leverages the Veeam Backup and Recovery solution. The solution accounts for the system
databases to be replicated to the disaster recovery utilizing real-time data synchronization. Any additional
backup data from the primary location will be utilized as part of the data recovery process.

MIN-
14

The warranty clock shall not start until final

acceptance of the MSS solution. X

Bidder Response: The warranty clock for the Datamaxx application software will not start until final
acceptance of the NSP MSS solution.

MIN-
15

The solution should be compatible with X
Internet Protocol (IP) networking standards.

Bidder Response: The Omnixx Enterprise Architecture is compatible with IP networking standards. Omnixx
Enterprise Platform is a multi-tiered architecture designed to function in a secure network environment, as
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well as allowing access to a DMZ by segregating tier-1 components, with access to “secure” components
protected by firewalls.
The proposed solution is compatible with IP networking standards as a wide variety of protocols are
supported (e.g. TCP/IP sockets, Web Services, IBM WebSphere MQ, etc.), and the data content (including
control information required for routing and auditing purposes) is controlled by the business rules, and is
therefore configurable.
The data content strategy is separate from the communications strategy, which provides tremendous
advantages when implementing new interfaces, as a “mix and match” of existing components can be
configured.
The solution should be compatible with
Datamaxx Message Processing Protocol X

MIN (DMPP-2020) and Omnixx Force/OpenFox

16 ~ | Markup Language (OFML).
Bidder Response: The proposed solution is fully compatible with Datamaxx Message Processing Protocol
DMPP-2020 and the Omnixx Force Markup Language (OFML) Standards.
The solution should provide a Web- based
tool set for centralized control of the system X
using an enterprise

MIN- |.management platform.

17 Bidder Response: The Omnixx Monitor Agent runs as a Windows service on monitored machines, feeding

alerts into the Omnixx Monitor database, proving a comprehensive, centralized view of the system in the
Omnixx Monitor Dashboard.
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A sample screenshot is shown below. The top portion of the dashboard shows message input and output
statistics as well the status of the CPU, Memory, Disk, and the current messages per second being
processed by the Omnixx Message Broker.

The web-based dashboard automatically refreshes at regular intervals to display up to date information.
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The Omnixx Monitor provides access to the message queues enabling administrators to view the statuses
of devices (online/offline) and the messages in queue. Administrators can drill down into each device

queue and view the message payloads, queue times, and priorities. Queues can be managed using the
View, Copy, Move, Delete, and Flush commands.
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TESTSUB1
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Time Queved: 19:07-46 Time in queue: 18:32:42
Priority: 5 OSN: 058FD0000F
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The Omnixx Monitor provides the configuration screens to add databases and websites to be monitored
and will display up/down statuses in the dashboard and send alert notifications to system administrators.
mﬂmuixx Monitor @ Omnixx Monitor
MIN- The solution should be compatible with
18 current wired networking standards (e.g., X

10 Mb/100 Mb/1 Gb) for NSP.
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Bidder Response: The proposed solution is compatible with current wired networking standards (ex.
10MB/100 MB) for NSP. There are no special requirements or proprietary networking components required
for the solution to properly operate.
The solution should provide Transmission
Control Protocol/Internet Protocol (TCP/IP) X
version IPv4 addressability for all

MIN- | components throughout the network.

19 Bidder Response: The proposed solution will provide TCP/IP addressability for all components throughout
the network. The proposed solution is compatible with TCP/IP networking standards as this
communications strategy is an inherent part of the proposed solution.

The solution should recognize addressable X

agency ORls.

Bidder Response: The Omnixx Enterprise Platform provides support for ORI and agency configurations
using the web-based Omnixx Force administration console .This permits authorized administrators, based
upon their assigned role the ability to modify ORIs and agencies. An ORI is associated with a device and
messages addressed to that ORI will be routed to that device. In addition, transaction forms that require an

MIN- ORI will be automatically populated or “preloaded” with the ORI assigned to a device when a form is

20 opened or reset. This aides the user so that the ORI does not need to be typed in for each transaction, and
provides the ability for it to be changed if so configured on the system.

The agency configuration provides an optional property for identifying the ORI assigned to that agency.
Additionally, another optional feature is that ORI code lists can be configured for each agency or device
restricting the ORIs that a user may use for transactions. This is helpful for agencies that run transactions
on behalf of other agencies, and gives NSP central control of who is allowed to run transactions for a
specific ORI.

The solution should support the main MSS

operations at the primary location and a X

disaster recovery hot site located at an

MIN- | alternate location.

21 Bidder Response: The primary location for the Nebraska MSS solution will reside within the Datamaxx
Secure Cloud Facility. The secondary or disaster recovery hot site will be located in the Nlets Secure
Cloud Platform.

The solution should include a disaster
recovery hot site that provides real- time X
synchronization.

MIN- | Bidder Response: The primary data store for the Omnixx Enterprise Platform (OEP) leverages Microsoft

22 SQL Server databases for both system configuration data as well as all message transaction logs. The
proposed solution will incorporate the Microsoft SQL Server Availability Groups feature to replicate data
between the SQL Server nodes between the primary and secondary locations. The Data will be replicated
to the primary/secondary servers at each physical location.

The primary site and the disaster recovery

hot site should each be capable of
MIN- providing 100% operating capability in the X
23 event that one site goes down and is

inoperable. The disaster recovery hot site
should be operational and active within 1
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hour.

Bidder Response: The proposed solution has identical hardware capable of providing 100% of operational

capacity located at both the primary (Datamaxx) and secondary (Nlets) locations. In the event the solution
requires transitioning from the primary location to the secondary location, the secondary location will be an
operational equivalent of the primary location.

As part of the Project Implementation, the COOP plan will be created and the details necessary to
accomplish the Recovery Time Objective (RTO) of 1 hour will be included. Since the system incorporates
real-time data synchronization and the secondary location is in a Hot Standby mode the primary steps
required to complete the transition from the primary to the secondary location will be the network transition
steps.

MIN-
24

The solution should provide automated
failover in the event that one site goes down X
and is inoperable.

Bidder Response: Datamaxx has a tremendous amount of experience in the implementation of mission
critical systems requiring fault tolerant processing. The solution proposed will enable failover, scalability, and
support for disaster recovery that will establish a 24x365 operation. The Omnixx Enterprise solution supports
clustering, and load balance technologies to provide high availability and fault tolerance.

Omnixx Enterprise Platform
Tier-1 Servers Omnixx Enterprise Platform
Tier-1 Servers

J 0

\—4; ({ ')—v’f
= | =

Shared Disk Array
N ¥ §
° S

Omnix Enterpnse Platform
Omnixx Enterprise Platform
Tier-2/ Messpage Broker Database Servers Oninboc Enterpuse Platioray
Database Servers

Omnix Enterpnise Platform
Tier-2 / Message Broker

Datamaxx Cloud Nlets

The system will be configured to provide high availability and system failover through a combination of
hardware, Microsoft Windows Server software, and configuration services.

At each location, the approach is the Microsoft Cluster Server will be configured in an Active/Passive state,
thus enabling each server to physically access the data storage; however, only one server will be active at
any one point.

The software components to the solution provided by Datamaxx as well as disk drives and NIC adapters will
be configured within the Microsoft Cluster Server. In the event the cluster manager detects a failure within
one of the configured components, the Cluster Server software will switch over to the machine in a passive
mode, and will automatically restart the necessary component.

In addition, the proposed solution will incorporate the Microsoft SQL Server Availability Groups feature to
replicate data between the SQL Server nodes between the primary and secondary locations.
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In the event of disruption-of-service scenario, the operational system will be transitioned to the secondary
location within the required time limits set forth in COOP plan project deliverable. The solution also
provides support to copy message queues from the primary location to the secondary location. The queue
synchronization reduces the time to bring the MSS system on-line at the secondary location for return to
operation. The primary message queues are then automatically processed and re-injected in the
secondary location MSS.

Network

NET-

The solution shall provide network
connectivity from NSP’s headquarters to the
cloud-based data center primary site and
secondary COORP site. This includes
connectivity between the primary and COOP
as well. The contractor shall be solely
responsible for the deployment, X
management, and payment of any and all
and onetime and recurring fees (including
ingress/egress, and all other fees)
associated with the provision of
appropriately secured connectivity over the
entirety of the base contract period and
extension periods as applicable.

Bidder Response: The proposed Cloud hosted Nebraska MSS Solution includes network connectivity
between the NSP headquarters and the Datamaxx Secure Cloud Operations center via a dedicated ENS
Circuit. The connectivity between NSP Headquarters and the Nlets NOVA Cloud platform operations
center will utilize the existing Nlets MPLS Connection between Nebraska and Nlets. Datamaxx as a Nlets
Partner has a Nlets MPLS Network connection already in existence and will leverage the connection for
connectivity between the primary and COOP site.

Datamaxx will be responsible for deployment, management and costs associated with the connection
between NSP Headquarters and the primary location (Datamaxx) as well as the connection between
Datamaxx and Nlets. To reduce overall solution costs, the solution utilizes the Nlets network connection
between NSP and Nlets implemented as a component of the Nebraska Nlets Membership.

NET-

The solution shall provide a backup VPN
service to the cloud-based primary and
secondary data centers for use in the event
of an outage of the primary circuits. The
contractor shall be solely responsible for the
deployment, management, and payment of X
any and all and onetime and recurring fees
(including hardware, software, and all other
fees) associated with the provision of
appropriately secured VPN connectivity over
the entirety of the base contract period and
extension periods as applicable.

Bidder Response: The proposed Cloud hosted Nebraska MSS Solution includes backup network
connectivity between the NSP headquarters and the Datamaxx Secure Cloud Operations center via a LTE
wireless VPN backup solution in the very unlikely event the dedicated ENS Circuit becomes unavailable.
The connectivity between NSP Headquarters and the Nlets NOVA Cloud platform operations center will
utilize the existing Nlets AT&T wireless VPN backup network connection between Nebraska and Nlets in
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the event the existing MPLS connection becomes unavailable. Datamaxx as an Nlets Partner has an Nlets
AT&T wireless VPN backup Network connection already in existence and will leverage the connection for
connectivity between the primary and COOP site in the event the primary MPLS connection becomes

Datamaxx will be responsible for deployment, management and costs associated with the connection
between NSP Headquarters and the primary location (Datamaxx) as well as the connection between
Datamaxx and Nlets. To reduce overall solution costs, the solution utilizes the Nlets backup network
connection between NSP and Nlets implemented as a component of the Nebraska Nlets Membership.

The solution shall minimally provide double
the calculated bandwidth requirements
based on historical trend analysis and
proposed MSS solution needs. Bidders
shall propose bandwidth specifications for all X
network circuits including the VPN backup
for connectivity to/from NSP and the primary
NET- | and secondary hosting sites as well as any
3 necessary requirements between the
primary and secondary sites.

existing traffic.

Bidder Response: The proposed system has a combination of 100mb/sec and 10mb/sec network
connections between NSP and the primary and secondary sites. The connection between sites is also a
10Mb/sec network connection. The VPN backup solutions have also have the adequate bandwidth
necessary to support a burst of 20mbit/sec based on the analysis of data provided thus far related to

Applications

The tables below describe components required of the software systems that ensure operability
in the target environment and include software platform, user interface, storage, and data model

specifications.
Current
ID Specification Capability/ | Future | Custom Not
Config Release | Development | Available
Applications
The solution shall provide at least one
simple, easy-to-manage, and inexpensive X
advanced user authentication strategy, as
defined in the CJIS Security Policy.

MAP-1 | and inexpensive advanced user authentication strategies.

upon device forensics

Bidder Response: The Omnixx Enterprise Platform supports 2 CJIS compliant, easy-to-manage,

1. Omnixx Two-Factor Authentication (2FA) — User Identifier, Password, One-Time Code

2. Omnixx Risk-Based Authentication (RBA) — User Identifier, Challenge/Response based
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The solution shall provide multilevel
security to restrict access and control X
functionality, in accordance with CJIS
MAP-2 | Security Policy.
Bidder Response: Datamaxx acknowledges that the proposed solution complies with this
requirement.
The solution should provide an
administrative or dashboard monitor view X
of the application and its status.
Bidder Response: Omnixx Monitor is the monitoring dashboard that provides current system
status information, and enables authorized operators to view details and manage message
queues.
The screenshot depicts the Omnixx Monitor Status Summary Dashboard providing overall
system status.
The top 2 panels display information about connections, input and output statistics, which node
is active (if message switch is clustered), system uptime, current CPU, memory, and disk use,
and the number of messages per second being processed.
The bottom 2 panels display interface queue status and metrics including connections, active
logons, # of queued messages, and hourly inputs / outputs.
MAP-3

Omnixx Monitor also tracks website and database availability and provides drill-down capability
to manage message queues.
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B Interfaces
System Statistics - Last Updated: 8/15/201511:11 am
22% l 20%'
CPU Memory
Host Interfaces
# Interface Status Started
DOL Image m 08/12/2015 13:36:06

2 NCIC Query m 08/12/2015 13:36:06

3 Nacm 08/12/2015 12:36:06

4 NCIC Update Disabled 08/12/2015 13:36:06

5 Ml [ Active | 08/12/2015 13:36:06

Time Queued: 19:.07:46 Time in queue: 18.32:42
e Priority: 5 OSN: 058F00000F
E11c } entrie: MKE: T0 Source: OFBD2
Binary Object: 0
PRIORITY: ﬁou"IHE
o H 'C:;ijull (OFED1)
|e=me=meE
)FBD2
Priority In OSN
Queue
Close
[==T e[ oee [

The solution shall afford system
administrators the ability to easily update X
security parameters while the system is
online.

MAP-4 . . . . . .
Bidder Response: System administrators can easily update security parameters while the
system is online using the Security Policy configuration screen. Changes are immediately
available when the Save button is clicked and the save operation commits to the database.
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SUBAGENCY SECURITY POLICY x
Agency: DMAX
[ Defauit Security Policy (Agency) Authentication Scheme | Advanced Authentication v
Password Settings Session & Duration Settings
(] Limit Password Reuse Maximum Duration of Session (Minutes)
Min Passwords Before Reuse /480 |
Min Reuse Period (Days) Period of |
Default Password Duration ‘600 )
‘90—‘ (Days) Maximum Period Between Logons (Days)
[J Unlimited
‘21 ‘Expiraticm Notice Period (Days)
‘—4 ‘M‘ . s Maximum Logons per User
inimum Leng . —
‘10:‘ Maximum Length | Unntec
‘0—‘ o days b h & Allow Use on Holidays
- Lockout After Failed Logons
Password Composition Rule . :
3 Maximum Failed Logons
Lstieriand Number il ‘2 Lockout Duration (Minutes)
Limited to letters and numbers, and at least one of each O m
Allow User To Reset Expired Password
Advanced Authentication Settings
‘3 |# of Challenge Questions Displayed during Sign-up
‘1 ;#of Challenge Questions Displayed at Login
"3 | # of Failed Attempts at Login
Allow Users to Register Machine
The solution shall process data in real
time. This means that any parameter
change, or data change shall be done X
while the system is online. The change
should take effect immediately.

MAP-5 Bidder Response: The Omnixx Enterprise Platform processes data and changes in real time.
Application data and configuration changes can be while the system is online, and the changes
take effect immediately without require a system restart.

This is automatic; does not require user intervention, and controlled by authorized system
administrators.

The solution shall utilize Hypertext

Transport Protocol Secure (HTTPS), X

especially for the user application

component.

MAP-6 P
Bidder Response: The Omnixx Enterprise Platform uses and supports HTTPS for web services
and for the user application component, Omnixx Force which is a responsive zero footprint web
application.
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The solution should provide the export or
import of system code tables for NSP use X
with other systems.
Bidder Response: The Omnixx Enterprise Platform provides tools that allow authorized
administrators the ability to import/export data from the system which includes the system code
tables. The data can be exported out of the Omnixx Enterprise platform into XML format which
can be easily used with other systems. The screenshots below depict the screens for the export
utility.
B import/Export - = [ | | B mport Configuration Data ] ]
Corfiguration Data
Omnixx Import/Export Utility s A S
Cliemp o |
o i Cutput Foider
@ import Configuration Diste o "
Import Trainng Cata Files
Import Business Rules Inciude Dstameo: Disfaul Dats Catified Transaction
MAP-7 .
o ot etc - B
Impoet fukt Diata Device Swich
Import Bassine Data e riedace
Certfication Apphcation
User Cenfficaion Program
Securiy Console
Egort Configuration Data Poc G st
Export Traning Data Challznge Gueshan CaiTypes
Esport Busineas Rules e
Export Audt Data
Mode
C C"herﬁl @ Lipdate f recon o ignore f record eists
rrergS = [ cback |[ Met> | [ Cancel |

In addition, the tool used to maintain system code tables allows them to be exported within the
tool by selecting the desired code table to export, and then using the Export command available
on the menu. A sample code table XML export is shown below.
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/2 C:\Omnixx_Clients'Demo’ OMNIXX OmnixxForce | RULESHL =10]x|
D5 I 0| C:'tomnxz_d.entleemoLmlepqc)(u.'l,‘_)wro __':|i&|£5,l:}cl O\ OMNLC OminiseeFore el RULESYL ST SN XM
| Ele Edt View Favortes Tock Help | Links >
F W C\Omnis_Chents\Demol OMNIXH O, . | | | 3~ E) - % - - Page + (JTgoks ~ 7
, , =
<?xml version="1.0" encoding="is0-8§852-1" ?>
<L ST ID="SKN" VER="GLB20050711" NAM="SUBJECT'S SKIN TONE" T¥P="1">
<1 TXT="Albino" COD="ALB" /=
<Ll TXT="Black" COD="BLK" /=
<Ll TXT="Dark” COD="DRK" />
<Ll T<T="Dark Brown" COD="DBR" /=
<Ll TXT="Fair" COD="FAR" />
<Ll TXT="Light" COD="LGT" /=
<Ll TXT="Light Brown" COD="LBR" /=
<LI TXT="Medium" COD="MED" />
<Ll TXT="Medium Brown" COD="MBR" />
<Ll TAXT="0Olive" COD="0OLV" /=
=L1 TXT="Ruddy" COD="RUD" /=
<Ll TXT="Sallow" COD="SAL" /=
<LI TXT="Yellow" COD="YEL" />
</LST>
Done [T T [ T3y Computer [# 100 =
The solution should utilize application
server technology that allows tasks to be
off-loaded onto other computers or X
processors to prevent a loss in
MAP-8
performance as system usage grows.
Bidder Response: Datamaxx acknowledges that the proposed solution complies with this
requirement.
The MSS application software shall have
a minimum of 12 months of warranty X
against defects.
MAP-9 22
Bidder Response: Datamaxx acknowledges that the proposed solution complies with this
requirement.
The MSS application shall use an industry X
standard programming language.
MAP- prog g languag
10 Bidder Response: Datamaxx acknowledges that the proposed solution complies with this
requirement.
The MSS application shall have X
interactive debugging and trace aids.
MAP-
11 Bidder Response: Datamaxx acknowledges that the proposed solution complies with this
requirement.
The MSS application software shall X
rovide fault-tolerant processing.
MAP- P P g
12 Bidder Response: Datamaxx acknowledges that the proposed solution complies with this
requirement.
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MAP-
13

also-track-changesto-messageswitch
; . | fications.

Bidder Response:
Deleted per Addendum 1.

MAP-
14

The solution shall provide NCIC file
transfer capability.

X

Bidder Response: Datamaxx acknowledges that the proposed solution complies with this

requirement.

ID

Specification

Current
Capability/
Config

Future
Release

Custom
Development

Not
Available

User Interface

MAP-15

The solution shall allow for the
establishment of user accounts and
passwords and shall be fully compliant
with the guidelines and specifications
established in the FBI CJIS Security
Policy and NITC Policy.

requirement.

Bidder Response: Datamaxx acknowledges that the proposed solution complies with this

MAP-16

The solution shall provide the
identification and credentialing of
individual users on the local agency
interface to MSS for agencies
accessing via an HTTPS session.

requirement.

Bidder Response: Datamaxx acknowledges that the proposed solution complies with this

MAP-17

The solution shall allow the system
administrator to provide authorization
to users to log in to the system, set
allowable functions for each user, and
reset passwords for users.

requirement.

Bidder Response: Datamaxx acknowledges that the proposed solution complies with this

MAP-18

The solution shall allow users to reset
their own passwords.
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Bidder Response: Datamaxx acknowledges that the proposed solution complies with this

requirement.

MAP-19

The solution shall allow NSP to define
how long a password will remain valid
within the secure password attributes
established by the current FBI CJIS
Security Policy and NITC Policy.

Bidder Response: Datamaxx acknowledges that the proposed solution complies with this

requirement.

MAP-20

The solution shall provide automatic
user account deactivation, based on
certification date or cancellation by an
authorized manager-level command.

Bidder Response: Datamaxx acknowledges that the proposed solution complies with this

requirement.

MAP-21

The solution shall utilize user-
driven (e.g., user ID, ORI, or
combination) security profiles to
determine system access to the
following:

“Read” authority.

“Add” authority.

“Modify” authority.

“Delete” access.

Each function key for which
authority is granted.

Each command for which
authority is granted.

User classification or role.
Production (live) or training
mode.

oRrwb =

o

© N

Bidder Response: Datamaxx acknowledges that the proposed solution complies with this

requirement.

MAP-22

The solution shall require users to
log on to the system before receiving
access to any function. The solution
shall generally provide one user
sign-on, system-wide with agency
associations. This sign-on shall
include, at a minimum:
1. Agency ID (may be user-
specified).
2. Aunique user ID and
password.
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Bidder Response: Datamaxx acknowledges that the proposed solution complies with this

requirement.

MAP-23

The solution should allow for the ability
to change password at setup,at sign-
on, and during a logged-in session.

X

Bidder Response: Datamaxx acknowledges that the proposed solution complies with this

requirement.

MAP-24

The solution shall comply with the
password standards established by the
current version of CJIS Security Policy
(v5.9.1).

Bidder Response: Datamaxx acknowledges that the proposed solution complies with this

requirement.

MAP-25

The solution shall be able to be
configured such that users are notified
of impending password expiration. If a
user’s password has expired, the
system shall prompt the user to
change the password at sign-on.

Bidder Response: Datamaxx acknowledges that the proposed solution complies with this

requirement.

MAP-26

The solution should have a single
centralized repository for users and
their access information
(authentication, authorization, and
accounting [AAA]) so that users have
one username and one set of
authentication credentials (such as a
password) and so that all user
attributes and authorization, including
date of entry, are managed in one
place. This may be accomplished by
using a Lightweight Directory Access
Protocol (LDAP) server.

Bidder Response: Datamaxx acknowledges that the proposed solution complies with this

requirement.

MAP-27

The solution shall produce an audit
trail of all user logon transactions,
including password resets, for the
direct-connect, HTTPS clients.

Bidder Response: Datamaxx acknowledges that the proposed solution complies with this

requirement.
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The solution shall allow for the use of
pointing devices, hot keys, key X
combinations, buttons, and hyperlinks.
Bidder Response: The Omnixx Force end user interface is a robust, responsive web
application that supports pointing devices, hot keys, key combinations, and hyperlinks. The
screen shot below shows a list of common shortcut keys, and user configurable favorite forms
to easily display by pressing the associated key combination. The command bar support quick
entry macros for running common inquiries.
Shortcut Keys
Shorteut Description
altg set focus to command textbox
alts set focus to find form textbox
Admin User tab
Admin Device tab
MAP'28 Admin ORI tab
Admin Log tab
Home tab
Form tab
Link tab
Workspace tab
Mailbox tab
History tab
Macro tab
activate inbox tab
The solution’s client application shall
be Web browser-based and utilize X
best-of-breed Web form design and
usability elements.
Bidder Response: The Omnixx Force end user interface is a robust, responsive HTML5 web
MAP-29 | application that is browser agnostic, and incorporates best-of-breed web form design and
usability elements. It supports HTML5 compliant web browsers including Microsoft Edge,
Firefox, Chrome and Safari, including browsers on iOS and android tablets and smart phones.
The screenshot below show an example display for smartphones on the left and tablets on the
right.
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K O))Omniu orgg ecome by stamars (@) omnizx Foree Wik Doy Do
(D))l]mmn Force Wekome Danny Datamaz

= Welcome Danny Datamaxx
(@)oo socm

?7 @& GUN INQUIRY TRANSACTION (QG) ——
AGENCYICASE DATA. (<

* Originating Agency Code [OR1) NCIC Nuamber (NIC)
¥ @ GUN INQUIRY =
TRANSACTION (QG) i

AGENCY/CASE DATA

Transaction Count

FL33;

Transaction Count

* Qriginating Agency Code (ORI} Serial Number [$IR) Caliber (CAL)
FL3333332

Transaction Count NCIC Number (NIC) sl

Model (MOO)
Related Search Hit (RSH)

IMAGE DATA
GUN DATA Clear Imags Indicater (IND}

Serial Number (SER)

© | vsc o GFWERA | o.owez | = ol il ]

The solution’s client application
screens should be printable to
configurable local or networked
printers, using print commands X
provided by the browser. The
solution’s client application screens
should be able to be captured using
commands provided by the browser.

MAP-30

Bidder Response: The Omnixx Force end user client application is a web application where
screens can be printed to local or networked printers using browser print commands and can
be captured using commands provided by the browser.

The solution shall allow automatic
and/or unattended printing of X
messages as specified.

Bidder Response: The Omnixx Force client provides two features for printing automatically,
MAP-31 | known as AutoPrint and Unattended Printing. Currently, browsers do not provide a way to print
without user intervention. To solve this issue, Omnixx Force uses a small Windows tray
application (shown below) that acts as the bridge between the browser and the printer.

Omnixx Force posts messages to be printed to the Print Service, which formats the message
and sends to the printer for printing.
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Ominixx Force Print Service [

The Print Service formats
the message and sends to
the printer for printing

Omnixx Force Posts
Messages To Be Printed
To the Print Service

The Omnixx Force Print Service
listens locally on 127.0.0.1:5050

The Omnixx Force Print Service provides options to select the printer to use for AutoPrint and
Unattended Printing. Select a Windows Printer for graphics printing, or a Line printer if using a
dot matrix printer.

@3 Omnix Force Print Service — O b4 &3 Print Setup - [m] ®
Current Settings Perter bamg | Mcrscht XPS Document Wirter
Prirter Mame: Mcrosolt XPS Document Witer ®) Wirdows Prirter (Graphes Mode)

Printer Mode: VWindows Prnter (Graphics made) () Line Perter [Test Mode)

Conlgre G Ba o Ca] e

The solution should provide value-
added features normally associated
with a mail system, including:
1. Saving draft messages for
finalizing and sending at a
later time, which should be X
available to other
MAP-32 supervisors/users as
authorized in the user profile.
2. Recovering and resending
messages at all levels of the
system

Bidder Response: The Omnixx Force end user interface supports individual workspaces for
users that allows for saving draft message transactions and sending at a later time.
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In addition, users can easily resend messages from the mailbox by selecting the “Reopen”
button for the respective transaction. The screenshot below depicts a Query Gun sent
transaction. When the user clicks the “Reopen QG” button, the Query Gun transaction is
displayed, with the fields from the original sent transaction pre populated. The user simply taps
or clicks the Submit button to resend the transaction.

ERE=]

g QG: 123 - Sent 09/26/2019 14:43:26 -

Field Value

Users can use the History screen to “recall” messages, and then select the “Reopen” button for
the respective transaction to display and submit it.
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Q
2 Search Parameters below arxd tep the Find button
Subagency ldentifier User Identifier
Datamaxx v
“Begin Date *End Date
08/05/2019 093072019
Begin Time Begin Timea
MEKE ORI
EM
“Search Reason
Recall
Search Text
Also include message detail ® Sea CUT poCages 5 age
in search
MKE Summary Date/Time
=} (1] EM  EM:EM), SMITHJOHN, M, W, 411, 110, BLK, BLU, DRK 09/30/2019 04:47:23
w EM: EM), SMITH JOHN, M, W, 411, 110, BLK, BLU, DRK - Sent 09/30/2019 04:47:23
Field Value
The solution shall provide a Ul with a
single primary inquiry form or
MAP-33 | presentation that includes common X
inquiries (80% to 100% of all inquiries
available).
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multiple external systems and/or databases via a single query.

Bidder Response: The Omnixx Enterprise Platform supports spawning logic to be applied to
any transaction. Omnixx business rules define the logic to be applied, without any changes to
core Omnixx Enterprise Platform software. This inherent feature allows the user to search

For example, a “Master Query” form can be configured that allows the user to enter a variety of
data elements known about the person, vehicle, gun, or article being queried.

The Omnixx Enterprise Platform business rule processing engine will analyze the transaction,
and generate transactions to all configured interfaces based on the data elements received in
the transaction. The graphic below depicts a sample Omnixx Master Query form.

* @ Master Query

Submit Clear All

AGEMCY DATA

* Originating Agency Code (ORI}
FL333337

VEHICLE DATA

License Plate State (LIS)
| [=]
Year (LIY) Type (LT}
L | [=]
VIN Number (VIN)
(&)
Vehicle Make (VMA) Vehicle Year (VYR)
I -
PERSON DATA [ Clear |
Name (NAM)
|
Date of Birth (DOB) Sex (SEX)
| [=]
License Number (OLN) State (OLS)
| [ [=]

GUN DATA

Serial Number | SER}

Make (MAK)

ARTICLE DATA

Serial Number (SER}

=
i
5

TEST INDICATOR

Test Indicator
N |

Submit Clear All
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The solution shall provide users with a
consistent Ul throughout the X
application, in order to minimize user
training and system administration.

accessible from a consistent modern user interface.

Bidder Response: The Omnixx Force end user interface provides a consistent look and feel in
all modules and screens to minimize user training and system administration.

This applies to all aspects of the user interface including creating transactions, reviewing
responses, managing users, reviewing history, and performing NCIC / NCJIS validations.

All

((O))Omnixx Force

Donnie Lewis

Find Form Links Mailbox History

Transaction Count Vesterday Transaction Count

0

e Certification Status

Recent Forms Certification
Default Certification for OFB

Agency super administrator

All Form Certification for OFB

Notices

Your password does not expire

Profile Information

Donnie Lewis

donnie lewis@datamaxx.com

SUPERADMIN | Mnemonic: D_.OFWEB1 | ORI: FL3333331

Macros

Last 7 Days

Status

Validation

Welcome Donnie Lewis Reload  Log off

Transaction Count Last 30 Days

33

Total

Expiration
Non-expiring
Non-expiring

Non-expiring

Change Password

The solution shall provide a command
line, as well as screen entry. Users
should be able to enter messages on
the command line without affecting
operations in the forms or other work

MAP-35 | grea.

forms or work areas.

Bidder Response: The Omnixx Force end user interface provides quick entry methods to
minimize the keystrokes required to perform inquires. This does not affect other operations in
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This feature is known as Macros, and are created using the Macro Wizard to select the
associated MKE and Fields to define it. Once defined, users can enter the Macro and Fields
on the command bar to quickly execute the associated transaction.
For example in the screenshot below, the QV macro enables a user to quickly execute a Query
Vehicle transaction by entering the “QV ABC123.FL” at the command prompt and pressing
<Enter>.
The macro “hint” prompts the user for the license plate (LIC) and license state (LIS) as the user
types, reminding the user of the field order for the specified macro.
Macro’s can only be created by authorized users, and can be created system at the system,
agency, and/or user level.
Links Mailbox History Macros VEGETT

Name Form Code Fields Type

QG QG SER Agency & i

Qv Qv LIC.LIS Agency ' i}

Qv

The solution should allow tasks to be
entered by keystroke and/or mouse
action. However, the system should X
allow all commands to be initiated by
keystroke if desired.

MAP-36 | Bidder Response: The Omnixx Force end user interface provides a command line, as well as
screen forms for user entry. It also supports users being able to enter data on the command
line without affecting operations in the forms or other work area.

The screenshot below depicts a typical Query Gun screen, which is configurable with the
included platform tools, and accessible by authorized users.
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In addition, the Query Vehicle macro is shown being executed on the command line, which is
also made available to authorized users by authorized administrators.

((O))Omnixx Force Welcome Donnie Lewis Reload

Donnie Lewis

Find Form Links Mailbox History, Macros Validation

Y7 @ GUN INQUIRY TRANSACTION (QG)

Submit Clear All

AGENCY/CASE DATA

NCIC Number (NIC)
‘ FL3333331 | |

Related Search Hit (RSH)

GUN DATA

Serial Number (SER) Caliber (CAL)
Make (MAK)

Model (MOD)

IMAGE DATA

Image Indicator (IND)

QV ABC123.FL

The following screenshot shows the additional shortcut keys to used navigate the application
from the keyboard.
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Shortcut Keys
Shortcut Description
Close
The solution shall provide standard Ul
items, such as drop-down menus, to
make selection easier for frequently X
used fields, such as message keys, all
code tables, and agency IDs.
MAP-37
Bidder Response: The Omnixx Force end user interface is a robust, modern, user friendly
interface that provides standard GUI items including dropdown menus, type ahead fields,
shortcuts, keyboard combinations, command line entry, and tabbing between fields. It is highly
optimized and keyboard friendly for end user ease of use.
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VEHICLE MAKE

Category

Automobiles, Light-Duty Vans, Light-Duty Trucks

Description
300 Ford 300 Series
7LR Ford 7 Litre
AER Ford Aerostar
BRW Ford Brewster (antigue vehicle)
BRO Ford Bronco/Bronco Il

W1 Ford Club Wagon E150

| |SearchVM‘ ‘Sear:h Description

IMAGE TYPE

Description

Identifying Image

Signature
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Make (MAK)

5M

SMM (Otis A. Smith)
SMZ (Sarsicmaz)

SMO (John M. Smythe Mdes. (or Hdw.) Co.)

SMN (Shooters Arms Manufacturing (5.AM.))

Current c
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Config Release | Development | Available
The solution should provide
functionality for code table lookups to
be narrowed down as the user begins X
to enter data in the code table lookup
field.
Bidder Response: The Omnixx Force end user interface supports “auto complete” functionality
for code table lookups as the user begins to enter data. The screenshot below depicts the auto
complete functionality for typical State and Gun Make lists.
State (LIS)
AL (Alabama)
AK (Alaska) 0
MAP-38 AZ (Arizona) =
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VEHICLE MAKE
Category Automobiles, Light-Duty Vans, Light-Duty Trucks v
Quick Search: | Econ
VMA VMO Description
FORD ECO Ford Econoline 100
FORD EC1 Ford Econoline E150
FORD EC2 Ford Econoline E250
FORD EC3 Ford Econoline E350
FORD E45 Ford Econoline E-450
FORD ES5 Ford Econoline E-550 v
OK Cancel
The solution shall allow for automated X
updates to the Ul application.

MAP-39 | Bidder Response: The Omnixx Force User Interface application is web-based and when
updates are applied to the web server(s), users are automatically updated upon their next
logon.

The solution shall utilize prefill fields in

appropriate preformatted screens, X

eliminating redundant data entry

without impacting the usability.

Bidder Response: The Omnixx Force end user interface supports prefilling fields on certain
screens to avoid redundant data entry. The Omnixx Enterprise Platform includes the

MAP-40 Applications Business Rules Editor (ARE) that is used to define the “preload” for the
appropriate preformatted screens (aka transaction forms).

Examples are the default ORI assigned to a device or an Agency Address.
A user can also use data strings configured for common data to insert.
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Insert Data
$DEV(ORI) FL3333339
SDEV(ID) D_DLEWIS
SDEV(HID)
SUSR(ID) DLEWIS
SUSR(PHN)
SUSR(FAX
SUSR(LNAM) Lewis
SUSR(FNAM) Donnie
SUSR(MNAM)
$SAGY(NAM) Advanced Authentication
$SAGY(STR)
$SAGY(CIT)
$SAGY(STE)
$SAGY(ZIP)
$SAGY(PHN)
$SAGY(FAX)
$SAGY(BLG)
SDATE(MM-DD-YYYY) 12-15-2022
SDATE(MM/DD/YYYY) 12/15/2022
SDATE(MMDDYYYY) 12152022
SDATE(YYYYMMDD) 20221215 v
OK Cancel
The solution shall provide quick
entry methods such as hot keys to
minimize the keystrokes required to
perform inquiries. Such hot keys
would enable the entry of single
data inquiries on the command line,
and the inquiry would then be
executed according to the hot key X
used. The single data inquiries
include, but are not limited to:
1. Driver’s license number
(DLN/OLN).
2. License plate number.
MAP-41 3. Name.
4. Vehicle identification number.
Bidder Response: The Omnixx Force end user interface provides quick entry methods to
minimize the keystrokes required to perform inquires. This feature known as Macros, are
created using the Macro Wizard to select the associated MKE and Fields to define.
Once defined, users can enter the Macro and Fields on the command bar to quickly execute
the associated transaction.
For example in the screenshot below, the QV macro enables a user to quickly execute a Query
Vehicle transaction by entering the “QV ABC123.FL” at the command prompt and pressing
<Enter>.
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The macro “hint” prompts the user for the license plate (LIC) and license state (LIS) as the user
types, reminding the user of the field order for the specified macro.

Macro’s can only be created by authorized users, and can be created system at the system,
agency, and/or user level.

Links Mailbox History Macros Validation

Name Form Code Fields Type
QG QG SER Agency & M

Qv Qv LC,LS Agency # i

vl

The solution shall provide menus to
facilitate access to less frequently
used functions and to aid users with
applications used infrequently.

MAP-42 | Bigder Response: The Omnixx Force end user interface is a robust, modern, user friendly

interface that provides menus to access less frequently used functions. It provides a find
feature for less frequently access functions that narrows the list of authorized functions as a
user types.
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Find Form

Master Query - QUERY

Article (QA) - QA

Batch Inquiry (QAE) - QAB

Boat (QB) - QB

Batch Inquiry (QEE) - QBB
Wanted (QW) - QW

Index Record Existence (QH) - QH
Criminal History Record (QR) - QR

Query License (DQ/DQG) - DQG
Query License History (KQ) - KQ

Group (QGG) - QGG

Member (QGM) - QGM
Gun (QG)- QG
Batch Inquiry (QGE) - QGB

Query ldentity Theft (QID) - QID

Mailbox

History

LE G Validation

|2 Master Query

= Amber Alert (AA)

= Administrative Messages

[3 Administrative Message (AM)

2 Administrative Message - Law Enfercement Only (AML)

[E Homeland Security Message (H5)

|2 Homeland Security Message - Law Enforcement Only (H5L)

|2 Banner Administrative Message (AM)
[ In-State Administrative Message (TO)
[ Status Message (SM)
= Articles
= Query
& Article (QA)
|2 Test Inquiry Article (ZA)
|2 Batch Inquiry (QAB)

~ _Enter
=

Form Del:ails

MKE
QUERY

Name

Master Query

Version
GLB20051130.3

Help

MAP-43

The solution shall allow users to
move forward and backward to
complete data fields.

X

Bidder Response: Omnixx Force supports move forward between fields using the Tab key, and
backward using the Shift-Tab keyboard combination.

Page 78 of 110




») Datamaxx

APPLIED TECHNOLOGIES

Technical Requirements Response

Current c
ID Specification Capability/ | Future ustom NOt.
Config Release | Development | Available
The solution shall notify users to
correct spelling errors without X
having to retype the entire field.
Bidder Response: The Omnixx Force end user interface allows users to correct spelling errors
without having to retype the entire field.
MESSAGE TEXT (TXT)
MAP-44
*
FIX THIS SPELING ERR
The solution shall provide users with
standard form navigation and allow X
easy movement from one work area
MAP-45 | to another via mouse or keyboard.
Bidder Response: The Omnixx Force end user interface supports standard form navigation and
allows for easy navigation using keyboard and mouse.
The solution shall provide hot keys
for frequently used functions (e.g., X
opening a form template).
Bidder Response: The Omnixx Force end user interface provides hot keys for frequently used
MAP-46 | functions and associates them with the user profile. This feature is known as “favorite forms”. A
user can make a form one of their favorite forms by selecting the “star” at the top of the form
and selecting the associated keystroke combination that will be used to display it. Frequently
used functions can also be opened by using the Transaction Form (TF) command on the
command line.
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Find Form
# Home
& Forms
% Links
AGEMNCY/CASE DATA
% Favorite Forms
* Originating Agency Code (ORI)
QV ALT+1 FL3333331 |
QUERY ALT+5 Related Search Hit (RSH)
OR ALT+7 ‘ |
AM ALT+2
GUN DATA
@ Recent Forms Serial Number (SER)
The solution shall enable users to
recall (configurable by NSP) and
resend recently sent messages. The X
solution shall also provide cut-and-
paste functionality.
Bidder Response: Omnixx Force provide the capability to recall any entry, including hot file
MAP-47 | entries from their Sent box or History search results screen.
When selected, the original transaction will be opened and the fields populated with the original
entries. Users may resubmit or make changes and then submit.
The screenshot below shows the Sent box, and the “Reopen” command, which is used to re-
open the original transaction.

Page 80 of 110




») Datamaxx

APPLIED TECHNOLOGIES

Technical Requirements Response

on previous input, referential lookup,
or other mechanisms. It should
incorporate currently used defaults.

Current Fut Cust N
ID Specification Capability/ | "Uture ustom Ot.
Config Release | Development | Available
Q Inbox M Bookmark @ Key m Unread | Read (Z' Undock Mail
Sent (0) x [filter
(R] MKE Summary Date/Time v
O R ! @ @ qw QW: JOHNSON,STEPHEN, M, W, 19630805 12/13/2022 15:52:37
& R! @ @ qu QV: RANCHOD, FL 12/13/2022 15:51:32
| (ot
v QV: RANCHOD, FL - Sent 12/13/2022 15:51:32 -
Omnixx Force supports standard copy and paste features. In addition to the standard paste
feature, Omnixx Force also supports “alphanumeric” Paste, which remove non-alphanumeric
characters when pasting, as well as the “replace zero” Paste which replaces the numeric zero
“0”, found in many NCIC responses, with the letter “O” when pasting.
Clear
8% Cut
@ Copy
I, Paste
IY) Paste (alphanumeric)
Iy Paste (replace zero)
4+ Insert Data
———— ? Field Help
The solution should provide default,
configurable values for fields based
MAP-48
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Bidder Response: The Omnixx Force end user interface supports default configurable values
for fields and related fields (e.g. populate VMO when VMA is selected). The Omnixx Enterprise
Platform includes the Applications Business Rules Editor (ARE) which is used to define the
“default” values and related fields as appropriate.
The solution should provide the
ability to load a Microsoft Word (or
similar) file onto the system that is X
then available as a bulletin to advise
of system updates and other
information.
Bidder Response: Omnixx Force provides a configurable warning banner message that is
displayed to users on any device during logon.
((o))orrlrll'\.'\‘ FOrCC ((o))()mm\\ Force
Log In Information
e Configurable
Warning Banner
MesIage \
MAP-49 — | e

In addition, the Links tab in Omnixx Force can be used to access configurable links to common
word documents, pdf documents, images, and web sites.

((O))Omnixx Force

%= Test Link Items

%y Sample PDF F

% CJIS PDF Manua

% Secure Link
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The solution shall provide lookup X
tables for valid values for fields.
Bidder Response: The Omnixx Force end user interface provides lookup tables for valid values
for fields. The Omnixx Enterprise Platform includes the Applications Business Rules Editor
(ARE) which is used to manage the lookup tables. The screenshots below depict typical State
and Vehicle Make & Model lookup tables.
LICENSE PLATE STATE
Category American States v
LIS Description
AL Alabama
AR Arkansas
AZ Arizona
CA California
co Colorado -
MAP-50 oK cancel
VEHICLE MAKE
Category Automobiles, Light-Duty Vans, Light-Duty Trucks v
VMA VMO Description
ACAD BEA Acadian Beaumont Series
ACAD CAN Acadian Canso Series
ACAD INV Acadian Invader Series
ACAD AV Rebuilt/assembled vehids
ACAL AV Rebuilt/Assembled Vehide
Search VM| |Search VM| |[Search Description
OK Cancel
MAP-51 | The solution should provide stackable X
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transactions functionality, such as
seri-batch processing.
Bidder Response: The Omnixx Enterprise Platform includes a batch interface that can support
processing batch transactions.
It supports the standard NCIC Batch Inquiry transactions, including support for persons, guns,
articles, and vehicles. The batch interface supports processing a mix of transaction types in
the same file.
The solution should accommodate
access from mobile phone and
tablet devices (e.g., Android and
iOS). Access can be provided via
applications or mobile websites
tailored for the mobile browser. If X
the solution provides this access,
the contractor shall work with NSP
to identify the common functions of
the mobile Ul, but NSP does not
require a full-feature Ul for the
mobile user.
Bidder Response: The Omnixx Enterprise Platform® also provides the Omnixx Force® HTML5
MAP-52 end-user interface, which is a high performance, responsive zero-footprint client that runs on
desktops, laptops, smart phones, and tablets. It provides an easy to use, modern interface with
easy to use fill-in forms and command line entry, and a variety of user options for message
display, saving favorites, and workspaces for commonly used forms.
The screenshots below depict the interface on a desktop, tablet, and smart phone device.
Responsive design is incorporated enabling the interface to adapt to the screen size of the
device it is being presented on. In addition, the interface is optimized for mobile users to
provide commonly used queries (Person, Vehicle, Article, Boat, and Gun) and provides
advanced features for desktop users such as workspaces for multiple forms and mailbox
undocking for multi-monitor environments commonly used by dispatchers. Also, command line,
configurable keystrokes, favorites, most recently used forms, night mode, and many other
properties are saved for each user giving each user the ability to customize the interface for
their use.
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If the solution accommodates access
from a mobile device (MAP-52), the
solution should provide mobile device X
management features for users
accessing the solution from a mobile
MAP-53 | UL
Bidder Response: Mobile Device Management in generally is controlled and managed by the
agency as part of an overall mobility strategy, but for Omnixx Force it is likely not needed since
it is a web app launched in a browser and does not store CJIS or Personal data on the device.
However, Omnixx Force can co-exist with any Mobile Device Management solution.
Current
ID Specification Capability/ | Future | Custom Not
Config Release | Development | Available
Database and Backups
The solution shall provide an ORI
table. The elements within the table X
MAP shall be configurable by NSP.
54 Bidder Response: The Omnixx Force end user interface makes the ORI table information for
authorized users allowing information to be extracted and used for other purposes. Select the
“Copy” command to copy to the clipboard and paste into another application, or export to
comma separated value, excel or pdf file.
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In addition, all Agency, ORI, Device, etc. information is stored in a SQL Server database and
can easily be queried and extracted by authorized administrators using SQL Server
Management Studio.
The solution should utilize relational X
database solutions.

MAP-

55 Bidder Response: The Omnixx database(s) use relational database techniques in table design,
implementing parent tables with relational child tables as needed for configuration and
transaction data.

The solution shall provide for access to

and manipulation of the data (e.g., ORI X

data) in the database through a

standard management system.

Bidder Response: The Omnixx Enterprise Platform stores information in a Microsoft SQL
Server database that provides robust tools for access to and manipulation of the database for
authorized users.

MAP- These include a management studio (SSMS), an integration tool (SSIS), and a reporting tool

56 for ad hoc and scheduled reports (SSRS).

All data maintained in the Omnixx Enterprise Platform database is managed using the
administrative interface. NSP has complete access and can grant various rights to users to
manage different aspects of the system.

For example, DPS can grant some users the rights to manage certain aspects of the system
such as Subagency data while other users may not have those rights. This allows DPS the
flexibility to decentralize the management aspects to specific personnel based on their function
within DPS.

MAP- The solution should provide tools for

57 monitoring and enhancing database X
organization and performance.
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Bidder Response: The Omnixx Enterprise Platform uses the Microsoft SQL Server tools,
including SQL Server profiler and Query Analyzer to monitor, analyze, and performance tuning.

| # SQL Server Profiler
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The solution should provide best
practice database design and
development, including documentation,

diagramming, normalization, database X
generation, screen design and

MAP- | generation, report design and

58 generation, and procedure

maintenance tools.

Bidder Response: The Omnixx Enterprise Platform integrates with the Microsoft SQL Server
database and implements best practice in database design and development. Datamaxx
tracks and documents changes between releases and provide automated update scripts for
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database maintenance. We consider normalization when designing the database structures
and use Microsoft SQL Server Reporting Services for report design and generation.
The solution should provide for the
development and maintenance of X
relational database structures for the

MAP- support of MSS.

59 Bidder Response: The Omnixx Enterprise Platform stores its data in a Microsoft SQL Server
database using relational database structures for MSS and Hot Files, which includes tools used
for development and maintenance of the platforms database(s).

The solution shall have the capability to
execute scheduled, unattended online X
system backups with minimal impact to

MAP- system performance.

60 Bidder Response: The platforms database component, Microsoft SQL Server, provides the
capability for scheduled, unattended online system backups with minimal impact to system
performance.

The solution shall have the ability to X

MAP- restore from system backups.

61 Bidder Response: The platforms database component, Microsoft SQL Server, provides the
capability to restore from system backups.

The solution shall provide robust
system backup/archiving tools and X
strategies.

MAP- Bidder Response: The platforms database component, Microsoft SQL Server, is a very mature

62 product that provides best in class backup and archiving tools and strategies including full and
differential backups, scheduled backups and archiving, and online backups, which enable a
production database to be online while a backup is performed, with minimal impact on
database operations.

Publication

The table below lists components required to ensure user access to information captured by the

desired syst

em and includes such elements as global search engine indexing, report-writing

services, data transformation services, and subscription and notification systems.
Current Fut c N
ID Specification Capability/ | Future | Custom ot
Config Release | Development | Available
Dissemination and Reports
The solution should have a report batch
monitor that controls the number of
MPU-1 ) . X
reports that may be run at a given time
for each server.
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Config

Bidder Response: The Omnixx Enterprise solution employs SQL Server Reporting services
which provides processing options to control how and when reports are processed, as well as
time out settings for report execution to prevent a single report from overloading system
resources. The schedules are created in conjunction with NSP personnel in order to avoid
excessively high usage of system resources. The system monitoring tools, as previously
mentioned, are used to ensure proper performance levels.

MPU-2

The solution shall have a report
scheduler that can schedule reports to X
be automatically run at user-defined
times.

Bidder Response: The Omnixx Enterprise solution employs SQL Server Reporting services,
which provide robust scheduling capabilities for scheduling subscriptions, caching, report
history, and report execution to be automatically run at user-defined times.

MPU-3

The solution shall provide reports, both
of real-time and snapshot data, which X
are publishable.

Bidder Response: Reports are generated extracting either real time information (current status
and processing) or from stored transaction logs. The Reporting Services use HTTP in order to
make the reports as usable as possible across multiple media types (Internet, Print, etc.). The
reports are posted to a style sheet to be made available locally, printed, or published.

MPU-4

The solution shall provide the ability for
authorized end users to retrieve
transaction log activity to report on X
actions and responses for a period of
time. The parameters shall be
configurable by NSP.

Bidder Response: The transaction history is stored in a SQL Server database and the proposed
solution provides a search tool called the “Omnixx Log Viewer” that provides the ability to
search logged messages by any combination of the search fields, including the time period.

The Omnixx Enterprise Message Log Viewer provides the ability to search logged messages by
any combination of the search fields. These include source and destination credentials, ORI,
specific fields and free text.

The screen shot below depicts the search fields available in the OEP Log Viewer. Multiple field
combinations are supported as well as multiple items within a search field by separating them
with a comma. For example, entering “QW, QB, QA” in the MKE search field will return records
where the MKE equal QW and QB and QA. The same technique applies to the other search fields
allow multiple values in each field, and multiple fields simultaneously.

The Date and Time search fields can be used to further restrict the date range of the search and
free text searches can be entered into the Summary field to include searching the message
summary field, and the payload of the message text by selecting the “Include message detail
when searching message summary” checkbox. Results may also be ordered by selecting the Asc
or Dsc radio options for ascending or descending order.
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ﬂﬁ Omnixx Enterprise Platform Message Log Viewer
Begin Date  [0810/2015 End Date 051072015 Interface Al ]
Begin Time  |[00:00:00 End Time 43:59:59 Application [Al il
User ORI Event Type |Al £}
Subagency ,— Device ,— Address ,—
MKE l— Reference ID I— MMMOI—
Summary D [linclude message detail when searching summary?
Order By Date/Time ()Asc ®Dsc | Databasa [Curent Augit Database Iv| [IDo not include page count
Clear Summary | Find I Reset I Summary Report l Detail Report |
The OEP Log Viewer supports complex search criteria using multiple combinations of Boolean
operators including the AND & OR operators. Selecting the “...” button
Summa . . . . .
( v L] ) next to the Summary field will display an interface enabling the
operator to construct search criteria including AND & OR in multiple combinations. The NOT
operator is a scheduled roadmap item, and will be available upon deployment of the system.
Retrieve messages containing [VADZ4 5:—%-
-OR-~ ~OR-
Retrieve messages containing  [MC0O23 L
AND [l':".‘-"ER':‘\-'_".\l'.'-'_'Q
oft
Retrieve messages containing [[si'(K[":'I Ok
Cancel
Integration

The tables below describe components involved in the exchange of information and images
between the MSS and related public safety systems. Specifications here pertain to the
interfaces that move information and images between systems at a predetermined time (i.e.,
batch and/or real-time interfaces).

Current
ID Specification Capability/ | Future | Custom Not
Config Release | Development | Available
Interfaces
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The solution shall minimally provide the
interface and protocol capabilities of the X
current MSS environment.

MIT-1 Bidder Response: The Omnixx Enterprise Platform is the current MSS environment and
currently supports the required interface and protocol capabilities, and has for 10 years.

The Omnixx Enterprise platform in place today has supported this requirement in the current
production environment for 10 years.

The solution shall interface with NCIC

(including full Interstate Identification X

Index [Ill] capability) and provide file

transfer functionality.

Bidder Response: The Omnixx Enterprise Platform is the current MSS environment and
currently supports the required interface with NCIC, including full Interstate Identification Index

MIT-2 [I11] capability and file transfer functionality.

The proposed solution includes the Omnixx Message broker, an XML based message switch,
which complies with the latest published Nlets technical and functional specifications.

The Omnixx Message Broker, in place today has supported this requirement in the current
production environment for 10 years.

The solution shall interface with Nlets —

the International Justice & Public Safety

Information Sharing Network (including X

full Interstate Identification Index [l11]

capability).

Bidder Response: The Omnixx Enterprise Platform is the current MSS environment and

MIT-3 currently supports the required interface with Nlets, including full Interstate Identification Index
[111] capability.

The proposed solution includes the Omnixx Message broker, an XML based message switch,
which complies with the latest published Nlets technical and functional specifications.

The Omnixx Message Broker, in place today has supported this requirement in the current
production environment for 10 years.

The solution shall interface with the

Nebraska Patrol Criminal History (PCH)

system. PCH is the state’s X

computerized criminal history (CCH)

system.

MIT-4 Bidder Response: The Omnixx Enterprise Platform is the current MSS environment and
currently supports the required interface with the Nebraska Patrol Criminal History (PCH)
system.

The Omnixx Message Broker, in place today has supported this requirement in the current
production environment for 10 years.
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MIT-5

The solution shall interface with the
proposed hot files solution, in the event
that the proposed hot files solution is X
not already integrated with the
proposed message switch solution.

Bidder Response: The Omnixx Enterprise Platform provides the current hot files solution and
currently integrates with the Omnixx Message Broker, the XML based message switch that has
been in production for 10 years.

The Omnixx Enterprise Platform provides a complete frame work for transaction-based access,
and includes the ability, using configurable business rules to interface to the proposed hot file
solution.

MIT-6

The solution shall seamlessly enable
all current regional system interfaces
to send properly formatted NCIC
messages and transactions. This
capability shall be in place on the first X
day of implementation. The current
communications protocol for
communicating to regional systems is
DMPP-2020.

Bidder Response: The Omnixx Enterprise platform in place today has supported this
requirement in the current production environment for 10 years.

The Omnixx Enterprise Platform will seamlessly enable all current regional system interfaces to
send properly formatted NCIC messages and transactions. The Omnixx Enterprise Platform
provides a complete framework for communications handling and queuing, transaction
formatting and processing, user and environment management and web service support
including the processing of transactions/data as defined by configurable business rules.

A major point of difference with the Datamaxx solution is that it “decouples” the communications
interfaces from the actual processing by using standard protocols which can be configured
through soft set business rules and configurations that are accessible to authorized system
administrators. By using a standardized communications strategy, effectively any
communications structure and protocol or data source can be integrated into the system, with
no changes to the central “core” message processing code. This reduces risk and overhead
when making changes to the system.

The proposed solution supports a wide variety of protocols (e.g. TCP/IP sockets, Web Services,
IBM WebSphere MQ, etc.), and the data content (including control information required for
routing and auditing purposes) is controlled by the business rules, and is therefore configurable
(not hard coded). The data content strategy is separate from the communications strategy,
which provides tremendous advantages when implementing new interfaces, as a “mix and
match” of existing components can be configured.

The following communications strategies are an inherent part of the proposed solution.

e TCP/IP via a sockets interface using the Datamaxx DMPP-2020 specification.
e |IBM WebSphere MQ Series using the NCIC-2000 specification
e TCP/IP via a sockets interface using the NCIC-2000 specification
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e Web Services
The following data content strategies are an inherent part of the proposed solution.

e XML using the GJXDM and NIEM standards

e XML using the OFML standard

e Legacy “dot” format using a “trusted Server” concept that allows for remote agencies to
maintain context (control) and device routing information in all exchanges.

e Legacy “dot” format using a “Device Address Control (DAC)” concept that allows for
remote agencies to maintain device routing information in all exchanges. This is a
simpler subset of the above-mentioned trusted server and is ideal for small “clusters” of
devices as is often found in agencies. This is analogous to the legacy IBM “3270
Controller” strategy.

Another significant capability of the proposed solution relates to communications interfaces that
fall outside any of the above strategies. The Datamaxx solution supports “External Interfaces”.
These are free running processes which create an “adapter” between the solution and any data
source or communications interface. Datamaxx has supported communications strategies
ranging from slow speed RS-232 communications to fully customized database interfaces on
remote systems using ODBC. These adapters integrate with the proposed solution and are
configured using the business rule process, which is common to all components.

The use of the External Interfaces enables any type of data to be accessed, including files that
are transferred, or provided on storage. Effectively, any format that can be accessed can be
processed. This includes not only content manipulation, but code conversion (e.g. EBCDIC to
ASCII), as is often required when accessing mainframe database or file systems.

In summary, the proposed Datamaxx solution will easily and seamlessly enable all current
regional system interfaces to send properly formatted NCIC messages and transactions.
Datamaxx built its corporate reputation on designing and implementing interfaces to regional
systems similar to those in NSP.

MIT-7

The solution shall interface with
Nebraska’'s Department of Motor
Vehicles (DMV’s) Vehicle Title and
Registration (VicToRy) server.

Bidder Response: The Omnixx Enterprise Platform is the current MSS environment and
currently supports the required interface with the Nebraska Department of Motor Vehicles
(DMV’s) Vehicle Title and Registration (VicToRy) server.

The Omnixx Message Broker, in place today has supported this requirement in the current
production environment for 10 years.

MIT-8

The solution shall interface with the
Office of the Chief Information Officer
(OCIO) state mainframe for DMV
driver’s licenses and photos.

Bidder Response: The Omnixx Enterprise Platform is the current MSS environment and
currently supports the required interface with the Office of the Chief Information Officer (OCIO)
state mainframe for DMV driver’s licenses and photos.
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The Omnixx Message broker, in place today has supported this requirement in the current
production environment for 10 years.

MIT-9

The solution shall be compliant with,
recognize, and allow for data X
transactions in accordance with the
NIEM data model.

Bidder Response: The proposed solution is compliant with the NIEM data model. Since the
proposed Statewide Law Enforcement Message Switch is XML based, it readily complies with
NIEM (and GJXDM) standards as well.

The proposed system is built completely around open standards, especially with regards to the
use of Extensible Markup Language (XML). NIEM, a specific implementation of the XML
standard is addressed within the architecture itself. Note that many external systems may not
be directly NIEM compliant. However the ability for the proposed system to convert legacy data
to a standardized format, and exchange information within and outside the system in NIEM (and
other XML standard) formats is a powerful feature of the Omnixx Enterprise Platform.

Implementations such as NIEM are oriented to database exchanges, as opposed to exchanges
from an end user to a database. In order to operate efficiently, especially in the mobile
environment where bandwidth is limited, Datamaxx provides “Omnixx Force Markup Language”
(OFML). OFML is not proprietary — it is an adaptation of the XML standard that is optimized for
end user to message processor exchanges. This does NOT inhibit the use of NIEM (and similar
strategies) but removes the overhead associated with those structures in the end user
environment. Conversion to and from NIEM is performed at the central message processor so
that the actual database exchanges are not affected.

For any binary data (including images and any other data that is best formatted thusly), full
“Base64” encoding support is provided. Typically, standard XML structures do not
accommodate binary data such as images easily, unless they are processed in a text-
compatible fashion, such as using Base64 encoding. The Omnixx Enterprise server and client
software components are able to pass the Base64 encoded binary objects, with no alteration,
as is used with the Nlets formats.

The proposed system can also support legacy text strings and response formats, where
needed. Although the system is based around XML because of its emergence as the standard,
legacy interfaces still exist. Omnixx provides the conversions for those legacy interfaces where
needed by which the text data is parsed into XML format for processing, but returned to the
requesting interface in text format.

Current features of the Statewide Message Switch as it relates to XML include:

e Full XML support for Nlets

e Full XML support for NCIC

e Full support for data transformations, including Information Exchange Model (NIEM)
and Global Justice Exchange Data (GJXDM)

The Omnixx Enterprise Platform provides the interface to exchange data and information in
GJXDM or NIEM format. This functionality is inherent in the server software as well as provided
through web services and a sophisticated messaging backbone in order to communicate with
systems that are not in the CJIS network but rely on GJXDM/NIEM for efficient information

Page 95 of 110




5 DatamaXX® Technical Requirements Response

APPLIED TECHNOLOGIES

Current
Capability/ | Future | Custom Not

Specification Config Release | Development | Available

sharing. Datamaxx provides the capability to interface using GJXDM/NIEM as one of its native
data exchange models.

MIT-10

The solution shall provide transaction-
based electronic data access to third-
party systems (e.g., DMV, computer-
aided dispatch [CAD]) for X
query/exchange (e.g., Web services,
XML, or other transaction-based
exchanges).

Bidder Response: The Omnixx Enterprise platform in place today has supported this
requirement in the current production environment for 10 years.

The Omnixx Enterprise Platform provides a complete framework for communications handling
and queuing, transaction formatting and processing, user and environment management and

web service support including the processing of transactions/data as defined by configurable

business rules.

A major point of difference with the Datamaxx solution is that it “decouples” the communications
interfaces from the actual processing by using standard protocols which can be configured
through soft set business rules and configurations that are accessible to authorized system
administrators. By using a standardized communications strategy, effectively any
communications structure and protocol or data source can be integrated into the system, with
no changes to the central “core” message processing code. This reduces risk and overhead
when making changes to the system.

The proposed solution supports a wide variety of protocols (e.g. TCP/IP sockets, Web Services,
IBM WebSphere MQ, etc.), and the data content (including control information required for
routing and auditing purposes) is controlled by the business rules, and is therefore configurable
(not hard coded). The data content strategy is separate from the communications strategy,
which provides tremendous advantages when implementing new interfaces, as a “mix and
match” of existing components can be configured.

The following communications strategies are an inherent part of the proposed solution.

TCP/IP via a sockets interface using the Datamaxx DMPP-2020 specification.
IBM WebSphere MQ Series using the NCIC-2000 specification.

TCP/IP via a sockets interface using the NCIC-2000 specification.

Web Services

The following data content strategies are an inherent part of the proposed solution.

e XML using the GJXDM and NIEM standards.

e XML using the OFML standard.

e Legacy “dot” format using a “trusted Server” concept that allows for remote agencies to
maintain context (control) and device routing information in all exchanges.

e Legacy “dot” format using a “Device Address Control (DAC)” concept that allows for
remote agencies to maintain device routing information in all exchanges. This is a
simpler subset of the above-mentioned trusted server and is ideal for small “clusters” of
devices as is often found in agencies. This is analogous to the legacy IBM “3270
Controller” strategy.
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Another significant capability of the proposed solution relates to communications interfaces that
fall outside any of the above strategies. The Datamaxx solution supports “External Interfaces”.
These are free running processes which create an “adapter” between the solution and any data
source or communications interface. Datamaxx has supported communications strategies
ranging from slow speed RS-232 communications to fully customized database interfaces on
remote systems using ODBC. These adapters integrate with the proposed solution and are
configured using the business rule process, which is common to all components.

The use of the External Interfaces enables any type of data to be accessed, including files that
are transferred, or provided on storage. Effectively, any format that can be accessed can be
processed. This includes not only content manipulation, but code conversion (e.g. EBCDIC to
ASCII), as is often required when accessing mainframe database or file systems.

MIT-11

The solution should utilize Web
services for information exchanges X
between interfacing applications.

Bidder Response: Omnixx Enterprise platform in place today has supported this requirement in
the current production environment for 10 years.

The Omnixx Enterprise Platform provides fully functional web service interfaces that can be
configured to access the NSP environment. The Omnixx Enterprise Platform was specifically
designed for this environment.

The Omnixx Enterprise Platform provides the infrastructure to connect existing applications
(regardless of the platform) and to compose, expose, and consume new services. This allows
NSP to leverage the investments that have already been made in the Web Service enabled
applications, and minimize the cost of integrating the new technology that will be acquired.
Because the Omnixx Enterprise Platform includes tools to connect both proprietary and
standards based systems, the Omnixx Enterprise Platform is a central part of any web service
based strategy for message switching.

All products proposed by Datamaxx are based on native XML processing and allow for easy
transformation to active standards such as GJXDM and NIEM. The transformation services use
XML Style Sheets and similar methodologies, none of which needs programming support again
enabling the power and scalability of integrated web service support. This functionality is both
built into the server software as well as provided through web services in order to communicate
with systems that are not in the CJIS network but rely on GJXDM/NIEM for efficient information
sharing. Omnixx Enterprise Platform provides a full set of functions for end user access,
databases access and external agency access, including NCIC and NLETS. The actual formats
and displays are defined by soft settable “business rules” which are defined and maintained on
the server using a dashboard that is part of the proposed solution. The business rules can be
used to define messages and apply data edit, formatting and routing logic to the resultant
transaction.

The exposed web services are self-contained and have well-defined interfaces to let the users
of those services know how to interact with them. From a technical standpoint, the web services
environment creates "loosely coupled" application components, in which code is not necessarily
tied to a particular database, or even a particular infrastructure. It is this loose coupling that
enables the combination of services into diverse applications. It also enables much greater
code reuse, cutting down workload at the same time that it increases the capabilities of the NSP
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solution. Because a service and the client accessing that service are not tied to each other, a
service used to process a request could be completely replaced, and the client-services placing
request would never know.

MIT-12

The solution should provide
authentication of an electronic X
report/interface data source.

Bidder Response: The Omnixx Enterprise Platform is the current MSS environment and
currently supports the ability to provide authentication of an electronic report/interface data
source.

The Omnixx Message Broker, in place today has supported this requirement in the current
production environment for 10 years.

MIT-13

The solution shall have the ability to
search multiple (e.g., spawned inquiry X
transactions) external systems and/or
databases via a single query.

Bidder Response: The Omnixx Enterprise Platform provides for spawning logic to be applied to
any transaction during processing. The spawning logic is contained in configurable business
rules, allowing for easy creation and maintenance of spawning to existing or new interfaces.

MIT-14

The solution should have the ability for
authorized users to tailor spawned X
inquiries.

Bidder Response: Datamaxx acknowledges that the proposed solution complies with this
requirement.

The spawning logic is contained in configurable business rules, allowing for easy creation and
maintenance of spawning to existing or new interfaces, by authorized administrators.

MIT-15

The solution shall have the ability to
receive and respond to queries from X
authorized external systems and/or
databases.

Bidder Response: Not only does Datamaxx provide fully functional interfaces to NCIC and Nlets
but Datamaxx provides fully functional web service interfaces which can be configured to
receive and respond to queries from authorized external systems. The Omnixx Enterprise
Platform and web service architecture is specifically designed for this environment.

The Omnixx Enterprise Platform provides the infrastructure to connect existing applications
(regardless of the platform) and to compose, expose, and consume new services. This allows
NSP to leverage the investments that have already been made in external systems, and
minimize the cost of integrating the new technology that will be acquired. Because the Omnixx
Enterprise Platform includes tools to connect both proprietary and standards based systems,
the Omnixx Enterprise Platform is a central part of any web service based strategy for message
switching.

All products proposed by Datamaxx are based on native XML processing and allow for easy
transformation to active standards such as NIEM and GJXDM. The transformation services use
XML Style Sheets and similar methodologies, none of which needs programming support again
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enabling the power and scalability of integrated web service support. This functionality is both
built into the server software as well as provided through web services in order to communicate
with systems that are not in the CJIS network but rely on NIEM/GJXDM for efficient information
sharing. Omnixx Enterprise Platform provides a full set of functions for end user access,
databases access and external agency access, including NCIC and Nlets. The actual formats
and displays are defined by soft settable “business rules” which are defined and maintained on
the server using a dashboard that is part of the proposed solution. The business rules can be
used to define messages and apply data edit, formatting and routing logic to the resultant
transaction.
The solution should interface with the
Nebraska Sex Offender Registry (SOR) X
database.

MIT-16 Bidder Response: The Omnixx Enterprise Platform is the current MSS environment and
currently supports the interface with the Nebraska Sex Offender Registry (SOR) database.
The Omnixx Message Broker, in place today has supported this requirement in the current
production environment for 10 years.

The solution shall interface with the

Mobile Architecture for

Communications Handling (MACH) X
Automatic Vehicle Location (AVL)

system.

MIT-17 | Bidder Response: The Omnixx Enterprise Platform is the current MSS environment and
currently supports the interface with the Mobile Architecture for Communications Handling
(MACH) Automatic Vehicle Location (AVL) system.

The Omnixx Message Broker, in place today has supported this requirement in the current
production environment for 10 years.
Current c
ID Specification Capability/ | Future ustom NOt.
Config Release | Development | Available

Images
The solution shall save or print images
regardless and independent of the
response (e.g., if an NCIC response X
includes an image, the image can be
saved and/or printed separately from

MIT-18 Lthe rest of the NCIC response).

Bidder Response: The Omnixx Force end user interface uses the browsers inherent ability to
save and print images independent of the response. Users can right-click on the image and
select the ‘Save image as...” command to save the image, or “Open image in a new tab”
command to open the image in a new tab and then print the image only.
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The solution shall process images as X
defined by NCIC.
Bidder Response: Along with handling all transaction rules and routing, the proposed solution
also provides encapsulation for non-text payloads (e.g. NCIC images). This functionality is
provided by the use of Base64 encoding that represents the binary data in an industry standard
textual format.
As an extension, Datamaxx provides an XML defined object that encapsulates the Bas64
MIT-19 ; . : : .
encoded data with other control and commentary information so that it may be processed using
normal Open Systems tools, such as XML parsers and style sheets.
The Datamaxx object is known as the Datamaxx Standard Embedded Object (DSEO), and is
widely used in these types of systems and has been adopted as an industry standard, utilized
by many agencies and vendors throughout the country.
This standard supports NCIC images, but is not limited to them.
The solution shall provide batch file
processing from NCIC (e.g., $.B), if X
supported by NCIC NIEM.
Bidder Response: The Omnixx Enterprise Platform provides batch transaction processing
capabilities. For example, a $.B. administrative message is transmitted to an ORI whenever a
file is available for retrieval.
MIT-20
This situation occurs when:
1. Excessive hits resulting from an inquiry are transmitted;
2. Aresponse to a batch inquiry is transmitted;
3. Aresponse to an SPRQ is transmitted;
4. Aresponse to an off-line search is transmitted (e.g. statistic data request, error profile
request); or
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5. A validation file is ready for transfer.

The Omnixx Enterprise Platform can provide the necessary batch file processing from NCIC to
account for the $.B transaction.

MIT-21

The solution should access other
documents or images stored in a X
specified repository.

Bidder Response: The Omnixx Enterprise Platform provides a complete framework for
communications handling and queuing, transaction formatting and processing, and message
routing including the processing of images as defined by configurable business rules.

The proposed solution provides encapsulation for various types of attachments, such as
images, PDF files, Word documents, etc. This functionality is provided by the Datamaxx
Standard Embedded Object (DSEO) specification, which is widely used in these types of
systems.

The Datamaxx solution supports “External Interfaces”. These are free running processes which
create an “adapter” between the solution and any data source or communications interface.
Datamaxx has supported communications strategies ranging from slow speed RS-232
communications to fully customized database interfaces on remote systems using ODBC.
These adapters integrate with the proposed solution and are configured using the business rule
process, which is common to all components.

The use of the External Interfaces enables any type of data to be accessed, including files that
are transferred, or provided on storage. Effectively, any format that can be accessed can be
processed. This includes not only content manipulation, but code conversion (e.g. EBCDIC to
ASCII), as is often required when accessing mainframe database or file systems.

MIT-22

The solution should retrieve, and route X
images stored in various sources.

Bidder Response: The Omnixx Enterprise Platform provides a complete framework for
communications handling and queuing, transaction formatting and processing, and message
routing including the processing of images as defined by configurable business rules.

The proposed solution provides encapsulation for various types of attachments, such as
images, PDF files, Word documents, etc. This functionality is provided by the Datamaxx
Standard Embedded Object (DSEO) specification, which is widely used in these types of
systems.

The Datamaxx solution supports “External Interfaces”. These are free running processes which
create an “adapter” between the solution and any data source or communications interface.
Datamaxx has supported communications strategies ranging from slow speed RS-232
communications to fully customized database interfaces on remote systems using ODBC.
These adapters integrate with the proposed solution and are configured using the business rule
process, which is common to all components.

The use of the External Interfaces enables any type of data to be accessed, including files that
are transferred, or provided on storage. Effectively, any format that can be accessed can be
processed. This includes not only content manipulation, but code conversion (e.g. EBCDIC to
ASCII), as is often required when accessing mainframe database or file systems.
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MIT-23

The solution should retrieve, and route
other documents or images stored in a X
specified repository.

Bidder Response: The Omnixx Enterprise Platform provides a complete framework for
communications handling and queuing, transaction formatting and processing, and message
routing including the processing of images as defined by configurable business rules.

The proposed solution provides encapsulation for various types of attachments, such as
images, PDF files, Word documents, etc. This functionality is provided by the Datamaxx
Standard Embedded Object (DSEO) specification, which is widely used in these types of
systems.

The Datamaxx solution supports “External Interfaces”. These are free running processes which
create an “adapter” between the solution and any data source or communications interface.
Datamaxx has supported communications strategies ranging from slow speed RS-232
communications to fully customized database interfaces on remote systems using ODBC.
These adapters integrate with the proposed solution and are configured using the business rule
process, which is common to all components.

The use of the External Interfaces enables any type of data to be accessed, including files that
are transferred, or provided on storage. Effectively, any format that can be accessed can be
processed. This includes not only content manipulation, but code conversion (e.g. EBCDIC to
ASCII), as is often required when accessing mainframe database or file systems.

Management and Administration

The tables below list components associated with the successful management and
administration of the MSS technical environment, including system support; applicable
standards; and training, documentation, and testing.

Current
D Specification Capability/ | Future | Custom Not
Config Release | Development | Available
System Support
The solution shall continually perform
interface connectivity monitoring,
hardware self-diagnosis, and self- X
checking and report errors to the
operator console for remedial action.
MMA-1 | Bidder Response: The Omnixx Enterprise Platform provides a real-time system monitor for

status and performance for all system activity. The Omnixx Monitor can be configured to send
alerts based upon monitored events. For example if a CPU or memory threshold is reached or
disk space is low.

A screenshot depicting the Omnixx Monitor real-time monitor dashboard is shown below.
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ctive Node (PRIMARY)
o - — = — ——
1o |
o
o
o
[ e |
o
The solution should provide for software
upgrades/maintenance that do not
affect the production system (no X
downtime) in a load-balanced
MMA-2 | environment.
Bidder Response: In a load-balanced environment, this is a very straightforward process in
which Datamaxx has successfully performed this same type of upgrade numerous times over
the course of our business operation. This process results in a zero downtime cutover.
The solution shall provide a logging
feature that logs entries, changes, X
and/or deletions to any configuration
MMA-3 data (data transaction recovery log).
Bidder Response: All Omnixx database events are logged into a table in the Omnixx Enterprise
Platform database. Through the use of extensive and robust logging and auditing functions, all
entries, changes, and deletions are tracked and audited (and is also searchable).
The solution shall be designed to allow
for remote maintenance and X
troubleshooting.
Bidder Response: All maintenance of the system can be performed remotely via the Omnixx
MMA-4 . .
Enterprise Console. In most cases, troubleshooting can be performed remotely, but the nature
of the issue may require access to the system via either Remote Desktop or other such system
remote control technology. Only in the event of either a hardware failure or system remote
control failure will it be required to access the physical system.
The solution shall be able to set date,
MMA-5 time, and tlm_e zone using the opefatmg X
system or a time server date and time
setting.
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Bidder Response: All data and time data used by the system is determined by the server in
which the Message Broker is running.

MMA-6

The bidder should provide ongoing
services and support, including, but not
limited to toll-free 24/7 customer X
service, annual training classes, an
online customer service website, and
online software maintenance.

Bidder Response: Datamaxx provides ongoing services and support during the cloud
subscription period. Datamaxx provides client access to the Datamaxx Technical Support group
24x7x365 via a toll-free phone number. In addition to the toll free phone number, Datamaxx
offers online access via email. The client may contact Datamaxx Technical support via the
following method.

a. By Phone (toll free phone number) — (877) 369-8324

b. By E-Mail — support@datamaxx.com

As part of the Datamaxx Secure Cloud offering, Datamaxx provides on-line Take-30 Web
Training Sessions. The Take-30 Web Training sessions are free to Datamaxx customer with an
active subscription or maintenance plan. These brief web-training sessions help ensure you
receive the maximum use of your Datamaxx products and provide for on-going training. Various
subjects are covered, and time is allotted for question and answer with the trainer. Datamaxx
welcomes requests for additional topics for the Take 30 training courses. Each session begins
with an overview of the application and then addresses the class subject. Classes are offered in
30 minute increments and can save you valuable time in a mission-critical environment.
Datamaxx offers the training sessions numerous times throughout the year and publishes a
schedule via the Datamaxx web site: www.datamaxx.com.

MMA-7

To maintain configuration integrity, the
solution should provide control for all
configurable elements, including
auditing, rollback, roll-forward, and X
configuration change transactions, with
the ability to both import and export
configurations.

Bidder Response: The cloud solution proposed by Datamaxx allows a system administrator
complete control over the system configuration. The software solution provided, including the
Omnixx System Administration Console, the MS SQL Server, the Windows Operating System
and the backup solution provide mechanisms required to assert control for all the configurable
elements. The solution also provides the ability to import and export configurations, thus
allowing for configuration change management, rollback and roll-forward processes, and
change auditing.

MMA-8

The solution shall accommodate
changes to production applications X
without impact to operations.

Bidder Response: The Omnixx Solution is a significant move forward in technology as
compared to other message switch technology. The Omnixx system is primarily configuration
based rather than code based. Being configuration based, enables system administrators as
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well as Datamaxx personnel the ability to implement changes through the use of configuration
utilities rather than code updates. The changes are made in a “real-time” mode and immediately
available and thus limit the need for system upgrades to “update” code as well as operational
downtime.
The solution shall provide the ability to X
designate control terminals.
Bidder Response: The proposed solution enables an authorized administrators to configure

MMA-9 ) . ) . : . ; .
terminals (aka devices in Omnixx) and designate them as control terminals including the name,
and optionally limiting which users can use the device or from which specific machine is device
is assigned to.

The solution shall be able to account for
multiple time zones. The state of X

MMA- Nebraska contains two time zones.

10 Bidder Response: The solution accounts for multiple time zones by storing date/times in the
Coordinated Universal Time (UTC) and then converting to the user’s local time zone, where
appropriate when displaying information.

The bidder shall provide continuous
management of all IT components,

emphasizing regular, iterative updates

and upgrades, ensuring that software X

MMA and hardware are always up to date.

11 " | This is the concept known as
“evergreen IT.”

Bidder Response: There will be continuous management of all IT components relative to the
solution. This includes regular, iterative updates and upgrades, to ensure software and
hardware are always up to date.

The solution should allow capturing of

NCIC lists (e.g., vehicle codes) at the X

switch, for other systems to download

MMA- Land use.

12 Bidder Response: The proposed solution stores NCIC lists as XML documents in the
database. This allows the same lists to be shared by the switch and client applications as well
as exported for other systems to download and use.

Current Fut Cust Not
ID Specification Capability/ | "Uwure ustom ot
Config Release | Development | Available

Standards
The solution shall be compliant with all X
national standards and policies outlined
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MMA-

in Attachment B — MSS Operations Plan
Specifications, Standards, and Guides
1. FBINCIC 2000.
2. FBI CJIS Security Policy (V5.9),
or latest.
3. NIEM.

Bidder Response: The Omnixx Enterprise Platform are compliant with all of the standards and
policies outlined in Attachment B of this RFP. In particular:

e  Omnixx Enterprise is completely compliant with the FBI NCIC 200 standard, and has
been since its inception, for all data managed, contained and transacted.
e The Omnixx Enterprise Platform compliant with the FBI CJIS Security Policy.

The Omnixx Enterprise Platform supports NIEM for both Nlets and NCIC and has this proposed
solution running in production environments, including the Department of Justice and the State
of Montana, processing NIEM formats.

MMA-
14

The solution shall be compliant with the
Transportation Security Layer (TLS) 1.2 X
protocol at the minimum.

Bidder Response: The Omnixx Enterprise Platform is compliant with the Transportation Security
Layer (TLS) 1.2 protocol and has the proposed solution deployed in many production
environments using TLS 1.2 today.

Omnixx integrates with the Microsoft Windows Server platform, which enables it to support new
TLS versions as they become available and are supported across standard industry web
browsers (Edge, Chrome, Firefox, and Safari).

MMA-
15

The solution shall meet response time,
delivery, and transmittal requirements X
for NCIC.

Bidder Response: The proposed solution complies with NCIC response time and performance
specifications, within the factors controllable by the solution.

NCIC publishes standards for performance in section 5.2 of the Operating Manual. An excerpt
from the requirements is as follows:

“Average message response time from a CTA to an agency interfaced with the CTA should not
exceed 12 seconds after transmission of the inquiry, with two (2) of the 12 seconds allocated to
the transmission to, processing by, and return of the response from NCIC 2000 as described in
standard 1 above.”

There are two factors to consider — the processing of an NCIC request as submitted by a user,
with regards to the creation of the correct message format, plus any spawning requirements, and
that of the NCIC communications interface itself.

The internal processing of a transaction, including data editing and transaction creation and
logging is controlled by the “business rules” and happens within 250-500 milliseconds (1/4 to 1/2
of a second). The baseline benchmark for performance is “Occupancy time”. This metric
indicates how much time a transaction spends in a processing cycle, from the time that an input
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is received, until all outputs have been generated, and the process is available to accept the
next transaction. Occupancy time is a good measure of performance, as it isolates the
processing system from external factors such as network speeds and congestions, except for
locally accessed systems, such as database storage. With a “multi-thread” approach, as is used
in the proposed solution, multiple transactions can be active simultaneously.
The solution shall use standard NCIC X
codes and descriptors.
Bidder Response: The Omnixx Enterprise Platform uses standard NCIC codes and descriptors
and also provides the tools to make changes to existing code tables and the addition of new
code tables by authorized administrators, when Technical Operation Updates are published by
NCIC.
The screenshots below show a sample NCIC Vehicle Make Code table on the left, and a NCIC
Vehicle Color code table on the right.
The proposed solution supports all of the NCIC code tables and descriptors out of the box, and
they have been running in production sites for 20 years.
MMA-
16 ]
AV Rebuilt/Assembled Vehicle AME Amethyst
Current Fut Cust Not
ID Specification Capability/ | "Uture ustom ot
Config Release | Development | Available
Training, Documentation, and Testing
The solution shall provide access to
MMA- online system help files (both user and
17 application versions) that describe fields, X
forms, and data requirements,as well as
procedures from system documentation.
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the user. These include:

o Form/Field Help
« Field syntax checking and information

o User and Administrator Documentation

o Linking capability to additional documents

Bidder Response: Omnixx Force includes a variety of methods to display instructions to

% ® GUN INQUIRY TRANSACTION (QG)

NCIC Number (NIC)
W

Welcome Donnie Lewis F
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m‘hnﬂ-u Fowce
A
4
The NCIC File
Reference
Mﬂ-ﬂr‘lh “ﬂ_(m
The Omnixx Enterprise Platform includes the tools to create transaction forms and the
associated context sensitive help for forms and fields. In addition, the LINKS menu can be
configured to display hyperlinks, and when clicked will navigate to the configured URL.
% @ QUERY STOLEN BOAT (QB/B)
AGENCY/CASE DATA
* Originating Agency identifier (ORI} rdclc Mumber (NIC)
[
Related Search Hit (R3H)
BOAT DATA
Ragianrstion Numbsr (REG/LIC/CGD) Boat Hull Numl
The solution should provide access to
MMA- online NCIC manual files that describe
18 fields, forms, and data requirements, as X
well as procedures and automatic
updates.

Page 109 of 110




») Datamaxx

APPLIED TECHNOLOGIES

Technical Requirements Response

Current Fut Cust Not
ID Specification Capability/ | "Uwure ustom ot
Config Release | Development | Available

Bidder Response: The solution proposed by Datamaxx allows the system administrator to
configure links to online manuals, including Omnixx User Manuals and the NCIC manuals
(directly from NCIC).
The solution should provide access to
online Nlets manual files that describe
fields, forms, and data requirements, as X
well as procedures and automatic

MMA-

19 updates.
Bidder Response: The solution proposed by Datamaxx allows the system administrator to
configure links to online manuals, including Omnixx User Manuals and the Nlets manuals
(directly from Nlets).
The solution should provide access to
online MSS manual files that describe
fields, forms, and data requirements, as X

MMA well as procedures and automatic

20 " | updates of MSS manual information by
NSP administrators.
Bidder Response: The solution proposed by Datamaxx allows the system administrator to
configure links to online manuals, including MSS Manuals.
The solution should provide the ability to
query the MSS manual and to allow X
automated updates by NSP
administration.

MMA- | Bidder Response: The solution proposed by Datamaxx allows NSP to configure links to online

21 manuals, including Omnixx User Manuals, NCIC manuals, Nlets, and MSS manuals, etc. One of
the powerful features of the Datamaxx solution is the ability to allow NSP the capability to add
any additional manuals deemed appropriate. NSP would have full access and management over
those manuals and could automatically update them as necessary without any impact to the
user.
The solution should provide a detailed
user-training program and include a X

MMA- syllabus of each class and sample

22 training manual.
Bidder Response: During the training plan development period, a detailed user training program
will be included. See Appendix C for course syllabi and a sample training manual..
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