© kalkomey”

Statewide Web-Based Permit/Licensing System
RFP #6506 Z1

PREPARED FOR:  State of Nebraska Game and NEBRASKA
Parks Commission (NGPC) — GAME . PARKS -
RFP OPEN DATE:  July1,20212pm CST

SUBMITTED BY: Ray St. Germain, Vice President of Sales,
Kalkomey Enterprises, LLC

\(’AMS Licensing Events Volunteers Certifications Subscriptions Education Analytics Outreach



‘ N
State of Nebraska RFP 6506 Z1 NEBRASKA

NGPC Statewide Web-Based Permit/Licensing System ~ GAME @ PARKS —

Eialh cermiadry (L0l Gy
il !ll-' ot Possd il o SO0
Fi; el 13 PLONER
Juna 28, 2021 g TR AT
F T 15 G423
WY ool ey S T

Conmia Heinrichs

Stale Purchasing Bureau
1526 K Sireat, Suite 130
Lincoln, NE 68508

RFP Number 6506 Z1: Statewide Web-Based PermitiLicensing Sysiem

Dear Ms. Hainnchs and NGRS Evaluation Team:

Kalkomey Enlerprises is exciled 1o share our approach for providing NGPC with a powerful and fiexible
new system that meets all your requirements and is buill to grow and adapt to the ever-changing needs
of conservation agencies like NGPC. Our reliable Agency Managemen! Solution (AMS) provides a
modern customer purchase experience and ease of administration through s scalable technologies.
AMS includes proven agency management modules for permilting, draw hunis, education, valunleers,
events, and cerlification -- in one integrated configurable system with state-of-the-art security features
that will serve Nebraska far inlo the fulure.

Kalkomey's industry experence as well as how AMS brings evenything together under a single secure
inleriace is detailed in the attached response. At the core of our industry-leading technology is our people.
Our team includes lormer $lale agency employees who know first-hand the challenges Nebraska faces
and who are passionale aboul creating innovative software and stralegies 1o solve them. Our focus on
partnership, along with more than 25 years of conservation agency software and markeling expenence
ensure your implementation and public adoption is successiul. Qur unmalched reporting and analytics
iools provide the insights you nead to serve the public effectively and make data-driven decisions lor
MNebraskans for yaacs 1o SOme,

Wilh Kalkomey, you get a pariner that has never been released from a licensing ¢ontract and thal has
helped our clients reach double-digit growth. We appreciate the opporiundy to introduce AMS in the
attached response and we look farward to demonstrating how our system can senve NGPC,

Sinceraly,

Alaxafider ayle Andarson Kich Strabl Ray S1. Germain
Chief Executive Offsicar  Chief Financial Officer EVP, Softwara Viee Prasident, Sales
@alkomey” | YAMS 2
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REQUIRED FORMS

FORM A BIDDER POINT OF CONTACT

Please find inserted below a completed Form A, Bidder Point of Contact Form for this response.

@alkomey” | YAMS 5
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FormA

BIDDER POINT OF CONTACT
REQUEST FOR PROPOSAL NUMBER 650671

Form A should be completed and submitted with each response to this solicitation. This is intended to
provide the State with information on the bidder's name and address, and the specific person(s) who

are responsible for preparation of the bidder’s response.

PREPARATION OF RESPONSE CONTACT INFORMATION

Bidder Name: Kalkomey Enterprises, LLC

740 E. Campbell Rd.
Bidder Address: Suite 900

Richardson, TX 75081-1886

Ray St. Germain

Contact Person & Title: i K
Vice President, Sales

E-mail Address: rstgermain@kalkomey.com

Telephone Number (Office): 972-715-7014

Telephone Number (Cellular): 214-995-1744

Fax Number: N/A

Each bidder should also designate a specific contact person who will be responsible for responding to
the State if any clarifications of the bidder’s response should become necessary. This will also be the

person who the State contacts to set up a presentation/demonstration, if required.

COMMUNICATION WITH THE STATE CONTACT INFORMATION

Bidder Name: Kalkomey Enterprises, LLC
740 E. Campbell Rd.
Bidder Address: Suite 900

Richardson, TX 75081-1886

Ray St. Germain
Contact Person & Title:
Vice President, Sales

E-mail Address:
Telephone Number (Office):
Telephone Number (Cellular):

Fax Number:

@alkomey” | YAMS

rstgermain@kalkomey.com

972-715-7014
214-995-1744
N/A
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REQUEST FOR PROPOSAL FOR CONTRACTUAL SERVICES FORM

Below please find a Request for Proposal for Contractual Services Form signed manually in ink and
scanned per Addendum One, Question 41.

@alkomey” | YAMS 7
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REQUEST FOR PROPOSAL FOR CONTRACTUAL SERVICES FORM

By signing this Request for Proposal for Contractual Services form, the bidder guarantees compliance
with the procedures stated in this Solicitation, and agrees to the terms and conditions unless otherwise
indicated in writing and certifies that bidder maintains a drug free work place.

Per Nebraska's Transparency in Government Procurement Act, Neb. Rev Stat § 73-603 DAS is required to
collect statistical information regarding the number of contracts awarded to Nebraska Contractors. This
information is for statistical purposes only and will not be considered for contract award purposes.

NEBRASKA CONTRACTOR AFFIDAVIT: Contractor hereby attests that Contractor is a Nebraska
Contractor. “Nebraska Contractor’ shall mean any Contractor who has maintained a bona fide place of
business and at least one employee within this state for at least the six (6) months immediately preceding
the posting date of this Solicitation.

| hereby certify that | am a Resident disabled veteran or business located in a designated enterprise
zone in accordance with Neb. Rev. Stat. § 73-107 and wish to have preference, if applicable, considered in
the award of this contract.

| hereby certify that | am a blind person licensed by the Commission for the Blind & Visually Impaired
in accordance with Neb. Rev. Stat. §71-8611 and wish to have preference considered in the award of this
contract.

FORM MUST BE SIGNED MANUALLY IN INK OR BY DOCUSIGN

FIRM: Kalkomey Enterprises, LLC
740 E. Campbell Rd.

COMPLETE ADDRESS: Suite 900

Richardson, TX 75081-1836
TELEPHONE NUMBER: 1-800-830-2268
FAX NUMBER: N/A
DATE: June 28, 2021
SIGNATURE: ’%{ A W[ ) /
TYPED NAME & TITLE OF Gayle Anderson
SIGNER: Chief Financial Officer

RFP Boilerplate | 07012019
Page 69
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Il. TERMS AND CONDITIONS

Please find below the executed Section Il. Terms and Conditions.

@alkomey” | YAMS 0
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Il. Terms and Conditions

Bidders should complete Sections Il through XI as part of their proposal. Bidder should read the Terms and Conditions
and should initial either accept, reject, or reject and provide alternative language for each clause. The bidder should also
provide an explanation of why the bidder rejected the clause or rejected the clause and provided alternate language. By
signing the solicitation, bidder is agreeing to be legally bound by all the accepted terms and conditions, and any proposed
alternative terms and conditions submitted with the proposal. The State reserves the right to reject or negotiate the bidder's
rejected or proposed alternative language.

If the State and bidder fail to agree on the final Terms and Conditions, the State reserves the right to reject the proposal. The
State of Nebraska reserves the right to reject proposals that attempt to substitute the bidder's commercial contracts and/or
documents for this RFP.

The bidders should submit with their proposal any license, user agreement, service level agreement, or similar documents that
the bidder wants incorporated in the Contract. The State will not consider incorporation of any document not submitted with
the bidder's proposal. These documents shall be subject to negotiation and will be incorporated as addendums if agreed to
by the Parties.

If a conflict or ambiguity arises after the Addendum to Contract Award have been negotiated and agreed to, the Addendum to
Contract Award shall be interpreted as follows:

1. If only one Party has a particular clause then that clause shall control;
2. If both Parties have a similar clause, but the clauses do not conflict, the clauses shall be read together;
3. If both Parties have a similar clause, but the clauses conflict, the State's clause shall control.

A. GENERAL

Reject & Provide
Accept | Reject | Alternative within .
(Initial) | (Initial) Solicitation NOTESICOMMENTS:

Response (Initial)

The contract resulting from this solicitation shall incorporate the following documents:

Request for Proposal and Addenda;

Amendments to the solicitation;

Questions and Answers;

Bidder's proposal (Solicitation and properly submitted documents);

The executed Contract and Addendum One to Contract, if applicable; and,
Amendments/Addendums to the Contract.

oL WN=

These documents constitute the entirety of the contract.

Unless otherwise specifically stated in a future contract amendment, in case of any conflict between the incorporated
documents, the documents shall govern in the following order of preference with number one (1) receiving preference
over all other documents and with each lower numbered document having preference over any higher numbered
document: 1) Amendments and addendums to the executed Contract with the most recent dated amendment or
addendum, respectively, having the highest priority, 2) Amendments to the solicitation, 3) Questions and Answers, 4)
the original solicitation document and any Addenda, and 5) the contractor's submitted Proposal.

Any ambiguity or conflict in the contract discovered after its execution, not otherwise addressed herein, shall be
resolved in accordance with the rules of contract interpretation as established in the State of Nebraska.

Page 9
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Accept
(Initial)

Reject
(Initial)

Reject & Provide
Alternative within
Solicitation
Response (Initial)

NOTES/COMMENTS:

A

Contractor and State shall identify the contract manager who shall serve as the point of contact for the executed
contract.

Communications regarding the executed contract shall be in writing and shall be deemed to have been given if
delivered personally electronically, or mailed. All notices, requests, or communications shall be deemed effective
upon receipt.

BUYER'S REPRESENTATIVE

Accept | Reject | Alternative within
(Initial) | (Initial) Solicitation

Reject & Provide
NOTES/COMMENTS:
Response (Initial)

./

The State reserves the right to appoint a Buyer's Representative to manage [or assist the Buyer in managing] the
contract on behalf of the State. The Buyer's Representative will be appointed in writing, and the appointment
document will specify the extent of the Buyer's Representative authority and responsibilities. If a Buyer's
Representative is appointed, the Contractor will be provided a copy of the appointment document, and is required to
cooperate accordingly with the Buyer's Representative. The Buyer's Representative has no authority to bind the
State to a contract, amendment, addendum, or other change or addition to the contract.

GOVERNING LAW (Statutory)

Notwithstanding any other provision of this contract, or any amendment or addendum(s) entered into
contemporaneously or at a later time, the parties understand and agree that, (1) the State of Nebraska is a sovereign
state and its authority to contract is therefore subject to limitation by the State's Constitution, statutes, common law,
and regulation; (2) this contract will be interpreted and enforced under the laws of the State of Nebraska; (3) any
action to enforce the provisions of this agreement must be brought in the State of Nebraska per state law; (4) the
person signing this contract on behalf of the State of Nebraska does not have the authority to waive the State's
sovereign immunity, statutes, common law, or regulations; (5) the indemnity, limitation of liability, remedy, and other
similar provisions of the final contract, if any, are entered into subject to the State's Constitution, statutes, common
law, regulations, and sovereign immunity; and, (6) all terms and conditions of the final contract, including but not
limited to the clauses concerning third party use, licenses, warranties, limitations of liability, governing law and venue,
usage verification, indemnity, liability, remedy or other similar provisions of the final contract are entered into
specifically subject to the State's Constitution, statutes, common law, regulations, and sovereign immunity.

The Parties must comply with all applicable local, state and federal laws, ordinances, rules, orders, and regulations.

BEGINNING OF WORK

Response (Initial)

Reject & Provide
Accept | Reject | Alternative within :
(nitial) | (nitial) | Solicitation | NOTES/COMMENTS:

by

The bidder shall not commence any billable work until a valid contract has been fully executed by the State and the
successful awarded bidder. The awarded bidder will be notified in writing when work may begin.

@alkomey” | YAMS
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F. AMENDMENT
Reject & Provide
Accept | Reject | Alternative within g
(Initial) | (initial) Solicitation | NOTES/COMMENTS:

Response (Initial)

o

This Contract may be amended in writing, within scope, upon the agreement of both parties.

G. CHANGE ORDERS OR SUBSTITUTIONS

Reject & Provide
Accept Reject Alternative within d
(initial) | (Initial) Solicitation HOTESICOMMENTS:

Response (Initial)

/B

The State and the Contractor, upon the written agreement, may make changes to the contract within the general
scope of the solicitation. Changes may involve specifications, the quantity of work, or such other items as the State
may find necessary or desirable. Corrections of any deliverable, service, or work required pursuant to the contract
shall not be deemed a change. The Contractor may not claim forfeiture of the contract by reasons of such changes.

The Contractor shall prepare a written description of the work required due to the change and an itemized cost sheet
for the change. Changes in work and the amount of compensation to be paid to the Contractor shall be determined
in accordance with applicable unit prices if any, a pro-rated value, or through negotiations. The State shall not incur
a price increase for changes that should have been included in the Contractor's proposal, were foreseeable, or result
from difficulties with or failure of the Contractor’'s proposal or performance.

No change shall be implemented by the Contractor until approved by the State, and the Contract is amended to reflect
the change and associated costs, if any. If there is a dispute regarding the cost, but both parties agree thatimmediate
implementation is necessary, the change may be implemented, and cost negotiations may continue with both Parties
retaining all remedies under the contract and law.

H. VENDOR PERFORMANCE REPORT(S)

Reject & Provide
Accept | Reject Alternative within ’
(initial) | (Initial) Solicitation NOTES/COMMENTS:

Response (Initial)

G

The State may document any instance(s) of products or services delivered or performed which exceed or fail to meet
the terms of the purchase order, contract, and/or solicitation specifications. The State Purchasing Bureau may contact
the Vendor regarding any such report. Vendor performance report(s) will become a part of the permanent record of
the Vendor.

Page 11
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NOTICE OF POTENTIAL CONTRACTOR BREACH

Accept
(Initial)

Reject & Provide
Alternative within
Solicitation
Response (Initial)

Reject

(Initial) NOTES/COMMENTS:

Lo

If Contractor breaches the contract or anticipates breaching the contract, the Contractor shall immediately give written
notice to the State. The notice shall explain the breach or potential breach, a proposed cure, and may include a
request for a waiver of the breach if so desired. The State may, in its discretion, temporarily or permanently waive
the breach. By granting a waiver, the State does not forfeit any rights or remedies to which the State is entitled by
law or equity, or pursuant to the provisions of the contract. Failure to give immediate notice, however, may be grounds
for denial of any request for a waiver of a breach.

J. BREACH
Reject & Provide
Accept | Reject Alternative within .
(Initial) | (initial) Solicitation NOTESICOMMENTS;
Response (Initial)
Either Party may terminate the contract, in whole or in part, if the other Party breaches its duty to perform its
obligations under the contract in a timely and proper manner. Termination requires written notice of default and a
thirty (30) calendar day (or longer at the non-breaching Party's discretion considering the gravity and nature of the
default) cure period. Said notice shall be delivered by Certified Mail, Return Receipt Requested, or in person with
proof of delivery. Allowing time to cure a failure or breach of contract does not waive the right to immediately terminate
the contract for the same or different contract breach which may occur at a different time. In case of default of the
Contractor, the State may contract the service from other sources and hold the Contractor responsible for any excess
cost occasioned thereby.
The State's failure to make payment shall not be a breach, and the Contractor shall retain all available statutory
remedies and protections.
K. NON-WAIVER OF BREACH
Reject & Provide
Accept | Reject Alternative within i
(Initial) | (Initial) Socitation, o | SIESICOMMENTS,

Response (Initial)

Yt

Allowing time to cure or the acceptance of late performance with or without objection or reservation by a Party shall
not waive any rights of the Party, including, but not limited to the right to immediately terminate the contract for the
same or a different breach, or constitute a waiver of the requirement of timely performance of any obligations
remaining to be performed.

Page 12
RFP Boilerplate | 07012019

@alkomey” | YAMS

13

PARKS —



G -
State of Nebraska RFP 6506 Z1 NEBRASKA

NGPC Statewide Web-Based Permit/Licensing System ~ GAME @ PARKS —

L. SEVERABILITY
Reject & Provide
Accept | Reject Alternative within .
(Initial) | (Initial) Solicitation NOTES/COMMENTS:

Response (Initial)

dt

If any term or condition of the contract is declared by a court of competent jurisdiction to be illegal or in conflict with
any law, the validity of the remaining terms and conditions shall not be affected, and the rights and obligations of the
parties shall be construed and enforced as if the contract did not contain the provision held to be invalid or illegal.

M. INDEMNIFICATION

Reject & Provide
Accept | Reject Alternative within
(Initial) | (Initial) Solicitation
Response (Initial)
”@\/ Kalkomey would like to provide the following alternative language to item M.

NOTES/COMMENTS:

Indemnification 1. General:

1. Each_of the Contractor and the State (as_applicable, the
‘indemnifying party”) agree to defend, indemnify, and hold harmless
the other, and each of their respective employees, volunteers, agents,
and, with respect to the State, its elected and appointed officials (‘the
indemnified parties”) from and against any and all third party claims,
liens, demands, damages, liability, actions, causes of action, losses,
judgments, costs, and expenses of every nature, including
investigation costs and expenses, settlement costs, and attorney fees
and expenses (‘the claims”), sustained or asserted against such
indemnified _party for personal injury, death, or property loss or
damage, arising out of, resulting from, or attributable to the willful
misconduct, negligence, error, or omission of the applicable
indemnifying _party, its employees, Subcontractors, consultants,
representatives, and agents, resulting from this contract, except to the
extent such liability is attenuated by any action of the indemnified party
which directly and proximately contributed to the claims.

\ GENERAL

The Contractor agrees to defend, indemnify, and hold harmless the State and its employees, volunteers,
agents, and its elected and appointed officials (‘the indemnified parties”) from and against any and all third
party claims, liens, demands, damages, liability, actions, causes of action, losses, judgments, costs, and
expenses of every nature, including investigation costs and expenses, settlement costs, and attorney fees
and expenses (“the claims”), sustained or asserted against the State for personal injury, death, or property
loss or damage, arising out of, resulting from, or attributable to the willful misconduct, negligence, error, or
omission of the Contractor, its employees, Subcontractors, consultants, representatives, and agents,
resulting from this contract, except to the extent such Contractor liability is attenuated by any action of the
State which directly and proximately contributed to the claims.

2. INTELLECTUAL PROPERTY

The Contractor agrees it will, at its sole cost and expense, defend, indemnify, and hold harmless the
indemnified parties from and against any and all claims, to the extent such claims arise out of, result from,
or are attributable to, the actual or alleged infringement or misappropriation of any patent, copyright, trade
secret, trademark, or confidential information of any third party by the Contractor or its employees,
Subcontractors, consultants, representatives, and agents; provided, however, the State gives the Contractor
prompt notice in writing of the claim. The Contractor may not settle any infringement claim that will affect
the State's use of the Licensed Software without the State's prior written consent, which consent may be
withheld for any reason.

Page 13
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‘

If a judgment or settlement is obtained or reasonably anticipated against the State’s use of any intellectual
property for which the Contractor has indemnified the State, the Contractor shall, at the Contractor’s sole
cost and expense, promptly modify the item or items which were determined to be infringing, acquire a
license or licenses on the State's behalf to provide the necessary rights to the State to eliminate the
infringement, or provide the State with a non-infringing substitute that provides the State the same
functionality. At the State's election, the actual or anticipated judgment may be treated as a breach of
warranty by the Contractor, and the State may receive the remedies provided under this solicitation.

PERSONNEL

The Contractor shall, at its expense, indemnify and hold harmless the indemnified parties from and against
any claim with respect to withholding taxes, worker's compensation, employee benefits, or any other claim,
demand, liability, damage, or loss of any nature relating to any of the personnel, including subcontractor's
and their employees, provided by the Contractor.

SELF-INSURANCE

The State of Nebraska is self-insured for any loss and purchases excess insurance coverage pursuant to
Neb. Rev. Stat. § 81-8,239.01 (Reissue 2008). If there is a presumed loss under the provisions of this
agreement, Contractor may file a claim with the Office of Risk Management pursuant to Neb. Rev. Stat. §§
81-8,829 — 81-8,306 for review by the State Claims Board. The State retains all rights and immunities under
the State Miscellaneous (Section 81-8,294), Tort (Section 81-8,209), and Contract Claim Acts (Section 81-
8,302), as outlined in Neb. Rev. Stat. § 81-8,209 et seq. and under any other provisions of law and accepts
liability under this agreement to the extent provided by law.

ALL REMEDIES AT LAW

Nothing in this agreement shall be construed as an indemnification by one Party of the other for liabilities of
a Party or third parties for property loss or damage or death or personal injury arising out of and during the
performance of this contract. Any liabilities or claims for property loss or damages or for death or personal
injury by a Party or its agents, employees, contractors or assigns or by third persons, shall be determined
according to applicable law.

The Parties acknowledge that Attorney General for the State of Nebraska is required by statute to
represent the legal interests of the State, and that any provision of this indemnity clause is subject to the
statutory authority of the Attorney General.

N. ATTORNEY'S FEES

Accept
(Initial)

Reject & Provide
Reject Alternative within .
(Initial) Solicttation | NOTES/COMMENTS:

Response (Initial)

A

In the event of any litigation, appeal, or other legal action to enforce any provision of the contract, the Parties agree
to pay all expenses of such action, as permitted by law and if ordered by the court, including attorney's fees and
costs, if the other Party prevails.

0. ASSIGNMENT, SALE, OR MERGER

Accept
(Initial)

Reject & Provide
Reject Alternative within ‘.
(Initial) Solicitation HOTESISOMMENTS.

Response (Initial)

e

Either Party may assign the contract upon mutual written agreement of the other Party. Such agreement shall not be
unreasonably withheld.

Page 14
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‘

The Contractor retains the right to enter into a sale, merger, acquisition, internal reorganization, or similar ransaction
involving Contractor's business. Contractor agraes to cooperate with the State in executing amendments to the
contract to allow for the transaction. If a third party or entity is involved in the transaction, the Contractor will remain
responsible for performance of the contract until such time as the person or entity involved in the transaction agrees
in writing to be contractually bound by this contract and perform all obligations of the contract.

CONTRACTING WITH OTHER NEBRASKA POLITICAL SUB-DIVISIONS OF THE STATE OR ANOTHER
STATE

Accept | Reject Alternative within
(Initial) | (Initial) Solicitation

Reject & Provide
NOTES/COMMENTS:
Response (Initial)

S

Q.

The Contractor may, but shall not be required to, allow agencies, as defined in Neb. Rev. Stat. §81-145, to use this
contract. The terms and conditions, including price, of the contract may not be amended. The State shall not be
contractually obligated or liable for any contract entered into pursuant to this clause. A listing of Nebraska political
subdivisions may be found at the website of the Nebraska Auditor of Public Accounts.

The Contractor may, but shall not be required to, allow other states, agencies or divisions of other states, or political
subdivisions of other states to use this contract. The terms and conditions, including price, of this contractshall apply
to any such contract, but may be amended upon mutual consent of the Parties. The State of Nebraska shall not be
contractually or otherwise obligated or liable under any contract entered into pursuant to this clause. The State shall
be notified if a contract is executed based upon this contract.

FORCE MAJEURE

Accept | Reject Alternative within
(Initial) | (Initial) Solicitation

Reject & Provide
NOTES/COMMENTS:
Response (Initial)

Kalkomey would like to provide the following alternative language to item Q:

J@/\/

Neither Party shall be liable for any costs or damages, or for default
resulting from its inability to perform any of its obligations under the
contract due to a natural or manmade event outside the control and not
the fault of the affected Party (‘Force Majeure Event”), other than for
obligations to_make _payments that have become due and payable
pursuant to the contract. The Party so affected shall promptly make a
written request for relief to the other Party, and shall have the burden of
proof to justify the request. The other Party may grant the relief
requested; relief may not be unreasonably withheld. Labor disputes
with the impacted Party's own employees will not be considered a Force
Majeure Event.

Neither Party shall be liable for any costs or damages, or for default resulting from its inability to perform any of its
obligations under the contract due to a natural or manmade event outside the control and not the fault of the affected
Party (“Force Majeure Event”). The Party so affected shall immediately make a written request for relief to the other
Party, and shall have the burden of proof to justify the request. The other Party may grant the relief requested; relief
may not be unreasonably withheld. Labor disputes with the impacted Party’'s own employees will not be considered
a Force Majeure Event.
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R. CONFIDENTIALITY
Reject & Provide
Accept | Reject Alternative within .
(nitial) | (nitial) Solicitation NOTES/COMMENTS:

Response (Initial)

Lo

All materials and information provided by the Parties or acquired by a Party on behalf of the other Party shall be
regarded as confidential information. This includes, but is not limited to, any and all data entered into the system or
obtained by the Contractor from third parties, such as members of the public. All materials and information provided
or acquired shall be handled in accordance with federal and state law, and ethical standards. All Contractor
personnel, subcontractors, agents, volunteers including but not limited to, database analyst(s), developer(s), and
tester(s), performing work pursuant to this Contract must sign a confidentiality agreement provided by the State prior
to commencing any work. Should said confidentiality be breached by a Party, the Party shall notify the other Party
immediately of said breach and take immediate corrective action.

It is incumbent upon the Parties to inform their officers and employees of the penalties for improper disclosure
imposed by the Privacy Act of 1974, 5 U.S.C. 552a. Specifically, 5 U.S.C. 552a (i)(1), which is made applicable by 5
U.S.C. 552a (m)(1), provides that any officer or employee, who by virtue of his/her employment or official position
has possession of or access to agency records which contain individually identifiable information, the disclosure of
which is prohibited by the Privacy Act or regulations established thereunder, and who knowing that disclosure of the
specific material is prohibited, willfully discloses the material in any manner to any person or agency not entitled to
receive it, shall be guilty of a misdemeanor and fined not more than $5,000.

S. EARLY TERMINATION
Reject & Provide
Accept | Reject Alternative within :
(initial) | (Initial) Solicitation NOTEQICOMMENTS:

Response (Initial)

e

The contract may be terminated as follows:
y 5 The State and the Contractor, by mutual written agreement, may terminate the contract at any time.

2. The State, in its sole discretion, may terminate the contract for any reason upon thirty (30) calendar day's
written notice to the Contractor. Such termination shall not relieve the Contractor of warranty or other
service obligations incurred under the terms of the contract. In the event of termination the Contractor
shall be entitled to payment, determined on a pro rata basis, for products or services satisfactorily
performed or provided.

3. The State may terminate the contract immediately for the following reasons:

a. if directed to do so by statute;

b. Contractor has made an assignment for the benefit of creditors, has admitted in writing its inability
to pay debts as they mature, or has ceased operating in the normal course of business;

C. a trustee or receiver of the Contractor or of any substantial part of the Contractor's assets has
been appointed by a court;

d. fraud, misappropriation, embezzlement, malfeasance, misfeasance, or illegal conduct pertaining
to performance under the contract by its Contractor, its employees, officers, directors, or
shareholders;

e. an involuntary proceeding has been commenced by any Party against the Contractor under any

one of the chapters of Title 11 of the United States Code and (i) the proceeding has been pending
for at least sixty (60) calendar days; or (i) the Contractor has consented, either expressly or by
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operation of law, to the entry of an order for relief; or (iii) the Contractor has been decreed or
adjudged a debtor;

f. a voluntary petition has been filed by the Contractor under any of the chapters of Title 11 of the
United States Code;

9. Contractor intentionally discloses confidential information;

h. Contractor has or announces it will discontinue support of the deliverable; and,

i. In the event funding is no longer available.

CONTRACT CLOSEOUT

Accept | Reject Alternative within
(Initial) | (Initial) Solicitation

Reject & Provide
NOTES/COMMENTS:
Response (Initial)

%

u.

Upon contract closeout for any reason the Contractor shall within 30 days, unless stated otherwise herein:

1. Transfer all completed or partially completed deliverables to the State;

7 Transfer ownership and title to all completed or partially completed deliverables to the State;

3 Return to the State all information and data, unless the Contractor is permitted to keep the information or
data by contract or rule of law. Contractor may retain one copy of any information or data as required to
comply with applicable work product documentation standards or as are automatically retained in the
course of Contractor’s routine back up procedures;

4. Cooperate with any successor Contactor, person or entity in the assumption of any or all of the obligations
of this contract;

5. Cooperate with any successor Contactor, person or entity with the transfer of information or data related to
this contract,

6. Return or vacate any state owned real or personal property; and,

7 Return all data in a mutually acceptable format and manner.

Nothing in this Section should be construed to require the Contractor to surrender intellectual property, real or
personal property, or information or data owned by the Contractor for which the State has no legal claim.

PERFORMANCE REQUIREMENTS

Accept | Reject | Reject & Provide | NOTES/COMMENTS:
(Initial)

(Initial) | Alternative within
RFP Response
(Initial)

My

In accordance with Section VIIlI., the Contractor must provide a system to track issues with the Web-Based
Permit/Licensing system. Such issues must be classified into severity levels based on the requirements of this
Contract. Table 1, below, outlines the amount of time that the Contractor has to repair an issue based on severity
level. The time to repair commences when the issue is entered into the tracking system (‘Incident Time"), as further
described in Section VIII.I. The Contractor shall monitor and track each issue, the Incident Time of each issue, and
the time the issue was fully resolved. The Contractor shall deliver to the State a detailed and accurate summary of
such information for the previous month,

The State may, in the State’s sole discretion, assess damages in the amount(s) listed in Table 1 for each issue not
fully repaired, in the opinion of the State, within the respective amount of time to repair. The loss of functionality and
the time it took to restore functionality shall be determined by the State and such determination shall be final. The
assessment rate is based on the Incident Time and whether the Incident Time occurs between 7:00 am. and 7:00
p.m. Central Time (‘Peak Usage Hours") or outside of those hours (‘Off-Peak Usage Hours"). If the issue continues
into a different assessment rate time period, the assessed rate will be adjusted accordingly for the duration that the
issue remained unrepaired during that assessment rate time period. The assessed rate will be prorated. The State
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may deem an issue unrepaired if the issue reoccurs within one hour of the issue most recently being repaired. In the
event that the State assesses damages against the Contractor, the Contractor shall pay the amount assessed by the
State within thirty (30) calendar days of receiving notice of assessment by the State.

For the purposes of example, if an issue is classified as Severity Class 1, the Contractor has thirty (30) minutes from
the Incident Time to fully restore functionality and repair the issue. If such issue is not repaired within thirty (30)
minutes and the Incident Time was 8:00 a.m. Central Time, the Contractor may be assessed damages of $1,000.00
per every thirty minutes after the initial thirty-minute repair period until the issue is resolved. If the issue continues to
7:00 p.m. Central Time, the Contractor would be assessed the Peak Usage Hours Rate until 7:00 p.m. At this time,
the rate would change to the Off-Peak Usage Hours Assessment and would remain at such rate until 7.00 a.m. the
following day.

To further illustrate, if the Contractor were to repair the issue (ex. a Severity Class 1 issue) within twenty (20) minutes
of the Incident Time and the issue reoccurs within the next sixty (60) minutes after being repaired, if the issue was
not repaired within ten (10) minutes of the reoccurence, the State may assess damages in the amount of $1,000.00
per every thirty minutes until the issue is resolved.

The State may waive an instance where the sum is owed if, in the sole discretion of the State, the State determines
that such non-functionality is not attributable to the Contractor’s acts or omissions.

Table 1
SEVERITY CLASS ASSESSMENT

Severity | Time to Repair Peak Usage Hours Off-Peak Usage Hours
Level Assessment Assessment
1 30 Minutes $1000.00 per 30 minutes $500.00 per 30 minutes
2 2 Hours $1000.00 per hour $500.00 per hour
3 8 Hours $1000.00 per hour $500.00 per hour
4 See Section VIILI See Section VIIL.I See Section VIILI
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lll. CONTRACTOR DUTIES

Please find below the executed Section lll. Contractor Duties.
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A. INDEPENDENT CONTRACTOR / OBLIGATIONS
Reject & Provide
Accept | Reject Alternative within ;
(initial) | (initial) Solicitation NOTES/COMMENTS:

Response (Initial)

Lt

It is agreed that the Contractor is an independent contractor and that nothing contained herein is intended or should
be construed as creating or establishing a relationship of employment, agency, or a partnership.

The Contractor is solely responsible for fulfilling the contract. The Contractor or the Contractor's representative shall
be the sole point of contact regarding all contractual matters.

The Contractor shall secure, at its own expense, all personnel required to perform the services under the contract.
The personnel the Contractor uses to fulfill the contract shall have no contractual or other legal relationship with the
State; they shall not be considered employees of the State and shall not be entitled to any compensation, rights or
benefits from the State, including but not limited to, tenure rights, medical and hospital care, sick and vacation leave,
severance pay, or retirement benefits.

By-name personnel commitments made in the Contractor's proposal shall not be changed without the prior written
approval of the State. Replacement of these personnel, if approved by the State, shall be with personnel of equal or
greater ability and qualifications.

All personnel assigned by the Contractor to the contract shall be employees of the Contractor or a subcontractor,and
shall be fully qualified to perform the work required herein. Personnel employed by the Contractor or a subcontractor
to fulfill the terms of the contract shall remain under the sole direction and control of the Contractor or the
subcontractor respectively.

With respect to its employees, the Contractor agrees to be solely responsible for the following:

1. Any and all pay, benefits, and employment taxes and/or other payroll withholding;

2 Any and all vehicles used by the Contractor's employees, including all insurance required by state law;

3. Damages incurred by Contractor's employees within the scope of their duties under the contract;
Page 19

RFP Boilerplate | 07012019

@alkomey” | YAMS

21

PARKS —



State of Nebraska RFP 6506 Z1
NGPC Statewide Web-Based Permit/Licensing System

‘

4. Maintaining Workers' Compensation and health insurance that complies with state and federal law and
submitting any reports on such insurance to the extent required by governing law;

5. Determining the hours to be worked and the duties to be performed by the Contractor's employees; and,

6. All claims on behalf of any person arising out of employment or alleged employment (including without limit

claims of discrimination alleged against the Contractor, its officers, agents, or subcontractors or
subcontractor's employees)

If the Contractor intends to utilize any subcontractor, the subcontractor's level of effort, tasks, and time allocation
should be clearly defined in the bidder's proposal. The Contractor shall agree that it will not utilize any subcontractors
not specifically included in its proposal in the performance of the contract without the prior written authorization of the
State.

The State reserves the right to require the Contractor to reassign or remove from the project any Contractor or
subcontractor employee.

Contractor shall insure that the terms and conditions contained in any contract with a subcontractor does not conflict
with the terms and conditions of this contract.

The Contractor shall include a similar provision, for the protection of the State, in the contract with any Subcontractor
engaged to perform work on this contract.

EMPLOYEE WORK ELIGIBILITY STATUS

Accept | Reject Alternative within
(Initial) | (Initial) Solicitation

Reject & Provide
NOTES/COMMENTS:
Response (Initial)

e

The Contractor is required and hereby agrees to use a federal immigration verification system to determine the work
eligibility status of employees physically performing services within the State of Nebraska. A federal immigration
verification system means the electronic verification of the work authorization program authorized by the lllegal
Immigration Reform and Immigrant Responsibility Act of 1996, 8 U.S.C. 1324a, known as the E-Verify Program, or
an equivalent federal program designated by the United States Department of Homeland Security or other federal
agency authorized to verify the work eligibility status of an employee.

If the Contractor is an individual or sole proprietorship, the following applies:

1. The Contractor must complete the United States Citizenship Attestation Form, available on the
Department of Administrative Services website at http:/das.nebraska.gov/materiel/purchasing. html

2 The completed United States Attestation Form should be submitted with the solicitation response.

3. If the Contractor indicates on such attestation form that he or she is a qualified alien, the Contractor agrees
to provide the US Citizenship and Immigration Services documentation required to verify the Contractor's
lawful presence in the United States using the Systematic Alien Verification for Entitiements (SAVE)
Program.

4. The Contractor understands and agrees that lawful presence in the United States is required and the
Contractor may be disqualified or the contract terminated if such lawful presence cannot be verified as
required by Neb. Rev. Stat. §4-108.

COMPLIANCE WITH CIVIL RIGHTS LAWS AND EQUAL OPPORTUNITY EMPLOYMENT /
NONDISCRIMINATION (Statutory)

The Contractor shall comply with all applicable local, state, and federal statutes and regulations regarding civil rights
laws and equal opportunity employment. The Nebraska Fair Employment Practice Act prohibits Contractors of the
State of Nebraska, and their Subcontractors, from discriminating against any employee or applicant for employment,
with respect to hire, tenure, terms, conditions, compensation, or privileges of employment because of race, color,
religion, sex, disability, marital status, or national origin (Neb. Rev. Stat. §48-1101 to 48-1125). The Contractor
guarantees compliance with the Nebraska Fair Employment Practice Act, and breach of this provision shall be
regarded as a material breach of contract. The Contractor shall insert a similar provision in all Subcontracts for goods
and services to be covered by any contract resulting from this solicitation.
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D. COOPERATION WITH OTHER CONTRACTORS

Reject & Provide
Accept | Reject Alternative within
(Initial) | (Initial) Solicitation

Response (Initial)

Contractor may be required to work with or in close proximity to other contractors or individuals that may be working
on same or different projects. The Contractor shall agree to cooperate with such other contractors or individuals, and
shall not commit or permit any act which may interfere with the performance of work by any other contractor or
individual. Contractor is not required to compromise Contractor's intellectual property or proprietary information
unless expressly required to do so by this contract.

NOTES/COMMENTS:

E. PERMITS, REGULATIONS, LAWS
Reject & Provide
Accept | Reject Alternative within :
(Initial) | (initial) Solicitation NOTESICOMMENTS:

Response (Initial)

A

The contract price shall include the cost of all royalties, licenses, permits, and approvals, whether arising from patents,
trademarks, copyrights or otherwise, that are in any way involved in the contract. The Contractor shall obtain and
pay for all royalties, licenses, and permits, and approvals necessary for the execution of the contract. The Contractor
must guarantee that it has the full legal right to the materials, supplies, equipment, software, and other items used to
execute this contract.

F. OWNERSHIP OF INFORMATION AND DATA / DELIVERABLES
Reject & Provide
Accept | Reject Alternative within 3
(Initial) | (Initial) Solicitation HOTESICOMMENTS:

Response (Initial)

A

The State shall have the unlimited right to publish, duplicate, use, and disclose all information and data developed or
obtained by the Contractor on behalf of the State pursuant to this contract.

The State shall own and hold exclusive title to any deliverable developed as a result of this contract. Contractor shall
have no ownership interest or title, and shall not patent, license, or copyright, duplicate, transfer, sell, or exchange,
the design, specifications, concept, or deliverable.

G. INSURANCE REQUIREMENTS
Reject & Provide
focapt | fefct | Alamatiue wihin | NoTESICOMMENTS:
Response (Initial)
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The Contractor shall throughout the term of the contract maintain insurance as specified herein and provide the State
a current Certificate of Insurance/Acord Form (COI) verifying the coverage. The Contractor shall not commence work
on the contract until the insurance is in place. If Contractor subcontracts any portion of the Contract the Contractor
must, throughout the term of the contract, either:

1. Provide equivalent insurance for each subcontractor and provide a COI verifying the coverage for the
subcontractor;

2 Require each subcontractor to have equivalent insurance and provide written notice to the State that the
Contractor has verified that each subcontractor has the required coverage; or,

3. Provide the State with copies of each subcontractor's Certificate of Insurance evidencing the required
coverage.

The Contractor shall not allow any Subcontractor to commence work until the Subcontractor has equivalent insurance.
The failure of the State to require a COlI, or the failure of the Contractor to provide a COI or require subcontractor
insurance shall not limit, relieve, or decrease the liability of the Contractor hereunder.

In the event that any policy written on a claims-made basis terminates or is canceled during the term ofthe contract
or within six (6) years of termination or expiration of the contract, the contractor shall obtain an extended discovery
or reporting period, or a new insurance policy, providing coverage required by this contract for the term ofthe contract
and six (6) years following termination or expiration of the contract.

If by the terms of any insurance a mandatory deductible is required, or if the Contractor elects to increase the
mandatory deductible amount, the Contractor shall be responsible for payment of the amount of the deductible in the
event of a paid claim.

Notwithstanding any other clause in this Contract, the State may recover up to the liability limits of the insurance
policies required herein.

2 [ WORKERS’ COMPENSATION INSURANCE

The Contractor shall take out and maintain during the life of this contract the statutory Workers'
Compensation and Employer's Liability Insurance for all of the contactors’ employees to be engaged in work
on the project under this contract and, in case any such work is sublet, the Contractor shall require the
Subcontractor similarly to provide Worker's Compensation and Employer's Liability Insurance for all of the
Subcontractor's employees to be engaged in such work. This policy shall be written to meet the statutory
requirements for the state in which the work is to be performed, including Occupational Disease. The policy
shall include a waiver of subrogation in favor of the State. The COI shall contain the mandatory COI
subrogation waiver language found hereinafter. The amounts of such insurance shall notbe less than
the limits stated hereinafter. For employees working in the State of Nebraska, the policy must be written by
an entity authorized by the State of Nebraska Department of Insurance to write Workers’ Compensation and
Employer's Liability Insurance for Nebraska employees.

2. COMMERCIAL GENERAL LIABILITY INSURANCE AND COMMERCIAL AUTOMOBILE LIABILITY

INSURANCE

The Contractor shall take out and maintain during the life of this contract such Commercial General Liability
Insurance and Commercial Automobile Liability Insurance as shall protect Contractor and any Subcontractor
performing work covered by this contract from claims for damages for bodily injury, including death, as well
as from claims for property damage, which may arise from operations under this contract, whether such
operation be by the Contractor or by any Subcontractor or by anyone directly or indirectly employed by either
of them, and the amounts of such insurance shall not be less than limits stated hereinafter.

The Commercial General Liability Insurance shall be written on an occurrence basis, and provide
Premises/Operations, Products/Completed Operations, Independent Contractors, Personal Injury, and
Contractual Liability coverage. The policy shall include the State, and others as required by the
contract documents, as Additional Insured(s). This policy shall be primary, and any insurance or
self-insurance carried by the State shall be considered secondary and non-contributory. The COI
shall contain the mandatory COI liability waiver language found hereinafter. The Commercial
Automobile Liability Insurance shall be written to cover all Owned, Non-owned, and Hired vehicles.
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REQUIRED INSURANCE COVERAGE

COMMERCIAL GENERAL LIABILITY

General Aggregate $2,000,000
Products/Completed Operations $2,000,000
Aggregate

Personal/Advertising Injury

$1,000,000 per occurrence

Bodily Injury/Property Damage

$1,000,000 per occurrence

Medical Payments $10,000 any one person
Damage to Rented Premises (Fire) $300,000 each occurrence
Contractual Included

XCU Liability (Explosion, Collapse, and Included

Underground Damage)

Independent Contractors Included

Abuse & Molestation Included

If higher limits are required, the Umbrella/Excess L

iability limits are allowed to satisfy the higher limit.

WORKER'S COMPENSATION

Employers Liability Limits $500K/$500K/$500K
Statutory Limits- All States Statutory - State of Nebraska
USL&H Endorsement Statutory

Voluntary Compensation Statutory

COMMERCIAL AUTOMOBILE LIABILITY

Bodily Injury/Property Damage

$1,000,000 combined single limit

Include All Owned, Hired & Non-Owned
Automobile liability

Included

Motor Carrier Act Endorsement

Where Applicable

UMBRELLA/EXCESS LIABILITY

Over Primary Insurance |

$5,000,000 per occurrence

PROFESSIONAL LIABILITY

Professional liability (Medical Malpractice)

Qualification Under Nebraska Excess Fund

Limits consistent with Nebraska Medical
Malpractice Cap

All Other Professional Liability (Errors &
Omissions)

$1,000,000 Per Claim / Aggregate

COMMERCIAL CRIME

Crime/Employee Dishonesty Including 3rd
Party Fidelity

$1,000,000

CYBER LIABILITY

Breach of Privacy, Security Breach, Denial
of Service, Remediation, Fines and

Penalties

$10,000,000

MANDATORY COI SUBROGATION WAIVER LANGUAGE

“Workers' Compensation policy shall include a waiver of subrogation in favor of the State of

Nebraska.”

MANDATORY COI LIABILITY WAIVER LANGUAGE

“Commercial General Liability & Commercial Automobile Liability policies shall name the State of
Nebraska as an Additional Insured and the policies shall be primary and any insurance or self-
insurance carried by the State shall be considered secondary and non-contributory as additionally

insured.”

EVIDENCE OF COVERAGE

— GAME

The Contractor shall furnish the Buyer, with a certificate of insurance coverage complying with the above

requirements prior to beginning work at:

State of Nebraska

State Purchasing Bureau

Attn: Connie Heinrichs

RFP: 6506 Z1

Email: connie.heinrichs@nebraska.qov

These certificates or the cover sheet shall reference the RFP number, and the certificates shall include the
name of the company, policy numbers, effective dates, dates of expiration, and amounts and types of
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coverage afforded. If the State is damaged by the failure of the Contractor to maintain such insurance, then
the Contractor shall be responsible for all reasonable costs properly attributable thereto.

Reasonable notice of cancellation of any required insurance policy must be submitted to the contract
manager as listed above when issued and a new coverage binder shall be submitted immediately to ensure
no break in coverage.

DEVIATIONS
The insurance requirements are subject to limited negotiation. Negotiation typically includes, but is not
necessarily limited to, the correct type of coverage, necessity for Workers’ Compensation, and the type of
automobile coverage carried by the Contractor.

4,
H. ANTITRUST
Accept | Reject
(Initial) | (Initial)

Reject & Provide
Alternative within
Solicitation
Response (Initial)

NOTES/COMMENTS:

A

The Contractor hereby assigns to the State any and all claims for overcharges as to goods and/or services provided
in connection with this contract resulting from antitrust violations which arise under antitrust laws of the United States
and the antitrust laws of the State.

L CONFLICT OF INTEREST

Accept
(Initial)

Reject
(Initial)

Reject & Provide
Alternative within
Solicitation
Response (Initial)

NOTES/COMMENTS:

V. ¥

By submitting a proposal, bidder certifies that no relationship exists between the bidder and any person or entity
which either is, or gives the appearance of, a conflict of interest related to this Request for Proposal or project.

Bidder further certifies that bidder will not employ any individual known by bidder to have a conflict of interest nor
shall bidder take any action or acquire any interest, either directly or indirectly, which will conflict in any manner or
degree with the performance of its contractual obligations hereunder or which creates an actual or appearance of
conflict of interest.

If there is an actual or perceived conflict of interest, bidder shall provide with its proposal a full disclosure of the facts
describing such actual or perceived conflict of interest and a proposed mitigation plan for consideration. The State
will then consider such disclosure and proposed mitigation plan and either approve or reject as part of the overall bid

evaluation,
J. STATE PROPERTY
: Reject & Provide
Accom | oot | Alermate it | yores/commenTs:
Response (Initial)
£t
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The Contractor shall be responsible for the proper care and custody of any State-owned property whichis furnished
for the Contractor's use during the performance of the contract. The Contractor shall reimburse the State for any loss
or damage of such property; normal wear and tear is expected.

SITE RULES AND REGULATIONS

Accept | Reject Alternative within
(Initial) | (Initial) Solicitation

Reject & Provide
NOTES/COMMENTS:
Response (Initial)

/%

The Contractor shall use its best efforts to ensure that its employees, agents, and Subcontractors comply with site
rules and regulations while on State premises. If the Contractor must perform on-site work outside of the daily
operational hours set forth by the State, it must make arrangements with the State to ensure access to the facility and
the equipment has been arranged. No additional payment will be made by the State on the basis of lack of access,
unless the State fails to provide access as agreed to in writing between the State and the Contractor.

ADVERTISING

Accept | Reject Alternative within
(Initial) | (Initial) Solicitation

Reject & Provide
NOTES/COMMENTS:
Response (Initial)

S

The Contractor agrees not to refer to the contract award in advertising in such a manner as to state or imply that the
company or its goods or services are endorsed or preferred by the State. Any publicity releases pertaining to the
project shall not be issued without prior written approval from the State.

NEBRASKA TECHNOLOGY ACCESS STANDARDS (Statutory)

Contractor shall review the Nebraska Technology Access Standards, found at
http:/nitc.nebraska.qov/standards/2-201.htm| and ensure that products and/or services provided under the
contract are in compliance or will comply with the applicable standards to the greatest degree possible. In the event
such standards change during the Contractor's performance, the State may create an amendment to the contract to
request the contract comply with the changed standard at a cost mutually acceptable to the parties.

DISASTER RECOVERY/BACK UP PLAN

Accept | Reject Alternative within
(Initial) | (Initial) Solicitation

Reject & Provide
NOTES/COMMENTS:
Response (Initial)

M/,

@alkomey” | YAMS

The Contractor shall have a disaster recovery and back-up plan, of which a copy should be provided upon request to
the State, which includes, but is not limited to equipment, personnel, facilities, and transportation, in order to continue

delivery of goods and services as specified under the specifications in the contract in the event of a disaster.
+
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0. DRUG POLICY

Reject & Provide
Accept | Reject Alternative within
(Initial) | (Initial) Solicitation

Response (Initial)

Contractor certifies it maintains a drug free work place environment to ensure worker safety and workplace integrity.
Contractor agrees to provide a copy of its drug free workplace policy at any time upon request by the State.

NOTES/COMMENTS:

P. WARRANTY
Reject & Provide
Accept | Reject Alternative within Y
(Initial) | (Initial) Salichatinn. . | OTEHCOMMENTS.

Response (Initial)

A |

Despite any clause to the contrary, the Contractor represents and warrants that its services hereunder shall be
performed by competent personnel and shall be of professional quality consistent with generally accepted industry
standards for the performance of such services and shall comply in all respects with the requirements of this
Agreement. For any breach of this warranty, the Contractor shall, for a period of ninety (90) days from performance
of the service, perform the services again, at no cost to the State, or if Contractor is unable to perform the services
as warranted, Contractor shall reimburse the State all fees paid to Contractor for the unsatisfactory sewices. The
rights and remedies of the parties under this warranty are in addition to any other rights and remedies of the parties
provided by law or equity, including, without limitation actual damages, and, as applicable and awarded under the
law, to a prevailing party, reasonable attorneys' fees and costs.
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IV.PAYMENT

Please find below the executed Section IV. Payment.
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IV. PAYMENT

A.

PROHIBITION AGAINST ADVANCE PAYMENT (Statutory)
Neb. Rev. Stat. §§81-2403 states, “[n]o goods or services shall be deemed to be received by an agency until all such
goods or services are completely delivered and finally accepted by the agency.”

TAXES (Statutory)

The State is not required to pay taxes and assumes no such liability as a result of this solicitation. The Contractor
may request a copy of the Nebraska Department of Revenue, Nebraska Resale or Exempt Sale Certificate for Sales
Tax Exemption, Form 13 for their records. Any property tax payable on the Contractor's equipment which may be
installed in a state-owned facility is the responsibility of the Contractor

C. INVOICES

Accept
(Initial)

Reject
(Initial)

Reject & Provide
Alternative within
Solicitation
Response (Initial)

NOTES/COMMENTS:

D

Kalkomey would like to request the following alternative in providing invoices for
payments:

Invoices for payments must be submitted by the Contractor to the
agency requesting the services with sufficient detail including itemized
account of transactions per the cost proposal (Attachment D) to support
payment. The invoice shall be delivered electronically to: The
Nebraska Game and Parks Commission, (email address to be
provided). The terms and conditions included in the Contractor's
invoice shall be deemed to be solely for the convenience of the parties.
No terms or conditions of any such invoice shall be binding upon the
State, and no action by the State, including without limitation the
payment of any such invoice in whole or in part, shall be construed as
binding or estopping the State with respect to any such term or
condition, unless the invoice term or condition has been previously
agreed to by the State as an amendment to the contract.

Invoices for payments must be submitted by the Contractor to the agency requesting the services with sufficient detail
including itemized account of transactions per the cost proposal (Attachment D) to support payment. The invoice
shall be mailed to: The Nebraska Game and Parks Commission, PO Box 30370, Lincoln NE 68503-0370. The terms
and conditions included in the Contractor's invoice shall be deemed to be solely for the convenience of the parties.
No terms or conditions of any such invoice shall be binding upon the State, and no action by the State, including
without limitation the payment of any such invoice in whole or in part, shall be construed as binding or estopping the
State with respect to any such term or condition, unless the invoice term or condition has been previously agreed to
by the State as an amendment to the contract.

INSPECTION AND APPROVAL

Reject & Provide

Accept | Reject Alternative within 1
(Initial) | (initial) Solicitation NOTES/COMMENTS:

Response (Initial)

v S

Final inspection and approval of all work required under the contract shall be performed by the designated State
officials.

The State and/or its authorized representatives shall have the right to enter any premises where the Contractor or
Subcontractor duties under the contract are being performed, and to inspect, monitor or otherwise evaluate the work
being performed. All inspections and evaluations shall be at reasonable times and in a manner that will not
unreasonably delay work.

Page 27
RFP Boilerplate | 07012019

@alkomey” | YAMS

30

v

NEBRASKA

— GAME

PARKS —



G -
State of Nebraska RFP 6506 Z1 NEBRASKA

NGPC Statewide Web-Based Permit/Licensing System ~ GAME @ PARKS —

E PAYMENT (Statutory)
Payment will be made by the responsible agency in compliance with the State of Nebraska Prompt Payment Act (See
Neb. Rev. Stat. §81-2403). The State may require the Contractor to accept payment by electronic means such as
ACH deposit. In no event shall the State be responsible or liable to pay for any goods and services provided by the
Contractor prior to the Effective Date of the contract, and the Contractor hereby waives any claim or cause of action
for any such services.

F. LATE PAYMENT (Statutory)
The Contractor may charge the responsible agency interest for late payment in compliance with the State of Nebraska
Prompt Payment Act (See Neb. Rev. Stat. §81-2401 through 81-2408).

G. SUBJECT TO FUNDING / FUNDING OUT CLAUSE FOR LOSS OF APPROPRIATIONS (Statutory)

The State's obligation to pay amounts due on the Contract for a fiscal years following the current fiscal year is
contingent upon legislative appropriation of funds. Should said funds not be appropriated, the State may terminate
the contract with respect to those payments for the fiscal year(s) for which such funds are not appropriated. The
State will give the Contractor written notice thirty (30) calendar days prior to the effective date of termination. All
obligations of the State to make payments after the termination date will cease. The Contractor shall be entitled to
receive just and equitable compensation for any authorized work which has been satisfactorily completed as of the
termination date. In no event shall the Contractor be paid for a loss of anticipated profit.

H. RIGHT TO AUDIT (First Paragraph is Statutory)

The State shall have the right to audit the Contractor's performance of this contract upon a thirty (30) days’ written
notice. Contractor shall utilize generally accepted accounting principles, and shall maintain the accounting records,
and other records and information relevant to the contract (Information) to enable the State to audit the contract. (Neb.
Rev. Stat. §84-304 et seq.) The State may audit and the Contractor shall maintain, the Information during the term of
the contract and for a period of five (5) years after the completion of this contract or until all issues or litigation are
resolved, whichever is later. The Contractor shall make the Information available to the State at Contractor's place
of business or a location acceptable to both Parties during normal business hours. If this is not practical or the
Contractor so elects, the Contractor may provide electronic or paper copies of the Information. The State reserves
the right to examine, make copies of, and take notes on any Information relevant to this contract, regardless of the
form or the Information, how it is stored, or who possesses the Information. Under no circumstance will the Contractor
be required to create or maintain documents not kept in the ordinary course of contractor's business operations, nor
will contractor be required to disclose any information, including but not limited to product cost data, which is
confidential or proprietary to contractor.

Reject & Provide
Accept | Reject Alternative within §
(Initial) | (Initial) Solicitation NOTESICOMMENTS:

Response (Initial)

N

The Parties shall pay their own costs of the audit unless the audit finds a previously undisclosed overpayment by the
State. If a previously undisclosed overpayment exceeds one-half of one percent (.5%) of the total contract billings,
or if fraud, material misrepresentations, or non-performance is discovered on the part of the Contractor, the Contractor
shall reimburse the State for the total costs of the audit. Overpayments and audit costs owed to the State shall be
paid within ninety (90) days of written notice of the claim. The Contractor agrees to correct any material weaknesses
or condition found as a result of the audit.
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ACKNOWLEDGEMENT OF WRITTEN QUESTIONS
AND ANSWERS, ADDENDA ONE& TWO

Kalkomey has reviewed and incorporated Addenda One and Two into its response.
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XI.A.1 CORPORATE OVERVIEW

A. Bidder Identification and Information

Kalkomey Enterprises is a Limited Liability Corporation originally formed in the state of Texas. Our
headquarters is located in Richardson, Texas at 740 East Campbell Road, Suite 900. In December of
2015, Kalkomey Enterprises, Inc. converted our corporate registration from the state of Texas to an LLC

registration in state of Delaware. We are now known as Kalkomey Enterprises, LLC.

Kalkomey Enterprises, LLC

Full Company Name EIN: 75-2573168

Dun and Bradstreet: 836927657

740 East Campbell Road

Company’s Headquarters Address Suite 900

Richardson, Texas 75081-1886

Type of Business Entity Limited Liability Company
State of Incorporation Delaware
Date of Incorporation 1995

December 21, 2015, Kalkomey Enterprises, Inc. con-
Changes Since First Organized verted corporation registration from the State of
Texas to file as an LLC in the State of Delaware.

Kalkomey is a stable business with more than 25 years of experience serving fish and wildlife agencies,
including NGPC.

Kalkomey Enterprises was founded in 1995 to provide regulatory-approved outdoor recreational safety
education products. For more than two decades, we have continuously worked directly with state fish
and wildlife agencies in all 50 states, as well as conservation agencies throughout Australia, Canada,

Guam, Mexico, New Zealand, Puerto Rico and the United Kingdom. Our focus has always been building
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strong relationships with clients who appreciate quality products, our attention to detail and a high level
of customer service. We are now the leading conservation education provider in the world certifying one

million outdoor enthusiasts annually.

As our footprint across the country grew and we became involved with more conservation agencies,
we saw consistent problem trends that we could help our clients solve. We built a number of software
services and data management products to help manage student certification processes and data.
We integrated our products with other agency solutions, such as license automation solutions and law

enforcement systems.

It was clear that coordinating efforts across multiple software and service contractors was a burden
for our agency clients. We believed we could bundie our software solutions, which were highly focused
on the recruitment side of the Recruitment, Retention and Reactivation (R3) funnel, and add integrated

services toimprove core interactions between agency clients and the outdoor enthusiasts they support.

To address this goal, our in-house technical experts built and deployed superior software systems for
conservation and safety education. We assembled a team of experts who built and led implemen-
tations of licensing and campground systems for dozens of state agencies. Not only did they have
in-depth knowledge of agency needs, they had first-hand experience with the frustrating limitations
of the solution offerings available. This created our team’s desire to build an innovative product plat-
form that would be easy to work with, secure, adaptable, ever evolving and scalable. The result of this

endeavor is the highly successful Agency Management Solutions (AMS) platform.

“We apply our customers in every western state including Nevada. We have found Kalkomey to be one
of the best companies to work with when it comes to friendly customer service. Their system is easy to
use and has never bogged down on us, even on the deadline day. We also really like the ability to view
and/or modify a previously submitted application. Kalkomey has proven their ability to produce timely

results.” — Jason Carter, Epic Outdoors

Designed to be data-driven and customer-centric, AMS aligns all customer-agency touchpoints, from
education to initial license purchases to volunteerism, into one comprehensive system (see Figure

1). AMS has a distinct market advantage and is the only system that can deliver a true, consolidated
profile of every NGPC customer. Leveraging the AMS data advantage provides unparalleled execution

of R3 strategies through omni-channel, personadlized outreach at scale.

The core AMS application suite is purpose-built for state fish and wildlife agencies. Kalkomey AMS is a
system with greater accountability, responsiveness and reliability than any other solution and it is the
perfect fit for NGPC.

A customizable, externally hosted, Commercial Off-the-Shelf (COTS) solution, AMS is engineered to

be agile and flexible to accommodate ever-changing needs, while allowing you to tactically facilitate
@alkomey” | YAMS 34




‘ N
State of Nebraska RFP 6506 Z1 NEBRASKA

NGPC Statewide Web-Based Permit/Licensing System — BAME @ PARKS —
today’s R3 efforts.
VOLUNTEER MANAGER

SUBSCRIPTIONS « Volunteer Recruitment VEHICLES/VESSELS

¢ Magazine Subscriptions « Time/Mileage Management * Registration & Permits

* Renewals o State Program Management * Titling

* Memberships » Transfers
» Renewals

EVENT MANAGER

« Public In-person Events GAME AND FISH LICENSING
* Volunteer Event Management e » Tag & License Applications

» State Program Management « Wildlife Management

o |ottery & Draws
CERTIFICATION MANAGER @ Y

e |lostmycard.com Replacement Cards STATE AGENCY &

o Certification Records

VENDOR SOLUTIONS
2 . .
E-LEARNING ‘ \(" : g:’r;:)r:\tlslzed Database and Records
 Certification Training - Ausitng
@ @ ¢ Sales & Records

¢ Customizable LMS Platform
» Centralized Database
» State Reporting

DESIGN
* Cloud-based Architecture » Citations

2
« Native Apps @ o Field Check
 Progressive Web Apps 9 33

* Machine Learning

AGENCY MANAGEMENT SOLUTIONS

e LAW ENFORCEMENT

* Data Access

CAMPGROUNDS
OUTREACH * Camping Reservation
¢ R3 Analytics & User Research » Entrance Fees & Parking Passes
* SEO Optimization SUPPORT BURN PERMITS  Inventory Management
« Social Media Campaign ¢ Consumer, State & Vendor Support » Controlled Burns
« Email Marketing * Volunteer & Instructor Support » Commercial & Private

Kalkomey is the right choice for NGPC due to our data-driven, user-centric AMS system, longstanding
history of delivering on and exceeding client expectations, and our partnership approach to client
relationships. Kalkomey works with more than 200 government and state conservation agencies- all
of which are referenceable. Every one of our products originated from a client’s existing solution not
meeting expectations. This was the case with our Event Management solution which is now used by
nearly half of U.S. state conservation agencies (including NGPC), and which was the genesis of the AMS
platform.

We will collaborate with NGPC to deploy AMS - a complete solution that delivers a reliable, secure and
positive experience for your customers, External and Internal Agents with no downtime during the
transition.

Highlights of the AMS platform include:

*  Fueled by deep data, all modules work together to deliver a 360-degree view of the customer

and their interactions with NGPC.
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* Configurable business rules engine manages the complexity of your product menu, including ap-
plications, licenses, purchasing models, prerequisites, inclusions, etc., with intuitive point-and-click

interfaces designed with your staff users in mind.

¢ Improved customer experience spanning all front-end interfaces to promote a smooth transition,

rapid adoption and increased customer recruitment, with secure, reliable processing.

* Centralized, accessible data and business intelligence dashboards allow agency staff to make
more informed, real-time decisions. Throughout our response we show how Kalkomey meets your
requirements with AMS. The core AMS application suite is purpose-built for state fish and wildlife
agencies, providing them a system with greater accountability, responsiveness and reliability than

any other solution.

Details of the AMS platform that will be used by NGPC are included in our Technical Response and Attach-

ments.

B. Financial Statements

COMPANY SIZE, LONGEVITY, AND FINANCIAL STRENGTH

In our more than 25 years in operation Kalkomey has grown to 135 full time employees. Kalkomey has ac-
tive contracts in all 50 states and almost no client attrition. We have never been released from a licensing
contract. In April 2020, Kalkomey was acquired by Cove Hill Partners (“CHP”), a private equity firm that has
raised more than $2B. CHP selects a few high performing companies such as Kalkomey to hold and grow
over a much longer time horizon than other investment firms, and CHP contributes their experience in te-
hcnology and consumer facing companies to supplement Kalkomey’s proven leadership and deep indus-

try knowledge. The combined expertise and focus benefit Kalkomey’s customer such as NGPC.

Our partnership with Cove Hill also gives our leadership teams access to their Executive Advisory Board.
The board is comprised of talented and successful consumer and technology executives from companies

such as Nextdoor, CrossFit, Wayfair, and more.

( &

Long-Term, Patient Capital Concentrated Portfolio Value-Add Partner
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DECLARATION OF VIABILITY AND STABILITY

Kalkomey Enterprises, LLC is a stable business with more than 25 years of experience in the fish and

wildlife industry serving state conservation agencies including the Nebraska Game and Parks Com-

mission. In addition to being the leading outdoor education company in the United States with part-

nerships in all 50 states, we have also provided a list of our current agency clients and the services

within the AMS suite of products each agency utilizes.

CURRENT AGENCY CLIENT

KALKOMEY AMS

Event
Manager

Certifi-
cation
Manager

Sub-
scription
Manager

Volunteer
Manager

Licensing

Arizona Game and Fish Department

Arkansas Game and Fish Commission

California Department of Fish and Wildlife

Colorado Parks and Wildlife

Idaho Fish and Game

Indiana DNR, Division of Fish & Wildlife

ST KK

Kentucky Department of Fish and Wildlife

Maryland DNR, Wildlife and Heritage Service

Massachusetts Department of Fish and Game

Michigan Department of Natural Resources

AN

Montana Fish, Wildlife and Parks

Nebraska Game and Parks Commission

Nevada Department of Wildlife

New Hampshire Dept. of Safety, Marine Patrol

A SR YA YA YA N5 YA YA VA YA VA YA VA YA

CS

New Mexico Department of Game and Fish

S

New York State Department of Environmental
Conservation

North Carolina Wildlife Resources Commission

Ohio DNR, Division of Wildlife

Pennsylvania Game Commission

South Carolina Department of Natural Resources

{

South Dakota Game, Fish and Parks

Vermont Fish and Wildlife Department

AN NANA VAN NI
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KALKOMEY AMS

CURRENT AGENCY CLIENT Event Certifi- Sub- Volunteer L
cation scription Licensing
Manager Manager
Manager Manager
Virginia Department of Wildlife Resources v s/ v
Washington Department of Fish and Wildlife v v
West Virginia Division of Natural Resources v
Wyoming Game and Fish Department J J v

Kalkomey has not defaulted on any contract, has not had a contract terminated early, and has not been

required to pay liquidated damages or penalties.

Kalkomey has not been and is not currently involved in pending or expected litigation or other financial

reversals. Kalkomey has never filed for bankruptcy.

On the following page Kalkomey has included a reference letter from Bank of America as requested of

companies that are not publicly held.
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BANK OF AMERICA %7

CONFIDENTIAL

June 22, 2021

Connie Heinrichs

State of Nebraska, Department of Administrative
Services, Materiel Division, State Purchasing Bureau
1526 K Street, Suite 130

Lincoln, NE 68508

RE: Kalkomey Enterprises, LLC
Dear Connie Heinrichs:

Please accept this letter as confirmation that Kalkomey Enterprises, LLC (the “Customer™)
has been a client of Bank of America, N.A. (the “Bank™) for a period of 20 years. During this
period, the Customer has satisfactorily fulfilled their obligations to the Bank.

This letter is being provided as a matter of courtesy at the request of the Customer. Please
note that the information provided by the Bank in this letter is given as of the date of this letter and
is subject to change without notice, and is provided in strict confidence to you for your own use
only, without any responsibility, guarantee, representation, warranty (expressed or implied),
commitment or liability on the part of the Bank, its parents, subsidiaries or affiliates or any of its
or their directors, officers or employees to you or any third party, and none of them assumes any
duties or obligations to you in connection herewith or any transaction between you or your affiliates
and the Customer. This letter is not to be quoted or referred to without the Bank’s prior written
consent. The Bank cannot provide any opinions of the creditworthiness of the Customer or any of
its affiliates, and the above information does not constitute an opinion of the Bank of the ability of
the Customer to successfully perform its obligations under any agreement it may enter into with
you, the Bank or any other person or entity.

The Bank has no duty and undertakes no responsibility to update or supplement the
information set forth in this letter.

Very truly yours,

By: L awna A
Name: Laura%Agard
Title: VP, Relationship Manager
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C. Change of Ownership

No change in ownership or control of Kalkomey Enterprises, LLC is anticipated during the 12 months fol-

lowing the proposal due date.

D. Office Location

All performance is managed at Kalkomey’s Headquarters located at 740 East Campbell Road, Suite 900,
Richardson, Texas 75081-1886.

E. Relationships with the State

Kalkomey Enterprises, LLC is an approved NGPC vendor with a Service Provider Agreement effective Feb-
ruary 26, 2021- February 26, 2026.

Under this agreement Kalkomey provides the following:
Education Courses

¢ Nebraska Internet-Based Hunter Education Course
¢ Nebraska Internet-Based Bowhunter Education Course

Event Manager for

*  Firearm Hunter Education Classroom Course
*  Hunt Safe Session

¢ Bowhunter Education Classroom Course

e Outdoor Skills Events & Workshops

F. Bidder’'s Employee Relations to the State

Kalkomey would like to identify one of our contractor relationships that potentially overlaps with this
section. As of June 1, 2021, Kalkomey has contracted Micaela Rahe to serve as a Subject Matter Expert
Contractor & Advisor. While technically employed by the National Wild Turkey Federation, Micaela

held the position of Nebraska Hunting and Shooting R3 Coordinator from August 2016 to October 2020
Micaela will not be directly responsible for any of NGPC’s implementation schedule or any deliverables
but will be available to advise the Kalkomey Implementation team. Micaela offers direct R3 experience
with NGPC and a decade of professional recruitment experience. Her primary focus as a contractor for
Kalkomey is to advise our AMS business and direction across the country, which includes any of our

current or future state partners.
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G. Contract Performance

Kalkomey Enterprises, LLC has never had a contract terminated for default, non-performance, or poor

performance.

H. Summary of Bidder’s Corporate Experience

In 2020, AMS processed more than $132,948,488 in sales on behalf of our licensing clients. Below we de-

scribe 3 current projects similar in size, scope, and complexity to NGPC

Note on providing original and actual budget information: The 3 relevant projects are contracts that
include fees based on agency sales, i.e. a per privilege model. As such, we have never had a budget

overage, or charged additional fees for any requirement discovered during implementation.

In addition to the 3 references below, Massachusetts Department of Fish and Game chose Kalkomey’s
AMS for their electronic licensing solution on January 22, 2021 and is on schedule for implementation
on or before December 7, 2021. We are happy to provide additional details on this similar contract at

NGPC’s request.

COMPARABLE CONTRACT #1 - PRIME CONTRACTOR

CONSERVATION BASED ENTITY: NEVADA DEPARTMENT OF WILDLIFE (NDOW)
6980 Sierra Center Parkway, Suite 120, Reno, NV 89509

CONTACT INFORMATION: Jack Robb, Deputy Director | 775-688-1591 | jrobb@ndow.org

TERM OF ENCAGEMENT: Contract start: August 8, 2017
Contract end: August 7, 2023,

with option to renew for two 2-year extensions

ORIGINALLY SCHEDULED COMPLETION DATE: 1/1/2018

ORIGINAL BUDGET: See note above

ACTUAL COMPLETION DATE: Implemented in 5 months on January 1, 2018
ACTUAL BUDGET: No overage; see note above

Project Description: Kalkomey provides the comprehensive AMS platform for all front-end sales interfac-
es and back-end administrative tools for licenses, boats and vehicles. NDOW saw the following benefits in

Kalkomey as their technology partner: quick and agile delivery strategy; secure and reliable SaasS host-
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ing; AMS existing offerings and future software development plans; flexibility for NDOW-specific product

investments and enhancements; and pricing strategy.

Since launching AMS in 2018, the number of licensed hunters in Nevada has increased by 51.569% and

the average age of a Nevada hunter has descreased by two years. The number of licensed anglers has
increased by an astonishing 84.62%, due in part to the state’s license simplification legislation. Preliminary
data for 2021 shows a continual increase in the overall number of licensed hunters and a continuation of

lowering the average age of hunters in the state.

NDOW was awarded The Cashman Good Government Award in 2021, which honors government entities
and individuals who put workplace experience together with ingenuity to make citizen services work bet-

ter, faster, and cheaper.

The Department sought and selected an innovative private industry partner to completely overhaul the
previous antiquated systems. Extensive public input was gathered, and data migrations were required
prior to successful launch. The aggressive timeline, atypical of most government programs, presented
some of the biggest obstacles. In less than 3 years since initial rollout, the Department has saved ap-
proximately $4.7M from the previous less customer friendly system and generated an additional $5.2M

in revenue for a total agency difference of nearly $10M in less than 3 years since launch.

Services include:

1. Online Customer Sales

= Hunting licenses, applications and permits

— Fishing licenses and permits

— Boat registrations and renewals

- Aquatic invasive species (AIS) decal fulfillment
= Optional print at home or by-mail fulfiiment

= Auto-renew functionality

— Donation capabilities

= Merchandise sales

— Big game draws and harvest surveys

2. POSSales

— Hardware distribution and installation

— On-site training at all locations
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6.

Sales and reporting workflows
Licenses and permits

Vehicle registration and AIS stickers

Administrative Functionality

Product catalogue management
Real time reporting mechanism
Marketing and outreach dataflow

User account permissions setting

Revenue collection, ACH/EFT distribution

Educational and R3 Programs

Printed hunter and boater education manuals
Online hunter and boater education courses

Online Event Registration module (http://www.register—ed.com/)

Certification card fulfilment

Marketing and Outreach

Campaign and analytic reporting
Multi-Channel campaign setup
Custom content creation
Landing page creation

Influencer marketing outreach
Custom design

Giveaways/promotions

Customer and NDOW Support, Call Center, Fulfillment, Training

Volume Processed through AMS in 2020

Combo Licenses 90,637
Consumables 53,189
Fishing Licenses 121,891

Hunting Licenses 26,736
Tags Issued & Fulfilled 36,427
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Tag Applications 358,059
Trapping Licenses 991
Watercraft Registrations 60,002

ADDITIONAL SERVICES: Since go-live NDOW has requested a variety of changes to system configurations,
workflows and service offerings. In weekly prioritization meetings with NDOW, these items have been
identified, scoped and prioritized as part of Kalkomey’s regular Agile process. Some changes include (but
are not limited to):

— first comeffirst serve tags,

— vessel package products,

— tag transfer and deference functionality,

= electronic tag return feature,

= donation upsell functionality,

= mountain lion tag upsell,

- optin/out public list (due to Commission update), and

- optin/out draw results preference collection (due to Commission update).

The additional features and functionalities were not part of the original scope of Kalkomey’s contract
and demonstrate AMS’ ability to address client needs when they inevitably change, at no additional

charge.
SUBCONTRACTORS: None; Kalkomey is the prime Contractor.

COMPARABLE CONTRACT #2 — PRIME CONTRACTOR

CONSERVATION BASED ENTITY: NEW YORK STATE DEPARTMENT OF
ENVIRONMENTAL CONSERVATION (NYSDEC)
625 Broadway, Albany, NY 12233-0001

CONTACT INFORMATION: Mary Bailey, Environmental Program Specialist II
518-439-7300 | mary.bailey@dec.ny.gov

TERM OF ENGAGEMENT: Contract start: October1, 2019
Contract initial term through September 30, 2024 with maximum of one

5-year extension
ORIGINALLY SCHEDULED COMPLETION DATE: 6/1/2020

ORIGINAL BUDGET: See note above
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ACTUAL COMPLETION DATE: 6/29/2020; NYSDEC optionally chose to delay their launch 4 weeks due to
the Global COVID-19 Pandemic. Their system was complete and ready by
the original go-live date.

ACTUAL BUDGET: No overage; see note above

Project Description: Kalkomey provides its comprehensive AMS platform for all front-end sales interfac-
es and back-end administrative tools for licenses, boats and vehicles. NYSDEC chose Kalkomey's secure,

reliable SaaS hosted AMS to accomplish the following:

— streamline license applications, reduce dependence on equipment and hard-copy doc-
uments, increase electronic and mobile solutions using Kalkomey's existing products and

technology;
— maximize sales revenue with integrated outreach and promotional efforts;

= increase hunting, fishing and trapping license sales productivity and efficiency with a us-

er-friendly platform that supports a self-service model for sales;

- enable mobile technology for license/permit sales and harvest reporting to improve effi-

ciency and accessibility for customers;
— provide a mobile application for law enforcement and field staff;

- maximize staff productivity with efficient workflows that minimize data errors and/or dupli-

cation of customer data and streamline administrative and law enforcement processes;

= support the input and use of information for current non-system generated permits and
tags (e.g., upload bonus and deer management assistance permit tags issued outside of

NYSDEC for use with game harvest reporting applications);

— integrate with federal e-Duck stamp and Migratory Game Bird Harvest Information Program

(HIP) programs;

— integrate with and implement the NYS Hunter Education Program to manage hunter educa-
tion efforts including instructor certification records, event management for class registra-
tion, studentrecords and student certificate information, as well as outreach efforts to assist

newly certified students to purchase licenses;
— support various user roles for data access and functional authority;

— support process variation and change with flexible and adaptable system to respond quick-

ly to legal and policy changes;
= include audit trails, accounting and ACH/EFT revenue collections:
— provide accurate data reporting with a flexible, robust business intelligence reporting tool;

— provide separate license sale vendor and license customer dashboards with user friendly

flows that allow for interactive links, event calendars, messaging, etc. toimprove online pro-
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cesses and communications with the sporting license community;

= include real time analytics on system performance and license sales with a customizable
dashboard containing high-level analytics, key performance indicators, license sales and

customer trends, as well as filters and various options for visualization of data;

— implement and manage a marketing campaign to support R3 efforts, including digital mar-
keting, auto-renew options for licensees, improved customer contact through promotional
and informational emails and/or texts; incorporate all user data from the existing legacy

system and databases with the goal of obtaining 20% year over year growth.

Volume Processed through AMS from June 29, 2020 to June 27,2021

Instant Lottery Applications 323,393

Tags 3,019,153

Hunting Licenses 1,142,212

Fishing Licenses 1,093,133

Trapping Licenses 13,965

Lifetime Licenses 18,162

Consumables 1,130

Donations 20,947
ADDITIONAL SERVICES:

= Intheir first year after launch, change requests have been mainly small functionality
changes or user experience tweaks, which are easily handled by our in-house develop-

ment team at no charge.

= Rolling out AMS during the COVID pandemic. As Kalkomey has already streamlined business
and operations around work-from-home, we were positioned to continue working while the
rest of the world was scrambling. Even so there were challenging hurdles. However, the Agile

process allowed us to quickly adapt and overcome.

— Tosetuplicense sale vendors during COVID we were not allowed to be on-site in person. We
handled all vendor site installations remotely, with virtual training, online courses and other
successful adaptations that can be reused in the future to increase implementation effi-

ciency and vendor convenience.

= NYSDEC posted nearly triple AMS opening day sales over prior years. According to NYSDEC,
$922,444 was reported on the first day of big game sales this year, compared to $347,103 in
2019.

SUBCONTRACTORS: Kalkomey is the prime Contractor and utilizes one subcontractor. The Disabled Veter-
an Solutions (Call Center) is utilized for MWBE participation as required by the NYSDEC.
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COMPARABLE CONTRACT #3 — PRIME CONTRACTOR

CONSERVATION BASED ENTITY: PENNSYLVANIA GAME COMMISSION (PGC)
2001 Eimerton Avenue, Harrisburg, PA 17110

CONTACT INFORMATION: Stephen Smith, Director, Bureau of Information & Education
717-787-4250 ext. 3300 | stephensmi@pa.gov

TERM OF ENGAGEMENT: Kalkomey's initial project started in 2010 and has been amended over
the years to include additional Kalkomey products and services;

Operations ongoing under open-ended contract
ORIGINALLY SCHEDULED COMPLETION DATE: 1/3/2019
ORIGINAL BUDGET: See note above
ACTUAL COMPLETION DATE: 12/03/18
ACTUAL BUDGET: No overage; see note above

Project Description: PGC’s experience with the advantages of Kalkomey’s secure, reliable SaaS hosted
AMS has led to adding more modules that continue to advance PGC'’s goals by improving the customer

experience and PGC business processes.

Outdoor Shop for Online Sales: PGC contracted Kalkomey to build a complete self-service web platform
(outdoor shop), which currently facilitates the sale of Pennsylvania’s Game News Magazine and sells
other Pennsylvania merchandise. Kalkomey’s online Outdoor Shop is available 24x7 for customers to
conveniently buy, gift or renew subscriptions to the Game News magazine. Auto-renew purchases are
available to drive sales. AMS provided customers with the ability to access and maintain their own profile
information, making it easier to do business with PGC. Sales are integrated with Kalkomey’s online hunter
education course, which serves as a vital channel for sales optimization and revenue generation. From
an R3 perspective, Kalkomey’s platform has enabled PGC'’s I&E division to support retention of customers
and contribute to residual license sales from many hunters. Kalkomey integrated data from PGC’s entire

historical database into AMS, including eliminating duplicate records and discarding outdated data.

Certification Management: PGC chose Kalkomey to meet their data management needs and selected

AMS Certifications as the system of record for all their historic and new hunter education certifications.

Event Management: Kalkomey successfully launched and implemented AMS Events for PGC, including
programs for all Hunter Education events (Bowhunting, Cable Restraint, Instructor Training Workshops,
Turkey Hunting,and more). Thisinvolvedimportinginstructorinformation, locations, and configuration of

all settings for PGC. Kalkomey provides ongoing customer and agency support, including:
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= multiple levels of user permissions;

= data transfer process for student and instructor data;

= ability for students to find and register classes by proximity;

— register family members during registration process;

— automated text and email event reminders for students;

— ability for students to find and order a replacement certificate via ilostmycard.com;

= administrative tools to assign instructors, establish registration and cancellation policies,

cancel events, search and manage certificate data, run ad hoc reports

Customer Service Portal: both Kalkomey and PGC staff can assist customers and answer customer

inquiries.

ADDITIONAL SERVICES: Our Agile approach allowed us to improve PGC's solution by building new ser-
vicsuch as https;//pennsylvaniagamenews.com/ so PGC could offer self-serve, online subscriptions and
renewals. By moving the process out of internal operations, PGC freed resources while providing a better

user experience.

Subcontractors: None
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I. Summary of Bidder’s Proposed Personnel/Management Approach

KALKOMEY LEADERSHIP

Our leadership team is built with the best of the Technology and Software industry leaders who are pas-

sionate about conservation and sharing their love of the outdoors.
Jason Alexander, CEO and Executive Sponsor

Jason studied computer science at the University of North Texas before beginning his career at
Mark Cuban’s company, Broadcast.com. He also has experience at other well-known names such
as BlueCross BlueShield, JPMorgan Chase Bank, Match.com, and ultimately started and built his own
company, Telligent. There he built a world-class company with more than 150 employees and over
$17M in revenue, and he raised more than $20M in venture capital. Jason has more than 17 years of
leadership and technical experience; he is named as a co-inventor on three software patents and

holds a multitude of certifications and honors throughout the industry.

As Chief Executive Officer, Jason’s goal is making every client an enthusiastic fan. If we are falling

short, Jason wants to know so we can do what it takes to satisfy you.

Jason has the authority to commit the personnel, funds and other resources necessary to meet the
overall requirements of your NGPC. Both Jason and your Project Manager fully commit to a success-
ful and timely implementation, with complete performance of the services provided throughout the

contract.
Ray St. Germain, Vice President of Sales

Ray spearheads Kalkomey’s AMS growth, expanding the company’s sales organization through
new verticals and licensing opportunities for nearly 5 years. His focus is on developing new ave-
nues in which the AMS model can serve an even broader range of consumers. Ray brings years of
experience as Vice President of Sales, including experience leading North American sales at both
Telligent Systems and Quadrotech. Ray holds a Bachelor of Science in Business Administration
from the University of Texas at Dallas. Ray serves as the bidder point of contact for NGPC through

contract award.
Kevin Clark, Chief Technology Officer

Kevin studied decision sciences at the University of North Texas, where he focused on numbers and
analytics. He brings these talents to Kalkomey, helping oversee, lead, innovate and set the direction
for our future. Kevin, who has worked at giants such as Match.com and CBRE, also holds a multitude
of certifications and honors, and he is named as a co-inventor on one software patent. Kevin runs

the development, IT and hosting teams at Kalkomey and is a key resource for data migration pro-
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cesses and security tasks for the implementation of AMS for NGPC.
Mitch Strobl, Executive Vice President - Software

Mitch brings a wealth of outdoor recreational experience to the Kalkomey team and is an outdoor
enthusiast himself: a competitive archer and shotgun shooter, avid angler and a hunter.He lives and
breathes the outdoor lifestyle and is Kalkomey’s in-house subject matter expert on all related topics.
We'd be remiss if we didn’t call out that Mitch’s first mule deer buck was taken in Nebraska! In his 9
years with Kalkomey, Mitch has worked directly with state agencies and non-governmental organi-
zations (NGOs) across the country on Recruitment, Retention and Reactivation (rR3) projects aimed
at recruiting new hunters. Mitch brings his understanding of agencies’ challenges to his position

of EVP — Software and is a key player in developing Kalkomey's tools aimed at making clients more
successful. Mitch holds a degree in biology from DePauw University, which he has extensively used

as a hunter.
Matt Holden, Senior Digital Marketing Manager

With a results-driven mindset that comes from years of experience as a Digital Marketing Strat-
egist and Content Marketing Manager, Matt Holden is the driving force behind our detailed and
measurable marketing strategies for our partners and our products. With the use of our internal
Andalytics and Outreach platforms, Matt and the marketing team stay on top of industry data and
emerging trends to create personalized marketing solutions designed to achieve our partners’ R3
goals. The marketing staff and outreach activities he and his team manage will raise your brand
awadreness, drive adoption, set measurable goals and develop a successful strategy to achieve

them.

Since joining Kalkomey in early 2020, Matt has immersed himself in the educational side of the busi-
ness in order to get an understanding of the customer journey before they become lifelong outdoor
enthusiasts. Now, Matt is fully dedicated to the AMS team andiits clients, providing marketing support

and all R3 initiatives.

The Implementation Team for NGPC's AMS is described below. Here we introduce you to key individuals in

management who support your project to ensure success and NGPC satisfaction.
Below we have included brief resumes for the key team members leading NGPC'’s implementation:

*  Project Manager - Chet Van Dellen
* Transition Manager and Implementation Specialist- Jaymie Reynolds
+  Subject Matter Expert (SME)- Scott Bonner

e Client Success Manager — Ryan Conat
@alkomey” | YAMS 50




‘ N
State of Nebraska RFP 6506 Z1 NEBRASKA

NGPC Statewide Web-Based Permit/Licensing System ~ GAME @ PARKS —

*  Product Training Specialist- Alison Dolan

In addition, your implementation is assigned a Product Specialist, a Data Analyst, a Development En-
gineering group and User Experience (UX) Designer. These Implementation Team members spend 80%
or more of their time on your AMS implementation and continue in their roles for the majority of the
project. Other team members join for appropriate phases where specialists offer significant value for
a period of time. These phases include training, system adoption and change management and other
specidlized milestones. After go-live, NGPC will also work with Kalkomey’s marketing and Business
Intelligence teams and have regular meetings with your assigned Product Specialist from the Client
Success team.
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Chet Van Dellen, Director of PMO, Project Manager

Chet has worked in data and technology project management for more than 15 years. He has
led teams through GIS and mapping projects for large-scale energy production and mineral

extraction permitting as well as data management and application development for: natural
resource management and land use planning; recreational licensing; customer service; and

policy development for state government.

Chet’s experience has taken him from the private sector with Cardno-Entrix, Inc. and EM
Strategies, Inc. to government service with the Nevada Department of Wildlife (NDOW) before
joining Kalkomey Enterprises, LLC. He excels at developing innovative solutions and meeting
business needs using data-driven analytics and creative approaches to problem solving in a
collaborative environment. Chet brings a diversity of perspectives to meet the challenges ahead.

Relevancy of

Experience to

i Chet joined us in 2019 and has served as Project Manager for NDOW'’s AMS implementation and
NCGPC Project

as NYSDECs AMS implementation — both of which launched on-time- including NDOW’s 5 month
launch timeline. He is currently serving as Massachusetts Department of Game and Fish Project
Manager. They dre on schedule for a December launch and are reporting positive UAT results.

He looks forward to being NGPC’s Project Manager for AMS.

New York Department of Environmental Conservation (NYSDEC)
similar Projects Nevada Department of Wildlife (NDOW)
Massachusetts Department of Fish and Game (DFG)

Boston University, Master of Arts, Environmental Remote Sensing and Geographic Information
Education/ Systems
Certifications

Boston University, Bachelor of Arts, Environmental Science

Mary Bailey — Environmental Program Specialist Il, NYSDEC
mary.bailey@dec.ny.gov [518-439-7300

Professional Jack Robb —Deputy Director, NDOW
References jrobb@ndow.org | 775-688-1591

Dan Koch, Information Technology Coordinator, Massachusetts Department of Fish and Game
Daniel.Koch@state.ma.us | 617-626-1565
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Jaymie Reynolds, Business Analyst

Jaymie has worked in the outdoors market for 14 years and has led implementations in no fewer
than eight states while contributing to system implementations in more than half a dozen more.
Jaymie is a hunting and fishing enthusiast as well which allows him to understand the needs and
requirements of clients in the outdoor market.

Jaymie serves as the point person for product demonstrations and will be the lead analyst
during gap analysis and requirements gathering. Jaymie will represent NGPC interests in internal
standup meetings to ensure that features and enhancements are prioritized in line with project
milestones and deliverables. He will also serve as the primary support contact for NGPC users
once the production system s live.

Relevancy of Jaymie studied Forestry and Wildlife Biology at Auburn University.He has held numerous positions
Experience to in the outdoors market while at Automated License Systems and then Active Network, allowing
NGPC Project him to understand all aspects of the needs of clients. Jaymie joined Kalkomey in 2017.

New York Department of Environmental Conservation (NYSDEC)
Nevada Department of Wildlife (NDOW)
Minnesota DNR
Wisconsin DNR
Similar Projects = Colorado Parks and Wildlife
Idaho Department of Fish and Game
Arkansas Game and Fish Commission
Kansas Department of Wildlife, Fisheries, Parks and Tourism Tennessee Wildlife Resources Agency
Ohio DNR - Division of Wildlife

Education/ .
. Auburn University, Forestry
Certifications

Mary Bailey — Environmental Program Specialist I, NYSDEC
mary.bailey@dec.ny.gov | 518-439-7300

Professional Aaron Keller — Statewide Outdoor Education Coordinator, NDOW
References akeller@ndow.org [775-688-1591

Dan Koch - Information Technology Coordinator, Massachusetts Department of Fish and Game
Daniel.Koch@state.ma.us | 617-626-1565
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Scott Bonner, Director of Strategy, SME.

Scott Bonner is Kalkomey'’s Director of Strategy and Product Owner for AMS. Scott has worked on
designing and building hunting and fishing license automation systems since 1999. He designed
and developed relational databases for more than 15 projects in both Oracle and SQL Server, and
designed and developed more than 20 different license sales PHP websites for agencies in North

America.

Scott has designed and implemented 30 hunting and fishing license sales solutions for 23

conservation agencies.He understands the special business requirements for outdoorrecreation
Fe el and th'e compl'exity of rules and regulations that accompany them. This understanding stems
ST from his experience as design manager for Automated License Systems, later as the technical

. lead for Active Network, and now implementing AMS since joining Kalkomey in 2017.
NGPC project

Scott will be engaged with NGPC’s Implementation Team on a daily basis and attend all project
meetings.

Arkansas Game and Fish Commission
Mississippi Department of Wildlife, Fisheries & Parks
Louisiana Department of Wildlife and Fisheries
Minnesota Department of Natural Resources
Similar Projects New Jersey Division of Fish & Wildlife
Pennsylvania Fish & Boat Commission + Pennsylvania Game Commission (PA Automated License
Service)
New York Department of Environmental Conservation (NYSDEC)
Nevada Department of Wildlife (NDOW)

Point of Sale Solutions (Including VeriFone, HP, Elo, Datamagz, Zera, Citizen, and other ancillary
support equipment such as mag strip readers, bar code scanners, receipt printers, external

keyboards, and pin pads
Education/ Y pinp

Certifications . X X
Paper Solutions (Includlng Valeron- both Direct Thermal and Thermal Transfer), Tyvek

SQL,Server, Oracle, PHP, Java, HTML

Michael Bolden, Executive Director of Campus Operations, Jackson State University
Michael,j.bolden@jsums.edu | 601-979-2121

Professional Barbara Stoff, Licensing Manager. New Jersey Division of Fish & Wildlife
References Barbara.Stoff@dep.state.nj.us | 856-629-0552

Steve Michael. Licensing Manager, Minnesota Department of Natural Resources
Steve.Michaels@dnr.state.mn.us | 651-335-0150
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Ryan Conat, Client Success Manager

Ryan joined the Kalkomey team in December of 2020 after serving the National Wild Turkey
Federation for two years as an R3 Coordinator. Prior to that, he served in an R3 role for the lllinois
Learn to Hunt program. He brings a wealth of R3, data collection, public outreach, and event
management experience to the Kalkomey product team. He brings passion and dedication in

advocating for better event manager, volunteer manager, and certification manager products
for Kalkomey'’s clients . In his role as Client Success Manager, he serves ds the voice of the client
and makes sure our products dre helping them accomplish their goals.

Ryan has experience with the challenges NGPC and other conservation agencies face and

has collaborated to facilitate new programs to address them. His expertise in R3 efforts are
Relevancy of especially valuable in helping us ensure that everything AMS provides keeps these goals in mind,
Experience to and that NGPC is able to fully utilize the powerful data and other features of AMS. At Kalkomey and
NGPC Project in previous positions he has demonstrated that he is focused on data utilization, accountability

through clear and measurable performance standards and taking action to solve problems and

maintain strong working relationships.

L . R3 Coordinator for National Wild Turkey Federation, lllinois Learn to Hunt Program, Hunter Survey
Similar Projects . . o .
Technician, Nebraska Co-Op Fish and Wildlife Research Unit

X University of Wisconsin-Stevens Point
Education/ . e
Bachelor of Science, Wildlife Ecology, Resedarch and Management

Certifications i X
Minor: Biology

Scott Lavin, Wildlife Recreation Branch Chief, Arizona Game and Fish Department
slavin@azgfd.gov | 623-236-7188

Professional Justin Watts, Owner, Board and Brush
References jrobb@ndow.org | 775-688-1591

Dan Koch, Information Technology Coordinator, Massachusetts Department of Fish and Game
Daniel.Koch@state.ma.us | 617-626-1565
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Alison Dolan, Product Training Specialist

Alison has worked in various client facing and administrative positions for over 9 years. Alison
joined Kalkomey in 2017 as a Customer Service Representative and was soon promoted to
Customer Service Supervisor. She has demonstrated experience in creating and maintaining
training and reference materials as well as onboarding, mentoring, training and coaching

Kalkomey’s Customer Service Agents (CSAs).

Alison is well-versed in the Kalkomey suite of products, has created training materials and a
library of reference articles, and trained the internal customer service team for the Nevada
Department of Wildlife (NDOW) AMS implementation. Alison was promoted to the Project
Management Team as a Product Training Specialist prior to the AMS implementation for New York
State Department of Environmental Conservation (NYSDEC) in April 2020.

Asaproducttraining specialist, Alison created training documentation for the AMS Administrative
software as well as scripting for the contract call center and conducted web-based training
sessions for the launch of NY DEC Licensing contract. Alison worked closely with agency
Relevancy of . . o .
X employees to edit the training course for their license vendors and facilitated setup for 1200
Experience to

i vendors in the new licensing system.
NGPC Project

Alison graduated from Carleton University with a bachelor’s degree with Honors, majoring in
English and History.
o . New York Department of Environmental Conservation (NYSDEC)
Similar Projects -
Nevada Department of Wildlife (NDOW)

Education/ . . . . .
. Carleton University, Bachelor of Arts with Honors in English and History
Certifications

Mary Bailey — Environmental Program Specialist Il, NYSDEC
mary.bdiley@dec.ny.gov, 518-439-7300

Professional Jack Robb -Deputy Director, NDOW
References jrobb@ndow.org, 775-688-1591

Dan Koch, Information Technology Coordinator, Massachusetts Department of Fish and Game
Daniel.Koch@state.ma.us 617-626-1565
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J. Subcontractors

Kalkomey is capable of delivering all aspects of the system via our in-house team and process. We are
not dependent on any third-party subcontractors for the delivery of the system as requested by NGPC.
However, we would like to identify a potential partner we have the ability to incorporate should NGPC
desire. Kalkomey has had a longstanding relationship with Nebraska-based small business, Huntin-
glife.com. Huntinglife has been an instrumental partner for Kalkomey’s hunter education business in
the past, as well as recruiting new hunters for our Nevada Department of Wildlife contract. Specifi-
cally, Huntinglife.com offers a robust digital content platform and marketing strategy that assists in
Kalkomey’s marketing and outreach efforts, and we’d like to propose this partnership as an option

for us to utilize as part of this contract. Whether it is for local content creation or outbound marketing
campaigns, we feel huntinglife.com brings a very niche and local twist to our marketing strategy that
would benefit our goals. Our partnership with huntinglife.com goes beyond just digital marketing as
well and extends to boots on the ground R3 campaigns. Huntinglife.com has taken many new hunters
(residents and non-residents qlike) on their first hunts in Nebraska. Ultimately, while not dependent

on this potential subcontractor, we wanted to identify this as a potential opportunity to supplement

Kalkomey’s already robust marketing team and process.

Similar to the section above, we would also like to identify a key contractor on Kalkomey’s team, Ross
Melinchuk. While Kalkomey is not dependent on Ross as a sub for the delivery of any requirements, we
believe this existing relationship is worth mentioning as Ross brings a wealth of knowledge and experi-
ence to the table that can only benefit the implementation and ongoing maintenance of this contract.
Ross started his career as a Wildlife Biologist for the Government of Saskatchewan, and worked his
way through the ranks as NAWMP Coordinator. He then moved on to serve as the NAWMP coordinator
for the Association of Fish and Wildlife Agencies. Next, Ross spent 17 years with Ducks Unlimited, serv-
ing as the Director of State and Federal Coordination and DU’s Director of Public Policy. More recently,
Ross served as the Deputy Executive Director of Natural Resources for the Texas Parks and Wildlife
Department. Lastly, Ross served as Chief Conservation Officer for the National Wild Turkey Federation.
Ross has seen an immense amount of conservation work in his career, and we're lucky to consider
him a subject matter expert advisor to Kalkomey’s AMS licensing system. His experience and vision for
conservation, paired with Kalkomey’s vision and technology, truly makes for a dynamic relationship
that will only benefit AMS and its users long term. Whether helping us improve workflows and user ex-
perience or partnering with our agencies to drive much needed policy change, Ross is truly an asset to

Kalkomey’s platform and offering.

In some contracts we meet requirements for subcontracting with minority, historically underutilized
and/or veteran-owned businesses as mentioned in the NYSDEC comparable contract summary ma-

trix.
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XI.A.2 TECHNICAL APPROACH

A.Understanding of the Project Approach

VI.A.L Project Overview

Asfurther detailedin Attachments A, B, and C Requirements Traceability Matrices, Kalkomey’s AMS meets

the stated requirements to provide NGPC a Statewide Web-Based Permit [ Licensing System.

We stand ready to support NGPC’s mission of stewardship of Nebraska's fish, wildlife, park, and outdoor
recreation resources in the best long-term interests of those resources and your citizens. In addition to
providing cutting edge technology for license management and R3 efforts, Kalkomey provides outdoor
education and increased access across the United States. Furthermore, we invest a portion of the pro-

ceeds from every privilege sale in AMS directly back into your marketing efforts.

As mentioned in the Corporate Overview, AMS includes a comprehensive marketing and outreach man-
agement module powered by your real-time customer data. NGPC can automate communications and
marketing campaigns in a customer-centric, multi-channel manner. With AMS Outreach NGPC estab-
lishes marketing Key Performance Indicators (KPI's) and corresponding campaigns, helping establish a

business-minded culture of expansion and growth.

Outreach is a native feature of the AMS platform that allows you to establish marketing and outreach
campaigns from within AMS, eliminating the need to integrate with third-party systems. This not only re-
duces expenses for NGPC by cutting dependencies on other vendors, but it also enables highly relevant,

timely and personalized agency communication at scale.

The AMS solution for NGPC:

1. iseasy tounderstand and use;

AMS is designed to keep customers happy by ensuring they find what they want quickly and
easily. We know first-hand that your constituents need a modern, simple way to enjoy all the
outdoors has to offer, and that Internal Agents need a simple way to serve them and deploy

External Agents quickly and seamlessly. AMS is everything you need in one integrated system.

2. provides detailed unit maps that are available online and printed with each relevant permit;

AMS’ 2021 product delivery includes enhanced functionality for online, detailed unit maps that

are printable and reflect the purchased permit.
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3. maintains and tracks preference and bonus points;

The flexibility of AMS means you can configure it to handle everything from a true random draw
(no points-based outcome)toa weighted scale based on preference points and other pre-req-
uisites. Customers can purchase points, as allowed by business rules. AMS also supports daily

draws where quota and applications are reset on a daily basis and awards may be locations or

blinds rather than licenses.

4. issues stamps;

NGPC determines the design of stamps and configures all aspects of stamp issuance according

to your business rules.

5. provides merchandise, inventory, and POS module;

AMS’ POS module for External Agents is built with modern, intuitive design elements to facilitate
efficiency, speed and accuracy in locating/creating customers, offering products and complet-
ing transactions — with maximum customer satisfaction. AMS communicates with the real-time
database, the same back-end system as NGPC Administrative sales and Internet/Mobile for the
public.The Agentinterfaceis streamlined and easy-to-use, with minimal learning curve. Howev-

er, Kalkomey provides vendor training and online support assistance.

6. provides a mobile app solution compatible with both Android and 10S platforms;

AMS is usable from mobile phones (i0S and Android) and tablets as well as desktop computers.
As mentioned in our response in Attachment A at FUN-017, Kalkomey is excited to announce
that our fully downloadable mobile application will be available for NGPC’s AMS launch. In
addition to the forthcoming mobile application, we use responsive design to automatically
detect the user’s device, scaling and rearranging the interface based on the user’s screen size
and resolution. By effectively displaying the interface on any customer device, we eliminate
the need for a separate mobile application. AMS’ mobile-first, browser-based interface offers
the same ease of use, security and functionality that customers experience on a computer or

tablet. Customers can:

= manage their customer account and view historical activity with NGPC,
— shop for and buy new licenses for which they are eligible,

= view and display current valid privileges,

= renew permits,

= submit applications, view status and history,
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= report harvests,

= dccess their safety education history and certifications,

— view and sign up for events, and

— dccess NGPC information such as public lands and boat ramp locations.

Furthermore, our team takes an active role in keeping up with the interactive behaviors and design
system patterns typically found in iOS and Android interfaces, and we consider them when constantly

improving navigation of our product suite.

7. provide a mobile application specific to internal law enforcement;

AMS LEO (Law Enforcement Officer) Application is a downloadable mobile application for both
iOS and Android devices that enables law enforcement officers to view AMS customer profiles,
transaction details, permits, limited hunt application and award results, and other details nec-
essary to conduct their duties in the field. It operates in real time or enables downloading to

support full offline capability to accommodate field operations with no cell service.

8. provide real time data and permit issuance;

All of Kalkomey’s AMS modules, customer information updates, and sales channels are updated

in real time.

9. be compatible with the agency’s website www.outdoornebraska.gov;

AMS complies and offers more information in Attachment A, FUN-001.

10. be 508 Compliant and meet the State of Nebraska's Accessibility policy located at: https://nitc.
nebraska.gov/standards/2-Chapter.pdf

AMS exceeds compliance with Section 508 guidelines and the State of Nebraska’s Accessibility
policy. We are committed to ensuring digital accessibility in our products for people with disabil-

ities by conforming to Web Content Accessibility Guidelines (WCAG) 2.1level AA.

1. have automatic revenue entry that is importable to the State of Nebraska's Financial System

(currently JD Edwards EnterpriseOne 9.2);

AMS adheres to GAAP principles and complies with all applicable state/Federal regulations

and practices, and we are able to generate a file compatible for import.
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12.

13.

14.

15.

16.

17.

18.

19.

have an integrated Customer Relationship Management (CRM) Module;

AMS Outreach complies. Kalkomey can integrate with a 3rd party through many of the open
APl integrations, but Kalkomey built the AMS platform with the user experience at the forefront.
This means that CRM functionality is built into the system. The Kalkomey AMS platform has a
robust set of CRM-outreach capabilities that allows the state to get extremely granular on a

client’s actions and interactions within the state environment.

NGPC will be able to get a 360-degree view of the clients activities while providing a number
of proactive marketing campaigns based on those activities. With the Kalkomey CRM, NGPC
will have a myriad of reporting and analytics to make real time decisions based on the metrics

captured to help drive your R3 goals.

be able to SQL (query) and export data regardless of how data is stored;

AMS Analytics offers highly configurable queries available for export and Kalkomey offers a

Business Intelligence team to create any any queries that may be needed.

manage permit inventory;

AMS complies and we have provided more information in Attachment A, FUN-085.

apply and collect state and local taxes on applicable merchandise/services;

AMS complies and we offer additional information in Attachment A, FUN-043.

conduct and manage Draw and Lottery permits;

AMS complies as described in Attachment A, FUN-054.

provide reporting capabilities, both built-in and ad-hoc, including advanced data reporting/

analysis;

AMS Analytics complies, and more information is provided in Attachment C, FIN-006.

generate transaction files of collected revenue and permit issuance, while complying with
Generally Accepted Accounting Principles (GAAP), and the State’s approved banking/credit

card system (currently Us Bank/Elavon); and

configurable by NGPC.
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Kalkomey and AMS adhere to GAAP principles and comply with all applicable state/Federal
regulations and practices. Our focus on complete fiscal accountability includes:

— documented internal controls, including Kalkomey’s internal control objectives, techniques,
and accountability;

— financial accuracy to the nearest penny, throughout the system;

— role-based permissions
= transactionexecutiononlybythose authorizedindividuals with appropriate permissions,
— separation of duties,
= oversight and supervision;

—= audit information generated by every action within the system; and

— system accountability to ensure records are properly maintained.

More information regarding credit card processing is found in Attachment A, FUN-078 and Attachment C,
FIN-002 and FIN-016.
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B. Proposed Development Approach

Kalkomey’s AMS platform is a comprehensive solution designed to equip NGPC with the tools to
achieve your everyday business goals today and into the future. AMS’ suite of integrated, web-based
technologies and managed services features modules that can be customized to meet each client’s
requirements through configuration and development. Furthermore, the solution remains configu-
rable by NGPC (and Kalkomey) to accommodate the typical changes you are constantly required to
address.

Kalkomey applies Agile practices that fosteriterative development and delivery, team collaboration and
change recognition. At a high level, we break each component into a series of very small projects. Each
project has a limited scope and very well-defined requirements and acceptance criteria. Stakeholders
consistently collaborate with team members to greatly improve communication and ensure that time
is spent on high-value priorities. This allows us to adapt to evolving NGPC requirements, processes, best

practices and suggestions.
Advantages of the Agile methodology are significant throughout the contract:

Project Management — Agile promotes higher engagement and more granular focus on project

management tasks and goals versus traditional processes.

Focused Sprints — Agile focuses on the things that are important right now, addressing require-
ments as they are relevant to the current phase of implementation. This allows the team to fully
focus on timely requirements throughout the project. Implementation is broken into sprints in
which all process groups are executed with monitoring and control processes in rapid succes-

sion, usually two weeks in duration.

User Stories — Agile is driven by user stories that focus on the needs of the end user, resulting in
afinal product that is more tailored to the actual users. At the same time, it gives the developers
more freedom to create innovative solutions. Compared to traditional processes, Agile delivers

better end products in shorter time frames.

Improved Communication - Agile integrates regular meetings among the Implementation

Team and with NGPC stakeholders. Pitfalls associated with traditional processes are minimized
by routinely keeping all project members apprised of any new developments throughout the

project.

Acceptance Criteria — The Implementation Team builds the project with a definite idea of what

success is so it can be measured by clear, testable acceptance criteria assigned to each user
story. This ensures your needs are met rather than using assumptions that may prove to be

invalid when reviewed months later by stakeholders.
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Demonstration — Demonstrations provide early and regular feedback loops with stakeholders so
changes can be implemented throughout the process, eliminating surprises at product delivery.
A demonstration of each NGPC requirement configured within AMS is one of the clearest and
most concise ways for Kalkomey to communicate project status and help stakeholders identify
process flow and feature needs. NGPC will be able to use the software to communicate back to

Kalkomey what works as expected and what needs to be changed.

Issue Resolution - An Agile approach means the issues found during software delivery are

rectified quickly. The close collaboration between Quality Assurance and Development means

defects found during testing are fixed within 24 hours.

Continuous Improvement - Our Agile process allows your feature requests to be scoped and

prioritized as part of our typical sprint work for delivering continuous improvement.

Kalkomey'’s project management approach follows the Project Management Institute’s (PMI) Project

Management Body of Knowledge (PMBOK) guidelines.

PMI Body of Knowledge (PMBOK)

@) wp @ = O = @

Initiate Plan Execute Closure
(Monitor & Control)

INITIATION AND PLANNING

* Review current processes and user experiences
Identify key user expectations

Identify key user pain points
» Develop mission statements and goals
» Develop Change Management Plan

@alkomey” | YAMS 64




‘ v
State of Nebraska RFP 6506 Z1 NEBRASKA

NGPC Statewide Web-Based Permit/Licensing System ~ GAME @ PARKS —

During project initiation Kalkomey’s Project Manager develops a Project Management Plan to include
the required components and including:

— scope,

= major milestones,

= key deliverables and

= high-level system requirements.

This formal document defines how your implementation project will be executed, monitored, controlled
and reported. Kalkomey works with NGPC stakeholders to deliver a plan that includes the desired level
of detail. A single document could include the plan for all implementation components, or a document
could be developed for each of the implementation components (System Configuration and Delivery,
Data Migration/Import, System Adoption and Change Management, System Documentation Develop-
ment and User Training, Operational Support).

Kalkomey prepares, iterates and refines all project deliverables throughout the project, and submits

revised plans for NGPC approval as nhecessary.

Furthermore, the Performance Management Plan includes a detailed description of the method-
ologies, tools and procedures which track project progress and performance. One key to tracking
progress within the Kalkomey project management methodology is to use project burndown calcula-
tions. These rely on story counts and team velocity, and we report those metrics during weekly status
meetings. Kalkomey adapts our processes, tools and reports to meet your needs and desires for the
implementation of AMS.

1. Initiation

Kalkomey begins initiation during the proposal/award process with demonstration preparation.
In this phase project scope, major milestones, key deliverables and high-level system require-
ments are documented and reviewed. During project initiation, each component is reviewed to

prepare for project kickoff and the planning phase.

2. Planning

Project planning activities generally take place immediately upon contract award. While a great
deal of planning is done in preparation for project kickoff, it is important to have NGPC input and

buy-in on plans before they are finalized and significant project execution begins.

Among the activities in this stage, potential project risks are identified. Risks may affect project

scope, budget and schedule; plans for mitigation and/or resolution of risks are developed. We
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develop arisk registry document, as well as a risk assessment matrix to quantify risks as they are
added to the registry.

Execution

During this implementation phase, Kalkomey applies Agile practices that foster iterative devel-
opment and delivery, team collaboration and change management. The executing phase is
focused on requirements confirmation, system alignment with requirements, application con-

figuration and software development.

Monitoring and Control

These activities take place simultaneously with execution, and generally deal with project
performance and progress. Special care is taken with regard to change management. Our
process is designed to allow for flexibility, and adapts to new, evolving needs and requirements
as they are discovered and refined. Careful attention to monitoring tools such as a feature
backlog burndown chart helps to ensure that the project is on track to meet all dates and
milestones.

Project Burn-Down by Milestone w/ Velocity Line
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5. Closure

During closure, Kalkomey’s Project Manager ensures that the system is functional and that all
requirements have been met to NGPC'’s satisfaction. We then transition from system delivery

to operational support for the remainder of the contract.

COMMUNICATIONS

Throughout the project, Kalkomey is responsible for all aspects of team meetings. We initiate, plan,
schedule, facilitate and close meetings, including developing and distributing all pre- and post-meeting

documentation and materials.

Kickoff Meeting: Within two weeks of contract execution Kalkomey facilitates a kickoff meeting at NGPC
headquarters. The agenda reviews project goals, identifies deliverables and milestones, manages risk,

and discusses start-up procedures in line with project initiation activities.

Project Development Meetings - Meetings are focused on specific project development components.
We demonstrate various application deliverables to NGPC stakeholders on aregular basis. Agenda may

vary and can include:

= sprintgrooming where the product feature backlog is reviewed and additional requirement
details are discussed, or

= sprint demonstration meetings in which we present work that was completed in the last
sprint.

We are focused on delivering working software so regular meetings confirm that the complet-
ed sprint meets your expectations. Project Development Meetings are described in detail in the

Project Communication Plan that we deliver in the project planning phase.

QA Meetings - These may be independent meetings or part of a regularly scheduled project develop-
ment meeting. Kalkomey’s Quality Assurance Manager reviews dctivities related to the Quality Assur-

ance Plan that is developed as part of project planning activities.

Status Meetings - At these weekly meetings with you, we facilitate a review of weekly project status doc-
uments relevant to progress on tasks, problem areas, risks, work to be accomplished, and other topics

necessary for successful and timely delivery of project components.

Other ad-hoc or periodic meetings are scheduled to meet specific communication needs during project
execution activities.

PROJECT QUALITY MANAGEMENT

Your Project Manager, Chet Van Dellen, is responsible for project quality. He is fully supported by an
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experienced team as well as Kalkomey’s executive leaders who dre continuously informed of project
progress and quality. As your Project Manager, Chet’s job is to act promptly to resolve any issues and
manage all aspects of quality delivery.

Quality assurance is developed as part of the Performance Management Plan which includes a detailed
description of the methodologies, tools and procedures in which project progress and performance are
tracked. We adapt our processes, tools and reports to meet your needs and desires for the implemen-
tation and operation of AMS. Quality is planned, monitored and controlled to ensure that the execution
of deliverables (development, testing, training and documentation, etc.) is accurate, timely and meets

stated delivery milestones.

SYSTEM TESTING AND USER ACCEPTANCE

A comprehensive Test Plan, as well as targeted test plans for specific functional releases, are developed
during project planning and execution. Targeted plans include specific testing cases and test results to

provide full documentation of Kalkomey'’s testing and delivery processes.

The software releases are supported by internal Quality Assurance (QA) processes. Each requirement

being developed is tested multiple times at different stages and depths:

= Unit Testing at a code level,

— Functional Testing by the QA Team in relation to NGPC’s requirements,

= Integration Testing to confirm new features work correctly with existing areas of the system,
— Regression Testing to ensure new features do not adversely affect existing functionality, and

= User Acceptance Testing (UAT), which, in collaboration with NGPC, ensures the system
delivers exactly what is required and meets our high standard of quality before deploying

software to production environments.

Working in an Agile approach means the issues found are rectified quickly. The close collaboration be-
tween QA and Development means defects found during testing are fixed within 24 hours. Furthermore,
we believe that working software is the best indicator of project progress, so we deliver a working AMS
environment as edrly as possible and iterate on that platform, adding more and more functionality over

time.

We also believe that a demonstration of each NGPC requirement configured within AMS is one of the
clearest and most concise ways for us to communicate project status and help stakeholders identify
process flow and feature needs. NGPC will be able to use the software to tell us what works as expected

and what needs to be changed.

All of our QA processes are based on industry best practices. Below we describe AMS testing, which will

be adjusted as needed to meet NGPC’s stated requirements.
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TEST APPROACH

Overall testing is completed by several groups at Kalkomey along with NGPC. The Kalkomey groups in-
volved are the Development Team, QA Team and IT Team. Among these groups there are seven distinct

types of testing. Each type of testing serves a specific purpose in the software development lifecycle.

1. Unit Testing is conducted by the software Development Team. This phase of testing ensures the
code written by the team functions as expected - the input and output of the functions execute
correctly. The wider functional impact of the code is not taken into consideration at this stage.

This phase solely focuses on the codes input and outputs.

2. Functional Testing is conducted by the Kalkomey QA Team. This phase ensures that the require-
ments/user stories are being met and that the quality of the system being delivered meets the
documented standards of the QA Manager. Test cases are written to cover each of the require-
ments paths, using personas to ensure that the coverage of the test cases is high enough to

ensure the operational purpose of the system is achieved.

3. Integration Testing is also conducted by the Kalkomey QA Team to ensure that any integration
between systems works as expected. Satellite systems may not have any development ac-
tivity, though the link between systems needs to be tested and the operation between them
verified. An example of this would be delivering the licensing module which communicates with
the certification module. While the licensing system is under development, the communication
between the systems is hecessary to ensure that the certificates are pulled into the licensing

system during a purchase.

4. Regression Testing ensures that the new features being developed have not negatively or
inadvertently impacted the existing business functionality. Regression testing is primarily an
automated phase. Kalkomey has the core regression suite in our code repository, and it is ex-
ecuted on demand and with each deployment of the code to specified environments. Manual

regression testing is also performed by the QA Team before each production release.

5. UAT Testing is conducted by both Kalkomey’s Implementation and Operational Teams and by
NGPC staff. UAT confirms the business functionality needed has been provided. UAT also pro-
vides approval for production implementation. UAT commences at the end of each sprint. When
the Kalkomey QA Team has tested the functionality within the sprint and signed off, the code
will be deployed to the UAT environment. Regular communication will be performed between
Kalkomey and NGPC. Progress, defects, gap analysis and any other relevant topics are discussed
to ensure UAT is completed and sign off will be achieved. The scenarios tested during UAT vary
depending on the functional testing performed during the sprint. These closely follow the user

behaviors within the system rather than validating the specific requirement functionality.
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6. Performance Testing is conducted by the QA Team’s Automation Engineer. Performance testing
determines how the system responds and performs at and above the estimated production
user volume. Additional tests are performed to determine the number of users that can concur-
rently use the system before the response times exceed acceptable levels. The type and magni-

tude of changes introduced determines if performance testing is required.

7. Security Testing is performed by Kalkomey’s IT Team. This phase of testing is performed at the
end of sprint deliveries and is executed within UAT. The IT Team uses industry-standard testing
tools and best practices to ensure the system being delivered is secure and invulnerable to
attack.

ENVIRONMENTS

The AMS application is verified and deployed in multiple environments. All environments are Kalkom-

ey-controlled.

— The Development Environment is the software developers’ local machines. They use local

instances to develop and test their code.

= The QA Environment is the first environment code deployed to be tested. This environment
is accessible to Kalkomey employees on the company network. It does not have customer

data and is used for functional testing as well as the majority of the integration testing.

— The UAT Environment is the first step for application delivery. Code is deployed to this envi-
ronment once QA has approved the quality and functionality of the code developed. This
is always at the end of the sprint. Some integration testing is performed here as well as UAT
testing and performance testing. The UAT Environment replicates the Production Environ-

ment to mimic the scenarios expected in actual production.

= The Production Environment is the final step for application delivery. Approved, tested code
is deployed to the Production Environment in scheduled releases and is ready for NGPC use

pending any necessary configuration of new functionality.
TEST CASES

Functional Test Cases

The Kalkomey QA Team writes test cases for user stories that will be included in the release. A subset of
all of the functional test cases created for the project will be used to establish and maintain the regres-

sion testing suite.

The user story is used to write the test cases after story development for the current release has com-

pleted the requirements and design processes. These test cases are stored in mabl, a web-based,
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automated test management tool used by testers, developers and other stakeholders to manage, track
and organize software testing efforts. Redmine, a project management and issue tracking tool, is used to
map the test scripts to the requirements, ensuring that all requirements have been tested. A user story

may map to more than one test case, although every user story must map to at least one test case.
User Acceptance Test Cases

NGPC ideally uses the tests they create. The test cases for UAT need to take into consideration NGPC
workflows as well as meeting functional requirements. The Kalkomey QA Team assists in test case struc-
ture and format, though the responsibility is on NGPC to create their specific test cases. NGPC is free

to adopt any test cases written by the Kalkomey QA Team, but for newer testers there may be implied

steps which are not specifically detailed in the test cases.
Test Case Reviews

Prior to the beginning of functional testing, test case reviews are held to review the functional and
integration test cases. The mandatory participants at each of the test case review meetings are the
QA Team Lead and Product Team representatives. Meeting results are communicated to the Kalkomey

Project Manager.

The purpose of the test case reviews is to ensure that adequate test coverage is being provided. By re-
viewing each set of test cases, the review members are able to assess the coverage that is provided by

the testing and make any necessary adjustments to test cases prior to beginning of the test phase.

DEFECT MANAGEMENT

All defects found during testing are documented in Redmine, the Kalkomey Agile Software Devel-
opment Tool, as “bug” work items. Problems and issues are prioritized and addressed accord-
ing to priority. The Project Manager is provided with Redmine access to review all open issues
so they may actively participate in the defect/problem prioritization and resolution process.

DEFECT REPORTING
The method for reporting defects is as follows:
1. Identify the Defect
Once an issue is suspected, the requirements are reviewed to ensure the issue is indeed a de-
fect rather than a misunderstanding of the User Story acceptance criteria. The tester will also

document the steps that were performed that revealed the defect.

2. Verify the Defect

When possible, the tester repeats the steps used when first finding the defect to verify it is repro-
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ducible. If the tester is unable to repeat the issue, they note the condition in their daily report.

3. Check for Duplicate Defects

After defect verification, the tester logs into Redmine and reviews the current defect list to en-

sure this defect has not already been identified.

4. Enterthe Defect

After reviewing the current defects to ensure this is not a duplicate entry, the tester enters all

required information into Redmine.

DEFECT SEVERITY

Severity classification of a software error is based on the degree of impact the error has on the op-

eration of the system. The Kalkomey QA Team has identified four levels of defect severity that can be

assigned to a defect report in Redmine.

SEVERITY
Levell
CRITICAL
Level 2
HIGH
Level 3
MEDIUM

Level 4
LOW

DEFECT DESCRIPTION

Critical business functionality defect without a workaround. Testing cannot
continue until error is fixed (showstopper).

Critical business functionality defect, but there is a workaround. Critical
functionality is missing or incorrect.

Non-critical business functionality defect without a workaround. Business
requirement missing or incorrect. Acceptable workaround not available.

Non-critical business functionality defect, but there is a workaround. An adverse
effect has been identified; however, a temporary workaround will be implemented
to allow the system to go live. A risk assessment of the workaround is performed
and documented.

The priority classification of a software error is based on the importance and urgency of resolving the

error. The QA Team has identified four levels of defect priority that can be assigned to a defect reportin

Redmine.
PRIORITY DEFECT DESCRIPTION
Levell . .
Resolve immediately.
IMMEDIATE
Level 2 Resolve as soon as possible in the normal course of development
HIGH activity, before the software is released.
Level 3NORMAL | Resolve after Level 1and 2 defects have been fixed.
Level 4 i . .
G Resolve in a future major system revision or not resolve at all.
AUTOMATION
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The Kalkomey QA Team utilizes a strategy of automating select test cases which passed from the
previous release. This serves as the foundation of the regression testing suite. This suite continues to
grow with each release. Additionally,immediate (hot) fixes may be added to the suite depending on the

change.

The automated regression suite is run after each successful deployment to the QA and UAT Environ-
ments to ensure previous features are still operating as expected. An automated regression suite pro-

vides a consistent, thorough and efficient test of the previous functionality.

A lighter, non-invasive version of the automated regression suite is created for the Production Environ-
ment. The production regression test is a high-level review of the critical features; however, it will not

write, edit or delete any data.

REPORTING

During Functional and User Acceptance Testing, the Kalkomey QA Team provides a written report of their
findings in relation to the performance testing. This report is shared with the Kalkomey Project Team,
Kalkomey Leadership and NGPC.

The Kalkomey IT Team provides a written report of all Security/Penetration Test findings. These findings
are shared with the Kalkomey Project Team, Kalkomey Leadership and NGPC staff. The IT Team creates
a Mitigation and Remediation Plan for their findings that is shared with Kalkomey Leadership and ap-
proved by the project Technology Manager.

RELEASE SIGNOFF

Release signoff is the indication that the new software has met the stated expectations and is ready to

be deployed into the Production Environment.

Software may be released to Production when there are no open, outstanding or unmitigated defects
unless agreed upon by the Kalkomey Product and Project Teams and NGPC. Mitigation plans may in-
clude explicit instructions for workaround solutions, when the issue will be fixed, or the defect may be

deferred to a future scheduled release.

All exceptions where known defects with a severity of Medium or Low are permitted into Production must

be identified on the release signoff form.

Release signoff is obtained from the Kalkomey Project Team and NGPC. Preliminary business signoff is
obtained from the Kalkomey Product Team. In turn, the Product Team may contact key members of the

QA Team; however, only the signature of the Product Team Director is required.

The official release signoff may be in the form of an email or a paper document, depending on NGPC

requirements.
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C. Technical Considerations

Software as a Service (Saas) System Hosting

Your AMS Production systems are hosted in the AWS cloud, specifically the AWS GovCloud region which
enables us to maintain a scalable and secure infrastructure. AWS GovCloud Regions are subject to
FedRAMP High and Moderate baselines, allowing us to host sensitive Controlled Unclassified Information
(cu1) and all types of regulated workloads. In addition, this region meets and/or exceeds the Payment
Card Industry (PCI) Security Standards and ITAR.

Our cloud architecture is designed with the least privilege concept at the forefront, ensuring only those

services that need access to a specified resource have the required permissions.

Utilizing a number of services within the AWS cloud we maintain the security and confidentiality of end
user data. This includes, but is not limited to:

—  Virtual Private Cloud (VPC),

- Elastic Compute Cloud (EC2),

- Relational Database Service (RDS),

- Elastic Load Balancer (ELB),

- Elastic Block Storage (EBS) snapshots, and
= 1AM security groups.

Using these services, we are able to meet our internal, as well as NGPC’s, data protection and integrity
goals. We maintain network isolation between our domains, as each domain is separated into its own
Virtual Private Cloud (VPC) and corresponding CIDR (classlessInter-Domain Routing) block.This minimiz-

es attack vectors and provides for better systems management overall.

Kalkomey uses fully automated system deployment, including data migrations for schema changes. All
environments dre provisioned and configured using automated systems, allowing us to have materially
identical configurations across allenvironments. This automated system s key to supporting Kalkomey’s
Business Continuity and Disaster Recovery plans, as well as allowing us to scale the production environ-
ment at times of high demand.

SERVERS

On the server side, security groups are used to allow the ports required for a specified service to be open
and available. We take this a step further by separating application servers from internet-facing web-
servers. Although they are able to communicate with each other because they are on the same VPC,
they reside on different subnets. The application server subnet has no direct access in or out and must

pass through a Network Address Translation gateway for outbound traffic only. All server data EBS vol-
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umes dre encrypted as well as backed up to further protect the instance.

DATA

Data primarily lives within the RDS instances, making this our top security priority. Amazon RDS provides
availability and durability via automated backups, database snapshots, multi-Availability Zone (AZ) de-
ployments, and automatic host replacement. RDS instances are kept secure with network isolation and
resource-level permissions. All data in RDS is encrypted at rest and in transit to ensure the security of the
data.

SCALABILITY

Every EC2 instance in production resides behind an Amazon Elastic Load Balancer to ensure greater
security and availability. This is true for both DMZ and non-DMZ EC2 instances. Using this design, we are
able to spin up multiple instances of each server and provide high availability by separating them into
different Availability Zones. All ELB traffic is encrypted and instances are configured to accept only the
latestsecurity ciphers, such as ECDHE-RSA-AES128-GCM-SHA256.The ELBs communicate directly with the

EC2instances and Cloudflare to ensure data integrity.

This allows Kalkomey to scale the production environment at times of high demand. While we plan

for anticipated spikes in traffic and provision resources in advance, our Operations team can provide
additional capacity at a moment’s notice without requiring any system downtime. This ability to identify
traffic spikes and increase capacity further supports high-availability goals. Our high availability meets
this requirement through extensive redundancy built into the production system along with the system
configuration, system capacity and change management policies that are in place. Kalkomey also

maintains an extensive, multi-level disaster recovery plan to recover from any level of outage.

All data is backed up and stored in multiple, geographically disparate locations to ensure disaster in one
location does not risk the integrity of the backup in the secondary location. Should any component of

the Kalkomey infrastructure begin to show signs of trouble, the Saa$ operations team may use the most
recent system deployment to provision replacement hardware, deploy components and substitute out

the struggling component.

Kalkomey can scale the production environment at times of high demand. While Kalkomey plans for
anticipated spikes in traffic and provisions resources ahead of time, our Operations team can provide
additional capacity at a moment’s notice without requiring any system downtime. This ability to identify
traffic spikes and increase capacity further supports high-availability and ensures a major traffic spike

does not overload system components and cause the system to become unresponsive.

Each tier of the AMS software architecture is designed for the highest levels of security and multiple
levels of redundancy.Firewalls are used to secure each layer of the application: ensuring only authorized

traffic is permitted between tiers. Two or more servers of each type (application servers, web servers,
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etc.) are used in a load-balanced configuration to ensure no single system failure will hinder system
capabilities. For database services, a live-replicated hot-standby database is maintained at the ready.
In the event of a master database failure, traffic is automatically routed to the hot-standby and servers

continue with sub-minute interruption.

Additionally, all web and application servers are deployed to a second avadilability zone (a second data
center).Inthe event the primary data center experiences a catastrophic failure, all systems will continue

to function normally as load balancing occurs across both data centers.

In the event both Primary and secondary data centers are experiencing an outage, Kalkomey will begin

to execute Business Continuity and Disaster Recovery plans.

Each tier of the AMS software architecture is designed for the highest levels of security and multiple
levels of redundancy.Firewalls are used to secure each layer of the application: ensuring only authorized
traffic is permitted between tiers. Two or more servers of each type (application servers, web servers,
etc.) are used in a load-balanced configuration to ensure no single system failure will hinder system
capabilities. For database services, a live-replicated hot-standby database is maintained at the ready.
In the event of a master database failure, traffic is automatically routed to the hot-standby and servers

continue with sub-minute interruption.

Additionally, all web and application servers are deployed to a second availability zone (a second data
center).Inthe event the primary data center experiences a catastrophic failure, all systems will continue

to function normally as load balancing occurs across both data centers.

In the event both Primary and secondary data centers are experiencing an outage, Kalkomey will begin

to execute Business Continuity and Disaster Recovery plans.

LOAD TESTING

All components of the AMS system are deployed on elastic servers that allow for significant scalability
without changing system architecture. Servers may be resized as demand dictates. Automatic scaling

can also be enabled and to handle real-time changes in system load.

We analyze historical data to determine expected average and peak load requirements and develops
load test scenarios. These load tests are then executed against a non-production instance that is sized

to mirror production.

Load tests verify system design and confirm that adequate resources are available to support the
expected load. Summary reports from the load tests are used to identify possible bottlenecks within the
application. This information is then relayed back to the Kalkomey Product and Development teams

where work items are created to resolve any possible problem areas.

@alkomey” | YAMS 76




‘ v
State of Nebraska RFP 6506 Z1 NEBRASKA

NGPC Statewide Web-Based Permit/Licensing System ~ GAME @ PARKS —

Kalkomey has prepared for and successfully handled significant storefront traffic for Nevada Depart-
ment of Wildlife’s controlled hunt application period. During the Nevada Big Game Draw, AMS infrastruc-
ture regularly supported 80,000 to 160,000 requests per hour and spiked to 600,000 requests per hour
at the application deadline - with no degradation of service or page load speeds. Kalkomey’s scalable
architecture and the use of AWS GovCloud for hosting allows the system to grow well beyond this level

as well.

Our solution sees significant fluctuation in license sale vendor traffic due to a variety of factors. AMS was
battle tested to handle bursts over 1,400 vendors simultaneously logging in and executing a sales flow,
resulting in over 100,000 requests per minute. This equated to roughly 48,500 sales per hour. Kalkomey’s

infrastructure handled the sudden load with zero errors and no impact to page load performance.

The system was stressed even further by sustaining this load for a period of 4 hours, completing over
194,000 sales with no issues. Finally, the application has faced load tests with 6,000 concurrent license

vendors completing sales over the course of an hour with similar error rates.

Transaction Time - Kalkomey seeks to maintain very low response times. In a 3-hour sample
taken for this response, the average server response time for our West server cluster (the pri-
mary availability zone servicing the similar NDOW project) averaged 0.105 seconds per request
at approximately 25,000 requests per hour. The East server cluster (the primary availability zone
for the similar NYSDEC project) averaged 0.118 seconds per request at approximately 60,000

requests per hour.

Kalkomey’s largest single production load hour occurred the evening of the last day of the

application period for Nevada Department of Wildlife’s Big Game Draw in early May 2020.
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The chart above shows server requests and response time for the week leading up to the traffic

peak as the application period ended. AMS managed 600,000 requests that hour, with an aver-
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age web server response time of 0.118 seconds per request.

NETWORK PROTECTION

In addition to AWS we also utilize Cloudflare CDN and other tools in the Cloudflare suite. Cloudflare helps

us increase the availability, reliability and security of user data.

One of the primary tools we utilize within the Cloudflare suite is their Web Application Firewall (WAF). The
Cloudflare WAF is used for both the OWASP ModSecurity Core Rule Set and Cloudflare Rule Set. These rule
sets are focused on a variety of common attack vectors and block nodes that violate the assigned rules.
These rule sets go above and beyond the OWASP top 10 and include a suite of custom rules to protect

end users, including closing unused ports and avoiding well-known ports for database and application

servers.

Another feature, Cloudflare strict SSL checking, ensures the validity of both the source and destination
certificates, preventing a man-in-the-middle attack. This allows the end user to communicate only with
the ELBs previously mentioned and confirms via SSL certificate that the host is who they claim to be.
Browser Integrity Checks evaluate HTTP headers from an end node’s browser for threats. If a threat is

found, a block page will be delivered.

Lastly, we have locked down the minimum allowed TLS Version to 1.2 ensuring only modern cryptograph-

ic cipher suites are used.

ARCHITECTURE

AMS is an N-Tier software suite built using modern, secure web technologies designed for robustness
and high-availability. Each tier of the AMS software architecture is designed for the highest levels of se-

curity and multiple levels of redundancy. A system diagram is included below.
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We use adistributed cloud approach for all system concerns. Firewalls, load-balancers, web servers, ap-
plication servers and database servers are all deployed in a redundant, fail-over capable method in the

Amazon GovCloud to ensure no single unit within the system can cause a single-point-of-failure.

PHYSICAL SECURITY

The AWS GovCloud data center is 24x7x365 facility with physical security features including:

= Bulletproof glass

— Biometric hand scanners

— Controlled man-traps

— Digitally recorded closed circuit video monitoring

From the AWS Overview of Security Processes published in August 2016, Amazon describes their Physical

and Environmental Security approach:

AWS’s data centers are state of the art, utilizing innovative architectural and engineering approach-
es. Amazon has many yeadrs of experience in designing, constructing, and operating large-scale data
centers. This experience has been applied to the AWS platform and infrastructure. AWS data centers are
housed in nondescript facilities. Physical access is strictly controlled both at the perimeter and at build-
ing ingress points by professional security staff utilizing video surveillance, intrusion detection systems,
and other electronic means. Authorized staff must pass two-factor authentication a minimum of two
times to access data center floors. All visitors and contractors are required to present identification and

are signed in and continually escorted by authorized staff.

AWS only provides data center access and information to employees and contractors who have a le-
gitimate business need for such privileges. When an employee no longer has a business need for these
privileges, his or her access isimmediately revoked, even if they continue to be an employee of Amazon
or Amazon Web Services. All physical access to data centers by AWS employees is logged and audited

routinely.

MAINTENANCE

Kalkomey'’s Saas Operations Team and our managed hosting provider are responsible for ensuring and
maintaining adequate network performance. We utilize automated monitoring and performregular sys-
tem and security log reviews. Production systems are monitored 24 hours a day, every day of the year.

This ensuresimmediate response to any production system concerns. System load, network availability,

disk capacity, traffic and error rates are monitored constantly.

To meet our mutual, ongoing commitments throughout the contract, we provide operational upkeep
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of the entire solution, maintain complete up-do-date documentation, and follow structured change

management procedures.

SECURITY

Kalkomey performs regular system security tests and audits to maintain the highest level of system
security and data protection. We maintain Payment Card Industry’s Data Security Standards (PCI-DSS)
and SOC1Type 2 and SOC2 Type 2 compliance programs, which require regular audits of internal busi-
ness practices. We perform security scans of our systems on a monthly basis as part of our ongoing SOC

compliance, ensuring our systems remain secure and protected.

Kalkomey agrees to perform the required annual audits at mutually agreed upon times and to comply

with contract requirements stated above.

PERSONNEL

Kalkomey maintains a physically secure environment and is also diligent about logical security. This

extends to Kalkomey personnel and role-based access as well as system audits.

All Kalkomey employees are background checked and are required to undergo security awareness
training to ensure data protection remains their highest priority. This is in addition to employees under-
going company policy training. All employee machines are encrypted to ensure data is protected from

unauthorized users.

All Kalkomey employees, staff and subcontractors (if any) who have an approved need to access pro-
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tected state data are required to use multi-factor authentication (MFA) to access the system. This is

done using PIN based second factor authentication via separate services possessed by the user.

Kalkomey adheres to the Principle of Least Privilege and uses role-based privileges to limit user access
to only the information the user is authorized to access within AMS to perform their job functions. This

helps to ensure personal information remains private unless being accessed for authorized reasons.

All actions within the AMS system generate audit information. This information is accessible in an audit

log to monitor workforce members’ use of information.

SYSTEM SECURITY AUDITS

Kalkomey performs regular system security audits to ensure the highest level of system security and
data protection is maintained. We will work with you to perform regular audits to ensure compliance
with contractual terms and security requirements. Only members of Kalkomey’s Operations Team are
able to access the production system. All access is via login identifiers unique to each individual. Strong

password policies support preventing a breach of information.

All applications receive regular, timely security patches. Access to all applications is capable only via
encrypted means (HTTPS). Additionally, all data is encrypted in-transit using Secure Socket Layer (SSL)
256-bit encryption and at rest in the system using AES-256-bit encryption to ensure the highest level

of data security is always maintained.

Network infrastructure is regularly scanned and patched to ensure the highest level of security. Strong
authentication measures are used to ensure access to all network infrastructure is limited to authorized
individuals only. Firewalls are used to restrict access both on the Kalkomey office networks and in data
center facilities. Only those persons or systems authorized to access information behind a firewall are

able to do so. Our systems are tested regularly to ensure PCl data security standards are maintained. All
systems are monitored for abnormal events and are regularly scanned to identify possible vulnerabili-

ties or compromised hosts.

All changes to AMS undergo extensive functionality and regression testing to ensure changes have no
negative impact on the system. Changes to production systems occur on a regular, pre-defined sched-
ule during non-peak hours. Emergency changes and security updates are communicated to all neces-
sary parties when occurring outside of the standard maintenance schedule. Data is always encrypted
when not being viewed by an authorized user. All sensitive information is located on networks with sys-

tem access controls to ensure the integrity and security of the data.

Audit logs are maintained and monitored. Unsuccessful security violation attempts number in the thou-
sands. Should we ever experience a successful breach or data loss, we will notify NGPC, provide required

reports and correct the condition.
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PCI AND SOC

Kalkomey maintains Payment Card Industry’s Data Security Standards (PCI-DSS) and sOCI Type 2 and
SOC2 Type 2 compliance programs. These programs require regular audits of internal business practic-
es, and Kalkomey commits to maintaining compliance through the term of the contract. Some vendors
claim PCl and SOC compliance because of certifications earned by their hosting providers or other
technology subcontractors. However, a hosting provider’s security certifications may be insufficient to
prove secure handling of State data. Kalkomey maintains the appropriate internal processes and con-

trols to meet PCl and SOC compliance standards across our entire business.

As part of Kalkomey’s PCl and SOC compliance programs, all employees receive Information Sensitivity
training from KnowBe4, the world’s largest security awareness training organization. Furthermore, em-

ployees are evaluated regularly, especially in the handling of sensitive customer information.

Only a small team of authorized Technology Team administrators are allowed to access any of the
above-mentioned systems. Code changes and deploys are automated so only those authorized can
access protected systems. All critical infrastructure logins require the use of two-factor authentication

for management access.

TOOLS AND PRACTICES

Kalkomey utilizes a number of tools and suites for security testing. The initial tests are performed on the
networking layer utilizing NMAP for confirming security compliance. This is followed with an Attack Mode
scan of a specified domain, using the OWASP Zed Attack Proxy. These tests are run manually to evaluate
a greater attack vector, then reviewed by our internal security. Reports can be generated upon request.
When required, testing of the authentication portal is also performed with both a valid and invalid login,
to ensure authentication is not susceptible to attack. These tests are performed both ad hoc and quar-

terly as part of our internal security and compliance audit.

Forin-depth security scans and yearly audits, we utilize a suite of tools found in the Kali Linux distribution.
This suite of tools is used to test our webservers, database and overall network security vulnerabilities
against Distributed Denial of Service (DDoS), Local File Inclusion (LF1), Path Traversal, SQL Injection (SQLi),
Cross-Site Scripting (XSS) and other system attacks. Intrusion detection is constantly monitored with
unauthorized attempts to access the system immediately reported to Kalkomey’s Technology Team.

Kalkomey will report unauthorized intrusions to you immediately.

We use Brakeman as a static analysis tool, which checks Ruby on Rails applications for security vulner-
abilities within our source code. Every time a developer commits source code, Brakeman automatically

runs and provides the team with a security vulnerability assessment.

We use automated security checks to ensure that any dependencies we have are up-to-date and not
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vulnerable. This automatically sends out alerts via email to the Technology Team when a new issue is
found.

For 3rd party scanning, we use Trustwave for our PCI Network Vulnerability Scan. These scans are per-
formed monthly, and reports are kept indefinitely for compliance and review.

Kalkomey performs security scans of its own systems on a monthly basis as part of our ongoing SOC
compliance, ensuring our systems remain secure and protected. Results of security scans can be pro-
vided to clients upon request.
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D. Detailed Project Work Plan

A detailed project work plan has been uploaded as a PDF document with the File name RFP 6506 Z1
Kalkomey Enterprises LLC File 2 of 9.
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E. Deliverables and Due Dates

Kalkomey has included a draft workplan in Section D. Detailed Project Workplan. In this section,

Kalkomey provides a high-level overview of the project milestones with the requested information

on major tasks and deliverables. All project management plans including deliverable due dates and

milestones will be approved by NGPC. Your project manager, Chet Van Dellen will be your single point

of contact for developing, revising, and tracking project status and issues.

ACTIVITY

DATE

KEY STAFF

Kalkomey PMO and Nebraska Game and Parks Comission Key Deliverables and Project Milestones

Contract Preparation

Contract Notice of Award

Preparation for Kick-Off

Project Initiation

Contract Execution

NGPC Kick-Off Summit

Post Kick-Off Gap Analysis and
System Preparation

Project Planning

System Configuration

Project Manaagement Methodology

(PMM) Plan Documents and
Templates

System Adoption and Change
Mangement

Data Migration

@alkomey” | YAMS

Through 10/30/2021

10/31/2021

1/1/2021-12/03/2021

1/15/2021-1/7/2022

12/1/2021

12/13/2021-12/17/2021

12/20/2021-1/7/2022

12/20-2021-1/7/2022

12/20/2021-1/14/2022

12/27/2021-3/1/2022

117/2022-4/8/2022

1/17/2022-2/11/2022

Kalkomey Project Management
office (PMO)

Kalkomey PMO

Kalkomey PMO, Engineering Team
(Dev), Product Manager

Kalkomey PMO, Engineering Team
(Dev), Product Manager, NGPC

Kalkomey PMO, Saas Ops, Product
Manager

Kalkomey PMO, Trainer, Product
Manager, Marketing, UX

Kalkomey PMO, Saas Ops

Kalkomey PMO

Kalkomey PMO, Trainer, Product
Manager, Marketing and UX Teams

Kalkomey Engineering Team, Data
Analyst, SaaS Ops
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ACTIVITY

Project Execution, Monitoring, and
Control

Data Migration

AMS UAT Open to NGPC
Data Migrated for Go-Live

System Configuration and Delivery
(sprints)

NGPC System Development and
Configuration Complete

User Acceptance Testing (UAT)
UAT Complete

System Documentation
Development and User Training

Training Complete

System Adoption and Change
Management

Change Management Complete

All Project Implementation
Deliverables Accepted

Production Deployment - Go Live!

Go-Live Go/ No-Go Decision

NGPC Statewide Web-Based
Permit/Licensing System Live!
(Implementation Complete)

Operational Support [ Maintenance
(ongoing)

@alkomey” | YAMS

DATE

1/10/2022-11/21/2022

2/14/2022-11/18/2022

2/28/2022

1/18/2022

1/10/2022-8/15/2022

8/15/2022

5/23/2022-10/3/2022

10/3/2022
8/15/2022-11/18/2022
1/18/2022
4/m/2022-11/18/2022
11/18/2022

1/21/2022

8/1/2022-1/2/2023

1/23/2022

12/2/2022

12/5/2022-1/2/2023

‘
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KEY STAFF

Kalkomey PMO, Saa$S Ops, Customer
Success, Product Manager,
Marketing and UX Teams

Kalkomey PMO, Trainer, Product
Manager, Marketing, and UX Team

Kalkomey PMO, Saas Ops, Product
Manager, Engineering Team,

NGPC, Saa$s Ops
Kalkomey Saas Ops, PMO, NGPC

Kalkomey PMO, Saa$ Ops, Customer
Success, Marketing and UX Teams

Kalkomey Saa$S Ops, PMO,
Engineering Team, NGPC

Kalkomey PMO, NGPC

Kalkomey Operations Team, Client
Success Team
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TECHNICAL RESPONSE APPENDIX

Detailed Project Plan - Separate Upload

Uploaded as file RFP 6506 Z1 Kalkomey Enterprises LLC Detailed File 2 of 9

New York State Licensing System Vendor Guide - Separate Upload

Uploaded as file RFP 6506 Z1 Kalkomey Enterprises LLC File 3 of 9
Attachment A — Functional Requirements Traceability Matrix
Uploaded as file RFP 6506 Z1 Kalkomey Enterprises LLC File 4 of 9

Attachment B — Technical Requirements Traceability Matrix

Uploaded as file RFP 6506 Z1 Kalkomey Enterprises LLC File 5 of 9

Attachment C - Financial Requirements Traceability Matrix

Uploaded as file RFP 6506 Z1 Kalkomey Enterprises LLC File 6 of 9

Clarification of Cost Proposal

Uploaded as file RFP 6506 Z1 Kalkomey Enterprises LLC File 7 of 9

Attachment D - Cost Proposal

Uploaded as file RFP 6506 Z1 Kalkomey Enterprises LLC File 8 of 9

Attachment E - Billable Items

Uploaded as file RFP 6506 Z1 Kalkomey Enterprises LLC File 9 of 9
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Security Attachments

Per Kalkomey’s response in FIN-017 of Attachment C, RTM we have included the following documents in

this Technical Proposal as Security Appendix:

Attestation of Compliance (AOC)
PCI-DSS Data Flow Diagram
Vulnerability Scan

Incident Response Plan

Kalkomey Security Policy
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- Security -
Standards Council

Payment Card Industry (PCI)
Data Security Standard

Attestation of Compliance for
Self-Assessment Questionnaire A-EP

For use with PCI DSS Version 3.2.1
July 2018
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Section 1: Assessment Information

Instructions for Submission

This document must be completed as a declaration of the resuits of the merchant's self-assessment with the Payment Card
Industry Data Security Standard Requirements and Security Assessment Procedures (PCI DSS). Complete all sections: The
merchant is responsible for ensuring that each section is completed by the relevant parties, as applicable. Contact acquirer
{merchant bank) or the payment brands to determine reporting and submission procedures.

Part 1. Merchant and Qualified Security Assessor Information

Part 1a. Merchant Organization Information

Company Name: ,r KALKOMEY ENTERPRISES INC [KALKOMEY ENTERPRISES
DBA(s): INC, KALKOMEY
. ENTERPRISES-CAD,
| SAFETY COURSES])

Contact Name: Kevin Clark Title: [
Telephone: | 214-351-0461 E-mall: kclark@kakomey.com
Business Address: 14086 PROTON RD City: ' DALLAS
State/Province: Texas Country:  US Zip: | 75244
URL:

mmmmmmmam

Company Name: [ This is a self-assessment completed using tools provided by SecureTrust, Inc.
Lead QSA Contact Name: Tite: |

; Telephone: E-mail: [

—Bums—lr;ess Address: City:

—StatelPrmdnce: Country: Zip: |
URL:
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Part 2. Executive Summary
Part 2a. Type of merchant business (check all that apply)
O Retader O Telecommunication [0 Grocery and Supemmarkets
O petroleum B e-Commerce O wMailTelephone-Order
& Others (please specify): Other
What types of payment channels does your business serve? | Which payment channels are covered by this SAQ?
[0 Mail orderitelephone order (MOTO) [0 Mail orderitelephone order (MOTO)
B e-Commerce B e-Ccommerce
[0 cCard-present (face-to-face) [0 Card-present (face-to-face)

Note: If your organization has a payment channel or process that is not covered by this SAQ, consult your acquirer or
payment brand about validation for other channels.

Part 2b. Description of Payment Card Business
How and In what capacity does your business store, procass | Merchant is e-commerce but does store, process, or
and/or transmit cardholder data? transmit cardholder dala

Part 2¢. Locations

List types of faciliies and a summary of locations included in the PCI DSS review (for example, retall outlets, corporate
offices, data centers, call centers, etc.)

Type of facility Location(s) of facility (city, country)
Primary Address DALLAS, US
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Part 2d. Payment Application
Does the organization use one or more Payment Applications? Oves ENo
Provide the following information regarding the Payment Applications your organization usas:

Payment Application Name | Version | Application | Is application PA- | PA-DSS Listing Expiry
Number Vendor DSS Listed? date (i applicable)

OvYes ONo
O ves [ONo
OYes ONo
Ovyes OnNo
Oves ONo
OYes [No
OvYes ONo
O vYes [No

Part 2e. Description of Environment

Provide a highJevel description of the environment covered by this All payments transacted through e-

assessment. commerce site via 3rd parly payment
For example: gateway. No physical card devices.

« Connections Into and out of the cardholder data environment (CDE).
« Critical system components within the CDE, such as POS devices,
databases, web servers, elc., and any other necessary payment
components, as applicable. 2
Does your business use network segmentation to affact the scope of your PCI DSS O Yes O no
environment?
(Refer to *Network Segmentation” section of PCI DSS for guidance on network
segmentstion)
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Part 2f. Third-Party Service Providers

Does your company use a Qualified Integrator & Reseller (QIR)?

.DYes

i Yes

Name of QIR Company:

QIR Individual Name:

Description of services provided by QIR:

Does your company share cardholder data with any third-party service providers (for
example, Qualified Integrator & Resellers (QIR), gateways, payment processors, payment
service providers (PSP), web-hosting companies, airline booking agents, loyalty program

& ves

agents, etc.)?

¥Yes

Name of service provider: Description of services provided:
Cybersource PAYMENT_PROCESSING
Cybersource MOTO

AMAZON PROCESSING WEB_SITE_HOSTING

Note: Requirement 12.8 applies to all entities in this Nst.

@alkomey” | YAMS

93



- .
| State of Nebraska RFP 6506 Z1 NEBRASKA

NGPC Statewide Web-Based Permit/Licensing System ~ GAME @ PARKS —

Part 2g. Eligibility to complete SAQ A-EP

Merchant certifies eligibility to complete this shortened version of the Self-Assessment Questionnaire because, for this
payment channel:

B |Merchant accepts only e-commerce transactions;

B |All processing of cardholder data, with the exception of the payment page, is entirely outsourced to a PCI DSS
validated third-party payment processor;

B |Merchant's e-commerce website does not receive cardholder data but controts how consumers, o their cardholder
data, are redirected to a PCI DSS valldated third-party payment processor,;

B |if merchant website is hosted by a third-party provider, the provider is validated to all applicable PCI DSS requirements
{e.g.. Including PCI| DSS Appendix A If the provider Is a shared hosting provider);

B |Each element of the payment page(s) deliverad to the consumer's browser originates from either the merchant's
website or a PC| DSS compliant service provider(s);

B |Merchant does not electronically store, process, or transmit any cardholder data on merchant systems or premises, but
rebes entirely on a third party(s) to handle all these functions;

B |Merchant has confirmed that all third party{s) handling storage, processing, andlor transmission of cardholder data are
PCI DSS compliant; and

= Any cardholder data the merchant retains is on paper (for example, printed reports or receipts), and these documents
are not recelved electronically.
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Section 2: Self-Assessment Questionnaire A-EP

This Attestation of Compliance reflects the results of a self-assessment, which Is documented In an accompanying SAQ.

The assessment documented in this attestation and in the SAQ was | 2021-03-11 03:34 PM CST
completed on: ;
Have compensating controls been usad to meet urement inthe |
P g any req O Yes %) No

SAQ?
Were any requirements in the SAQ Identified as being not applicable ‘.

y req ng ppl O Yes =B No
(N/A)? .
Were an ulrements In the SAQ unable to be met due to a | 7

Yy req legal O Yes =B No
constraint?
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Section 3: Validation and Attestation Details

Part 3. PCI DSS Validation
This AOC is based on results noted in SAQ A-EP (Section 2), dated 2021-03-11 03:34 PM CST.

Based on the results documented In the SAQ A-EP noted above, the signatories identified In Parts 3b-3d, as applicable,
assert(s) the following compliance status for the entity identified in Part 2 of this document: (check one):

BJ Compliant All sections of the PCI DSS SAQ are complete, and all questions answered affimnatively, resulting in an
overall COMPLIANT rating; theraby KALKOMEY ENTERPRISES INC has demonstrated full compliance with the PCI
DSS.

[ |Non-Compliant: Not all sections of the PCI DSS SAQ are complete, or not all questions are answered affirmatively,
resulting in an overal NON-COMPLIANT rating, thereby KALKOMEY ENTERPRISES INC has not demonstrated full
compliance with the PCI DSS.

Target Date for Compliance:

An entity submitting this form with a status of Non-Compliant may be required to complete the Action Plan in Part 4 of
this document. Check with your acquirer or the payment brand(s) before completing Part 4.

[0 |Compiant but with legal exception: One or more requirements are markad *No" due to a legal restriction that prevents
the requirement from being met. This option requires additional review from acquirer or payment brand.

if checked, complete the following:

Affected Requirement Details of how legal consiraint prevents requirement being met
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Part 3a. Acknowledgement of Status

Signatory(s) confirms:
(Check all that apply)

PCI DSS Self-Assessment Questionaire A-EP Version v3.2.7 Rev. 1.0, was completed according to the instructions
therein.

All information within the above-referenced SAQ and in this attestation fairly represents the results of my assessment in
all material respects.

| have confirmed with my payment application vendor that my payment system does not store sensitive authentication
data after authorization.

| have read the PCI DSS and | recognize that | must maintain full PC| DSS compliance as applicable to my
environment, at all times.

f my environment changes, | recognize | must reassess my environment and implement any additional PCI DSS
requirements that apply.

No evidence of full track data', CAV2, CVC2, CID, or CVV2 data’, or PIN data’ storage after transaction authorization
was found on ANY system reviewed during this assessment.

ASV scans are being completed by the PCI SSC Approved Scanning Vendor (SecureTrust, Inc) .

Oata encoded in the magnetic stnpe of equivalent data on a chip used for authorization dunng a card-present transaction. Entitles may
not ratan ful track data after transaction authorization, The only elements of track data that may ba retained are primary account
number (PAN), expiration date, and cardholder name.

The three- or four-digit value printed by the signature pansl or on the face of & payment card used to varity card-not-prasent
transactions.

Parsonal Identfication number enterad by cardholder durng a card-prasent transaction, andlor encrypted PIN block present within the
transaction message.
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Part 3b. Merchant Attestation

This SAQ was electronically signed by Kevin Clark, Chief Technology Officer, KALKOMEY ENTERPRISES INC, on 2021-
03-11 03:34 PM CST

Signature of Merchant Executive Officert | Date:2021-03-11 03:34 PM CST
Merchant Executive Officer Name: Kevin Clark Title: Chief Technology Officer

M&_MMWMW@W)

If a QSA was Involved or assisted with this
assessment, describe the role performed:

Signature of Duly Authonzed Officer of QSA Company 1 [ Date:

_DulyAuv)onzed Officer Name: QSA Company:

Part 3d. Intemal Security Assessor (ISA) Involvement (¥ applicable)

If an 1SA(s) was involved or assisted with this
assessment, l[dentify the ISA personnel and
describe the role performad:

@alkomey” | YAMS 98




State of Nebraska RFP

6506 Z1

NGPC Statewide Web-Based Permit/Licensing System

@ s

‘

Part 4. Action Plan for Non-Compiiant Requirements

Select the appropriate response for "Compiant to PCI DSS Requirements® for each requirement. If you answer *No" to any
of the requirements, you may be required to provide the date your Company expects to be compliant with the requirement
and a brief description of the actions being taken to meet the requirement.

.
NEBRASKA

— GAME PARKS —

Check with your acquirer or the payment brand(s) before completing Part 4
Compliance Status | Remediation Date
Requi ¢ Description of Requi ¢ YES NO (If “NO" selected for
any Requirement)
i Install and maintain a firewall configuration to protect = O
cardholder data
2 Do not use vendor-supplied defaults for system = O
|passwords and other security parameters
3 Protect stored cardholder data ® O
p Encrypt transmission of cardholder data across open, = O
Jpublic networks
c Protect all systems against malware and regularly = O
update antl-virus software or programs
Develop and maintain secure systems and = O
6
—y3ppACANONS
y Restrict access to cardholder data by business need = O
10 know
8 Identify and authenticate access to system = O
COMpOonents
9 Restrict physical access to cardholder data ® O
%0 Track and monitor all access to network resources and B O
cardholder data
11 Regularly test security systems and processes ® O
12 Maintain a polcy that addresses information security = O
for all personnel
A2 Additional PCI DSS Requirements for Entities using = O
SSL/early TLS for Card-Present POS POI Terminal
Connections

"n
Wl
A

mastercand

VISA
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PCI-DSS DATA FLOW DIAGRAM
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VULNERABILITY SCAN

IPlease find Kalkomey’s most recent Vulnerability Scan.

PCI DSS
Certificate of Compiiance D277-04F2-4A16-A026

Securelrust

Self-Assessment Questionnaire

Status: PASS 2021-03-11 15:34:07, valid through 2022-03-11
Version: SAQA-EP 321
Attested By:  Kevin Clark, Chief Technology Officer

Vulnerability Scan

Status: [ ASS 2021-06-12 00:48:08, valid through 2021-08-12
Scan Vendor (ASV): SecureTrust

Awarded To: KALKOMEY ENTERPRISES INC

Client Authorization: Kevin Coner

Sin Nams Frinl Harse

This skgred contnct ai HALSOME'Y ENTERFRISES NG agrees o the accerasy of all informanion provisied within SecereTrust POI Marager

To makriain complance. e abave named chent relarred o belos s "CLIENT™) must be awars of and sabdole againsi ks individeal readsements os
wat by e Fayment Card Indusiry Security Siandands Caundl and the peymeni cand brands. For inifrmaiion on reguiremesis. plesee visit smaw.
s I 1N Btkn, CLIEMT must consnunlly danify ard pravids o So0umeT sl INGImaion sganing BTy naw Srsien thal s,
POCe. OF Framn s, 10 I wape of This cartfcens is valid Iough e
WP rTin dd wated shove R 8 CUENT'S sole reaporel Bty (o achieve ond maltlain complancs i the ard Macsnlion sscury ey remants and
airiain valkiaion on g lesst 3 quarey baels. SecunsTrus] makes N0 MEpRasENtation of WFFINLY 38 10 whelher CLIENT'S Systoms ave seene Pom
ailer an ikl or s mal Rk or whethe cantholrer data 18 a sk of being This Basng o
uwerThed Infoamation eawibad by CUENT B i8.for the sole purposs of kenifying abesatian 1ar compliancs by CLIENT and cannot be ussd S any
et pLIEs wihauk e 4 priss eeifs caneeni of SecureTrusts lagal counssl

Pariciparing ope, Wisa® In., American Exprossd. Dissover® Flnandial Sordces, JCB Go., Lad
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INCIDENT RESPONSE PLAN

This document discusses the steps takenin response to a suspected or confirmed intrusion, process fail-
ure or data loss incident. In this document the term Incident is used for various adverse system actions
including those listed above. When in doubt, follow this plan until one of the people listed in step one

determines that we no longer need to follow this plan.

Immediately upon determining that an incident is underway or may have taken place:

NOTIFICATION

e The personwho discovers the incident will notify their line-manager and ensure that atleast one

of the following members of the escalation team have been contacted:

*  Michael Criswell
Principal Systems Engineer (214) 991-4070

* Kevin Clark
Chief Technology Officer (214) 676-3428

e Jason Alexander
Chief Executive Officer (972) 639-7356

+  Kalkomey Helpdesk (844) 525-5603
* The following information will be logged by the escalation team:
* The name of the person reporting the incident.
* Time of the notification.
* Contactinformation about the caller.
* The nature of the incident.
*  What equipment or persons were involved?
* Location of equipment or persons involved.
* How the incident was detected.
*  When the event was first noticed that supported the idea that the incident occurred.

¢ The escalation team member who receives the call (or discovered the incident) will refer to the
company contact list for management personnel to be contacted and the escalation team list
to contact those designated on the list using both email and phone messages while being sure

other appropriate and backup personnel and designhated managers are contacted.
* The staff member will investigate the incident and add the following information if applicable:
* Isthe equipment affected business critical?

*  Whatis the severity of the potential impact?
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* Name of system being targeted, along with operating system, IP address, and location.
* IP address and any information about the origin of the attack.

* Contacted members of the response team will meet or discuss the situation over the telephone

and determine a response strategy and assess the following information at a minimum:
* Istheincident real or perceived?
* Istheincident stillin progress?
*  What data or property is threatened and how critical is it?

*  Whatistheimpact on the business should the attack succeed? Minimal, serious, or criti-

cal?

*  What system or systems are targeted, where are they located physically and on the

network?
* Istheincidentinside the trusted network?
* Istheresponse urgent?
* Can theincident be quickly contained?
e Will the response alert the attacker and do we care?
*  What type of incident is this? Example: virus, worm, intrusion, abuse, damage.

* Anincident ticket will be created. The incident will be categorized into the highest applicable

level of one of the following categories:
e  Critical — A disruption of production systems or ability to provide contracted services.

* High- Athreat to computer systems without a workaround but noimmediate disruption

of service.

*  Normal - A system bug or issue with a workaround that should be addressed as priori-

tized by the business.

* Escalation team will determine impact and exposure to Customers and put together and exe-

cute communication plan for affected Customers.

* If a procedure for this type of incident does not already exist, the team will document what was

done and later establish a procedure for this type of incident.

e Team members will use forensic techniques, including reviewing system logs, looking for gaps
in logs, reviewing intrusion detection logs, and interviewing witnesses and the incident victim to

determine how the incident was caused.

e Team members will recommend changes to prevent the occurrence from happening again or

infecting other systems.
* Upon management approval, the changes will be implemented.

+ Team members will restore the affected system(s) to the uninfected state. They may do any or
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more of the following:

Re-install the affected system(s) from scratch and restore data from backups if necessary. Pre-

serve evidence before doing this.

Make users change passwords if passwords may have been compromised. o Be sure the system

has been hardened by turning off or uninstalling unused services.
Be sure the system is fully patched.
Be sure real time virus protection and intrusion detection is running.

Be sure the system is logging the correct events and to the proper level.

DOCUMENTATION — THE FOLLOWING SHALL BE DOCUMENTED:

How the incident was discovered.
The category of the incident.
How the incident occurred, whether through emaiil, firewall, etc.

Where the attack came from, such as IP addresses and other related information about the

attacker.

What the response plan was.

What was done in response?

Whether the response was effective.

Evidence Preservation—make copies of logs, email, and other communication.
Notify proper external agencies.

Assess damage and cost—assess the damage to the organization and estimate both the dam-

age cost and the cost of the containment efforts.

Review response and update policies—plan and take preventative steps so the intrusion can’t

happen again.
Consider whether an additional policy could have prevented the intrusion.

Consider whether a procedure or policy was not followed which allowed the intrusion, and then

consider what could be changed to ensure that the procedure or policy is followed in the future.

Was the incident response appropriate? How could it be improved? o Was every appropriate

party informed in a timely manner?

Were the incident-response procedures detailed and did they cover the entire situation? How

can they be improved?

Have changes been made to prevent a re-infection? Have all systems been patched, systems

locked down, passwords changed, anti-virus updated, email policies set, etc.?
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* Have changes been made to prevent a new and similar infection?
* Should any security policies be updated?

*  Whatlessons have been learned from this experience?

@Lalkomey” | YAMS 105




‘ v
State of Nebraska RFP 6506 Z1 NEBRASKA

NGPC Statewide Web-Based Permit/Licensing System ~ GAME @ PARKS —

INFORMATION SECURITY POLICY

Please find Kalkomey’s Information Security Policy.
Kalkomey Enterprises Security and IT Policy

OBJECTIVE

Kalkomey Enterprises, LLC (“KE”) recognizes the need for strong security measures in this electronic age
where new security risks develop daily. KE has a strong commitment to protecting our customers’ infor-
mation; and since KE transacts a substantial portion of our business via the Internet, and in accordance
with Payment Card Industry (PCI) standards, we have adopted this security policy to be a guiding doc-
ument in our business. KE desires to not only protect sensitive cardholder data, but also to protect any

personal data that could be used to harm any KE customer.

Technology is only one part of the security equation. All technology is ultimately controlled by humans.
This document addresses risks caused by human behavior as well as technology risks. Allemployees
are encouraged to remind themselves continually that irresponsible actions can pose a security risk to

KE as well as our customers.

KE recognizes that no system can be completely 100% secure, so we also have developed anincident re-
sponse plan in the unfortunate event that any KE system is compromised. It is our sincere hope to never
have to use this portion of the KE Security Policy, but it is vital that we give our customers the protection
that they deserve.

This document is to be a living document, reviewed and updated continually to address the ev-
er-changing world of Information Technology, security threats that are discovered daily, and any re-
quirementsimposed by those with authority to enforce compliance. KE desires toimplement continually
the latest methods, systems, and components to address any changes and risks in the most cost-effec-

tive manner while being as user-friendly as possible for employees and customers.
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1. BASIC INFORMATION

Kalkomey Enterprises has designated Kevin Clark and Michael Criswell as being in charge of network
and data security. Kevin or Michael are to be your first point of contact regarding any issue dealing
with the security of any KE network. In the event of a security breach or a critical incident, either can be

reached via cell phone. If either cannot be reached, Jason Alexander is the third point of contact.

Kevin cell: 214-676-3428
Michael Cell: 214-991-4070
Jason Cell: 972-639-7356

In the following pages, the terms KE Management, IT Management, IT Staff and Customer Service are
used in lieu of proper names. Below are the names of employees currently included when the above

terms are used:

* KEManagement—Jason Alexander
* IT Management—Kevin Clark, Michael Criswell
* IT Staff—Amechi Amanugi, Jerimiah Guillot, Karen Leyva

e Customer Service—Laura Wejrowski, Elizabeth Hinds

KE’s IT Management and Staff are responsible for the management of all internal network components.

2. POLICY: DOMAIN USER ACCOUNTS AND COMPUTER USE

PCISAQ8.1,8.2,8.4,8.5,8.7,8.8

OBJECTIVE

To establish guidelines for managing users on the KE network

POLICY

User access or accounts will be assigned as needed by IT Management with KE Management approvall

for: new employees, contractors, vendors, and guests. Accounts will be managed as follows.

* Creating New Accounts

* Alluser accounts are accessible only with a username and password. (see the User-

names and Passwords Policy for more detail.)

* Accounts for guests, vendors, and contractors will be enabled only during the scope of

the work being done.
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e Group accounts are not allowed on the KE Network.

* Access will be granted only to those portions of the network that are essential for the job

to be performed.

* New users must acknowledge that they have read and will adhere to KE Security Policies

and Procedures.
* Closing or Disabling Accounts

e Accounts set up for contractors, guests, and vendors will have passwords changed and

be disabled at the end of their work period.

e Accounts of employees will have passwords changed and be disabled at the end of the

employee’s last day of work.
*  Former employee and contractor accounts will be deleted after 90 days.
* Reviewing and Maintaining Accounts
e Allaccounts are subject to the Usernames and Passwords Policy.
* Areview of all accounts and their necessity will be performed quarterly by IT Staff.
*  Providing Network Access to a Guest/Vendor/Contractor

* Noone other than KE employees or contractors with a user account may use any KE

computer without the consent of KE Management or IT Management.
*  Permission must be obtained each time access is desired.
« Thisincludes family, friends, and vendors.

* If permission is granted, a KE employee must be present while the computer is being

used.

e Guests with their own laptop may access KE's guest wireless network which will allow
them access to the Internet only. Access to the internal network will be granted via a

VPN connection if need is determined.

3. POLICY: USERNAMES AND PASSWORDS

PCISAQ2.2,23,8.1,8.2,8.3,8.4,8.8,8.9,8.10, 8.1],

OBJECTIVE

To protect company systems and customer data from unauthorized access

POLICIES

Computers and Network Accounts
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KE requires that you enter a log-in password each time you attempt to use any computer connected to

a KE network. The specific requirements are below:

*  There will be no shared user accounts or passwords.
* Usernames consist of your first initial and last name, e.g., bsmith.

* The default password for all new employees will be supplied by IT Management and is required

to be changed when you first logon.
+ A password must be seven (7) or more characters long.

*  Apassword must contain at least one character from three of the following four classes: upper-

case letters, lowercase letters, numbers, and symbols (|@#$%A&*(), etc).
* Passwords must be changed every 90 days, and you will be prompted to do so automatically.

Four(4) prior passwords will be remembered by the server, and those passwords will be unavail-

able to use when selecting a new password.

* Ifanincorrect password is entered five (5) times, your account will be locked out for 30 minutes

or until unlocked. (A member of the IT Staff must unlock a disabled account.)
*  Passwords should not be shared with anyone.

* If asessionisidle for more than 15 minutes, you must re-enter your password to reactivate the

session.

»  Guests, vendors, and/or contractors will be assigned an account at the discretion of KEManage-
ment and IT Management, at which time the provided temporary password must be replaced

when you first log on with a password meeting the above stated criteria.

Peripherals

Certain peripheral devices also can access the KE network. These peripherals include, but are not lim-
ited to, firewalls, Intrusion Detection Systems, WAPs, printers, and routers. KE requires that the following

rules be applied to peripheral devices that connect to any KE network.

e Alldevices must have their vendor default usernames and passwords changed.
* Alldevices dare required to have a password but not necessarily a username.
¢ Passwords must have at least seven (7) characters.

e Ifthe peripheral allows, passwords must contain at least one of each of the four following class-

es: uppercase letters, lowercase letters, numbers, and symbols (!@#$%/\&*O, etc).

* Ifthe option is present, password fields will be rendered unreadable at entry
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Password Storage

KE realizes that some passwords shouldn’t be changed regularly and that multiple people will need ac-

cess to the passwords on occasion. In this regard, the following rules shall apply.

* Network computer logins are not to be stored or shared.

* Any password that needs to be shared will be given to IT Management or a member of KE Man-

agement to be stored in encrypted vaults.

* Access to these passwords is available only via IT Management or KE Management.

Password Reset

If you forget your password, or believe that it has been stolen or used without your consent, IT Manage-

ment can reset you user password and require that you change it the next time you log on.
Password Revocation

When an employee or contractor ceases working for KE, his/her password will be changed immediately

and the account disabled.

4. POLICY: REMOTE ACCESS AND VPN USAGE

PCISAQ18,4.1,4.2,5.1,81,8.2,8.7

OBJECTIVE

To ensure all remote connections to Kalkomey Enterprises (KE) networks are secure to protect sensitive
data

POLICY

Remote connections to a KE network will be allowed only on an as-needed basis. The preferred con-
nection method is via KE's VPN. Other connection-type requests will be considered and approved by IT

Management and/or KE Management on a case-by-case basis.

All non-employee connections must be approved by KE Management. Once approved, IT Management
will enable the proper account for access into the network. These users will be assigned a temporary

login at that time.

Any connection to a KE network must adhere to the following rules.
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1. Any remote connection to KE networks is to be used solely for business purposes.

2. Connections to the Windows network can only be via https or VPN. Connections to the Linux

development environment may be either http, https, or SSH.
3. VPN connections will be made only with Cisco VPN connection software.

4. Any Windows computer connecting to a KE network must be running antivirus software with up-

to-date virus definitions and auto-protect enabled.

5. Any computer connecting to a KE network also must be running Windows firewall, or another

approved software firewall program.

6. When you are connecting to the KE network via VPN with personal equipment, your equipment
will be considered an extension of the KE network. As such, the equipment is subject to the same
rules and regulations that apply KE-owned equipment such that the machines must be config-

ured to comply with KE security policies.

5. POLICY: DOWNLOADING/INSTALLING SOFTWARE
OBJECTIVE

To protect KE computers from malicious, pirated, or dysfunctional software

POLICY

Anyone desiring to download and install any software from the Internet or install any other software
program must get approval from IT Management first. ITManagement may choose to download/install
and test the software before giving approval. All software must be legal and all licenses up-to-date

before it can be installed.

IT Staff must be notified of the installation of any programs to a company owned computer.

6. POLICY: CARDHOLDER DATA HANDLING AND STORAGE

PCISAQ3.1-6,4.1-5,7.1,9.4,9.5,9.6, 9.7

OBJECTIVE

To limit access to KE customer’s credit card information by laying out the guidelines for the handling and

storage of cardholder data

POLICIES
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Cardholder Data Storage Policy
ANYONE HANDLING CREDIT CARD TRANSACTIONS OR DATA MUST ADHERE TO THE FOLLOWING RULES.

e THEONLY DATA TO BE COLLECTED FOR CREDIT CARD TRANSACTIONS ARE: NAME OF USER, NAME ON
CARD, ADDRESS, CARD NUMBER AND EXPIRATION DATE.

* ALLPRINTED OR WRITTEN CREDIT CARD NUMBERS ARE TO BE:
e STORED IN ALOCKED DRAWER AND...
e  SHREDDED AFTER USE OR AFTER 90 DAYS, WHICHEVER IS SOONER.

¢ HARDDISKS THAT CONTAIN STUDENT DATA AND ARENO LONGER USED MUST BE DESTROYED SECURELY
BEFORE DISPOSAL.

Credit Card Information
THE SPECIFIC REQUIREMENTS FOR HANDLING CREDIT CARD INFORMATION ARE BELOW.

+  ONLY THE LAST FOUR (4) DIGITS OF A CREDIT CARD NUMBER ARE VISIBLE ON ANY KE OR ANY OTHER
CUSTOMER SERVICE APPLICATION.

¢ KEEMPLOYEES ARE NEVER TO READ CREDIT CARD NUMBERS OVER THE PHONE. IF A CARD NUMBER
NEEDS TO BE VERIFIED, THE CUSTOMER MUST READ THE NUMBER ON THEIR CARD AND KE CUSTOMER
SERVICE WILL VERIFY OR RE-ENTER THE NUMBER.

* ANY CARDHOLDER INFORMATION SENT VIA THE INTERNET MUST BE ENCRYPTED.

* NOSCREEN SHOTS OF CUSTOMER DATA SHOWING CREDIT CARD NUMBERS MAY BE TAKEN OR STORED.

7. POLICY: TRANSMISSION OF CARDHOLDER DATA

PCISAQ4.1-5

OBJECTIVE:

To protect all customer credit card information during transmission over public networks.

POLICY:

This policy is to protect our customers in the event that any public transmission of card holder data is

intercepted. As such, the following requirements must be met.

* Customer credit card data may be sent over secured transmission channels only.
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e Alltransmission of credit card numbers via e-mail is prohibited unless approved by KE or IT Man-

agement.

*  Any transmission of credit card numbers via FTP, e-mail, or the Internet must be encrypted.
Members of KE Management, IT Staff and Customer Service are the only persons who should
have need of, access to, or reason to transmit credit card numbers. Each of these groups has

access to software allowing for encryption and secure transmission.

8. POLICY: FIREWALL SYSTEMS

PCISAQ11,13,14,1.7,1.8,1.9

OBJECTIVE

To protect KE Systems, company data, and customer information from malicious attack, unintentional

modification, or other damage or theft

POLICIES

Firewall Systems Overview

KE utilizes firewall systems to restrict and monitor connections to company systems, company data, and
customer information. Hardware firewall systems are positioned at key data entry points for the each KE
location. Laptop and remote computers must utilize a software firewall when not connected directly to

the company networks.

Co-Managed Location (Web Servers)

Amazon AWS, KE's web host, uses firewadlls to protect data stored temporarily on their servers.
Traffic

KE firewalls are monitored by the IT Department on a daily basis. Firewall access rules are in place to

limit the traffic that is permitted to pass through the firewall. Below are the allowed incoming protocols.

1. Any:Allows traffic to pass to and from VPN clients

2. HTTP/HTTPS: Allows web access to certain development servers for release testing

Changes

Any changes to be made to any firewall system must be approved by IT Management or KE Manage-
ment. If time permits, changes will be discussed with our network and/or security consulting firms. Any
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change is to be tested immediately to determine any unexpected consequences. An e-mail will go out

to all those who might possibly be affected by the change to be made.

Any changes are recorded with the following information: date, authorized by, who actually made the

changes and the changes made.
Review and Revision

Firewall policies will be reviewed quarterly and recorded.

9. POLICY: ANTIVIRUS SOFTWARE

PCISAQ18

OBJECTIVE

To protect KE company systems, company data, and customer data from being damaged or lost due to

a computer virus infection and to ensure that productivity is not negatively affected by such a virus

POLICY

Company computers must be protected by antivirus software at all times. Antivirus software will be

installed on all laptops, workstations, and servers prior to the computer being placed into service.

Auto-Protect functions within the antivirus software will be enabled to protect individual clients. The au-
to-protect functions will include scanning e-mails as they are sent and received as well as canning files

as they are accessed. An automatic scheduled scan will be run on each client every week.

Other antivirus software may be used on computers in employee’s homes that are used to access the

network, provided the virus definition files are kept up-to-date and auto-protect is enabled.

10. POLICY: APPLICATION DEVELOPMENT

PCISAQ6.1-8

OBJECTIVE

To ensure proper security policies and procedures are observed during application development of

applications that handle and store cardholder data.

POLICY

In addition to the specific policies outlined here and in other KE security policies, developers are expect-

ed to adhere to industry best practices and PCI Data Security Standards.
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e General
* Alldevelopment and testing machines are to be kept up-to-date with vendor patches.
* Testing databases and production databases are to be stored on separate machines.
*  Program Modification

*  Any modification to KE software must be approved by KE Management before being
developed.

* Allchanges approved and developed will be tested by Development Staff before being

put into production.

*  Program modification will be documented and filed with Development Staff before be-

ing implemented.

* Allweb application software must be tested for vulnerabilities before being deployed.

11. POLICY: BACKUPS

PCISAQ9.5,9.6

OBJECTIVE

To outline the steps for proper backup and storage of KE data

POLICIES

Data Backup Procedure

* Internal server backup is to be performed using VEEAM software.

* Allinternal KE data is backed up to a local storage device and then copied to AWS secure stor-

age.
* Back-up testing is to be performed at least once a quarter.
* Changes to the back-up procedure must be approved by KE Management or IT Management.

e Production cloud servers are backed up daily with some servers being imaged daily depending
on whether or not they store data. (ie app servers are backed up, database servers are backed
up and imaged)

12. POLICY: ELECTRONIC ASSET USAGE
OBJECTIVE

To ensure the proper use of the Internet and to make users aware of what KE deems as acceptable and
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unacceptable use.

POLICIES

Overview

KE reserves the right to amend this policy at its discretion. If there is evidence that a user is not adher-
ing to the guidelines in this policy, KE reserves the right to take disciplinary action, including termination
and/or legal action. E-mail addresses are assigned to all employees and in-house contractors working
for KE. This e-mail address and the e-mail systems, which include, but are not limited to, Outlook, and
Exchange as well as KE’s Internet connection, are intended for KE business use, and users are obliged to

use them in a responsible, effective, and lawful manner.
E-mail and Internet Guidelines

The following guidelines have been established for using the Internet and e-mail in an appropriate, ethi-
cal, and professional manner. Bear in mind that although e-mail may seem less formal than other forms
of communication, it still should be used with the same regard given to written communications. Also,

you should be aware of the potential legal risks and obligations of e-mail and Internet usage. There may

be legal risks associated with not following some of the guidelines below.

* KEInternet and e-mail access may not be used for the transmitting, retrieving, or storing of
any communications of a defamatory, discriminatory, or harassing nature or of any materials
that are obscene or X-rated. No messages with derogatory or inflammatory remarks about an
individual'srace, age, disability, religion, national origin, physical attributes, or sexual preference

shall be transmitted. Harassment of any kind is prohibited.

* Disparaging, abusive, profane, or offensive language; materials that would reflect adversely
or negatively upon KE or be contrary to KE's best interests; and any illegal activities — including
piracy, cracking, extortion, blackmail, copyright infringement, and unauthorized access to any

computers on the Internet or e-mail — are forbidden.

* Copyrighted materials belonging to entities other than KE may not be transmitted by employees
on KE's network. All employees obtdining access to another company’s or individual’'s materials
must respect all copyrights and may not copy, retrieve, modify, or forward copyrighted mate-
rials, except with permission or as a single copy to reference only. If you find something on the
Internet that may be interesting to others, do not copy it to a network drive. Instead, give the URL
(uniform resource locator or “address”) to the person who may be interested in the information

and have that person look at it on his/her own.

*  You may hot use the system in a way that disrupts its use by others. This includes sending or

receiving many large files, and “spamming” (sending e-mail messages to thousands of users).
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* Thelnternet s full of useful programs that can be downloaded, but some of them may contain
computer viruses that can extensively damage our computers. Be sure to virus-check down-
loaded files immediately. Instructions on how to check for viruses are available through the IT
Staff. Also, many browser add-on packages (called “plug-ins”) are available to download. There
is no guarantee that such plug-ins will be compatible with other programs on the KE network

and they may cause problems; therefore, please refrain from downloading such plug-ins.

* You are responsible for the content of all text, audio, orimages that you place or send over KE's
Internet and e-mail system. No e-maiil or other electronic communications may be sent which
hides the identity of the sender or represents the sender as someone else. Also, be aware that

KE’s name is attached to all messages, so use discretion in formulating messages.

* E-mail is not guaranteed to be private or confidential. All electronic communications are KE
property. Therefore, KE reserves the right to examine, monitor, and regulate e-mail messages,
directories, and files, as well as Internet usage. Also, the Internet is not secure so don’t assume

that others cannot read or possibly alter your messages.

* Internal and external e-mail messages are considered business records and may be subject to
discovery in the event of litigation. Be aware of this possibility when sending e-mail within and
outside of KE.

Personal Use

Although the e-mail account assigned to you by KE and KE’s Internet connection are intended for busi-
ness use, KE allows reasonable personal use if you adhere to certain guidelines. However, there should
be no expectation of privacy in anything that you create, store, send, receive, or sites you visit while using
a KE computer. External accounts such as Gmail, Hotmail, or Yahoo are encouraged; but they should be

used minimally during business hours. Other guidelines also apply.

*  Personal e-mail and Internet usage shall not interfere with work.
e Personal e-mail messages should be kept to a minimum and separate from business e-maiil.

e All e-mail coming from within KE using a xxxx-ed.com or Kalkomey.com e-mail address are the
property of KE.

* KEreserves the right to monitor e-mail and Internet usage and content. For this reason, if you
must convey private or very personal information over e-mail, it is recommended that you use

an external e-mail account.

E-mail Usage Guidelines

The following guidelines have been established for Internet and e-mail usage.
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* If you need animmediate answer, do not rely on e-mail. Use the phone or go directly to the per-
son’s office or work station. (Do not depend on an e-mail reply to be within four (4) hours inter-
nally and one (1) business day externally.)

* Do not forward chain letters or virus hoaxes. If you receive an e-mail from someone about a
virus threat, contact IT Staff and let them deal with notification and determining if the threat is

real.

* Neverreply to spam. If the level of spam you are receiving grows, alert IT Staff so that it can be

addressed at the server level.

*  When registering or purchasing online, opt out of any e-mail newsletters or “special” e-maiil

offerings if possible.

* Beextremely careful in using the auto-fill capabilities of your e-mail client when typing in e-mail
addresses. DOUBLE CHECK THE ADDRESSES BEFORE SENDING ANY SENSITIVE MATERIAL.

* If you need to send someone inside the office a document, do not attach the document to an
e-madil. Instead, send the link to where it can be located on a server. This will cut down on stor-

age space.

Customer Data

Transmission of customer data, specifically concerning a customer’s credit card information and SSN, is

outlined in KE's Transmission of Cardholder Data Policy.
E-mail Signature and Disclaimer

All newly created e-mail messages and replies should contain a signature. The following are examples
of how they should appear. If you have any problems setting up signatures, please contact the IT Staff
for help.

John Doe

Customer Service (title if appropriate)

214-351-0461(or your personal extension or 800-830-2268)
you@kalkomey.com

@ alkomey”

Kalkomey Enterprises, LLC
http://www.kalkomey.com

For replies, a shorter version can be used:
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John Doe

Customer Service (title if appropriate)

214-351-0461 (or your personal extension or 800-830-2268)
Kalkomey Enterprises, LLC

The following disclaimer will be attached at the server for e-mail leaving the KE computer system:

“This e-mail and any attached files are confidential and intended solely for the individual(s) or
entities to who they are addressed. If you receive this e-mail in error, please notify the sender
and permanently delete this e-mail. Please note that any views or opinions presented in this
e-mail are solely those of the author and do not necessarily represent those of the company.
Finally, the recipient should check this e-mail and any attachments for viruses. The company

accepts no liability for any damage caused by a virus transmitted by this e-mail.”
E-mail Retention

Our mail server has a limit on space, so please use discretion when keeping e-mails. You should go
through their e-mail folders monthly and delete any unnecessary e-mail. If the amount of e-maiil be-
comes unmanageable, contact IT Staff for help in archiving the e-mail. Do not forget to go through the

SENT items folder also.

13. BUILDING SECURITY
OBJECTIVE

To ensure the building remains secure at all time.

POLICIES

All company employees will receive a door access badge which provides access through the North and

South primary doors, as well as access through the north man door accessible via the back, parking lot.
These employees will have access to the building during normal operating hours: 6AM-10PM.

Employees with approved business need will be given an alarm code to access the building outside of

normal operating hours.

All building guests (vendors, visitors, etc.) must be recorded in the visitor log book at the receptionists
desk.
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14. POLICY: MISCELLANEOUS
OBJECTIVE

To address issues that do not necessarily fit a category above.

POLICIES

File Saving

All company files are to be stored on a server. In addition to folders designated by your supervisor for
storing your work files, KE provides a folder for storing information that belongs only to the individual.
Access to this folder is prohibited except by the owner and IT Staff. The path to the personal folderis: \ \
KE2\ USERS \ <first name>

+ If youlogon to a Windows machine, this folder is accessible as the z:\ drive.

* Ifyoulogon to a Mac, the USERS folder is mounted on the desktop, and you will have to browse to
your personal folder.

We do not back up any individual computers, only servers. If a workstation goes down for any reason the

files onit cannot be recovered. Therefore, it isimperative that any work-related file be saved to a server.
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DETAILED PROJECT PLAN

Est.
Sort WBS # Title Start Date End Date Hrs. |Resource Type
1 1|Contract Preparation 10/31/2021 12/3/2021 group
2 1.1| Contract Notice of Award 10/31/2021 KE Implementation milestone
3 1.2| Preparation for Kickoff 11/1/2021 12/3/2021 subgroup
4 1.2.1 Deploy Contract Environments (Production/UAT) 11/1/2021 11/12/2021 80|KE Engineering/DevOps |task
5 1.2.2 Preliminary System Configuration 11/15/2021 12/3/2021 subgroup
6 1.2.2.1 Internet Sales Site Content and Branding 11/15/2021 11/15/2021 8|KE Implementation task
7 1.2.2.2 Contract-Level Configuration 11/16/2021 11/19/2021 subgroup
8 1.2.2.2.1 General Contract Settings 11/16/2021 11/16/2021 8|KE Implementation task
9 1.2.2.2.2 Customer Model - Details and Identifiers 11/17/2021 11/17/2021 8|KE Implementation task
10 1.2.2.2.3 License Agent Model - Details, Users, and Accounting 11/17/2021 11/17/2021 8|KE Implementation task
11 1.2.2.2.4 Orders/Voids/Reversals/Invalidation Behavior 11/18/2021 11/18/2021 8|KE Implementation task
12 1.2.2.2.5 Suspensions/Eligibilities 11/18/2021 11/18/2021 8|KE Implementation task
13 1.2.2.2.6 HIP and Harvest Surveys 11/19/2021 11/19/2021 8|KE Implementation task
14 1.2.2.2.7 Residency Model and Proofs 11/19/2021 11/19/2021 8|KE Implementation task
15 1.2.2.3 License/Permit Configuration 11/22/2021 11/26/2021 subgroup
16 1.2.2.3.1 Preliminary License Catalog 11/22/2021 11/22/2021 8|KE Implementation task
17 1.2.2.3.2 Pricing 11/23/2021 11/23/2021 8|KE Implementation task
18 1.2.2.3.3 License Years and Seasons 11/24/2021 11/24/2021 8|KE Implementation task
19 1.2.2.34 Print Documents 11/24/2021 11/24/2021 8|KE Implementation task
20 1.2.2.3.5 Business Rules 11/25/2021 11/25/2021 8|KE Implementation task
21 1.2.2.3.6 License Agent Assignments 11/26/2021 11/26/2021 8|KE Implementation task
22 1.2.2.3.7 Product Questions 11/26/2021 11/26/2021 8|KE Implementation task
23 1.2.2.4 Big Game Draw Hunt Configuration 11/29/2021 12/3/2021 subgroup
Application Hunt Modules
24 1.2.2.4.1|(species/class/season/weapon) 11/29/2021 11/29/2021 8|KE Implementation task
25 1.2.2.4.2 Preliminary Application Product Catalog 11/30/2021 11/30/2021 8|KE Implementation task
26 1.2.2.4.3 Application Hunt Choices 11/30/2021 11/30/2021 8|KE Implementation task
27 1.2.2.4.4 License Years 12/1/2021 12/1/2021 8|KE Implementation task
28 1.2.2.4.5 Quotas 12/1/2021 12/1/2021 8|KE Implementation task
29 1.2.2.4.6 Pricing 12/2/2021 12/2/2021 8|KE Implementation task
30 1.2.2.4.7 Business Rules 12/2/2021 12/2/2021 8|KE Implementation task
31 1.2.2.4.8 Special Provisions 12/3/2021 12/3/2021 8|KE Implementation task
32 1.2.2.4.9 Bonus/Preference Points 12/3/2021 12/3/2021 8|KE Implementation task
33 1.2.2.4.10 Draw Execution 12/3/2021 12/3/2021 8|KE Implementation task
34 2 |Project Initiation 11/15/2021 1/7/2022 group
35 2.1| Contract Execution 12/1/2021 KE Implementation milestone
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Est.
Sort WBS # Title Start Date End Date Hrs. |Resource Type
36 2.2| Kick-Off Summit Preparation 11/15/2021 12/10/2021 subgroup
37 2.2.1 Configuration Review 12/6/2021 12/10/2021 subgroup
38 2211 Review AMS Administration Interfaces 12/6/2021 12/7/2021 16|KE Implementation task
39 2.2.1.2 Review AMS Vendor Interfaces 12/7/2021 12/8/2021 16 |KE Implementation task
40 2213 Review AMS Storefront Interfaces 12/8/2021 12/9/2021 16|KE Implementation task
41 2.2.1.4 Finalize Configurations and Environments 12/10/2021 12/10/2021 8|KE Implementation task
42 2.2.2 Prepare Initial Gap Identification 11/15/2021 11/26/2021 80 |KE Project Mgmt Ofc task
43 2.2.3 Prepare Kick-Off Agenda 11/29/2021 12/3/2021 40 |KE Project Mgmt Ofc task
44 224 Preliminary Contact List and Communication Plan 12/6/2021 12/9/2021 32 |KE Project Mgmt Ofc task
KE Deliverable: Kick Off Summit Agenda, Contact list, Roles
45 2.2.5|and Responsibilities, Preliminary Communication Plan 12/10/2021 KE Implementation milestone
46 2.3| NGPC Kick-Off Summit 12/13/2021 12/17/2021 subgroup
Introductions, Roles and Responsibilities, Communication
a7 2.3.1|Plan 12/13/2021 12/13/2021 8|KE Project Mgmt Ofc task
48 2.3.2 Project Management and Deliverables 12/13/2021 12/13/2021 8|KE Project Mgmt Ofc task
Agency Calendar and Milestones (seasons, commission
49 2.3.3| meetings, events, outreach) 12/13/2021 12/13/2021 8|Joint KE/NGPC task
50 2.3.4 System Demonstration 12/13/2021 12/13/2021 8|KE Implementation task
User Personas (customers, permitting agents, NGPC staff -
51 2.3.5|licensing/fiscal/wildlife/R3/I&E/LE) 12/14/2021 12/14/2021 8|Joint KE/NGPC task
52 2.3.6 Data Transfer Plan 12/14/2021 12/14/2021 8|KE Project Mgmt Ofc task
53 2.3.7 Risk Management, Risk Register, and Risk Matrix 12/14/2021 12/14/2021 8|KE Project Mgmt Ofc task
54 2.3.8 Workflow Analysis and Gap Identification 12/14/2021 12/15/2021 subgroup
55 2.3.8.1 Product Catalog - Licensing 12/14/2021 12/14/2021 8|Joint KE/NGPC task
56 2.3.8.2 Product Catalog - Draw Hunt Applications 12/14/2021 12/14/2021 8|Joint KE/NGPC task
57 2.3.8.3 Business Rules/Regulations 12/14/2021 12/14/2021 8|Joint KE/NGPC task
58 2.3.8.4 Print Documents 12/14/2021 12/14/2021 8|Joint KE/NGPC task
59 2.3.8.5 Draw Execution/Bonus and Preference Points 12/15/2021 12/15/2021 8|Joint KE/NGPC task
60 2.3.8.6 Transaction Behavior (sales/reversals/voids/invalidations) 12/15/2021 12/15/2021 8|Joint KE/NGPC task
61 2.3.8.7 Accounting/Cash Drawer Management 12/15/2021 12/15/2021 8|Joint KE/NGPC task
62 2.3.8.8 Internet Sales Interface 12/15/2021 12/15/2021 8|Joint KE/NGPC task
63 2.3.8.9 Vendor Sales Interface 12/15/2021 12/15/2021 8|Joint KE/NGPC task
64 2.3.8.10 Data Integrations (inbound/outbound) 12/15/2021 12/15/2021 8|Joint KE/NGPC task
65 2.3.8.11 Reporting 12/15/2021 12/15/2021 8|Joint KE/NGPC task
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Sort WBS # Title Start Date End Date Hrs. |Resource Type
NGPC Deliverable: Contact List, Roles and Responsibilities,
66 2.3.9|Database Backup 12/17/2021 KE Implementation milestone
KE Deliverable: Meeting Minutes, Analysis and Gap
67 2.3.10|Identification, Project Calendar 12/17/2021 KE Implementation milestone
68 2.4| Post Kick-Off Gap Analysis and System Preparation 12/20/2021 1/7/2022 subgroup
69 2.4.1 Story Writing and Prioritization 12/27/2021 1/7/2022 subgroup
70 241.1 Internet Sales Content, Branding, and Workflows 12/27/2021 12/27/2021 8|KE Project Mgmt Ofc task
71 2.4.1.2 Vendor Sales Workflows 12/28/2021 12/28/2021 8|KE Project Mgmt Ofc task
72 2.41.3 Sales Taxes, Accounting, and Cash Drawer Management 12/28/2021 12/28/2021 8|KE Project Mgmt Ofc task
73 24.14 Business Rules (suspensions, prerequisites, eligibilities) 12/29/2021 12/29/2021 8|KE Project Mgmt Ofc task
74 2415 Print Documents (permits, maps, and park passes) 12/29/2021 12/29/2021 8|KE Project Mgmt Ofc task
75 2.4.1.6 Inventory Management 12/30/2021 12/30/2021 8|KE Project Mgmt Ofc task
76 2.4.1.7 Subscriptions 12/30/2021 12/30/2021 8|KE Project Mgmt Ofc task
77 2.4.1.8 Draw Hunt Application Workflows 12/31/2021 12/31/2021 8|KE Project Mgmt Ofc task
78 2.4.1.9 Draw Hunt Execution and Bonus/Preference Points 12/31/2021 12/31/2021 8|KE Project Mgmt Ofc task
79 2.4.1.10 HIP and Harvest Reporting 1/3/2022 1/3/2022 8|KE Project Mgmt Ofc task
80 2.41.11 Business and Sales Reports 1/4/2022 1/4/2022 8|KE Project Mgmt Ofc task
81 2.4.1.12 Inbound Data Integrations 1/5/2022 1/5/2022 8|KE Project Mgmt Ofc task
82 2.4.1.13 Outbound Data Integrations 1/5/2022 1/5/2022 8|KE Project Mgmt Ofc task
83 2.4.1.14 Law Enforcement Ofcr App 1/6/2022 1/6/2022 8|KE Project Mgmt Ofc task
84 2.4.1.15 AMS Mobile App 1/7/2022 1/7/2022 8|KE Project Mgmt Ofc task
85 2.4.2 Data Migration Initiation 12/20/2021 1/7/2022 subgroup
86 2421 Legacy Database Evaluation 12/20/2021 12/24/2021 40|KE Engineering/DevOps |task
87 2.4.2.2 Restore Data to Secure Environment 12/27/2021 1/7/2022 80|KE Engineering/DevOps |task
88 3|Project Planning 12/20/2021 4/8/2022 group
89 3.1| System Configurations 12/20/2021 1/14/2022 subgroup
90 3.1.1 Identify Configuration Gaps 12/20/2021 12/24/2021 40 |KE Implementation task
91 3.1.2 Gather Necessary Agency Information 12/27/2021 1/14/2022| 120|KE Implementation task
Project Management Methodology (PMM) Plan Documents
92 3.2|and Templates 12/27/2021 3/1/2022 subgroup
93 3.2.1 Project Management Plan 1/17/2022 1/28/2022 subgroup
94 3.21.1 Project Charter 1/17/2022 1/17/2022 8|KE Project Mgmt Ofc task
95 3.2.1.2 Project Plan Review and Update 1/17/2022 1/19/2022 24|KE Project Mgmt Ofc task
96 3.2.1.3 Org Chart and Responsibility Statements 1/20/2022 1/20/2022 8|KE Project Mgmt Ofc task
97 3.2.1.4 Communication Plan 1/20/2022 1/21/2022 16 |KE Project Mgmt Ofc task
98 3.2.1.5 Meeting Agenda, Notes, and Action Item Templates 1/21/2022 1/21/2022 8|KE Project Mgmt Ofc task
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Status Report Template (issues log, progress reports,
99 3.2.1.6|burndown) 1/21/2022 1/21/2022 8|KE Project Mgmt Ofc task
100 3.21.7 Risk Management Plan 1/24/2022 1/25/2022 16 |KE Project Mgmt Ofc task
101 3.2.1.8 Change Management Plan 1/26/2022 1/27/2022 16 |KE Project Mgmt Ofc task
102 3.2.1.9 Quality Assurance Plan 1/28/2022 1/28/2022 8|KE Project Mgmt Ofc task
103 3.2.2 Test Plan 1/31/2022 2/4/2022 40 |KE Project Mgmt Ofc task
104 3.2.3 Training Plan 1/31/2022 2/4/2022 40 |KE Training task
105 3.2.4 Help Desk Support Plan 1/31/2022 2/4/2022 40 |KE Training task
106 3.2.5 Performance Management Plan 2/7/2022 2/11/2022 subgroup
107 3.2.5.1 System Maintenance Plan 2/7/2022 2/8/2022 16 |KE Project Mgmt Ofc task
108 3.2.5.2 Application Modification and Upgrade Procedures 2/9/2022 2/10/2022 16 |KE Project Mgmt Ofc task
109 3.2.5.3 Disaster Recovery Plan 2/11/2022 2/11/2022 8|KE Project Mgmt Ofc task
110 3.2.6 Preliminary Data Migration Plan 12/27/2021 1/7/2022 80 |KE Engineering/DevOps |task
111 3.2.7 System Security Plan 1/10/2022 1/14/2022 40 |KE Engineering/DevOps |task
112 3.2.8 System Designh Documentation 1/17/2022 1/28/2022 80|KE Engineering/DevOps |task
113 3.2.9 Database Design Documentation 1/31/2022 2/11/2022 80|KE Engineering/DevOps |task
114 3.2.10 KE Deliverable: PMM Plans, Documents, and Templates 2/15/2022 Joint KE/NGPC milestone
115 3.2.11 NGPC PMM Plans, Documents, and Templates Review 2/16/2022 2/28/2022 72|NGPC task
116 3.2.12 PMM Plans, Documents, and Templates Approved 3/1/2022 KE Implementation milestone
117 3.3| System Adoption and Change Management 1/17/2022 4/8/2022 subgroup
118 3.3.1 Review Current Customer Workflows 1/17/2022 3/11/2022 320|KE Project Mgmt Ofc task
119 3.3.2 Identify Changes in Workflows, UX, and Expectations 3/14/2022 3/25/2022 80 |KE Project Mgmt Ofc task
120 3.3.3 Create Mission Statements 3/28/2022 4/1/2022 40|KE Project Mgmt Ofc task
121 3.3.4 Identify Key Performance Indicators 4/4/2022 4/8/2022 40 |KE Project Mgmt Ofc task
122 3.4| Data Migration 1/17/2022 2/11/2022 subgroup
123 3.4.1| Joint Data Mapping 1/17/2022 2/4/2022 subgroup
124 3.4.1.1 Field and Relationship Mapping 1/17/2022 1/28/2022 80 |Joint KE/NGPC task
125 34.1.2 Identify Data Model Gaps 1/31/2022 2/1/2022 16 |KE Engineering/DevOps |task
126 3.4.13 Identify Data Quality Gaps 2/2/2022 2/4/2022 24|KE Engineering/DevOps |task
127 3.4.2 Data Conversion Plan 2/7/2022 2/11/2022 40 |KE Engineering/DevOps |task
128 4|Project Execution, Monitoring, and Control 1/10/2022 11/21/2022 group
129 4.1| Data Migration 2/14/2022 11/18/2022 subgroup
130 41.1 Transform Iteration 1 - Customers and Vendors 2/14/2022 2/25/2022 subgroup
131 41.1.1 Initiation - Define Data Iteration Goals 2/14/2022 2/14/2022 8|KE Engineering/DevOps |task
132 41.1.2 Planning - Goal Review 2/14/2022 2/14/2022 8|KE Engineering/DevOps |task
133 4113 Execution 2/15/2022 2/24/2022 subgroup
RFP 6506 Z1 Statewide Web-Based Permit/Licensing System KALKOMEY ENTERPRISES, LLC | PAGE 4



DETAILED PROJECT PLAN

Est.
Sort WBS # Title Start Date End Date Hrs. |Resource Type
134 4.11.3.1 Identify - In-Depth Analysis Relevant to Iteration Goals 2/15/2022 2/24/2022 64 |KE Engineering/DevOps |task
Transform/Merge - Script Development, Outlier and
135 4.1.1.3.2 |Exception Reporting 2/15/2022 2/24/2022 64 |KE Engineering/DevOps |task
136 4.1.133 Import - Migration Script Execution 2/15/2022 2/24/2022 64 |KE Engineering/DevOps |task
Monitor - Migration Reporting, Transformation Matrix
137 4.1.1.4|(successes/failures/outliers) 2/15/2022 2/25/2022 72|KE Engineering/DevOps |task
Control - Migration Performance Assessment,
138 4.1.1.5|Recommendations, and Risk Review 2/15/2022 2/25/2022 72|KE Engineering/DevOps |task
Closure - AMS Demo with Migrated Data, Iteration
139 4.1.1.6|Retrospective 2/25/2022 2/25/2022 8|Joint KE/NGPC task
140 4.1.2 AMS UAT Open to NGPC 2/28/2022 KE Implementation milestone
Transform Iteration 2 - Licenses/Permits and Purchase
141 4.1.3|History 2/28/2022 3/11/2022 subgroup
142 41.3.1 Initiation - Define Data Iteration Goals 2/28/2022 2/28/2022 8|KE Engineering/DevOps |task
143 4.1.3.2 Planning - Goal Review 2/28/2022 2/28/2022 8|KE Engineering/DevOps |task
144 4133 Execution 3/1/2022 3/10/2022 subgroup
145 4.13.3.1 Identify - In-Depth Analysis Relevant to Iteration Goals 3/1/2022 3/10/2022 64 |KE Engineering/DevOps |task
Transform/Merge - Script Development, Outlier and
146 4.1.3.3.2 |Exception Reporting 3/1/2022 3/10/2022 64 |KE Engineering/DevOps |task
147 4.1.3.3.3 Import - Migration Script Execution 3/1/2022 3/10/2022 64|KE Engineering/DevOps |task
Monitor - Migration Reporting, Transformation Matrix
148 4.1.3.4|(successes/failures/outliers) 3/1/2022 3/11/2022 72|KE Engineering/DevOps |task
Control - Migration Performance Assessment,
149 4.1.3.5|Recommendations, and Risk Review 3/1/2022 3/11/2022 72|KE Engineering/DevOps |task
Closure - AMS Demo with Migrated Data, Iteration
150 4.1.3.6|Retrospective 3/11/2022 3/11/2022 8|Joint KE/NGPC task
Transform Iteration 3 - Draw Applications and Results
151 4.1.4|History 3/14/2022 3/25/2022 subgroup
152 4141 Initiation - Define Data Iteration Goals 3/14/2022 3/14/2022 8|KE Engineering/DevOps |task
153 4.1.4.2 Planning - Goal Review 3/14/2022 3/14/2022 8|KE Engineering/DevOps |task
154 4143 Execution 3/15/2022 3/24/2022 subgroup
155 4.14.3.1 Identify - In-Depth Analysis Relevant to Iteration Goals 3/15/2022 3/24/2022 64 |KE Engineering/DevOps |task
Transform/Merge - Script Development, Outlier and
156 4.1.4.3.2 |Exception Reporting 3/15/2022 3/24/2022 64 |KE Engineering/DevOps |task
157 4.14.3.3 Import - Migration Script Execution 3/15/2022 3/24/2022 64 |KE Engineering/DevOps |task
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Monitor - Migration Reporting, Transformation Matrix
158 4.1.4.4|(successes/failures/outliers) 3/15/2022 3/25/2022 72 |KE Engineering/DevOps |task
Control - Migration Performance Assessment,
159 4.1.4.5|Recommendations, and Risk Review 3/15/2022 3/25/2022 72 |KE Engineering/DevOps |task
Closure - AMS Demo with Migrated Data, Iteration
160 4.1.4.6|Retrospective 3/25/2022 3/25/2022 8|Joint KE/NGPC task
161 4.1.5| Transform Iteration 4 - Inventory & Ancillary Data 3/28/2022 4/8/2022 subgroup
162 4.1.5.1 Initiation - Define Data Iteration Goals 3/28/2022 3/28/2022 8|KE Engineering/DevOps |task
163 4.1.5.2 Planning - Goal Review 3/28/2022 3/28/2022 8|KE Engineering/DevOps |task
164 4.1.5.3 Execution 3/29/2022 4/7/2022 subgroup
165 4.15.3.1 Identify - In-Depth Analysis Relevant to Iteration Goals 3/29/2022 4/7/2022 64 |KE Engineering/DevOps |task
Transform/Merge - Script Development, Outlier and
166 4.1.5.3.2 |Exception Reporting 3/29/2022 4/7/2022 64 |KE Engineering/DevOps |task
167 4.15.3.3 Import - Migration Script Execution 3/29/2022 4/7/2022 64|KE Engineering/DevOps |task
Monitor - Migration Reporting, Transformation Matrix
168 4.1.5.4|(successes/failures/outliers) 3/29/2022 4/8/2022 72|KE Engineering/DevOps |task
Control - Migration Performance Assessment,
169 4.1.5.5|Recommendations, and Risk Review 3/29/2022 4/8/2022 72|KE Engineering/DevOps |task
Closure - AMS Demo with Migrated Data, Iteration
170 4.1.5.6|Retrospective 4/8/2022 4/8/2022 8|Joint KE/NGPC task
171 4.1.6 Transform Iteration 5 - Outliers and Clean-Up 4/11/2022 4/22/2022 subgroup
172 4.1.6.1 Initiation - Define Data Iteration Goals 4/11/2022 4/11/2022 8|KE Engineering/DevOps |task
173 4.1.6.2 Planning - Goal Review 4/11/2022 4/11/2022 8|KE Engineering/DevOps |task
174 4.1.6.3 Execution 4/12/2022 4/21/2022 subgroup
175 41.63.1 Identify - In-Depth Analysis Relevant to Iteration Goals 4/12/2022 4/21/2022 64|KE Engineering/DevOps |task
Transform/Merge - Script Development, Outlier and
176 4.1.6.3.2 |Exception Reporting 4/12/2022 4/21/2022 64 |KE Engineering/DevOps |task
177 4.1.6.3.3 Import - Migration Script Execution 4/12/2022 4/21/2022 64 |KE Engineering/DevOps |task
Monitor - Migration Reporting, Transformation Matrix
178 4.1.6.4|(successes/failures/outliers) 4/12/2022 4/22/2022 72 |KE Engineering/DevOps |task
Control - Migration Performance Assessment,
179 4.1.6.5|Recommendations, and Risk Review 4/12/2022 4/22/2022 72 |KE Engineering/DevOps |task
Closure - AMS Demo with Migrated Data, Iteration
180 4.1.6.6|Retrospective 4/22/2022 4/22/2022 8|Joint KE/NGPC task
181 4.1.7 Go-Live Iteration - Database Deltas 10/31/2022 11/17/2022 subgroup
182 4171 Initiation - Define Data Iteration Goals 10/31/2022 10/31/2022 8|KE Engineering/DevOps |task
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183 4.1.7.2 Planning - Goal Review 10/31/2022 10/31/2022 8|KE Engineering/DevOps |task
184 4.1.7.3 Execution 11/1/2022 11/10/2022 subgroup
185 4.1.7.3.1 Identify - In-Depth Analysis Relevant to Iteration Goals 11/1/2022 11/10/2022 64 |KE Engineering/DevOps |task
Transform/Merge - Script Development, Outlier and
186 4.1.7.3.2 |Exception Reporting 11/1/2022 11/10/2022 64 |KE Engineering/DevOps |task
187 4.1.733 Import - Migration Script Execution 11/1/2022 11/10/2022 64 |KE Engineering/DevOps |task
Monitor - Migration Reporting, Transformation Matrix
188 4.1.7.4|(successes/failures/outliers) 11/1/2022 11/11/2022 72|KE Engineering/DevOps |task
Control - Migration Performance Assessment,
189 4.1.7.5|Recommendations, and Risk Review 11/1/2022 11/11/2022 72|KE Engineering/DevOps |task
190 4.1.7.6 Closure - AMS Demo with Migrated Data, NGPC Sign-off 11/14/2022 11/17/2022 32|Joint KE/NGPC task
191 4.1.8 Data Migrated for Go-Live 11/18/2022 KE Implementation milestone
192 4.2| System Configuration and Delivery (Sprints) 1/10/2022 8/15/2022 subgroup
193 42.1 Sprint 1 - Product Catalog 1/10/2022 2/25/2022 subgroup
194 42.1.1 Initiation - Story Prep and Prioritization 1/10/2022 1/21/2022 80 |KE Project Mgmt Ofc task
195 42.1.2 Planning - Backlog Grooming and Status Meetings 1/24/2022 1/24/2022 8|KE Project Mgmt Ofc task
Execution - Feature Development, Configuration, and Unit
196 4.2.1.3|Testing 1/25/2022 2/3/2022 64|KE Engineering/DevOps |task
197 42.1.4 Monitor - Performance Review and Documentation 1/25/2022 2/8/2022 88|KE Engineering/DevOps |task
Control - Performance Assessment, Functional Testing,
198 4.2.1.5|Regression Testing, Recommendations 2/4/2022 2/8/2022 24|KE Engineering/DevOps |task
199 42.1.6 Closure 2/9/2022 2/25/2022 subgroup
200 4.2.1.6.1 Sprint Deployed to UAT 2/9/2022 KE Implementation milestone
201 4.2.1.6.2 Configuration, Verification, Risk Assessment 2/10/2022 2/10/2022 8|KE Implementation task
202 4.2.1.6.3 KE Deliverable: Sprint Release Notes 2/11/2022 KE Implementation milestone
203 42.1.6.4 Sprint Demonstration 2/11/2022 2/11/2022 8|Joint KE/NGPC task
204 4.2.1.6.5 NGPC User Acceptance Testing 2/14/2022 2/22/2022 56 |NGPC task
205 4.2.1.6.6 Gap Analysis and Retrospective 2/23/2022 2/23/2022 8|Joint KE/NGPC task
206 4.2.1.6.7 NGPC Deliverable: Sprint Acceptance and Issue Log 2/24/2022 KE Implementation milestone
207 4.2.1.6.8 Sprint Deployed to Production 2/25/2022 KE Implementation milestone
208 4.2.2 Sprint 2 - Business Rules/Regulations 1/24/2022 3/11/2022 subgroup
209 42.2.1 Initiation - Story Prep and Prioritization 1/24/2022 2/4/2022 80 |KE Project Mgmt Ofc task
210 4222 Planning - Backlog Grooming and Status Meetings 2/7/2022 2/7/2022 8|KE Project Mgmt Ofc task
Execution - Feature Development, Configuration, and Unit
211 4.2.2.3|Testing 2/8/2022 2/17/2022 64 |KE Engineering/DevOps |task
212 42.2.4 Monitor - Performance Review and Documentation 2/8/2022 2/22/2022 88 |KE Engineering/DevOps |task
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Control - Performance Assessment, Functional Testing,

213 4.2.2.5|Regression Testing, Recommendations 2/18/2022 2/22/2022 24|KE Engineering/DevOps |task

214 4.2.2.6 Closure 2/23/2022 3/11/2022 subgroup

215 4.2.2.6.1 Sprint Deployed to UAT 2/23/2022 KE Implementation milestone

216 4.2.26.2 Configuration, Verification, Risk Assessment 2/24/2022 2/24/2022 8|KE Implementation task

217 4.2.2.6.3 KE Deliverable: Sprint Release Notes 2/25/2022 KE Implementation milestone

218 42.26.4 Sprint Demonstration 2/25/2022 2/25/2022 8|Joint KE/NGPC task

219 4.2.2.6.5 NGPC User Acceptance Testing 2/28/2022 3/8/2022 56|NGPC task

220 4.2.2.6.6 Gap Analysis and Retrospective 3/9/2022 3/9/2022 8|Joint KE/NGPC task

221 4.2.2.6.7 NGPC Deliverable: Sprint Acceptance and Issue Log 3/10/2022 KE Implementation milestone

222 4.2.2.6.8 Sprint Deployed to Production 3/11/2022 KE Implementation milestone

Sprint 3 - Draw Hunt Applications/Bonus and Preference

223 4.2.3|Points 2/7/2022 3/25/2022 subgroup

224 42.3.1 Initiation - Story Prep and Prioritization 2/7/2022 2/18/2022 80 |KE Project Mgmt Ofc task

225 42.3.2 Planning - Backlog Grooming and Status Meetings 2/21/2022 2/21/2022 8|KE Project Mgmt Ofc task
Execution - Feature Development, Configuration, and Unit

226 4.2.3.3|Testing 2/22/2022 3/3/2022 64|KE Engineering/DevOps |task

227 423.4 Monitor - Performance Review and Documentation 2/22/2022 3/8/2022 88|KE Engineering/DevOps |task
Control - Performance Assessment, Functional Testing,

228 4.2.3.5|Regression Testing, Recommendations 3/4/2022 3/8/2022 24|KE Engineering/DevOps |task

229 42.3.6 Closure 3/9/2022 3/25/2022 subgroup

230 4.2.3.6.1 Sprint Deployed to UAT 3/9/2022 KE Implementation milestone

231 4.2.3.6.2 Configuration, Verification, Risk Assessment 3/10/2022 3/10/2022 8|KE Implementation task

232 4.2.3.6.3 KE Deliverable: Sprint Release Notes 3/11/2022 KE Implementation milestone

233 42.3.6.4 Sprint Demonstration 3/11/2022 3/11/2022 8|Joint KE/NGPC task

234 4.2.3.6.5 NGPC User Acceptance Testing 3/14/2022 3/22/2022 56 |NGPC task

235 4.2.3.6.6 Gap Analysis and Retrospective 3/23/2022 3/23/2022 8|Joint KE/NGPC task

236 4.2.3.6.7 NGPC Deliverable: Sprint Acceptance and Issue Log 3/24/2022 KE Implementation milestone

237 4.2.3.6.8 Sprint Deployed to Production 3/25/2022 KE Implementation milestone

238 4.2.4 Sprint 4 - Draw Hunt Execution 2/21/2022 4/8/2022 subgroup

239 42.4.1 Initiation - Story Prep and Prioritization 2/21/2022 3/4/2022 80 |KE Project Mgmt Ofc task

240 4.2.4.2 Planning - Backlog Grooming and Status Meetings 3/7/2022 3/7/2022 8|KE Project Mgmt Ofc task
Execution - Feature Development, Configuration, and Unit

241 4.2.4.3|Testing 3/8/2022 3/17/2022 64 |KE Engineering/DevOps |task

242 42.4.4 Monitor - Performance Review and Documentation 3/8/2022 3/22/2022 88 |KE Engineering/DevOps |task
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Control - Performance Assessment, Functional Testing,

243 4.2.4.5|Regression Testing, Recommendations 3/18/2022 3/22/2022 24|KE Engineering/DevOps |task

244 4.2.4.6 Closure 3/23/2022 4/8/2022 subgroup

245 4.2.4.6.1 Sprint Deployed to UAT 3/23/2022 KE Implementation milestone

246 42.46.2 Configuration, Verification, Risk Assessment 3/24/2022 3/24/2022 8|KE Implementation task

247 42.4.6.3 KE Deliverable: Sprint Release Notes 3/25/2022 KE Implementation milestone

248 42.46.4 Sprint Demonstration 3/25/2022 3/25/2022 8|Joint KE/NGPC task

249 4.2.4.6.5 NGPC User Acceptance Testing 3/28/2022 4/5/2022 56|NGPC task

250 4.2.46.6 Gap Analysis and Retrospective 4/6/2022 4/6/2022 8|Joint KE/NGPC task

251 4.2.46.7 NGPC Deliverable: Sprint Acceptance and Issue Log 4/7/2022 KE Implementation milestone

252 4.2.4.6.8 Sprint Deployed to Production 4/8/2022 KE Implementation milestone

253 4.2.5 Sprint 5 - Vendor Sales/Workflows/EFTs/Reporting 3/7/2022 4/22/2022 subgroup

254 4251 Initiation - Story Prep and Prioritization 3/7/2022 3/18/2022 80|KE Project Mgmt Ofc task

255 4252 Planning - Backlog Grooming and Status Meetings 3/21/2022 3/21/2022 8|KE Project Mgmt Ofc task
Execution - Feature Development, Configuration, and Unit

256 4.2.5.3|Testing 3/22/2022 3/31/2022 64 |KE Engineering/DevOps |task

257 42.5.4 Monitor - Performance Review and Documentation 3/22/2022 4/5/2022 88|KE Engineering/DevOps |task
Control - Performance Assessment, Functional Testing,

258 4.2.5.5|Regression Testing, Recommendations 4/1/2022 4/5/2022 24 |KE Engineering/DevOps |task

259 4.2.5.6 Closure 4/6/2022 4/22/2022 subgroup

260 4.25.6.1 Sprint Deployed to UAT 4/6/2022 KE Implementation milestone

261 4.2.5.6.2 Configuration, Verification, Risk Assessment 4/7/2022 4/7/2022 8|KE Implementation task

262 4.2.56.3 KE Deliverable: Sprint Release Notes 4/8/2022 KE Implementation milestone

263 4.2.56.4 Sprint Demonstration 4/8/2022 4/8/2022 8|Joint KE/NGPC task

264 4.2.5.6.5 NGPC User Acceptance Testing 4/11/2022 4/19/2022 56 |NGPC task

265 4.2.5.6.6 Gap Analysis and Retrospective 4/20/2022 4/20/2022 8|Joint KE/NGPC task

266 4.2.5.6.7 NGPC Deliverable: Sprint Acceptance and Issue Log 4/21/2022 KE Implementation milestone

267 4.2.5.6.8 Sprint Deployed to Production 4/22/2022 KE Implementation milestone

Sprint 6 - Internet Sales/Account

268 4.2.6|Management/Workflows/Reporting 3/21/2022 5/6/2022 subgroup

269 4.2.6.1 Initiation - Story Prep and Prioritization 3/21/2022 4/1/2022 80 |KE Project Mgmt Ofc task

270 4.2.6.2 Planning - Backlog Grooming and Status Meetings 4/4/2022 4/4/2022 8|KE Project Mgmt Ofc task
Execution - Feature Development, Configuration, and Unit

271 4.2.6.3|Testing 4/5/2022 4/14/2022 64 |KE Engineering/DevOps |task

272 4.2.6.4 Monitor - Performance Review and Documentation 4/5/2022 4/19/2022 88 |KE Engineering/DevOps |task
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Control - Performance Assessment, Functional Testing,

273 4.2.6.5|Regression Testing, Recommendations 4/15/2022 4/19/2022 24|KE Engineering/DevOps |task

274 4.2.6.6 Closure 4/20/2022 5/6/2022 subgroup

275 4.2.6.6.1 Sprint Deployed to UAT 4/20/2022 KE Implementation milestone

276 4.2.6.6.2 Configuration, Verification, Risk Assessment 4/21/2022 4/21/2022 8|KE Implementation task

277 4.2.6.6.3 KE Deliverable: Sprint Release Notes 4/22/2022 KE Implementation milestone

278 4.2.6.6.4 Sprint Demonstration 4/22/2022 4/22/2022 8|Joint KE/NGPC task

279 4.2.6.6.5 NGPC User Acceptance Testing 4/25/2022 5/3/2022 56|NGPC task

280 4.2.6.6.6 Gap Analysis and Retrospective 5/4/2022 5/4/2022 8|Joint KE/NGPC task

281 4.2.6.6.7 NGPC Deliverable: Sprint Acceptance and Issue Log 5/5/2022 KE Implementation milestone

282 4.2.6.6.8 Sprint Deployed to Production 5/6/2022 KE Implementation milestone

283 4.2.7|  Sprint 7 - Accounting/Cash Drawer Management/Reporting 4/4/2022 5/20/2022 subgroup

284 42.7.1 Initiation - Story Prep and Prioritization 4/4/2022 4/15/2022 80 |KE Project Mgmt Ofc task

285 42.7.2 Planning - Backlog Grooming and Status Meetings 4/18/2022 4/18/2022 8|KE Project Mgmt Ofc task
Execution - Feature Development, Configuration, and Unit

286 4.2.7.3|Testing 4/19/2022 4/28/2022 64|KE Engineering/DevOps |task

287 4.2.7.4 Monitor - Performance Review and Documentation 4/19/2022 5/3/2022 88|KE Engineering/DevOps |task
Control - Performance Assessment, Functional Testing,

288 4.2.7.5|Regression Testing, Recommendations 4/29/2022 5/3/2022 24|KE Engineering/DevOps |task

289 4.2.7.6 Closure 5/4/2022 5/20/2022 subgroup

290 4.2.7.6.1 Sprint Deployed to UAT 5/4/2022 KE Implementation milestone

291 42.7.6.2 Configuration, Verification, Risk Assessment 5/5/2022 5/5/2022 8|KE Implementation task

292 4.2.7.6.3 KE Deliverable: Sprint Release Notes 5/6/2022 KE Implementation milestone

293 42.7.6.4 Sprint Demonstration 5/6/2022 5/6/2022 8|Joint KE/NGPC task

294 4.2.7.6.5 NGPC User Acceptance Testing 5/9/2022 5/17/2022 56 |NGPC task

295 4.2.7.6.6 Gap Analysis and Retrospective 5/18/2022 5/18/2022 8|Joint KE/NGPC task

296 4.2.7.6.7 NGPC Deliverable: Sprint Acceptance and Issue Log 5/19/2022 KE Implementation milestone

297 4.2.7.6.8 Sprint Deployed to Production 5/20/2022 KE Implementation milestone

298 4.2.8 Sprint 8 - Subscriptions/Inventory Management 4/18/2022 6/3/2022 subgroup

299 4.2.8.1 Initiation - Story Prep and Prioritization 4/18/2022 4/29/2022 80 |KE Project Mgmt Ofc task

300 4.2.8.2 Planning - Backlog Grooming and Status Meetings 5/2/2022 5/2/2022 8|KE Project Mgmt Ofc task
Execution - Feature Development, Configuration, and Unit

301 4.2.8.3|Testing 5/3/2022 5/12/2022 64 |KE Engineering/DevOps |task

302 4.2.8.4 Monitor - Performance Review and Documentation 5/3/2022 5/17/2022 88 |KE Engineering/DevOps |task
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Control - Performance Assessment, Functional Testing,

303 4.2.8.5|Regression Testing, Recommendations 5/13/2022 5/17/2022 24|KE Engineering/DevOps |task

304 4.2.8.6 Closure 5/18/2022 6/3/2022 subgroup

305 4.2.8.6.1 Sprint Deployed to UAT 5/18/2022 KE Implementation milestone

306 4.2.86.2 Configuration, Verification, Risk Assessment 5/19/2022 5/19/2022 8|KE Implementation task

307 4.2.8.6.3 KE Deliverable: Sprint Release Notes 5/20/2022 KE Implementation milestone

308 4.2.8.6.4 Sprint Demonstration 5/20/2022 5/20/2022 8|Joint KE/NGPC task

309 4.2.8.6.5 NGPC User Acceptance Testing 5/23/2022 5/31/2022 56|NGPC task

310 4.2.8.6.6 Gap Analysis and Retrospective 6/1/2022 6/1/2022 8|Joint KE/NGPC task

311 4.2.8.6.7 NGPC Deliverable: Sprint Acceptance and Issue Log 6/2/2022 KE Implementation milestone

312 4.2.8.6.8 Sprint Deployed to Production 6/3/2022 KE Implementation milestone

313 4.2.9 Sprint 9- HIP/Harvest Reporting 5/2/2022 6/17/2022 subgroup

314 4.29.1 Initiation - Story Prep and Prioritization 5/2/2022 5/13/2022 80|KE Project Mgmt Ofc task

315 4.29.2 Planning - Backlog Grooming and Status Meetings 5/16/2022 5/16/2022 8|KE Project Mgmt Ofc task
Execution - Feature Development, Configuration, and Unit

316 4.2.9.3|Testing 5/17/2022 5/26/2022 64 |KE Engineering/DevOps |task

317 429.4 Monitor - Performance Review and Documentation 5/17/2022 5/31/2022 88|KE Engineering/DevOps |task
Control - Performance Assessment, Functional Testing,

318 4.2.9.5|Regression Testing, Recommendations 5/27/2022 5/31/2022 24 |KE Engineering/DevOps |task

319 4.2.9.6 Closure 6/1/2022 6/17/2022 subgroup

320 4.29.6.1 Sprint Deployed to UAT 6/1/2022 KE Implementation milestone

321 4.2.9.6.2 Configuration, Verification, Risk Assessment 6/2/2022 6/2/2022 8|KE Implementation task

322 4.2.9.6.3 KE Deliverable: Sprint Release Notes 6/3/2022 KE Implementation milestone

323 4.2.9.6.4 Sprint Demonstration 6/3/2022 6/3/2022 8|Joint KE/NGPC task

324 4.2.9.6.5 NGPC User Acceptance Testing 6/6/2022 6/14/2022 56 |NGPC task

325 4.2.9.6.6 Gap Analysis and Retrospective 6/15/2022 6/15/2022 8|Joint KE/NGPC task

326 4.2.9.6.7 NGPC Deliverable: Sprint Acceptance and Issue Log 6/16/2022 KE Implementation milestone

327 4.2.9.6.8 Sprint Deployed to Production 6/17/2022 KE Implementation milestone

328 4.2.10 Sprint 10 - Inbound/Outbound Data Integrations 5/16/2022 7/1/2022 subgroup

329 4.2.10.1 Initiation - Story Prep and Prioritization 5/16/2022 5/27/2022 80 |KE Project Mgmt Ofc task

330 4.2.10.2 Planning - Backlog Grooming and Status Meetings 5/30/2022 5/30/2022 8|KE Project Mgmt Ofc task

Execution - Feature Development, Configuration, and Unit
331 4.2.10.3|Testing 5/31/2022 6/9/2022 64 |KE Engineering/DevOps |task
332 4.2.10.4 Monitor - Performance Review and Documentation 5/31/2022 6/14/2022 88|KE Engineering/DevOps |task
Control - Performance Assessment, Functional Testing,
333 4.2.10.5|Regression Testing, Recommendations 6/10/2022 6/14/2022 24|KE Engineering/DevOps |task
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334 4.2.10.6 Closure 6/15/2022 7/1/2022 subgroup

335 4.2.10.6.1 Sprint Deployed to UAT 6/15/2022 KE Implementation milestone

336 4.2.10.6.2 Configuration, Verification, Risk Assessment 6/16/2022 6/16/2022 8|KE Implementation task

337 4.2.10.6.3 KE Deliverable: Sprint Release Notes 6/17/2022 KE Implementation milestone

338 4.2.10.6.4 Sprint Demonstration 6/17/2022 6/17/2022 8|Joint KE/NGPC task

339 4.2.10.6.5 NGPC User Acceptance Testing 6/20/2022 6/28/2022 56|NGPC task

340 4.2.10.6.6 Gap Analysis and Retrospective 6/29/2022 6/29/2022 8|Joint KE/NGPC task

341 4.2.10.6.7 NGPC Deliverable: Sprint Acceptance and Issue Log 6/30/2022 KE Implementation milestone

342 4.2.10.6.8 Sprint Deployed to Production 7/1/2022 KE Implementation milestone

343 4.2.11 Sprint 1 1- AMS Mobile App 5/30/2022 7/15/2022 subgroup

344 42.11.1 Initiation - Story Prep and Prioritization 5/30/2022 6/10/2022 80|KE Project Mgmt Ofc task

345 4.2.11.2 Planning - Backlog Grooming and Status Meetings 6/13/2022 6/13/2022 8|KE Project Mgmt Ofc task
Execution - Feature Development, Configuration, and Unit

346 4.2.11.3|Testing 6/14/2022 6/23/2022 64 |KE Engineering/DevOps |task

347 4.2.11.4 Monitor - Performance Review and Documentation 6/14/2022 6/28/2022 88|KE Engineering/DevOps |task
Control - Performance Assessment, Functional Testing,

348 4.2.11.5|Regression Testing, Recommendations 6/24/2022 6/28/2022 24 |KE Engineering/DevOps |task

349 4.2.11.6 Closure 6/29/2022 7/15/2022 subgroup

350 4.2.11.6.1 Sprint Deployed to UAT 6/29/2022 KE Implementation milestone

351 4.2.11.6.2 Configuration, Verification, Risk Assessment 6/30/2022 6/30/2022 8|KE Implementation task

352 42.11.6.3 KE Deliverable: Sprint Release Notes 7/1/2022 KE Implementation milestone

353 4.2.11.6.4 Sprint Demonstration 7/1/2022 7/1/2022 8|Joint KE/NGPC task

354 4.2.11.6.5 NGPC User Acceptance Testing 7/4/2022 7/12/2022 56 |(NGPC task

355 4.2.11.6.6 Gap Analysis and Retrospective 7/13/2022 7/13/2022 8|Joint KE/NGPC task

356 4.2.11.6.7 NGPC Deliverable: Sprint Acceptance and Issue Log 7/14/2022 KE Implementation milestone

357 42.11.6.8 Sprint Deployed to Production 7/15/2022 KE Implementation milestone

358 4.2.12 Sprint 12 - AMS LEO App 6/13/2022 7/29/2022 subgroup

359 42121 Initiation - Story Prep and Prioritization 6/13/2022 6/24/2022 80 |KE Project Mgmt Ofc task

360 4.2.12.2 Planning - Backlog Grooming and Status Meetings 6/27/2022 6/27/2022 8|KE Project Mgmt Ofc task
Execution - Feature Development, Configuration, and Unit

361 4.2.12.3|Testing 6/28/2022 7/7/2022 64 |KE Engineering/DevOps |task

362 42.12.4 Monitor - Performance Review and Documentation 6/28/2022 7/12/2022 88|KE Engineering/DevOps |task
Control - Performance Assessment, Functional Testing,

363 4.2.12.5|Regression Testing, Recommendations 7/8/2022 7/12/2022 24|KE Engineering/DevOps |task

364 4.2.12.6 Closure 7/13/2022 7/29/2022 subgroup

365 4.2.12.6.1 Sprint Deployed to UAT 7/13/2022 KE Implementation milestone
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366 42.12.6.2 Configuration, Verification, Risk Assessment 7/14/2022 7/14/2022 8|KE Implementation task
367 4.2.12.6.3 KE Deliverable: Sprint Release Notes 7/15/2022 KE Implementation milestone
368 42.12.6.4 Sprint Demonstration 7/15/2022 7/15/2022 8|Joint KE/NGPC task
369 4.2.12.6.5 NGPC User Acceptance Testing 7/18/2022 7/26/2022 56|NGPC task
370 4.2.12.6.6 Gap Analysis and Retrospective 7/27/2022 7/27/2022 8|Joint KE/NGPC task
371 4.2.12.6.7 NGPC Deliverable: Sprint Acceptance and Issue Log 7/28/2022 KE Implementation milestone
372 42.12.6.8 Sprint Deployed to Production 7/29/2022 KE Implementation milestone
373 4.2.13 Sprint 13 - Clean-up/Emergency Sprint 6/27/2022 8/12/2022 subgroup
374 42131 Initiation - Story Prep and Prioritization 6/27/2022 7/8/2022 80 |KE Project Mgmt Ofc task
375 4.2.13.2 Planning - Backlog Grooming and Status Meetings 7/11/2022 7/11/2022 8|KE Project Mgmt Ofc task
Execution - Feature Development, Configuration, and Unit
376 4.2.13.3|Testing 7/12/2022 7/21/2022 64 |KE Engineering/DevOps |task
377 42.13.4 Monitor - Performance Review and Documentation 7/12/2022 7/26/2022 88|KE Engineering/DevOps |task
Control - Performance Assessment, Functional Testing,
378 4.2.13.5|Regression Testing, Recommendations 7/22/2022 7/26/2022 24 |KE Engineering/DevOps |task
379 4.2.13.6 Closure 7/27/2022 8/12/2022 subgroup
380 4.2.13.6.1 Sprint Deployed to UAT 7/27/2022 KE Implementation milestone
381 4.2.13.6.2 Configuration, Verification, Risk Assessment 7/28/2022 7/28/2022 8|KE Implementation task
382 4.2.13.6.3 KE Deliverable: Sprint Release Notes 7/29/2022 KE Implementation milestone
383 4.2.13.6.4 Sprint Demonstration 7/29/2022 7/29/2022 8|Joint KE/NGPC task
384 4.2.13.6.5 NGPC User Acceptance Testing 8/1/2022 8/9/2022 56 |NGPC task
385 4.2.13.6.6 Gap Analysis and Retrospective 8/10/2022 8/10/2022 8|Joint KE/NGPC task
386 4.2.13.6.7 NGPC Deliverable: Sprint Acceptance and Issue Log 8/11/2022 KE Implementation milestone
387 4.2.13.6.8 Sprint Deployed to Production 8/12/2022 KE Implementation milestone
388 4.2.14 NGPC System Development and Configuration Complete 8/15/2022 NGPC milestone
389 4.3| User Acceptance Testing (UAT) 5/23/2022 10/3/2022 subgroup
390 43.1 Project Acceptance Plan 5/23/2022 6/17/2022 subgroup
391 43.1.1 Refine Test Plan and Acceptance Criteria 5/23/2022 6/3/2022 80 |KE Project Mgmt Ofc task
392 43.1.2 KE Deliverable: UAT Test & Acceptance Plan 6/6/2022 Joint KE/NGPC milestone
393 43.1.3 NGPC UAT Team Training 6/6/2022 6/17/2022 80 |Joint KE/NGPC task
394 43.2 Licensing/Permitting UAT 6/17/2022 7/15/2022 subgroup
395 43.2.1 KE Deliverable: Targeted Test Plan 6/17/2022 Joint KE/NGPC milestone
396 43.2.2 NGPC Testing with KE Support 6/20/2022 6/30/2022 72 |Joint KE/NGPC task
397 43.2.3 NGPC Deliverable: Test Results 7/1/2022 KE Implementation milestone
398 43.2.4 Gap Analysis, Story Writing, and Prioritization 7/4/2022 7/15/2022 80 |KE Project Mgmt Ofc task
399 433 Big Game Draw Hunts UAT 7/1/2022 7/29/2022 subgroup
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400 433.1 KE Deliverable: Targeted Test Plan 7/1/2022 Joint KE/NGPC milestone
401 43.3.2 NGPC Testing with KE Support 7/4/2022 7/14/2022 72 |Joint KE/NGPC task
402 4.3.3.3 NGPC Deliverable: Test Results 7/15/2022 KE Implementation milestone
403 4334 Gap Analysis, Story Writing, and Prioritization 7/18/2022 7/29/2022 80 |KE Project Mgmt Ofc task
404 434 Administrative/Accounting/Reporting UAT 7/15/2022 8/12/2022 subgroup
405 43.4.1 KE Deliverable: Targeted Test Plan 7/15/2022 Joint KE/NGPC milestone
406 43.4.2 NGPC Testing with KE Support 7/18/2022 7/28/2022 72 |Joint KE/NGPC task
407 43.4.3 NGPC Deliverable: Test Results 7/29/2022 KE Implementation milestone
408 4344 Gap Analysis, Story Writing, and Prioritization 8/1/2022 8/12/2022 80 |KE Project Mgmt Ofc task
409 435 AMS Mobile App UAT 7/29/2022 8/26/2022 subgroup
410 43.5.1 KE Deliverable: Targeted Test Plan 7/29/2022 Joint KE/NGPC milestone
411 43.5.2 NGPC Testing with KE Support 8/1/2022 8/11/2022 72 |Joint KE/NGPC task
412 43.5.3 NGPC Deliverable: Test Results 8/12/2022 KE Implementation milestone
413 43.5.4 Gap Analysis, Story Writing, and Prioritization 8/15/2022 8/26/2022 80 |KE Project Mgmt Ofc task
414 43.6 Law Enforcement Ofcr App UAT 8/12/2022 9/9/2022 subgroup
415 43.6.1 KE Deliverable: Targeted Test Plan 8/12/2022 Joint KE/NGPC milestone
416 4.3.6.2 NGPC Testing with KE Support 8/15/2022 8/25/2022 72 |Joint KE/NGPC task
417 4.3.6.3 NGPC Deliverable: Test Results 8/26/2022 KE Implementation milestone
418 43.6.4 Gap Analysis, Story Writing, and Prioritization 8/29/2022 9/9/2022 80|KE Project Mgmt Ofc task
419 43.7 Review UAT Results 9/12/2022 9/30/2022 subgroup
420 4371 Refine Project Acceptance Criteria 9/12/2022 9/16/2022 40|KE Project Mgmt Ofc task
421 43.7.2 Review Acceptance Criteria with NGPC 9/19/2022 9/30/2022 80 |Joint KE/NGPC task
422 4.3.8 UAT Complete 10/3/2022 NGPC milestone
423 4.4| System Documentation Development & User Training 8/15/2022 11/18/2022 subgroup
424 4.4.1 Training Material and Documentation Development 8/15/2022 10/31/2022 subgroup
425 4411 Administrative User Training Materials & Documentation 8/16/2022 9/9/2022 subgroup
426 441.1.1 Administrative User Manual 8/16/2022 9/9/2022 152 |KE Training task
427 4.4.1.1.2 Administrative Video Tutorials 8/16/2022 9/9/2022 152 |KE Training task
428 441.1.3 Administrative Knowledge Base System Configuration 8/16/2022 8/26/2022 72 |KE Training task
429 44.1.2 Technical User Training Materials and Documentation 9/12/2022 9/23/2022 subgroup
430 44.1.2.1 Systems Operations Manual 9/12/2022 9/23/2022 80|KE Training task
431 44.1.2.2 Database Entity Relationship Diagram/Schema 9/12/2022 9/23/2022 80|KE Engineering/DevOps |task
432 4.41.2.3 System Design (Review/Update) 9/12/2022 9/23/2022 80|KE Engineering/DevOps |task
433 44.1.3 License Agent Training Materials and Documentation 9/26/2022 10/7/2022 subgroup
434 44.13.1 Training Environment Configuration 9/26/2022 10/7/2022 80|KE Implementation task
435 441.3.2 License Agent User Manual 9/26/2022 10/7/2022 80|KE Training task
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436 44133 License Agent Video Tutorials 9/26/2022 10/7/2022 80|KE Training task
437 44.1.4 End User FAQs and Tutorials 10/10/2022 10/28/2022 subgroup
438 44141 Account Setup and Management 10/10/2022 10/14/2022 40 |KE Training task
439 4.4.1.4.2 NECPC Product Overviews 10/17/2022 10/21/2022 40 |KE Training task
440 44143 Purchase Workflows 10/17/2022 10/21/2022 40 |KE Training task
441 44.1.4.4 Draw Hunt Application Workflows 10/24/2022 10/28/2022 40 |KE Training task
442 44145 HIP and Harvest Reporting 10/24/2022 10/28/2022 40 |KE Training task
443 4.4.1.5 Help Desk Training Materials and Documentation 8/15/2022 10/7/2022 subgroup
444 44.15.1 Help Desk Training System Configuration 8/15/2022 8/19/2022 40|KE Implementation task
445 4.4.1.5.2 Call Center Skills Assessment 8/22/2022 8/26/2022 40|KE Customer Service task
446 44153 Help Desk Knowledge Base Articles, FAQs, and Wiki 8/29/2022 9/9/2022 80|KE Training task
447 44.1.5.4 Help Desk Response Macros 8/29/2022 9/9/2022 80|KE Customer Service task
448 4.4.15.5 Help Desk Call Scripts 8/29/2022 9/9/2022 80 |KE Customer Service task
449 4.4.1.5.6 Phone Tree and IVR 9/12/2022 9/23/2022 80|KE Customer Service task
450 4.4.15.7 Customer Support Forms 9/26/2022 10/7/2022 80 |KE Customer Service task
451 44.1.6 All Training Materials and Documentation Delivered 10/31/2022 NGPC milestone
452 44.2 User Training 10/10/2022 11/18/2022 subgroup
453 44.2.1 NGPC On-Site/Webinar/Recorded Training 10/31/2022 11/4/2022 subgroup
454 4421.1 Administrative User Training 10/31/2022 11/1/2022 16|Joint KE/NGPC task
455 4.4.2.1.2 Desk Staff User Training 11/2/2022 11/3/2022 16|Joint KE/NGPC task
456 44213 Technical User Training 11/2/2022 11/3/2022 16|Joint KE/NGPC task
457 4421.4 Fiscal/Accounting User Training 11/2/2022 11/3/2022 16|Joint KE/NGPC task
458 44215 I&E/Outreach/R3 User Training 11/2/2022 11/3/2022 16|Joint KE/NGPC task
459 4.42.1.6 Wildlife User Training 11/4/2022 11/4/2022 8|Joint KE/NGPC task
460 4.4.21.7 Law Enforcement User Training 11/4/2022 11/4/2022 8|Joint KE/NGPC task
License Agent Training (On-Site/Live Webinar/Hosted
461 4.4.2.2 |Recordings) 11/7/2022 11/17/2022 72 |Joint KE/NGPC task
462 4423 Help Desk Customer Service Agent Training 10/10/2022 11/17/2022 232|KE Customer Service task
463 4.42.4 Training Complete 11/18/2022 KE Implementation milestone
464 4.5| System Adoption and Change Management 4/11/2022 11/18/2022 subgroup
Identify Customer Communication Expectations
465 4.5.1|(When/Where/How) 4/11/2022 5/6/2022 160 |KE Project Mgmt Ofc task
466 45.2 Develop Communication/QOutreach Plan 5/9/2022 6/3/2022 160 |KE Project Mgmt Ofc task
467 453 Create and Curate Engaging System Adoption Content 6/6/2022 7/29/2022| 320|KE Project Mgmt Ofc task
468 454 Test Communication with Focus Groups 8/1/2022 8/26/2022 160 |KE Project Mgmt Ofc task
469 455 Public Release, Evaluate, Iterate 8/29/2022 11/17/2022| 472 |KE Project Mgmt Ofc task
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470 4.5.6 Change Management Complete 11/18/2022 KE Implementation milestone
471 4.6| All Project Implementation Deliverables Accepted 11/21/2022 NGPC milestone
472 4.7| Configure System Settings for UAT 1/17/2022 2/25/2022 240|KE Implementation task
473 5/Production Deployment - Go-Live! 8/1/2022 1/2/2023 group
474 5.1| Operational Support Preparation 8/1/2022 11/18/2022 subgroup
475 5.1.1 T-90 Operational Readiness Summit 8/1/2022 8/1/2022 subgroup
476 5.1.1.1 Operational Team Responsibilities 8/1/2022 8/1/2022 subgroup
477 5.1.1.1.1 System Hosting and Security 8/1/2022 8/1/2022 8|KE Engineering/DevOps |task

System Development - Remaining Sprints and Release
478 5.1.1.1.2|Schedule 8/1/2022 8/1/2022 8|KE Project Mgmt Ofc task
479 5.1.1.1.3 Data Migration 8/1/2022 8/1/2022 8|KE Engineering/DevOps |task
480 5.1.1.1.4 System Configuration 8/1/2022 8/1/2022 8|KE Implementation task
481 5.1.1.1.5 NGPC Administration 8/1/2022 8/1/2022 8INGPC task
482 5.1.1.1.6 Marketing and Communications 8/1/2022 8/1/2022 8|KE Project Mgmt Ofc task
483 5.1.1.1.7 License Agents 8/1/2022 8/1/2022 8|Joint KE/NGPC task
484 5.1.1.1.8 Helpdesk/Customer Service 8/1/2022 8/1/2022 8|KE Customer Service task
485 5.1.1.1.9 Fulfillment 8/1/2022 8/1/2022 8|KE Customer Service task
486 5.1.1.2 Review Core Processes 8/1/2022 8/1/2022 8|Joint KE/NGPC task
487 5.1.1.3 Review Operations Plan Template 8/1/2022 8/1/2022 8|Joint KE/NGPC task
488 5.1.2| Team Operational Readiness Plan Development 8/2/2022 9/9/2022| 232|KE Project Mgmt Ofc task
489 5.1.3 T-60 Operational Readiness Summit 9/12/2022 9/12/2022 subgroup
490 5.1.3.1 Present Team Operational Readiness Plans 9/12/2022 9/12/2022 8|KE Project Mgmt Ofc task
491 5.1.3.2 Review Gaps, Risks, Roadblocks, and Needs 9/12/2022 9/12/2022 8|Joint KE/NGPC task
492 5.14 Team Simulations/Walkthroughs 9/13/2022 10/21/2022 232|Joint KE/NGPC task
493 5.1.5 Create Action Plans 9/13/2022 10/21/2022 232 |Joint KE/NGPC task
494 5.1.6 T-30 Operational Readiness Summit 10/24/2022 10/24/2022 subgroup
495 5.1.6.1 Present Simulation Findings 10/24/2022 10/24/2022 8|Joint KE/NGPC task
496 5.1.6.2 Action Plan Status/Results 10/24/2022 10/24/2022 8|Joint KE/NGPC task
497 5.1.6.3 Operational Readiness Assessment 10/24/2022 10/24/2022 8|Joint KE/NGPC task
498 5.1.7 Final Operational Readiness Implementation 10/25/2022 11/18/2022 152 |Joint KE/NGPC task
499 5.2| Sprint 14 - Go-Live Preparation 10/3/2022 11/18/2022 subgroup
500 5.2.1 Initiation - Story Prep and Prioritization 10/3/2022 10/14/2022 80 |KE Project Mgmt Ofc task
501 5.2.2 Planning - Backlog Grooming and Status Meetings 10/17/2022 10/17/2022 8|KE Project Mgmt Ofc task
Execution - Feature Development, Configuration, and Unit
502 5.2.3|Testing 10/18/2022 10/27/2022 64 |KE Engineering/DevOps |task
503 5.2.4 Monitor - Performance Review and Documentation 10/18/2022 11/1/2022 88 |KE Engineering/DevOps |task
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Control - Performance Assessment, Functional Testing,
504 5.2.5|Regression Testing, Recommendations 10/28/2022 11/1/2022 24|KE Engineering/DevOps |task
505 5.2.6 Closure 11/2/2022 11/18/2022 subgroup
506 5.2.6.1 Sprint Deployed to UAT 11/2/2022 KE Implementation milestone
507 5.2.6.2 Configuration, Verification, Risk Assessment 11/3/2022 11/3/2022 8|KE Implementation task
508 5.2.6.3 KE Deliverable: Sprint Release Notes 11/4/2022 KE Implementation milestone
509 5.2.6.4 Sprint Demonstration 11/4/2022 11/4/2022 8|Joint KE/NGPC task
510 5.2.6.5 NGPC User Acceptance Testing 11/7/2022 11/15/2022 56|NGPC task
511 5.2.6.6 Gap Analysis and Retrospective 11/16/2022 11/16/2022 8|Joint KE/NGPC task
512 5.2.6.7 NGPC Deliverable: Sprint Acceptance and Issue Log 11/17/2022 KE Implementation milestone
513 5.2.6.8 Sprint Deployed to Production 11/18/2022 KE Implementation milestone
514 5.3| Go-Live Go/No Go Decision 11/23/2022 KE Implementation milestone
515 5.4| Verify Approved Codebase/Configurations in Production 11/24/2022 11/30/2022 40 |KE Implementation task
516 5.5| Verify Final Data Migration 11/24/2022 11/30/2022 40 |KE Engineering/DevOps |task
517 5.6| Activate Production URLs/Links 12/1/2022 12/1/2022 8|KE Engineering/DevOps |task
NGPC Statewide Web-Based Permit/Licensing System Live!
518 5.7 |(Implementation Complete) 12/2/2022 NGPC milestone
519 5.8| War Room/Rapid Response Teams Ready 12/1/2022 12/16/2022 96 |Joint KE/NGPC task
520 5.9| Post Go-Live Legacy Data Delta Migration 12/19/2022 12/30/2022 80|KE Engineering/DevOps |task
521 5.10/ Operational Support/Maintenance (Ongoing) 12/5/2022 1/2/2023| 168 |KE Implementation task
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New York State Licensing System

New York State (NYS) provides many quality opportunities for recreational
hunting, trapping, and fishing. As a license issuing agent, you provide a
valuable service to outdoor enthusiasts. Thank you for serving as a license
issuing agent for the New York State Department of Environmental
Conservation (NYSDEC).

This training course has been developed to provide assistance to license
Issuing agents. It provides information regarding issuing licenses, permits,
and tags.

Clerk Course Objectives

IMPORTANT

Your course does not have to be completed in one sitting. You may log out and
pick up where you left off at your convenience.

You can navigate through the course material from the Course Contents page.
After you have completed the course, you can refer to it at any time. Click

the MleNnu 1CON (the icon with three horizontal lines or hamburger icon),
and select Training Course.

By end of the course, you will be able to:

e Access the licensing application.

e Search for a customer record.

o Create a new customer record, if needed.

o Make a license sales transaction.

e Understand how to handle error messages related to eligibility and prerequisites.

e Understand troubleshooting/problem resolution procedures, system error
messages, help features, and inquiry functions.

e Void a product from an order.
e Return voided products to Revenue.



« Find and download reports, and understand what is included on the reports.
e Access support materials when needed.
e Perform basic printer maintenance.

Logging In as a License Issuing Agent

Open the licensing application on the point-of-sale (POS) terminal. On the
Login screen, enter your username (login) and password.

If you have forgotten your password, click Forgot Password? To reset your
password, you must have a valid email address on your user profile, and you
must have access to that email account. If you do not have access to your email
account, a store manager or an agency customer support agent can reset your
password.

USER’S TIP

After a period of inactivity, the POS terminal will return to the
Login screen.




Selecting Your Location

If you work at more than one location, select the appropriate location.

If you do not work at multiple locations, this step will not apply to you. You
will see the Home screen of your location.

Navigating the Licensing Application

To navigate the licensing application, you can click the Menu icon (the icon
with three horizontal lines or hamburger icon). From the Menu, you can
access Training Mode, Support Materials, and Reports.



Searching for a Customer

After you choose the location (if applicable), the Home screen will appear.
From this screen, you can search for customers.

USER’S TIP

Important information from the state agency will be posted under Bulletins.

Entering Customer Information for a Search

In the Search Customers section, select the Identifier that the customer has
provided from the drop-down menu. Complete the fields for ID and Date of
Birth (MM/DD/YYYY).

If the search yields no results, perform a search using the fields for Last
Name, Date of Birth (MM/DD/YYYY), and Zip Code.

Note: When you are performing a customer search, make sure that you have
entered the information correctly in each field.



Glossary

Identifier
Information that is used to identify someone in a unique way, e.g., a
customer’s DEC ID or a driver’s license

Selecting the Correct Customer Result

Once you have entered the customer's information, click Search. If there are
multiple results, click the checkbox next to the correct customer.



Confirming Customer Information

The customer record will appear. Go through the information, and ask the
customer to confirm if it is correct (e.g., spelling of the name, date of birth,
email address, and physical and mailing addresses). Click Edit to update the
customer’s information if needed, or click Purchase Licenses/Tags.

Ask the customer to provide his or her proof of NYS residency. This will assist
in verifying the information on the screen and confirming that the information
Is correct with the customer.

Proof of Residency

NYS residents will need one of the following documents as proof of residency
when purchasing a license:

e NYSdriver license from DMV showing a valid NYS address

e NYS non-driver identification from DMV showing a valid NYS address

e Current NYS vehicle registration showing a valid NYS address

e 1T-201 OR W-2 income tax form from the previous year

e Current voter registration card

e Current student ID card from a New York State College or University

o Military Leave and Earnings Statement (LES) OR military orders

e Current pay stub OR note on letterhead from a current employer (Either must
verify your legal NYS address.)



IMPORTANT

The customer does not receive a printed copy of the receipt. Therefore, if the
email address is not correct, he or she will not be able to receive an electronic
receipt after the sales transaction.

Inform the customer that NYSDEC does not share customer email information.
The email information is collected and used for NYSDEC purposes only.




Searching for the Customer

Important

Before you can create a new customer, you must perform
multiple customer searches to ensure that there is no existing
record:

The search using Identifier, ID, and Date of
Birth (MM/DD/YYYY)

The search using Last Name, Date of
Birth (MM/DD/YYYY), and Zip Code

For each search, make sure that you have entered the
information correctly in each field.

If you cannot find a customer record, click Create Customer to create a new
one.



Creating a Customer Record

The Create Customer screen will appear. Enter the customer’s information
into each required field that is marked with an asterisk (*).

Entering Customer Identifiers

Complete the Customer ldentification section. From the drop-down menu,
select the Identifier Type that the customer has provided. Then, click Add

Identifier, and complete the field.

A customer may add multiple identifiers. This will help with locating the
customer’s record in the future.

If the customer cannot provide any identifier, select No Identifier
Provided from the drop-down menu.



USER’S TIP

If the customer has a valid NYS driver’s license or non-driver ID on record,
the residency status will automatically be verified through the NYS Department
of Motor Vehicles (DMYV).

IMPORTANT

If the NYS DMV cannot verify a NYS resident's driver's license or non-driver
ID, the customer must provide a different proof of residency. If the customer
cannot provide another proof of residency, the customer will be presented non-
resident products from the catalog.

Entering Customer Addresses

Collect and validate the customer’s address or addresses. The customer must
provide both a physical address and a mailing address. The same address can
be used for both. Use the checkboxes to indicate the type of address that is
entered.

For each U.S. address that is entered, click VValidate to check the accuracy of
the address. The address is validated by the United State Postal Service
database. This will help check for mistakes in manual data entry.

Validating the address will automatically add the county (which is not
collected). It will also complete any fields with missing information and
correct any errors.



Address that has not been validated.

Address that has been validated

USER’S TIP

A PO Box can be entered only as a mailing address. It is not a valid physical
address. If the customer provides a PO Box, collect a physical address as well.




Entering Additional Customer Detalls,
Education, and Eligibilities

Collect state-required information and any education and eligibility
information.

Additional Customer Detalls

In the Additional Customer Details section, collect any additional information
required by the state:

e Gender

e Height
e Eye color

Education/Previous License Information

In the Education/Previous License Information section, add any education
certificates for hunting, trapping, or bowhunting that the customer may have.
The customer may also provide information about previous licenses.

The following are acceptable customer-provided forms of documentation:

e NY Hunter Education

e NY Bowhunter Education

e NY Trapper Education

e NY Waterfowl Education

e Out-of-State Hunter Certification



o Out-of-State Bowhunter Certification

o Out-of-State Trapper Certification

e Previous License Number for Hunt

e Previous License Number for Bow

e Previous License Number for Trapping

Select the type of Education or Previous License from the drop-down menu:

o If Education type is selected, enter the appropriate information such as certificate
number, certification date, and NY for state when entering a NYS hunter,
bowhunter, trapper, or waterfowl certificate.

e If Previous License type is selected, enter license number, license date, and state
the license is from for previous hunt, bow, or trapping licenses.

Eligibilities
In the Eligibilities section, add any eligibilities that the customer may have.
The customer may add such eligibilities as being an active-duty military

member or a person with a military disability. The customer must provide
proof for any eligibility.

The following are accepted eligibilities:

o Patriot Plan Affidavit

e Non-Resident Full-Time US Armed Services Stationed in New York
e Annual Military Disability

e Permanent Military Disability

« Blind Disability

o Native American



When you have collected all the information, click Save Changes or Create
Customer and Start Purchase. You have now created a customer record.

Searching for and Confirming the
Customer Record

On the Home screen, perform a customer search. If you cannot find a
customer record, create a new one.

When reviewing the customer record, ask the customer to confirm that the
information is correct. Once confirmed, click Purchase Licenses/Tags.



IMPORTANT

Make sure that the following customer information is correct: spelling of the
name, date of birth, email address, and physical and mailing addresses.




Checking Residency

Collect the NYS customer’s proof of residency. Click the information icon to
learn the definition of residency for the state.

Resident

Select Resident if the following applies:
e The customer does not have a NYS driver’s license but is considered a state
resident.
e The NYS driver’s license validation fails.

From the drop-down menu, indicate the proof of residency that the customer
has provided. The customer must present one of the state-approved forms,
and you must visually verify the form.

Non-Resident

Select Non-Resident if the residency definition does not apply to the
customer.



If the customer has a valid NYS driver’s license or non-driver ID on record, the
residency status will automatically be verified through the NYS DMV.

If the driver’s license validation fails, the system will prompt you to collect an
alternate state-approved proof of residency. You should first attempt to edit
the NYS driver’s license or non-driver ID to correct any possible errors before
collecting alternate proof.

The following are alternate state-approved proofs of residency:

e NYSdriver license from DMV showing a valid NYS address

e NYS non-driver identification from DMV showing a valid NYS address
e Current NYS vehicle registration showing a valid NYS address

e 1T-201 OR W-2 income tax form from the previous year

e Current voter registration card

e Current student ID card from a New York State College or University
o Military Leave and Earnings Statement (LES) OR military orders

e Current pay stub OR note on letterhead from a current employer (Either must
verify your legal NYS address.)

Ifa NYS resident is unable to prove his or her residency, that resident will
need to choose from the Non-Resident catalog.

Residency status must be verified on each transaction.

IMPORTANT



Residency status will affect what products appear in the Product Catalog.

Beginning a Sales Transaction

On the Purchase Licenses/Tags screen, three sections are shown.

Customer Licenses

The Customer Licenses section shows the customers active holdings, such as
licenses, back tags, and carcass tags. To see a customer's Deer Management

Permit (DMP) History for the past three years, click DMP History. In the

DMP History section, you can also sell a replacement license. You will learn

more about this process later in the course.

Product Catalog

The Product Catalog shows the eligible products that the customer can
purchase based on the information he or she has provided. (The Product
Catalog products shown will be affected by date of birth, residency, education
or previous licenses on file, and eligibilities.) Click the information icon to
learn more about each product.

Shopping Cart Summary

The Shopping Cart Summary shows the items that the customer intends to
purchase.



USER’S TIP

If a product has a prerequisite, a message will appear on the screen to notify
you after you click on the plus sign (+). The customer will need to provide any
required information before the transaction can be completed.

Adding and Removing Products

To add or remove products from the shopping cart, follow these guidelines:

« Toadd a product to the shopping cart, click the plus sign (+). Once added, the
product will be removed from the catalog.

o Toremove a product from the shopping cart, click Remove. Once removed, the
product will be returned to the catalog.

« When you remove the main product from the shopping cart, the application will
automatically remove any corresponding dependent licenses or tags as well. For
example, when you remove an annual hunting license, the carcass tags will
automatically be removed.



USER’S TIP

Customers may purchase more than one quantity of a product in such cases as
short-term fishing licenses or donation products. If you add a product that a
customer can purchase multiple times, a message will appear on the screen to

notify you.

Adding a Product With a Prerequisite

If you add a product that has a prerequisite, such as an education
requirement, you will be notified of this prerequisite. To purchase the product,
the customer must meet the prerequisite requirement. Once the required
information has been entered, it will appear on the customer record.

To purchase a trapping license, the customer must have a valid trapper
education certificate on record.

IMPORTANT



When selling a lifetime license, the prerequisite can be bypassed by

selecting Continue Without Adding Education. However, the customer will not
receive carcass tags until proof of education has been added to his or her
record.

If proof of education or a previous license is added after selling a lifetime
license, the carcass tags will generate but will be mailed to the customer.
Therefore, if the customer does have proof of education or a previous license,
be sure to add it before completing the sale.

Adding a Short-Term Fishing License

There are two options for short-term fishing licenses: 1 day and 7 days.

Note: The prices used in the steps below are for NYS residents. The prices for
non-residents will differ.

1-Day Fishing License
For 1-day fishing licenses, the customer may purchase them to use for
consecutive (back-to-back) days or non-consecutive days.

For consecutive days, do the following:

e Add the product.

e Select the number of days the customer would like to purchase.
o Select the start date for the license on the calendar.

e Click Submit.

For non-consecutive days, do the following:

« Add the product for the first non-consecutive day by selecting 1 for $5.
o Select the start date for the license on the calendar.

e Click Submit.

e Repeat steps 1 to 3 until all days have been added.



Note: Each license used for a non-consecutive day should appear as a
separate line item in the shopping cart. The options of 2 for $10, 3 for $15,
etc., cannot be used for non-consecutive days.

1-day fishing license options for NYS residents: 1 for 85, 2 for 810, 3 for $15
and 4 for $20

Calendar to indicate the start date of the fishing license

7-Day Fishing License
For a 7-day fishing license, do the following:

e Add the product.
o Select the start date for the license on the calendar.

e Click Submit.



7-day fishing license options for NYS residents: I for $12 and 2 for $24

Replacing Licenses, Carcass Tags, and
Other ltems

To add a replacement license, carcass tag, or other item, follow these steps:

Search for the current customer. Current active licenses will appear on the left
side of the customer screen.

Select licenses, carcass tags, or other items that need to be replaced.
Select Replace Licenses. Replacement items will be added to the cart.
Select Checkout.

Complete purchase.



Customer record with the active licenses listed on the left side



Selected items that customer would like to replace

Shopping cart summary with replacement license added



Completing the Sales Transaction

Once you have added all the products to the shopping cart, the customer is
ready to make payment. Click Checkout.

Select the customer’s payment method, and enter the required information.
Collect payment. (Collect cash or check. Run and get approval on credit card.)

Click Confirm & Print License.

USER’S TIP
Selecting the correct payment method will help with daily reconciliation.
IMPORTANT

If the customer has a valid email address associated with his or her customer
record, the customer will be sent an electronic receipt.




Printing the Product

By clicking Confirm & Print License, the product will be sent to the
printer. There will be no preview of the product.

Product Printed Correctly

Inspect the printed product. If the product is printed and appears correct,
select Yes, the license printed correctly.

No Product Printed or Product Did Not Print
Correctly

If no product is printed or if the product is not correct, select No, the license
did not print correctly. This will take you to the Orders screen. On this
screen, you can click the Reprint icon to reprint the product or the Edit
icon to void the order.

Provide the reason for the reprinting or voiding. If an order needs to be
reprinted, the product will be sent to the printer again. If an order is voided,
the customer will not be charged for the sales transaction.

Note: If a product is printed with errors or if it is illegible, set the product
aside to be returned with the returnable documents. It must be returned to
Revenue.

On the Order Verification scree, click No, the license did no print correctly or
Yes, the license printed correctly.



If you select No, the license did not print correctly, you will be taken to the
Orders screen. Choose the Reprint icon to reprint the product or the Edit icon
to void the order.

If reprinting the product, choose the reason for reprinting: Print Error or
License Unreadable.

If reprinting the product, indicate if the reprinting was successful by clicking
No or Yes.



If voiding an order, select the items that need to be voided, and click Void.

USER’S TIP

To view the details of the transaction again or other past transactions,
select Orders from the Menu icon.

IMPORTANT

There will be no PDF preview of the license.

When to Void Products

After a sales transaction, you may need to void a product from that order for
the following reasons:

e The wrong product was sold to the customer.
The printed license and tags are reviewed for errors or legibility, and a problem is
found on them.

Note: If you sell a license that you cannot print, it is advised to void the license
immediately.

USER’S TIP



The voided product will be listed on the Outstanding Voids (Returnable
Documents) Report until you return it to Revenue.

IMPORTANT

You have only 4 hours to void a product with the licensing application.

Locating an Order to Void

Here are the guidelines for voids.

e You can void items only within 4 hours of the completion of the sale.
e You can void items sold only at your agent location within that 4-hour window.
e You cannot void the following items:

o Lifetime Licenses

o Deer Management Permits (DMPs)

o Donations (Habitat Stamp, Venison Donation, Trail Supporter Patch,
Conservation Fund)

o Magazine subscriptions
o Any item that has already been replaced

To begin the void process, click the Menu icon, and select Orders. On the
Orders screen, all orders processed within the last 4 hours at your location will
appear. They are listed from oldest to newest.

Locate the order that you need to void, and click the Edit icon.

Selecting Orders from the Menu



Orders screen with sales transactions within the 4-hour window

IMPORTANT

To void a product using the licensing application, you must void it within 4
hours of the transaction. After 4 hours, you will have to contact Revenue at 1-
800-962-5622 to process the void.

Selecting Products to Void

On the Edit Order screen, you will see all the products that the customer had
purchased in that order. The following information is provided for each order.
o Item: The name of the product
« Quantity: The number of products purchased
o Price: The price of each product
» Status: The status of the product, such as Active or Voided

Voiding Products

During the void process, you can void individual products or all the products
from a single order.

o Ifyou need to void individual products, click the checkbox beside the product.



« Ifyou need to void all products, click the All checkbox.

Verify that the correct products have been selected. Click Void.

Provide the reason for voiding the selected products. Click Void.

Edit Order screen showing all the products from an order

Two reasons for voiding products to select from. sold wrong product or print
error

USER’S TIP

When you select the main product, the application will automatically select
any corresponding dependent licenses or tags to be voided. For example, when
selecting a hunting license, the carcass tags will automatically be selected.




Checking Product and Order Status

On the Edit Order screen, the status of the products will now be updated
to Voided.

On the Orders screen, the status of the order will be updated.

Note: If you did not void all the products in the order, the status on the
Orders screen will remain as Active but will have a red information icon
beside it. If you voided all the products in the order, the status will be updated
to Voided and will have a red information icon beside it.

Edit Order screen with updated Voided status

Orders screen with the red information icon beside the status

IMPORTANT

Collect all voided products from the customer. You must send the voided
products to Revenue by the date specified in the Outstanding Voids Report.




Returning Voided Products

The Outstanding Voids Report lists all the outstanding voids that need to be
resolved at your location. To view the report, click the Menu icon. Expand

the Reports submenu, and click Outstanding Voids. The outstanding voids are
listed from newest to oldest.

Look for the order that you need to return. Review the information under
the Order Number. Be sure to return the voided products by that date. Send
the voided products in an envelope to Revenue.

Once Revenue has received the voided products, the entry for the order will be
removed from the Outstanding Voids Report.

USER’S TIP

Send the voided products to the following address:

NYSDEC

Revenue

625 Broadway

Albany, NY 12233-4900




Checking Status of Voided Products

To view the status of an order on the Outstanding Voids (Returnable
Documents) Report, look at Return Status. The status can change
from Pending to Charged.

Pending means Revenue has not yet received the voided products. The return
is still within the specified return period. The return period is 45 days from the
date that the void was processed.

Charged means Revenue did not receive the voided products within the
specified return period. Revenue has charged your location for the
unreturned, voided products. You will have 45 days to return the documents
before being charged. Once Revenue has received the voided products, it will
credit your location for the products.

Products that have been successfully returned will not appear on the
Outstanding Voids (Returnable Documents) Report.

Types of Reports

You can view the following reports in the licensing application:

Daily Sales Report

The Daily Sales Report lists the transactions for any selected date at your
location. You can filter the report by order, product, payment type, and user.



Account Balance Report

The Account Balance Report lists all transactions at your location. The account
balance is automatically calculated with each transaction.

Invoices (Account Notice Statement) Report

The Invoices Report lists all the invoices that have been generated by the
system and emailed to the your location’s agent of record.

Outstanding Voids (Returnable Documents)
Report

The Outstanding Voids Report lists all the outstanding voids that need to be
resolved at your location. You can monitor the status of these voids through
this report.

Daily Sales Report

The Daily Sales Report lists the transactions for any selected date at your
location. To view the report, click the Menu icon. Expand
the Reports submenu, and click Daily Sales.

To view the report for a specific date, enter the date (MM/DD/YYYY) that you
need for the sales report. Click Run. If on that date any transactions were
processed, the results will generate.

You can filter the Daily Sales Report by order, product, payment type, and
user.



Daily Sales Report: Order View

To filter the Daily Sales Report by order, click Order.

The Order view includes the following information.

Payment: The payment method for the transaction (e.g., cash, credit
card, etc.)

Type: The transaction type (e.g., sale, reversal, or void)

DEC ID: The unique number to identify the customer

Client Name: The person who is associated with the order

Order Number: The unique number to identify and track the order
Sales Representative: The user who processed the transaction
Product Name: The specific product sold

Quantity: The number of the products sold

Vendor Commission: The amount of commission your location
earned

State Amount: The amount from the transaction that goes to the state

Total: The total transaction amount (the sum of vendor commission
and state amount)



« Manual Adjustments: The adjustment to the vendor account made
by Revenue to correct any outstanding balance issues

You can find the overall totals for the columns on the first line. In addition,
you can expand the entries to learn more about the transactions.

Note: You can export the Order view as an Excel spreadsheet (XLSX file) or a
PDF to print a full report of this view. When you export the Order view, all the
information, including the entries with additional details, will expand and
display in the documents.

Order view of the daily sales report, not expanded

Order view of the daily sales report, with Credit Card expanded



Order view of the daily sales report, with Sales expanded

Order view of the daily sales report, with an individual sale expanded

Daily Sales Report: Product View

To filter the Daily Sales Report by product, click Product.
The Product view includes the following information.
« Code: The product code associated with the product

o Product: The specific product sold

o Quantity: The number of the products sold



Vendor Commission: The amount of commission your location
earned

State Amount: The amount from the transaction that goes to the state

Total Amount Collected: The total amount collected for each product
(the sum of vendor commission and state amount)

You can find the overall totals for the columns on the first line.

Note: You can export the Product view as an Excel spreadsheet (XLSX file) or
a PDF to print a full report of this view. When you export the Product view, all
the information will expand and display in the documents.

Daily Sales Report: Payment Type View

To filter the Daily Sales Report by payment type, click Payment Type.

The Payment Type view includes the following information.

Payment Type: The payment method for the transaction (e.g., cash,
credit card, etc.)

Vendor Commission: The amount of commission your location
earned

State Amount: The amount from the transaction that goes to the state

Total: The total amount collected for each payment type (the sum of
vendor commission and state amount)



« Manual Adjustments: The adjustment to the vendor account made
by Revenue to correct any outstanding balance issues

You can find the overall totals for the columns on the first line.

Note: You can export the Payment Type view as an Excel spreadsheet (XLSX
file) or a PDF to print a full report of this view. When you export the Payment
Type view, all the information will expand and display in the documents.

Daily Sales Report: User (Clerk) View

To filter the Daily Sales Report by user, click User.

The User view includes the following information.

« Staff: The clerk who processed the transaction
« Total Sales: The number of the transactions processed
« State Amount: The amount from the transaction that goes to the state

« Vendor Commission: The amount of commission your location
earned

« Total: The total amount collected by the user

You can find the overall totals for the columns on the first line. In addition,
you can expand the entry for each user to learn more about the transactions.

Note: You can export the User view as an Excel spreadsheet (XLSX file) or a
PDF to print a full report of this view. When you export the User view, all the
information, including the entries with additional details, will expand and
display in the documents.



Account Balance Report

The Account Balance Report shows all the transactions at your location. The
application automatically calculates the account balance. To view the report,
click the Menu icon. Expand the Reports submenu, and click Account
Balance.

The transactions are listed from oldest to newest. The report includes the
following information.

« Date: The date of the transaction or transactions
« Transaction Type: The transaction type (e.g., sale, reversal, or void)
« Amount: The total amount sold for each date

« Total Balance: The calculated balance based on the total amount sold
for each date

To view previous time periods, click the arrows beside the date range. To
manually refresh the report for the most recent transactions, click Latest
Transaction.

Note: You can export the Account Balance Report as an Excel spreadsheet
(XLSX file) or a PDF to print a full report of this report. When you export the
Account Balance Report, all the information will expand and display in the
documents.



Invoices (Account Notice Statement)
Report

The Invoices Report lists all the invoices that have been generated by the
system and emailed to your location’s agent of record. To view the report, click
the Menu icon. Expand the Reports submenu, and click Invoices.

To search for an invoice, enter the date range into the required fields

for Begin Date (MM/DD/YYYY) and End Date (MM/DD/YYYY). You can
filter the results further by status: Pending, Reviewed, Paid, and Held.
Uncheck the checkbox beside the status to remove it from the search results.




Once all the information has been entered, click Search. If any invoices were
generated in that time period and meet any filter options, they will appear.
The results will include the following information.

Status: The status of the invoice (Pending, Reviewed, Paid, or Held)
Invoice Date: The date the invoice was created
Sales Begin Date: The starting date of the current invoice

Sweep Date: The date on which the sweep amount will be taken out of
the vendor’s bank account

Gross Amount: The total amount of money in the current invoice,
including purchases, donations, taxes, etc.

Vendor Amount: The amount of money in the current invoice (from
the gross amount) that belongs to the vendor and not taken out during
the sweep

Sweep Amount: The amount of money in the current invoice that will
be taken out by the state from the vendor’s bank account

To view a complete invoice for your sales period, click the three vertical
dots next to the entry. You can download the report as an Excel spreadsheet
(XLSX file) or a PDF. The invoice will provide details about the transactions
that occurred during the invoice period.

USER’S TIP



There will be no change in the sales period or sweep rotation for existing
vendors.

For new vendors, Revenue will establish sales period and sweep rotation.
IMPORTANT

For NYS vendors, the Reviewed status is not applicable. Vendors are not
manually invoiced. No information will appear under the Reviewed status.

GLOSSARY

Held — Status indicating that Revenue has removed the invoice from the sweep
due to a discrepancy; no sweep occurs until discrepancy is resolved

Paid — Status indicating that the sweep has gone through and the vendor has
paid

Pending — Status indicating that the invoice has been generated and has not
been paid

Outstanding Voids (Returnable
Documents) Report

IMPORTANT

The Outstanding Voids Report should be checked daily to keep track of the
voided products and their statuses.

The Outstanding Voids Report collects all the outstanding voids that need to
be resolved at your location. To view the report, click the Menu icon. Expand
the Reports submenu, and click Outstanding Voids.

The outstanding voids are listed from newest to oldest. For each void, the
following information is provided.

o Order ID: The unigue number to identify and track the order



« Customer Name: The person who is associated with the order
« Void By: The user who processed the void
« Void Date & Time: The date and time that the void was processed

« Return By Date: The date when the products need to be returned to
Revenue

« Print Document: The type of product (e.g., license)
« Product Name(s): The specific product sold

« Return Status: The status of the returned products
(Pending or Charged)

Once Revenue has received the voided products, the entry for the order will be
removed from the Outstanding Voids Report.

Note: You can export the Outstanding Voids Report as an Excel spreadsheet
(XLSX file) or a PDF to print a full report of this report. When you export the
Outstanding Voids Report, all the information will expand and display in the
documents.

Glossary

Charged
Status indicating that Revenue did not receive the voided products
within the specified return period; location charged for the unreturned,
voided products

Pending



Status indicating that Revenue has not yet received the voided products;
return still within the specified return period

Viewing Support Materials (Agent Help
Link)
To view additional support documents, click the Menu icon, and

click Support Materials. Available support documents will be listed on this
screen. Click the Open icon to view a document.

For each support document, the following information is provided.

« Title: The title of the support document
« Date of Upload: The date on which the document was uploaded

« Open: The link to open and view the document



Changing Media (Paper Roll) in the
Printer

In this tutorial, you will learn how to load media into the printer. The Media
Status indicator will display red when media is exhausted.

1.

Open the printer.

2. Remove the empty core from the roll holders.

w

® N o o A

Remove the outside wrap from the new media roll to prevent
contamination.

Place the supply media in the role holders.

Pull the end of the media out the front of the printer.

Verify the media sensor is in the correct location for your media.
Press the media down under the media guides.

Close the printer.

IMPORTANT

The media roll for printing licenses has a black mark on its back side at each
perforation to allow for accurate paper alignment and printing. Flip the media
roll up. Align the movable media sensor to the third tick so that the sensor
aligns to the center of the black mark. Do not position the sensor in the center
area of the media, this will lead to unsatisfactory performance.




Cleaning the Printer

In this tutorial, you will learn how to perform routine cleaning of the printer.
Before beginning, turn power off and remove all media.

1.
2.
3.

Clean the media sensors using compressed air.
Use a cotton swab moistened with alcohol to clean the cartridge sensor.

Use a cotton swab moistened with alcohol to clean off any adhesive
build up on the media guides, roll holders, and other areas.

Clean the roll holders and frame using a lint-free wipe and isopropyl
alcohol. Wipe the areas thoroughly to remove all paper dust and
accumulated adhesive.

For printers with a dispenser option, open the door.
a. Clean the peel bar.
b. Clean the peel roller.
c. Clean the liner path.

d. Clean the ribs and sensor.



6. The outside of the printer may be cleaned using solutions common to
the healthcare industry, including isopropyl alcohol and water.

Increasing the Darkness Level on the
Printer

If the printer prints out a product that is too light or faint, you can adjust the
darkness setting on the printer. Locate the switch on the back of the printer.
Move it toward the plus (+) sign to increase the darkness level.

In this image, the default setting is shown.

Learning More About General Printer
Maintenance

Performing general maintenance on the printer will help ensure that it works
properly. For additional how-to videos for the printer, visit the Zebra website
(https://www.zebra.com/us/en/support-
downloads/printers/desktop/zd420c.html).

For all of your technical support needs, please get in touch with Vendor
Support at 347-227-0452.



Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

Bidder Name: Kalkomey Enterprises, LLC

Each of the items in the Requirements Traceability Matrix (RTM) table below requires a response
of one of the following options: “Yes”, “Customization required “, “No”, and “Alternate”. Bidders
must respond to the RTM using the matrix format provided and should not change the order or
number of the requirements.

The RTM should indicate how the bidder intends to comply with the requirement. It is not sufficient
for the bidder to simply state that it intends to meet the requirements of the RFP. The Commission
will consider any such response to the requirements in this RFP to be non-responsive. The
narrative should provide the Commission with sufficient information to differentiate the
bidder’s functional, technical, and financial solutions from other bidders’ solutions.
Explain each response and describe how the proposed solution meets each requirement,
providing at least the current features and processes.

Only one box may be checked per requirement. If Oral Interviews/Presentations and/or
Demonstrations are requested, bidder may be asked to demonstrate each item marked as “Yes”,
“Customization Required “, or “Alternate”.

The Bidder Response box should be completed if the response to the requirement is “Yes”,
“‘Customization required”, or “Alternate”. Bidders may also use it with “No” responses if
desired. Bidders must provide a response directly in the matrix, using as much space as
needed. Below is a brief definition of each response option. Bidders should carefully read the
response definitions as these responses, as well as the entire response to this RFP, will become
part of any resulting contract with the awarded contractor.

Yes, requirement is met and demonstrable in the current release of the product(s)
Yes proposed in the bidder’s response to this RFP, without manipulation of fields,
forms, or the need to add fields or tables to the system.

The requirement is not completely met by the product(s) included in the proposed
Customization | solution but can be met with some customization. Bidder should indicate whether
Required the requirement can be met by the go-live date and describe any other specifics that
will aid in evaluation.

No, the requirement is not or cannot be met by the product(s) included in the
No proposed solution. A response of “No” to a requirement does not eliminate the
bidder’s proposal from consideration.

The “Alternate” option is appropriate when a requirement is in the process of being

Alternate developed, but not implemented.
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Attachment A

Requirements Traceability Matrix (RTM)

Request for Proposal 6506-Z1

General Statement of Requirements

The State of Nebraska (State), Nebraska Game and Parks Commission (NGPC), is seeking a qualified Contractor to provide a
statewide, Web-Based Permit/Licensing system that provides for automated permitting/licensing issuance, event registration,
Customer Relationship Management (CRM), wildlife harvest reporting, Point of Sale (POS), and revenue management system that
must support all existing business rules that are outlined in section VIl. The system must complete transactions in real-time and
provide cutting edge technology for both NGPC staff and customers. The system must provide flexibility for product/commodity
expansion and specific business rule application by product/customer/location or other variables.

Bidder must describe, and provide screen shots when applicable, to show the structure, functions, and processes of the proposed
Web-Based Permit/Licensing system.

FUN # Customer Profile Yes Customl.zatlon No Alternate
Required

FUN-001 | A. Describe the system’s Customer profile and the data it collects, to X
Section include but not limited to the following:
VILA 1. Customer name

2. Customer demographic

3. E-mail

4. Last four digits of social security number

5. Date of birth

6. Height/Weight/Hair Color/Eye color

7. Residency status

8. Hunter Education certification numbers

Bidder Response:

Current AMS (requires no customization for NGPC):

The core AMS application suite is purpose-built for state fish and wildlife agencies and is self- sustained, meaning AMS is
not dependent on third-parties or other contractors to capture data or functionality. Kalkomey AMS is a system with
greater accountability, responsiveness, and reliability than any other solution.
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Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

FUN #

Customer Profile

Yes

Customization

Required No

Alternate

AMS has three user interfaces, or channels, for performing sales transactions: Internet/Mobile (customer self-service),
External Agents, and Administrative (for Internal Agents and Kalkomey Call Center). NGPC can modify what products are
available in each channel, by agent as well as what is displayed to which customers.

The basic purchase workflow in each channel varies only slightly. For New York State Department of Conservation (NYSDEC)
we reviewed each channel in their AMS configuration. An order is completed in 6 steps after selecting a customer in each
interface. Each order included purchase of a non-resident fishing license with no add-on products or survey requirements.
Each button click was counted as a step.

Step

Internet

Agent

Administrative

1

View product catalog
(residency known)

Select residency

Select residency

Select product

View product catalog

View product catalog

Proceed to checkout

Select product / Review
order

Select product / Review
order

Review order

Proceed to checkout

Proceed to checkout

Enter payment details
(assumes no physical
product fulfillment /

shipping)

Enter payment details

Enter payment details

Checkout / Complete

Checkout / Complete

Checkout / Complete

The Internet/Mobile Storefront is the primary interface for NGPC customers to make purchases and manage their NGPC
account. The customer interface is a mobile-first, browser-based, Software-as-a-Service (SaaS) solution built for customer
24 x 7 access. The website is built upon a dynamic framework that provides the same intuitive user experience on
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Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

FUN #

Customer Profile Yes

Customization
Required

No

Alternate

traditional desktops, laptops, tablets and mobile devices - all platforms share a similar style and feel. All pages are
integrated with Google Analytics to monitor customer use patterns, user experience metrics, marketing campaign
response, and sales conversion rates throughout the website. Your customers will see a custom interface that features
NGPC branding, links to NGPC informational sites, and dynamic messaging that can be updated by NGPC or Kalkomey as
needed. Text, layout, graphics, and styles are all tailored to NGPC brand guidelines and be consistent with
http://outdoornebraska.gov/. The sample screens you see below are intended to demonstrate only the continuity of
style and identity you can achieve, and do not preclude the process wherein NGPC creates the look and feel of the

interface.

——

=

‘f‘ﬂ“ “EASIEST SYSTEM TO NAVIGATE IN THE U.S., HANDS DOWN! | BOUGHT MY

. @ LICENSE AND APPLIED FOR 3 SPECIES IN 5 MINUTES.”

=& Gene Silonis — April 20, 2019
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Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

FUN #

Customer Profile Yes

Customization

Required No

Alternate

© U @  NEGame and Parks Ucensing +

€ 5 C @ hupiieetraska licensng kalkomey com!

NEBRASKA Nebraska Game and Parks Licensing

-t (9 e

Licenses and Permits Apply for a Draw Vessel Registration Shop

Welcome to
Nebraska Licensing

The Nebraska Game and Parks Commis:
ability to complete transactions online. Pi

GET STARTED l EXPLORE LICENSES |

Nebraska Game and Parks Licensing

GET STARTED

EXPLORE
Nebraska

FISHING HUNTING

The goal is for your Internet customers to conduct nearly all of their NGPC business online (as allowed by NGPC business

rules) such as:
= view and update personal information,
= review purchase history,
= purchase permits, stamps and park permits,
= replace, reprint and/or apply for duplicate unexpired licenses,
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Attachment A

Requirements Traceability Matrix (RTM)

Request for Proposal 6506-Z1

FUN #

Customer Profile

Yes

Customization
Required

No

Alternate

=  submit limited draw and lottery applications,

= view limited hunt draw results,

= check for leftover and first-come-first serve availability,

= purchase products and merchandise,

= register for events and conservation education/safety classes,
= view previous course completions,

= make donations,

= order printed materials, and
=  submit HIP and other harvest information.

All sales interfaces first attempt to claim the customer’s existing record regardless of the original data source. The
customer’s profile contains a history of all transactions, regardless of when, where or how the customer interacted with

the current or legacy system.

We configure AMS to meet NGPC customer identifier and data collection requirements and utilize the best data available
in the historical data set to support the account claim process with only a few key pieces of personal information.
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Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

FUN #

Customer Profile

Yes

Customization
Required

No Alternate

“Lalkomey

% Nevada Department of Wildlife

Sign Up

Keep track of your purchase
history, manage your
subscriptions, and save your
payment preferences by creating
an account.

You can update this information
any time after you have created an
account.

NDOW.org Visit NDOW Social Media

Identification

Identification

We will attempt to look up your purchase history if you have purchased a
license in the past. If a purchase record is found, we will use that
information in your profile. You may change that info at any time.

Enter your date of birth (MM/DD/YYYY) *

Choose an identification method v

Continue

The system performs checks on multiple pieces of information readily available to the customer such as Social
Security Number, Driver’s License, or other unique identifier as permitted and configured for NGPC. At an agent
location , the agent has signed in and enters information from the customer or allows the customer to enter their
own details to initiate the customer record search. Similarly, the Administrative sales user is required to search for
an existing record before creating a new one.
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Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

FUN # Customer Profile Yes I No Alternate

Required

If an existing record is found based on the information provided by the customer, a message displays and the
customer/agent is guided through a process to verify the customer’s personal information. If it is necessary for the
customer to update profile information, either during the sales process or at any time by logging into their account, NGPC
determines what the customer/agent can modify and the information that only NGPC can edit. Below we show the
customer details that are editable by the customer in one project.

john_hunter@kalkomey.com

ary Number (999) 999-9999
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Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

FUN #

Customer Profile

Yes Customl.zatlon No Alternate
Required

Contact Info

Email Address

Primary Number

Personal Details

Height

Weight

Gender

Eye Color

Hair Color

john_hunter@kalkomey.com

(999) 999-9999

6 0

180

(® Male O Female

Grey ¥
Brown =
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Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

FUN #

Customer Profile

Customization

e Required

No

Alternate

For the Internet/Mobile customer whose record has been found, the customer then signs into their personal account, as

shown below.

(]

We found an existing sccount associated with your customer record.

Please login to your account to continue

© Login

If you havenit already created or claimed your license profile
click Sign Up below.

Email

Password

Forgot password?

“Self-service” empowers customers to take actions, use the website to locate information, and conveniently increase
direct interactions with NGPC which supports Recruitment, Retention and Reactivation (R3)
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Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

FUN #

Customer Profile

Customization

Yes Required

No

Alternate

The two screenshots below show how a customer signs up when an existing record was not found.

% Nevada Department of Wildlife

Sign Up

Keep track of your purchase
history, manage your
subscriptions, and save your
payment preferences by creating
an account.

You can update this information
any time after you have created an
account

Basic Information and Personal Details

Basic Information

Name and Address

First name: Jane
Middle initial:

Last name: Hunter

Date of Birth: 1949-01-01

Address #1
123 Randolph St.
Address 2

city*

Lincoln
United States
Select All that Apply

¥4 Physical Address

¥4 Mailing Address

68510

~ Nevada

Add Another Address

Email and Password

Email address *
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Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

FUN #

Customer Profile

Yes

Customization
Required

No

Alternate

This image is a continuation of the profile application.

Password *

Password Requirements.

Contact Info

(987) 9877878

150.0 Ibs.

Gender
O Male
%) Female

Brown

Brown

Your name and contact information may be requested by third-parties, such as
quides, taxidermists, market researchers, etc. How would you like the Department
to respond to such requests? This setting may be changed under your account
profile.

@) Please keep my information private.
(O Please allow my information to be shared

o -
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Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

FUN #

Customer Profile Yes Customl.zatlon No Alternate
Required

Only AMS offers you the ability to seamlessly connect a customer’s existing hunter safety education certification to their
Customer Account. If the customer has not yet taken a hunter education course, they can easily register and complete a
course within the AMS system.

AMS has built in validation for common data fields such as phone numbers and utilizes USPS address validation with a live
API call when customer information is entered. We support ZIP+4 and non-U.S. addresses and telephone numbers.

AMS also provides support for custom data that NGPC may require, such as landowner information. For each custom data
field configuration, we include a set of data validation rules that can be applied. When creating a custom data field, the
authorized administrative user selects a data type which might include Text, Number, Date or other types of data input.
The user then may select validation attributes such as character limit, minimum value and maximum value.

AMS also offers channel-based data capture so you can collect different fields of customer data from different sales
channels. For example, perhaps you find a high percentage of agent-entered email addresses and phone numbers to be
invalid. Agents may be anxious to get directly to sales screens to save time and/or to avert customer impatience at having
to enter this information, resulting in invalid data. On the other hand, customers on the website are likely to provide their
email address for digital receipts and include their phone number in case of an issue with their order. Therefore, in AMS
you can require phone number from customer self-service on the Internet channel but skip this requirement for purchases
through an agent. You can choose to have a blank value and know that the data has not been provided instead of collecting
garbage data that is difficult to validate.
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Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

FUN # Customer Profile Yes Customl.zatlon No Alternate
Required

FUN-002 | A. Describe your process to edit a customer profile must include but X

Section not limited to the following:

VILA 1. Unique Customer ID number

2. Customer demographics
3. Last 4 digits of SSN — alpha numeric
4. Add a “new” required field

Bidder Response:

With AMS’ single database, both customers and authorized administrative users can make authorized changes/updates to
a customer record in real-time and it is immediately available in all channels.

Through the Administrative interface NGPC sees all historical and current information in the customer’s profile. At the
same time, the customer is able to login to their account to view their interaction history as well as edit certain personal
information and preferences allowed by NGPC business rules.

Below we show the administrative view to update a customer record.
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Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

\'-'AMS AARON PICHE v
Nevada > Search Customers > Customer > ustomer

JOHN HUNTER

e Customer Information

* First Name Middle Name *Las e
John Hunter Suffix
* DOB (MM/DD/YYYY * Email Address [ZJ Email Undeliverable
01/01/1980 john_hunter@kalkomey.com
* Primary Phone [ Phone Rejected

999-999-9999

* Height (ft

6

Female

* Height (in)

Autorenewals

*Your name

information may

que:

¥ ® Please keep my information private.

Please allow my information to be shared.

nt Manag

Customer Identification

Identifier Type Add Identifier
Select to add a new identifier v

Addresses

Test Product Rules

% Mailing [] Undeliverable

A 28 Validate Address
123 Fleetwood Drive 68516

City

., * State
Address2 Lincoln Nebraska v
* Country *County Validation s
United States v Lancaster Validated

+ Add Address

Status

Active v

Update Customer
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Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

FUN # Customer Profile Yes Customl.zatlon No Alternate
Required
Note the customer’s opt-in/out preferences are displayed in this example.
The AMS database reflects all edits in real time and maintains a complete audit trail of where, when and by whom the
action was taken.
As discussed in response to Attachment A at FUN-059, Law Enforcement and other authorized users can add detailed
notes/comments to a customer record. Notes can be used for any reason by any authorized user, such as describing a
customer support interaction, flagging an account as having a history of failed payment methods, or providing investigation
case notes that are only visible to law enforcement personnel.
Notes can be flagged as “Alert”, which forces the information to display on the screen as soon as the customer record is
accessed. This warns all users of important customer information or action that needs to occur before any further action
is taken with this customer. Notes can also be flagged as “Restricted”, which makes the note only visible to users with the
appropriate permissions — a particularly useful feature for Law Enforcement officers.
Customization
FUN # Customer Profile Yes . No Alternate
Required

FUN-003 | A. If a password is required to log on to a customer profile, indicate X

Section how the password is reset by the customer, and/or by

VILA administration.
Bidder Response:

Current AMS (requires no customization for NGPC):

If a customer requires the password to be reset, they will find the AMS process similar to other websites they frequent.
The customer can reset their password with the “Forgot Password” link on the login screen. After clicking on the link, AMS
asks the user for the email address associated with the user account. The email sent to the user contains a link for resetting
their own password, which usually results in a successful reset by the customer.
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Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

FUN # Customer Profile Yes Customl.zatlon No Alternate
Required
However, if the customer is unable or unwilling to reset the password, the customer interface displays information on who
the user contacts to initiate the password reset process on their behalf (such as NGPC and/or Kalkomey Customer Service).
Authorized NGPC and Kalkomey users can reset the password through the Administrative console and the change action
is logged in the system to identify who made the change and when.
Passwords in AMS are masked when being entered to prevent unauthorized viewing and are hashed in the system to
prevent decryption.
Additionally, AMS maintains authentication records and can lock-out user accounts after a predefined number of
unsuccessful login attempts or after a pre-defined period of inactivity. Only an Administrative user authorized to unlock
accounts can re-enable login permission for an account.
Customization
FUN # Customer Profile Yes . No Alternate
Required
FUN-004 | A. Describe how your system verifies USPS mailing addresses X
Section including address lookup verification.
VILA Bidder Response:

Current AMS (requires no customization for NGPC):

AMS has built in validation for common data fields such as phone numbers and utilizes USPS address validation with a live
API call as customers, agents and NGPC staff enter address information. We support ZIP+4 and non-U.S. addresses and
telephone numbers. AMS adds county to the address in real-time.

Page 17




Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

Customization

FUN # Customer Profile Yes . No Alternate
Required

FUN-005 | A. Describe how your system flags or identifies specific customer X

Section groups such as:

VILA

1. Customers 69 and older by the DOB
2. Veteran 64 and older

3. Disabled Veteran

4. Special/Disabled Fish

1. Deployed Military

Bidder Response:
In AMS, NGPC’s business rules determine the kinds of eligibility requirements that exist for customers who would like to
purchase each product. There are several ways to establish special eligibility requirements for any product:

To support age eligibility, AMS can calculate the customer age. NGPC may require a product to be issued based on
age at purchase or age on the effective date of the product purchased (“valid from” date).

You can add a certification requirement and tie the product to a certification category. In this way, the customer
must have a certification in the appropriate category to purchase the product.

For example, the need to meet safety educational requirements, such as hunter education, may first be determined
by customer age. Based on the customer’s age, and if no prior valid certification is found in the customer record,
NGPC can require proof of education. As your current provider of hunter safety education through AMS
Events, Kalkomey AMS offers a tremendous advantage over other vendors that may lose important data when
connecting to the education provider’s system. AMS does this seamlessly in one system, providing an improved
customer experience which can enhance your R3 efforts. Additional advantages are discussed in response to FUN-
029.

A named eligibility can be created for permits that require special qualification, such as Disabled Veteran,
Veteran, Deployed Military, Special/Disabled Fishing. For each special permit product, authorized NGPC
users create an eligibility document requirement which can be subjected to an administrative approval process.
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Attachment A

Requirements Traceability Matrix (RTM)

Request for Proposal 6506-Z1

FUN #

Customer Profile

Yes

Customization
Required

No

Alternate

The special permit application process is configurable for different permit types and the data to be stored, so it can be
used for current types and those you may need to add in the future. The sample screens below show question
configuration for a commercial fishing application, but the application process is configurable to any product for which
you require additional documentation and approval.

NGPC manages special permit issuance through an application process wherein authorized users create the application to
include all elements customers are asked to provide. Applications generally contain two types of information-gathering

mechanisms:

Application Questions allow the user to designate what applicant information does not have an impact on their application
status, such as name, DOB, etc. Authorized users control question formatting and collection requirements on the

application.
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Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

Customization
FUN # Customer Profile Yes Required No Alternate
@ ® +
CcC & %
\"AMS ZACKLAMBERT v =
WILDLIFE COLLECTION Application - Wildlife Collection
Questions CREATE QUESTION
7 B v
7 B8 ~

History

Product Questions determine what special permit a customer may be eligible for, depending on their responses to the
question. For example, in a single application a customer could be eligible for multiple permits depending on their
application responses. This interface allows NGPC users to determine what product is eligible for each response, if
applicable.
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Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

FUN # Customer Profile Yes Customl.zatlon No Alternate
Required
ece +
€ C & 4

— o
Questions
Questions. ’
Add Question

Praduct Queszont.
Tewt Wiocks
Ayprvil Wodfoe
Document Contgesston text

number
Procdect Wiears date

height

weight

dropdown
checkboxes
radio_buttons
grid

NGPC defines blocks of text or instructions presented to a customer on the application. For example, you may wish
to include a statement of understanding or display terms and conditions.
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Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

FUN # Customer Profile Yes Customl.zatlon No Alternate
Required
ece G
€ C & w
YAMS

ZACK LAMBERT v =

Missouri > Comenercial Application Text Blocks

COMMERCIAL FISHING
Application - Commercial Fishing

Text Blocks

- i
Commercial Saltwater Fishing Applcation

Commaercal Satw 4~L-c«a-w<
Commancial Licenss Offce, PO B2

e Soun Caroina Department of Natural Resources
arlesion, SC 29422-2559, (BAINSIAI01 pewss 4

o 8
Statement of Understanding

1 UnGarEtand 1N oricns whose DvInges are Supended e not el 10 A0l Yor. Hod, o wie SCONR Icontes. Dermes. o ags; | affiam Mat | am elotie 10 Kol
Jor. bk and usa e bove selecied eges and P o rdormason  comicd and e Accondng e SC Code o L. loense holder(s) mey be reqred 1o stk
ety regons and oe obtain penmits. Resdents, phease provide 3 0Dy Of your SC driver's Iense or SC issued KenUIcason card. Any Sd3ess ChanGo made on Tus
2CA%0N wil wpdiate o DN tecords Aached 12 T35 CuAtmar KrEACaon number only. NO Ovt of St Chacks accepted, Pursant 1 $4c70n 8:-29-10, ¢f 1q of

Commarical Affidavit

The created application configuration is organized into AMS’ intuitive purchase wizard, which drives the customer’s
application experience on the sales interface.

Once a special permit and application have been created, you may allow customers to complete the application online.

This self-service application process can replace the need for customers to download a form, print it and mail it back to
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Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

FUN # Customer Profile Yes Customl.zatlon No Alternate
Required
you for processing. When the customer submits an application online, they see their application in a “pending” status in
their account.
The AMS application process follows the same steps as a paper process. Designated approvers have access to a queue of
pending special permit applications for review. This queue also provides a search interface so approvers can filter and sort
for the applications that are most relevant to them. When viewing an application, the approver has visibility into all
information provided by the customer and can either approve or deny the application.
e Ifthe application is denied, an email communication is sent to the customer and their application status is updated
in their account.
e Ifapproved, the application is either:
0 marked as approved and the permit proceeds to fulfillment (or your preferred distribution method); or
0 the application is forwarded to the next approval group.
If more than one agency team is involved in approval of an application, AMS includes the flexibility for you to designate
multiple approval groups for the special permit application.
Customization
FUN # Customer Profile Yes . No Alternate
Required
FUN-006 | A. Describe the process your system uses to add legal land X
Section | descriptions to a profile including the number of acres owned, the
VILA parcel identification number, quarter, section, town, range, county,

acres, possession (own or lease), relation to the owner, name of the
property owner.

Bidder Response:
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Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

FUN # Customer Profile Yes Customl.zatlon No Alternate
Required
Current AMS (requires no customization for NGPC):
In AMS landowners can be a customer type. You can configure any number of customer and for each type you can require
any number of details be collected. Therefore, a Landowner customer would be asked for all of the information listed and
it would be stored in their customer record.
AMS has configurable objects that can be associated with customer records as a required field as well. Furthermore, a
single customer can be more identified as more one type of customer.
. e Customization
FUN # Transaction Validation Yes . No Alternate
Required
FUN-007 | A. Describe how the system checks for invalid entries or characters, X
Section such as invalid email address or phone numbers.
VILB Bidder Response:

AMS assists user entry wherever possible, detecting entry errors and giving informative alerts on how to correct, as well
as providing confirmation of successful entry. Other tools support fast, accurate entry, such as drop-down menus, designed
to limit entry only to accepted responses. AMS includes standard data edits for entry accuracy and if input is outside
of the acceptable range (date format, number of digits in SSN, etc.), AMS alerts the user of the reason so data can be re-
entered correctly.

Built-in validation for common data fields utilizes USPS address validation with a live API call as customers, Internal and
External Agents and the Call Center enter address information. AMS supports ZIP+4 and allows non-U.S. addresses and
telephone numbers. We add the county to Nebraska addresses in real time; every address with a valid ZIP Code has the
corresponding county included in the customer record.
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Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

FUN #

Transaction Validation Yes Customl.zatlon No Alternate
Required

Residency is proven on each transaction in AMS and is not stored as a static value on the customer record. AMS processing
can view the residency used with each transaction and make a residency determination displayed to the user. Residency
determination is based on the previous residency used and the current address.

The configurability of AMS allows specific data fields to vary by product, as defined by NGPC. NGPC has the ability
to collect and check custom data. For each custom data field, we include a set of data validation rules that can be applied.
When creating a custom data field, the authorized administrative user selects a data type which might
include text, number, date or other types of data input. The user then may select validation attributes such as character
limit, minimum value and maximum value.

An important data quality mechanism in AMS is channel-based data capture. AMS can be configured to collect different
fields of data on the customer record from different sales channels. For example, perhaps you find External Agents enter
invalid email addresses and phone numbers. They may be anxious to get directly to sales screens to save time and/or to
avert customer impatience, but the result is invalid data. On the other hand, customers on the website are likely to provide
their email address and their phone number for notifications. Therefore, in AMS you can require phone number from
customer self-service on the internet channel but skip this requirement for purchases through an External Agent. You can
choose to have a blank value and know that the data has not been provided instead of having garbage data that is difficult
to validate.

AMS can apply this data collection strategy for other mechanisms as well. For example, NGPC may require the completion
of a survey when a customer buys certain products. In AMS you can require the agent to complete this survey during the
sales process or the system can add the survey to the customer account for online completion. This tactic can drive online
adoption and ensure that agents are not rushed to provide invalid information.

To further maintain data integrity, AMS can restrict which customer fields External Agents and customers are able to edit
during the sale. For example, if the customer’s address has changed, all users are typically allowed to update the address,
however a customer’s name usually cannot be changed during the sale. Authorized NGPC users can, however, update a
customer name if necessary.
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Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

FUN # Transaction Validation Yes Customl.zatlon No Alternate
Required
It is important to remember that overall, data entry is limited only to new customers who must create a new account. At
the beginning of every transaction, AMS attempts to locate an existing customer record to assist in processing the sale
accurately for the existing customer.
If desired, Kalkomey can build a dashboard in AMS Analytics that would display newly created accounts by date.
. e Customization
FUN # Transaction Validation Yes . No Alternate
Required
FUN-008 | A. Describe how the system checks for item prerequisites before X
Section adding an item to the cart.
VILB Bidder Response:

In order to validate the customer’s eligibility for the desired purchase, the first sales step in all channels is to locate
an existing customer record for the customer. The customer’s profile contains a history of all transactions, regardless of
when, where or how the customer interacted with AMS or legacy system.

We configure AMS to meet NGPC customer identifier and data collection requirements and utilize the best data available
in the historical data set to support the user account claim process. If an existing record is found based on the information
provided by the customer, a message displays and the user is guided through a process to verify their personal
information. If an existing record is not found, the user is prompted to create an account.

We simplify the sales process by showing only products that are relevant to the customer and skipping steps that are
unnecessary to the shopping experience. Products that do not meet your business rules for the customer are hidden and
not available to the customer. For an existing customer, AMS uses customer account data from the single AMS database
to establish eligibilities. For new customers, the demographic information entered is used to establish eligibility (residency,
age, etc.). Note that alternatively, if desired, NGPC can show all items but trigger a customized message describing why
the item is unavailable to this customer if purchase is attempted.
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Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

FUN #

Transaction Validation Yes Customl.zatlon No Alternate
Required

NGPC business rules configured in AMS govern how products are issued and interact with each other. Any number of
business rules can be configured, including, but limited to:

e age at purchase,

e age at license “valid from” date,

e Dblackout dates,

e residency,

e suspensions,

e required certifications (such as Hunter Ed or Archery Ed),

e required eligibilities (such as Disabled Veteran and other special permits discussed in response to FUN-005),
e privilege exclusions (such as “you cannot buy X if you have Y”), and

e privilege inclusions (such as “you must have Y to buy X”).
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Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

FUN #

Transaction Validation Yes Cusfin ks No

Required Alternate
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Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

FUN #

Transaction Validation Yes Customl.zatlon No Alternate
Required

We will focus the response on two types of can/cannot have rules. The screen above shows a client’s New Elk Tag as an
example.

Exclusion Rules list all of the other elk tags that would prohibit a customer from purchasing the New Elk Tag if they were
on the customer’s record. Exclusion Rules can be set to consider:

e only active tags that have not yet expired, or

e any relevant tags purchased in the same license year, or
e any relevant tags ever purchased, or

e any combination of the above.

Inclusion Rules dictate any license product prerequisites that must be on the customer record in order to purchase the
New Elk Tag. Exclusion Rules settings can include:

e only active licenses, or
e licenses purchased in the same license year, or
e any license ever purchased.

Inclusion Rules can also be set to automatically add a required license to a customer’s shopping cart when attempting to
purchase a product without the prerequisite.

Business rules are also used to support up-sells, add-ons, product upgrades, and much more. Authorized users can use
business rules to recommend products based on customer information and activity. Business rules are infinitely
configurable and support any number of complex license product interactions and requirements.
The Kalkomey Implementation Team configures the initial business rules and product catalog which can then be updated
at any time by NGPC or Kalkomey.
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Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

FUN # Transaction Validation Yes Customization No Alternate

Required

FUN-009 | A. Describe how the system checks to make sure the number of sold X
Section permits does not exceed available inventory.

VILB Bidder Response:
NGPC uses the Administrative module to configure permits that are available in a limited quantity, or quota, on a first-
come/first-served basis. AMS currently handles first-come/first-served sales events for both NDOW and NYSDEC,

including tags remaining after big game and second draw events, and for swan hunting permits limited by federal harvest
regulations.

In addition to configuring the channels/locations allowed to sell and other product business rules, authorized
administrative users set a quota for amount of inventory allowed to be sold during a specified time period.

Edit License Year @)
- :
March 18, 2019 - 07:00AM May 01, 2019 - 06:59AM
.hliarch 18, 2019 - 07:00AM -M'ay 61. 2019 - 06:59AM
30 [J Use Last Year's Quota

SUBMIT CANCEL
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Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

FUN # Transaction Validation Yes Customl.zatlon No Alternate
Required
Quotas can be configured by individual hunt choice, and AMS hunt configuration can accommodate an infinite number of
choice parameters. Inaddition to type/unit, a hunt choice may include a combination of available species, sex, geographic
location, manner of take and season date(s).
By processing in real time, AMS automatically removes the permit from all authorized sales channels/agent classes when
the number sold equals the quota set by NGPC. Permits that are cancelled automatically reduce the number sold, thereby
allowing products for sale until the quota is met again.
During the sales process AMS compares the number of sold permits against quota limits at two points:
1. When the limited permit is added to the shopping cart, and
2. When the user/customer attempts to finalize the purchase.
In this way AMS ensures that limited permits do not become oversold while the customer is actively shopping.
FUN # Transaction Validation Yes Customl.zatlon No Alternate
Required
FUN-010 | A. Describe how the system validates a customer’s profile to check X
Section age and residency.
VILB Bidder Response:

At the beginning of every transaction, AMS requires a search for an existing customer record. This helps prevent duplicate
customer records and allows the system to utilize both the customer profile and existing privileges to check eligibility.

As discussed in response to FUN-005, AMS calculates customer age based on date of birth in the customer record. You
can configure a product’s age requirement to calculate based on age on purchase date or age on the effective date of the
product purchased (“valid from” date).

AMS has a highly configurable set of parameters that drive residency data collection for products.
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Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

.  1gs tomization
FUN # Transaction Validation Yes Custo 1.z 10 No Alternate
Required
The base residency model can be:
e identifier based. The customer must provide an ID that can be validated against an external system (usually driver’s
license).
e address based. The customer must provide an address within the state in order to purchase a resident license.
e declaration based. In this case, there are no external validations; data the customer provides and their
declaration on a residency affidavit are used to determine residency.
The residency since date can be used with any of the models as an additional validation and is configurable in both the
date type collected, and the length of time required to prove residency.
Additional residency proofs are configurable attributes associated to any residency model which allows a customer or user
to bypass the normal residency requirements by providing additional information. The type of bypass and fields required
to accomplish a bypass are completely configurable. For example, military personnel may be allowed to provide where
they are stationed and the date at which they were stationed there in order to obtain resident licenses - even though they
do not meet the other criteria.
Products that require applications, additional documentation and approvals are described in response to FUN-005.
. e Customization
FUN # Transaction Validation Yes . No Alternate
Required
FUN-0I1 | A. Describe how the system validates customer mailing addresses for X
Section subscriptions and donations.
VILB Bidder Response:
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Attachment A

Requirements Traceability Matrix (RTM)

Request for Proposal 6506-Z1

FUN #

Transaction Validation

Yes

Customization
Required

No

Alternate

AMS has USPS address validation with a real time live API call which ensures shipping addresses are correct and
standardized for all mail carriers. This is done automatically and live as customers, agents and NGPC staff enter address
information. We support ZIP+4 and non-U.S. addresses and telephone number validation.

As shown below, if a non-standard address is entered for customer information an on-screen prompt helps them decide
to either accept the recommended standard, or to update the address. Our address validation ensures that subscriptions,
permits, tags or other fulfillment items reach the customer.

Validate Address

Did you mean:

45 MCCRORY DR, LEBANON, TN
37087

e
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Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

Customization

FUN # Transaction Validation Yes . No Alternate
Required

FUN-012 | A. Describe how the system verifies against revocation list/rules. X

Section | Bidder Response:

VIL.B The AMS sales interface for all channels presents only products for which the specific customer is eligible, based on customer account

data, eligibilities, revocations, suspensions and other information from the single AMS database.

Revocation history is migrated to AMS during data conversion. A variety of sources may provide revocation information, which can
be added to the customer record, either through entry by authorized NGPC users or batch imported. We use batch data import,
direct APl interaction, scheduled data exports, and other methods to meet datainterface needs in other projects. This
includes using data from:

e various state agencies on child support delinquency, citations, court records and suspensions; and

e Department of Motor Vehicles for residency validation, endorsement notifications, replacement requests and organ donor
status; and

e The Interstate Wildlife Violator Compact.
Nebraska state agencies and departments will be added to meet your data requirements.

In AMS, products are set up to account for different system suspensions. A customer with privilege(s) under revocation is blocked
from purchasing the associated privilege(s) for a designated time period. NGPC controls the action to place suspensions on the
customer account. It is possible, for example, to create a suspension in the system called “Deny List” and create a business rule on
every product to prevent a customer on the “Deny List” from purchasing (or even viewing) products through any sales channel.

Privileges under revocation are blocked from being purchased according to NGPC rules. The information on the customer’s record
can prevent ineligible products from being shown as available. NGPC determines the message to the customer if they attempt to
select a product for which they are prohibited.

Messages can be customized by channel. For example, the self-service customer could be shown special messaging that is different
than what an External Agent would see during the sales process. You may want an agent to see only “Please direct the customer
to call NGPC”, thus protecting the customer’s privacy.
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Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

FUN #

Transaction Validation Yes . No Alternate

1 Alert

Please Contact Etta in Albany Office
06/28/2020 7:47 pm by Adonis Bitar

This customer is expected to visit the Albany office to pick up a
coliection of wildiife supporter stamps. Please let Etta know

when this customer arrives

In addition, through the Administrative module, NGPC has an Alert feature (within the notes capability) that can be used to display a
notification to authorized NGPC users who see this customer record. An example is shown above.
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Attachment A

Requirements Traceability Matrix (RTM)

Request for Proposal 6506-Z1

FUN # Replace or Exchange Yes Customi.zation No Alternate
Required

FUN-013 | A. Describe how the system replaces a permit, based on statute X

Section requirements.

VIL.C Bidder Response:

Current AMS (requires no customization for NGPC):
Through product configuration in the Administrative module, NGPC configures replacement functionality based on your

business rules:

which products are eligible for replacement;
what the replacement fee is, if any;

through what channels and agent classes a replacement can be obtained;
the print template to be used (to clearly indicate it is a replacement); and

the fulfillment methods available, if any are needed.

When the authorized user attempts to replace an issued product, only the customer’s unexpired privileges are displayed
as eligible for replacement. Other NGPC business rules related to replacement functionality are also applied. If necessary,
as part of requesting a replacement the customer must certify the original was lost, or must provide an attestation, this
can be included in the replacement process.
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Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

FUN #

Replace or Exchange

fe AMS: License Sale

@

Yes . No

\(.’AMS Q ALISON DOLAN v

Customer > Products > Sella License

Alternate

JOHN HUNTER

DEC ID: 999809077665

Sell A License | John Hunter (999809077665)

Select Products

Product Type >
Licenses v Product Category v

Results

2020 Products

029 - Habitat and Access Stamp 105 - Replacement Lifetime Permanent Card

+ 046 - Non-Resident Trapping + 999 - HIP
$275.00 $0.00
223 - Recreational Marine Fishing Registry BT-Back Tag

$0.00 (Requires DUP - $0.00) $0.00 (Requires DUP - $0.00)

Cart

Item Quantity Date{s) If applicable
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Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

Replace or Exchange Customization
FUN # P g Yes . No Alternate
Required
At the completion of the transaction the AMS database shows in real time that the original product is now invalid/replaced
and the replacement is now the valid privilege (marked as a replacement).
An audit trail indicates where, when and by whom the replacement was issue as shown below.
“LAMS ALISON DOLAN v
Licenses (9) Apphcations (0) Orders (7) Surveys (0)
Total Order Price SOOO Resicancy Freof VescsNon festent Order Actions
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Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

FUN #

Replace or Exchange Yes

Customization
Required

No

Alternate

As you can see from the reprinted license below, the issue date is 6/23/2021, but the valid dates are for the date of the

original purchase of 6/10/21-06/09/2022

New York State Dept of Environmental Conservation

Divicion of Fis dlife

Valid: 06/10/2021 - 06/09/2022

John Hunter
123 Fleetwood Drive
Lincoln, NE 68516

Issued 06/23/2021 10:52 AM

Document # 20-90-00162791

Recreational Marine Fishing Registry

DOB: 01/01/1980
Male 6' 0"

ID #
999809077665

Transaction £ 65991110
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Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

FUN # Replace or Exchange Yes Customl.zatlon No Alternate
Required
: New York State Dept of Environmental Conservation PR, o] [ i
; Division of Fish & Wildlife G pution
; .
: Recreational Marine Fishing Registry
Valid: 06/10/2021 - 06/09/2022
i i
i SO DOB: 01/01/1980 :
+ 123 Fleetwood Drive Male 6' 0"
i Lincoln, NE 68516 :
i i
Issued 06/23/2021 10:52 AM D# :
E - ' 99980907766
» Document # 20-90-00162791
' Transaction # 65891110
Customization
FUN # Replace or Exchange Yes . No Alternate
Required
FUN-014 | A. Describe how the system reprints a permit, based on statute X
Section requirements.
VIL.C Bidder Response:
Current AMS (requires no customization for NGPC):
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Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

FUN # Replace or Exchange Yes Customl.zatlon No Alternate
Required
Per VII.D, NGPC requires that valid privileges be included in the print document of a subsequent purchase. If a customer
purchases a single item, any other items that were previously issued and that are still valid will be printed on the document
the customer received from the most recent sale. This functionality is a great service to the customer who is not burdened
with a new distinct document for every separate purchase. All information for each valid privilege is included on the most
recent document issued by AMS, per NGPC rules and regulations.
Through the Administrative module, authorized administrative users can take actions necessary to
reinstate/reissue/reprint expired, voided or refunded permits. The AMS database reflects these actions in real time and
maintains a complete audit trail of where, when and by whom the action was taken.
Reprints in AMS typically refer to a document that encountered a printing error at the time of POS sale and immediately
needs to be reprinted because the original copy did not print or was damaged before being handed to the customer. This
reprinted document serves as the original and is not marked as a reprint.
FUN # Replace or Exchange Yes Customi.zation No Alternate
Required
FUN-015 | A. Describe how the system exchanges a permit, based on statute X
Section requirements.
VIL.C
Bidder Response:

AMS makes it easy to set up product variations. For example, a permit can be configured for sale as an original purchase,
a duplicate purchase, an upgrade or an exchange without the need to create four different products in the system.
Business rules can be set to govern the behavior and price of each product variation, or the product as a whole, making
managing product menus much more efficient and intuitive than systems that require each variation to be a separate
product.
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Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

FUN # Replace or Exchange Yes Customi.zation No Alternate
Required
Through configuration NGPC can establish inventory amounts for limited availability items. Because AMS operates in real
time, the inventory amount cannot be exceeded and attempts to issue beyond the set inventory are denied. You
determine which users/user groups are authorized to conduct administrative actions on these permits and under what
conditions.
NGPC configures exchanges to meet your business rules based on transactional updates, if desired. For example, if a permit
is exchanged, the status may be updated to “exchanged”. This functionality is entirely configurable and can be tailored to
meet NGPC needs.
FUN # Print and Reprint Permit and Certificate Yes Customl.zatlon No Alternate
Required
FUN-016 | A. Describe and provide a screenshot of a physical Annual Fish X
Section Permit with Aquatic Habitat stamp and paper receipt.
VIL.D Bidder Response:

Current AMS (requires no customization for NGPC):

We understand that currently Aquatic Habitat stamps are rendered on your Fish Permits and Hunt/Fish Combo Permits.
As we explained in response to Attachment A at FUN-035, NGPC creates and manages products through the Administrative
interface. Working with NGPC prior to implementation, we create print templates to meet your business rules, Law
Enforcement requirements, customer ease of use and other NGPC goals (similar or different from current, consistent with
NGPC style, etc.). When a new product is created you select the appropriate template from a drop-down list. If a print
document template needs to be updated due to changes in rules or regulations, or a new product does not fit existing
templates, Kalkomey works with you to edit or add a template.
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Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

FUN #

Print and Reprint Permit and Certificate Yes

Customization
Required

No

Alternate

In other words, your permits and the Aquatic Habitat stamp can look however you wish them to look, so we would we not
presume to mock-up a sample when the options are so vast. Instead we turned to a current client, NYSDEC, to show how

they have chosen to configure their products.
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Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

nnnn
o

2021 —22 Habitat and Access Stamp

1D: 496780003658 NEWYORK | Department of
orrortunry | Environmental
John Passarelll Conservation
. 37762 SUTTON DR, PURCELLVILLE, VA, 20132
- 08/11/1967 M Brown 6’1" DMP Pref. Polnts: 0
Resident Fishing 06/30/2021 ~ 06/20/2022 $26.00
Habitat and Access Stamp 06/80/2021 ~ 07/31/2021 $6.00

 06/30/2021 Doo# 2224 - 00000006 Txné 71168446

i
g
Y\ ey e

2000000062 —22 #%00

NY Sporting License

Here we show an annual resident fishing permit with a Habitat and
Access stamp (NYSDEC does not issue an Aquatic Habitat stamp). The
season dates and other product information are configurable for every
permit type, as well as agency logo, etc. AMS auto-generates document
numbers for all permits, or we can configure the document numbers to
comply with any existing document numbering regulations (as shown in
this Habitat and Access Stamp). The customer information is pulled from
the customer profile.
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Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

. . . . Customization
FUN # Print and Reprint Permit and Certificate Yes . No Alternate
Required

o NYSDEC requires wearable back-tag licenses for hunting, so the Habitat
% and Access stamp issued with a hunting permit looks slightly different.
L Through configurable settings they can print different wildlife images on
w
L the stamp.
:

2020 —21 Habitat and Access Stamp

ID: 255780000259 ~ Newyork | Departmentof @

Sioaury | Environmental »n

John Hunter Conservation { —|

330 Crescent Beach, Branchport, NY, 14418 (<L}

04/17/1833 M Blue 6’ 7° DMP Pref. Points: 0 & ) ) )

Habitat and Acceas Stamp 06/16/2021 — 09/01/2021 s =4 At anagentlocation, NYSDEC does not currently print a separate receipt;
& the customer receipt is on the durable-stock privilege as shown in the
g examples provided.
=
(7]
>
> s

06/16/2021 Doc# 20— 24 —01061306 Txn# 66777643

When certain products are added to the customer’s shopping cart, NYSDEC asks if the customer would like to include a
habitat stamp, and clicking on “Add to Cart” automatically puts the stamp in the customer’s cart in one step.
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Attachment A

Requirements Traceability Matrix (RTM)

Request for Proposal 6506-Z1

FUN #

Print and Reprint Permit and Certificate

Yes

Customization
Required

No

Alternate

eve T
€>C 8

Upsel
Would you like to add a $5 Habitat & Access Stamp to
help improve habitat and increase outdoor recreational
opportunities? If YES, click Add to Cart.

029 - Habitat and Access Stamp
$s00

3o Thasks

B. Provide a screenshot of a mobile Annual Hunt Permit with Habitat
stamp with digital receipt.

Bidder Response:
Current AMS (requires no customization for NGPC):
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Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

FUN #

Print and Reprint Permit and Certificate

Customization

Required No

Yes Alternate

NEVADI'A

ey

'ﬁ Nevada Department of Wildlife
LICENSE DOCUMENT

<

Nevada Department of Wildlife
Client ID: 6333639

HE: ID 1109032
John Hunter

7901 Void AVE
Void, CO 80002

08/16/1988
Male

510"

165.0 Ibs
Eyes: Hazel
Hair: Brown

Internet

06/29/2021 06:43 PM PDT

License
NR Annual HuntFish Combo
Valid from 05/11/2021 through 05/10/2022
State Habitat Stamp
Valid from 06/29/2021 through 11/30/2021

made by me to obtain this icense or permit.

1. the holder of this license or permit. hereby state that | am entitled 1o this license or
permit under the laws of the State of Nevada and that no false statement has been

Issued
05/11/2021

06/29/2021

John Hunter
7901 Void AVE
Void, CO 80002

Responding to this request has again highlighted the configurability of AMS to
meet the varied requirements of each wildlife agency. Because NYSDEC requires
back-tags for hunting, hunting permits cannot be issued as an e-license.
Therefore, we turned to NDOW that does not have a Habitat stamp. As a
substitute we provide a test sample hunting license with a state stamp. Again,
this may not be similar to the e-license format NGPC wishes to provide, but the
example shows the functionality offered.

At left you see how the purchase displays on the customer’s mobile device
although we have enlarged it to show detail. NDOW Law Enforcement officers
can use the QR code to quickly retrieve customer information in the LEO App.
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Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

. . . . Customization
FUN # Print and Reprint Permit and Certificate Yes . No Alternate
Required

To the right is the type of receipt that is emailed to the

mobile customer to retain or print as confirmation of the Receipt for Sale #71168442

sale. 06/30/2021 01:02 AM UTC
Billed to:

. . John Hunter
Receipt format and text are configurable by NGPC to meet _ _
. . . voidkalkomey@hotmail. com
your business requirements and customer service needs. Shins
ips to:

In addition, when the customer completed the online Salim Moumouni

order, a confirmation screen was displayed, which could 112 Bobs Lane

also be saved as a screenshot and stored/printed by the #hulding 2

customer. Ottawa, 16830
Item Quantity TAN Total
Habitat and Access Stamp

1 $0.00
June 29, 2021 - August 01, 2021
Non-Resident Hunting 16+
1 $0.00

September 01, 2021 - September 01, 2022
Sub-total $0.00
Taxes $0.00
Surcharges $0.00
Shipping $0.00
Total $0.00
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Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

FUN# | Sales Channel Public Website and Mobile Yes | Sustemization | ol e nate
Required
FUN-017 | A. Does the system recognize when a customer accesses the website X
Section using a mobile device? If so:
VILE.1 1. Does the system direct the customer to download an app? X
2. If “No” to question 1, does the system route the customer X
to a “mobile optimized” version of the site?
Bidder Response:
Current AMS (requires no customization for NGPC):
AMS is built to intuitively recognizes the device being used to access the site and is completely mobile responsive to deliver
the optimized customer experience for the device being used. Because of AMS” modern mobile optimization, a secondary
application isn’'t required to browse, access the customer’s account, or complete transactions as downloading an
application can disrupt a customer’s workflows or user additional mobile data.
We will have a fully downloadable mobile application and will work with NGPC to ensure that the proper actions are
configured, such as prompting to download the application if accessing from a mobile device, by NGPC’s system go live.
FUN # Sales Channel Public Website and Mobile Yes Custo.mization No Alternate
Required
FUN-018 | A. Describe how the system differentiates between the transactions X
Section sold via the Public Website versus Mobile, External Agent, and
VIL.E.1 Internal Agent transactions.

Bidder Response:
AMS is built with separate applications for each of the 3 sales channels, so transactions are recognized as originating from:
1. Internet/Mobile
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Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

Sales Channel Public Website and Mobile Customization

FUN # Yes . No Alternate
Required

AMS has one application for customer self-service, regardless of the device used by the customer. We use
responsive design to automatically detect the user’s device, scaling and rearranging the interface based on the
user’s screen size and resolution. By effectively displaying the interface on any customer device, we eliminate the
need for a separate mobile application. AMS can provide insights into whether the sales channel was accessed
from a desktop or mobile device. Within the mobile device access data, we are also able to offer drill down insights
into the type of device used to access the mobile site. Below we include a few samples of this data prepared for
one of our clients.

First, a breakdown of access method (desktop website or mobile website).

DESKTOP VS MOBILE BREAKDOWN

. Desktop . Mobile . Tablet

Next, we show a drill down of the mobile device access by device:
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Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

FUN #

Sales Channel Public Website and Mobile Customization

Yes Required No Alternate

MOBILE DEVICE BREAKDOWN

Apple iPhone . Apple iPad . Microsoft Windows RT Tablet . Samsung Galaxy . Other

2. External Agents

Within this channel NGPC designates agent classes. NGPC authorized users are required to configure
each product as being available for sale by one or more class of agents. An agent class is a group of agents that
you determine should be grouped together for the convenience of assigning products the agents are allowed to
sell. For example, NGPC will use an agent class to identify those agents allowed to check-in harvests. Note that an
individual agent could be an agent class if the location sells a unique array of products. Every sales
location is assigned to an agent class, including your offices.

3. Administration (Internal Agents, Kalkomey call center)
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Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

Attachment A

FUN #

Sales Channel Public Website and Mobile

Yes

Customization

Required No

Alternate

In addition to Channel and Agent Class, another level recognized in transaction data is the User. Each user is associated
with a channel and, except for customers, each user is further associated with a location and the IP address of the terminal

that made the sale.

AVIS

ALISON DOLAN v =

Nevada > Search Customers > Customer

dates johnhunter@kalkomey.com

Online Account

Primary - johnhunter@kalkomey.com

Remove

Event M | Get Reset Password Link

Licenses (2)

Transactions

Trans. Number Trans. Date

Order 1-9118178

Order Items: 1

Status

Product Code

(999) 999-9999 @ 321321312312NE

Date of Birth Social Security Number

01/01/1980 ® 5L ©
Subscriptions (0) Applications (0) Orders (2)
er #, or document #
Trans. User Trans. Location Orders Total Items Trans. Total

Internet Self 99999 - Kalkome

Order Type: License Purchase Type: Original

Shipping Address

Product Name Active Document Number Product Year

23 Flee

= Height: 6 ft0in

= Gender: Male

= Eye Color: Grey
= Hair Color: Brown

= @ Your Name And Contact Information May.

Transactions (2) Surveys (1)
Residency
/7 A
etwood Street, Lincoln, NE 68516
i Pri
.
Recelp Va v

Page 52




Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

FUN # Sales Channel Public Website and Mobile Yes Custo.mization No | Alternate
Required
FUN-019 | A. Describe how a customer initializes the purchase process via: X
Section 1. Public Web
VILE.2A 2. Mobile
Bidder Response:

Current AMS (requires no customization for NGPC):

We design products using modern techniques and resources so products are adaptive to aspect ratios and capabilities of
devices your customers use. AMS’ Internet/Mobile interface features responsive design techniques, such as designing the
adaptive Ul specifically for various viewports and testing on different devices in the environments in which they are likely
to be used. All AMS interface components are automatically scaled and rearranged based on the user’s screen size and
resolution, thereby eliminating the need for a separate application for mobile device users.

Furthermore, our team takes an active role in keeping up with the interactive behaviors and design system patterns
typically found in iOS and Android interfaces, and we consider them when improving navigation of our product suite.

Kalkomey AMS is usable from mobile phones (iOS and Android), tablets and computers. We maintain AMS software to
function on all currently supported Microsoft Windows or Apple MacOS operating systems and any modern, commonly
available evergreen web browser that is still supported by the manufacturer (including IE12, Edge, Chrome, Safari, and
Firefox).

AMS has a completely customizable internet customer interface that will feature NGPC branding, links to NGPC
information and dynamic messaging that can be updated by NGPC (or Kalkomey) as needed. Text, layout, graphics and
styles can all be tailored to match the NGPC brand. Screenshots in this response are examples only; NGPC determines the
look and feel of the interface to ensure the continuity of style and identity you wish to achieve. Additionally, all pages are
integrated with Google Analytics to monitor customer use patterns, user experience metrics, marketing campaign
response and sales conversion rates throughout the website.

In response to Attachment A at FUN-001, we describe how the self-service customer initializes the purchase process.

Page 53




Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

FUN # Sales Channel Public Website and Mobile Yes Custo.mlzatmn No | Alternate
Required

FUN-020 | A. Describe how products and permits are added to the shopping X

Section cart.

VIL.E.2.a | Bidder Response:

AMS features three interfaces: Internet/mobile for customers, External Agent and Administrative for NGPC staff
and Kalkomey customer service/call center staff. The complete AMS sales flow is described in response to TEC-005

Once a product has been selected and the customer/agent has entered any additional details necessary to complete the
purchase (such as a short-term license start date and duration), the product is added to the shopping cart. The
customer/agent can then continue to add more purchases.

AMS dynamically refines the list of available products based on what is now in the shopping cart, applying business
rules that define product quantity, pre-requisites and dependencies. Configurable business rules also dictate if the
customer is alerted to additional products that must be or could be purchased with the selection.

Page 54




Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

Sales Channel Public Website and Mobile Customization
Yes . No Alternate
Required

MY CART

Habitat and Access Stamp $5.00 -
Remove
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Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

FUN# | Sales Channel Public Website and Mobile Yes | Sustomization |y, 4 ernate
Required
FUN-021 | A. Describe the system’s capability to complete a lookup on the X
Section Interstate Violator Compact.
VILE.6 Bidder Response:
AMS connects to the Interstate Violator Database on a nightly basis. If any of the day's sales return a matching violation,
they are flagged in a daily report. Once added to a customer record, the WVC flag is easily viewable by approved agency
users and/or law enforcement agents. When a Law Enforcement officer searches the LEO application they can quickly and
easily view all previously flagged violators.
FUN # Sales Channel Public Website and Mobile Yes Custo.mization No Alternate
Required
FUN-022 | A. Describe how the system allows customers to purchase items for X
Section friends and family.
VILLE.S | Bidder Response:

Current AMS (requires no customization for NGPC):

AMS allows one person to purchase a permit for another individual, such as for a gift or the convenience of one family
member purchasing for the whole family before an outing. The purchaser must be able to provide the basic customer
information NGPC requires for issuing the item to be gifted. The issued item appears in the customer account of the
person to whom the item is issued. Below we provide a screenshot of Linked Customer Accounts.
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Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

FUN #

Sales Channel Public Website and Mobile Customization

Yes

Required

No

Alternate

Department of
Environmental
Conservation

MY ACCOUNT

My Account

Order History

Payment Methods

Active Licenses, Permits & Privile.
Game Harvest and HIP

Linked Customer Accounts

DMP Application History

Hunter Education

Eligibilities (Patriot, Military Disa

Hi John Hunter !“
Account & Details v =

Magazine/Habitat Stamp Donations Hunter Education Vendor Locations

Linking accounts is an easy way to manage all of your family members' accounts under a single login email address
Linking accounts will also allow you use the same saved payment method for all family members.

Your account is automatically set to the primary account, so no need to link yourself again

You can easily switch between linked family members by clicking the down arrow in the top-right corner of the page
and selecting the linked account user's name.

Once linked, user accounts can no longer be claimed or managed individually. They must be managed by logging into
the primary account

« To return control of a linked account to that user, simply click the Unlink button next to the account you wish to
unlink

Linked Jane Hunter s

m John Hunter v

Status DEC ID Date of Birth
Linked 999809077673 10/10/1980

UNLINK MAKE PRIMARY
LINK NEW ACCOUNT
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Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

Customization

FUN # Public Website and Mobile Fulfillment process Yes Required No Alternate
FUN-023 | A. Describe the process to purchase a temporary permit that is X

Section fulfilled through the postal mail.

VILE.7 | Bidder Response:

Current AMS (requires no customization for NGPC):

Through configuration, NGPC determines for each product the format(s) in which issued documents are available. In this
case you configure the product to be issued as a temporary permit for use until the physical permit is fulfilled by mail by
NGPC.

The sales flow for the purchase then results in a printed (and/or electronic) permit that can be labelled as temporary, or
however you wish to designate that this is not the final official privilege document. Messaging and format of all issued
documents are configurable to meet NGPC requirements.

If in other cases the customer/user can be offered the option to select fulfillment options (depending on the sales channel,
business rules and regulations), AMS is configurable to accommodate that as well. For example, for certain items the
customer may allowable a digital-only permit and/or a paper document.

You also may wish to configure customer receipts for these transactions to include information about the temporary
permit being replaced with a document to be fulfilled by mail.

B. Describe the process to pull information into a report that allows X
for the fulfillment of temporary permits, including a .csv file.

Bidder Response:

Current AMS (requires no customization for NGPC):

As we do in other projects, AMS creates an electronic file of all Federal Duck Stamp purchasers to send via SFTP/FTPS to
USFWS per federal requirements, and on the schedule NGPC requires. AMS also creates a fulfillment file for Amplex from
which they can print and fulfill stamp sales. Kalkomey is also experienced with meeting other fulfillment requirements,
such as Aquatic Invasive Species decals in other projects.
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Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

FUN # Public Website and Mobile Fulfillment process Yes g:;:fil::;amn No | Alternate
No matter the end recipient (Amplex, NGPC, a fulfilment vendor, or Kalkomey), Kalkomey’s AMS analytics platform
consolidates permit sales into a reporting dashboard, which can be batch downloaded and exported either manually or
automatically, in a comma delimeted format, and fed into the fulfilment process.

AMS is fully configurable to support fulfillment functionality regardless of:

who is responsible for fulfillment, where it occurs, or what stock/equipment is being used, and

the schedule and format required for the fulfillment file.
In addition, Kalkomey offers an experienced Fulfillment Team if at any time NGPC wishes to add this service for any or all
your fulfillment needs. Kalkomey’s Fulfillment Team currently processes nearly 30,000 tags in the two weeks following
NDOW'’s big game draw, as well as the awards for other NDOW draw events. Kalkomey’s AMS also prints over 5M tags and
licenses in New York. We will scale our team to support each client’s fulfillment requirements.

FUN # QR Code/Smart Number Yes Custo.mlzatlon No Alternate

Required

FUN-024 | A. Describe the system’s ability to display a QR Code based on a X

Section “smart number”.

VILLE.8 | Bidder Response:

AMS currently produces QR codes for NDOW'’s license documents based on their unique numbering requirements. In
addition, AMS produces a smart number for NYDEC’s required document numbering convention which communicates
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Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

FUN #

QR Code/Smart Number Yes Custo.mlzatlon No Alternate
Required

additional information to administrators about the privilege. AMS is able to produce, display, and read QR codes.

NEVADA
g

3

Nevada Department of Wildlife

LICENSE DOCUMENT

Nevada Department of Wildlife

Client ID: 6398267

HE: NE 434324324243

John Hunter HIP #

123 Fleetwood Street
Lincoln, NE 68516

01/01/1980 =
vilo (=] [m]

6'0" -
180.0 Ibs ot
Eyes: Grey E
Hair: Brown
Internet 06/14/2021 06:44 AM PDT
License Issued

NR Annual Hunt/Fish Combo

1 1
Valid from 06/14/2021 through 06/13/2022 ieee

1, the holder of this license or permit, hereby state that | am entitled to this license or
permit under the laws of the State of Nevada and that no false statement has been
made by me to obtain this license or permit

John Hunter
123 Fleetwood Street
Lincoln, NE 68516
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Attachment A

Requirements Traceability Matrix (RTM)

Request for Proposal 6506-Z1

Customization

FUN # Public Website Purchase a Preference or Bonus Point Yes Required No Alternate
FUN-025 | A. Describe how the system allows a customer to purchase a X

Section preference point and/or a bonus point from the public website.

VILE.9 Bidder Response:

Current AMS (requires no customization for NGPC)

Kalkomey fully understand that hunters would sometimes prefer to not enter the drawing/lottery for a tag but would rather

purchase preference points and/or bonus points to increase their odds and/or preference for future drawings.

This requirement is fully supported through AMS standard configuration. AMS supports a product type of “applications” that
represent the purchase of an application for a drawing/lottery. When building application products in the system, an
administrative user can designate the product to be “points-only” and assign a specific species point type to the product as

shown below:
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Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

. . . Customization
FUN # Public Website Purchase a Preference or Bonus Point Yes . No Alternate
Required
Code *
BPMD
Display name *
ANTLERED Mule Deer BONUS POINT ONLY
Category Subcategory
Bonus Point Only v Bonus Point v
Species Class
Mule Deer v Antlered v
Min group size * Max group size *
1 1
Allowed Party Applications
Select Allowed Party Applications v

Bonus point product

Point type
Mule Deer - Antlered

[J Instant Lottery

Active

[J Allow Alternates

Application is for bonus points only

Max quantity per license year

1

Max Number of Choices

v 1

Max quantity lifetime
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Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

FUN #

Customization

Public Website Purchase a Preference or Bonus Point Yes No Alternate

Required

When set as “points-only” an application product will be designated as such when applying and will not enter an applicant into
the drawing for a tag, but rather increase their point balance at the conclusion of the draw. In addition, points-only applications
can be designated with any other configurations for application products to ensure certain business requirements around the
eligibility to purchase a point are met.

Examples of these include but are not limited to:

Ensuring a customer has the proper prerequisite license before purchasing a point only

Ensuring that a customer has not submitted an application that would otherwise make them ineligible for a point
only (such as a tag application for the same species)

Ensuring the customer’s age is appropriately validated with respect to eligibility and hunt season dates
Preventing suspended customers from purchasing a point only

Configuring a point only application for a proper price

Once configured and set to sale, a customer can purchase points-only through the public facing website (or any other allowable
sales channel such as External Agents) as permitted by NGPC regulations). A customer will see a points-only application after
selecting their desired species to hunt, and the points-only application will be displayed next to other applications for that
species. The is able to see their current point balance for full transparency on the current status of their points.
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Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

. . . Customization
FUN # Public Website Purchase a Preference or Bonus Point Yes . No Alternate
Required
Nevada Department of Wildlife Accotnt & Details v =

Buy Licenses Vessel Registration

Available Draws

Silver State Nelson (Desert) Bighorn Sheep - $20.00

Res Nelson (Desert) Bighorn Sheep Any Ram - $10.00

Res Nelson (Desert) Bighorn Sheep PIW - $10.00

Nelson (Desert) Bighorn Sheep RAM Bonus Point - $10.00

Once selecting to apply for a point, any other applications that would be ineligible based on the points-only application will be
inaccessible and greyed out to the customer, preventing them from submitting an invalid application.

Page 64




Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

. . . Customization
FUN # Public Website Purchase a Preference or Bonus Point Yes . No Alternate
Required
Nevada Department of Wildlife ;c::.ov\..vnu.l(');-m‘l|s < gii
Buy Licenses Vessel Registration AIS De Get Certified

Available Draws

Silver State Nelson (Desert) Bighorn Sheep - $20.00

Res Nelson (Desert) Bighorn Sheep Any Ram - $10.00

Res Nelson (Desert) Bighorn Sheep PIW - $10.00

Nelson (Desert) Bighom Sheep RAM Bonus Point - $10.00
b

Once a points-only application has been added to the cart, the customer will be able to review their selection, and be clearly
told their price to purchase a point, and will also have the option to “continue shopping” to apply for other species if they are
open at the same time.
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Attachment A

Requirements Traceability Matrix (RTM)

Request for Proposal 6506-Z1

FUN #

Public Website Purchase a Preference or Bonus Point

Yes

Customization
Required

No

Alternate

Nevada Department of Wildlife

Buy Licenses Vessel Registration

Available Draws

Silver State Nelson (Desert) Bighorn Sheep - $20.00

Res Nelson (Desert) Bighorn Sheep PIW - $10.00

Nelson (Desert) Bighomn Sheep RAM Bonus Point - $10.00

[

When the customer has added their points to the cart they can check out or continue shopping for other items.

Account & Details v

Page 66




Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

. . . Customization
FUN # Public Website Purchase a Preference or Bonus Point Yes . No Alternate
Required
Nevada Department of Wildlife :c;;;nl;bc;‘.“ v !
REVIEW DRAW APPLICATION
Purchase Item(s) Due Now Due if Awarded
Nelson (Desert) Bighorn Sheep RAM Bonus Point $11.00
$11.00
Due Now

Nelson (Desert) Bighorn Sheep RAM Bonus Point

=

kalkomey

NDOW.org Visit

Upon completion of checkout, the customer will clearly see that their application was for points only,
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Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

Nelson (Desert) Bighorn Sheep RAM Bonus Point N/A 1 $10

3 1-M Vil
&
Re £
3
Nonrefunda
ing
Total 21.0(
O Note: You can manage your arders and account preferences All Sales are final, no refunds
& Print receipt Back to My Acoount
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Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

FUN #

Customization

Public Website Purchase a Preference or Bonus Point Yes No Alternate

Required

A complete order history is updated in real time and available for viewing immediately in the My Account section of the website.

o HiFake Custome
Nevada Department of Wildlife Account & Details v 1%

Buy Licenses Vessel Registratior Apply for Tags AIS Deca

MY ACCOUNT N AN

Application History

Bonus Point 2021 Nelson (Desert)  03/31/20214:00¢ v

= y
<

: -

kalkomey

NDOW.org  Visit NDOW Social Media
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Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

FUN # Public Website Purchase a Preference or Bonus Point Yes g:;?il:g;amn No | Alternate
Kalkomey also understands and acknowledges that points can behave differently, especially with respect to true “preference”,
or "bonus points” that can have different effects on how customers points are utilized to determine their draw results. AMS
comes equipped with a robust point configuration interface to define these prior to draw execution.

FUN # Public Website Apply for a draw and/or lottery permit Yes g:;?;:gjatwn No | Alternate
FUN-026 | A. Describe how the system allows a customer to apply for a draw X

Section permit.

VILLE.10 | Bidder Response:

Please see full response to FUN-026 A and B in Bidder Response Section B as we have combined our responses.

B. Describe how the system allows a customer to apply for a lottery X
permit.

Bidder Response:

Introduction

AMS features an architecture that allows the configuration of reserved hunt application settings, draw and lottery
permits, awarded products, required permits, available hunts, execution parameters, and all other details. Therefore, we have
combined our responses to both A and B.

AMS can be configured to handle everything from a true random draw (no points-based outcome) to a weighted scale based
on preference points and other pre-requisites. Also, daily draws are supported so quota and applications are reset daily and
awards may be locations or blinds rather than licenses/permits.

Overview
Kalkomey was initially built controlled hunt functionality to handle one of the most complex and intricate programs in the
United States: Nevada’s Big Game Draw conducted by Nevada Department of Wildlife (NDOW). AMS currently supports an
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Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

FUN #

. . . Customization
Public Website Apply for a draw and/or lottery permit Yes Reuned No | Alternate

infinite number of configuration settings to accommodate even the most complex hunt programs. After thorough discussions
with NGPC, Kalkomey’s Implementation Team configures the initial hunt modules with your business rules associated to each
application product, then trains you as you validate the configuration. Thereafter settings are fully configurable by NGPC,
although we provide a dedicated Kalkomey configuration manager to support you throughout the contract.
In  AMS terminology, the huntis the selection or choice that an applicant makes when submitting an
application. The hunts consist of configurable modules that allow NGPC to specify species, class (sex or other physical
characteristics), season dates, method of take (weapon type), location (hunt unit), residency, or any other qualifier that
makes a hunt unique. This ensures that each application is specific to the hunt being offered and customers are unable to
submit applications for mixed species or mixing limited and unlimited hunts.
At a high level, configuration for controlled hunts consists of these functional areas which are discussed individually in detail:

e Applications

e Hunt Choices

e Execution Configuration

e Processing Schedule

e Draw Finalization

e Notification of Award

e Fulfillment

e Reporting
NGPC business rules and regulations may not require all of the functionality discussed below. However, to understand how
AMS will service you today and into the future it is important we fully inform you about AMS’ draw/lottery hunt functionality
that is available to you.
This discussion is focused specifically on the configuration aspects unique to draw hunts, which are in addition to NGPC’s
ability to configure the channels through which applications can be submitted and other standard product details.
Applications
Application products refer to a particular species class and tie many hunt choices together. These selections are displayed on
the first page of the application process. Application products have settings that affect how the end user experiences the
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Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

FUN #

Public Website Apply for a draw and/or lottery permit Yes Custo.mlzatlon No | Alternate
Required

system when applying. Authorized users manage settings for minimum and maximum group sizes, limited vs. unlimited hunts,

what point types apply to the application, if any, and whether or not customers can designate themselves as an alternate for
returned tags.

« C & %

“"AMS p NY TEST USER v

New Application Product

Select Alowed Party Applications.

[ Instant Lottery

In addition, application products have a full array of pricing controls. For example, a different product price may be specified
for a regular application versus a point-only application.

Application products support a variety of business rule configurations, including:
e what channels/agent classes can accept applications
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Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

FUN #

Public Website Apply for a draw and/or lottery permit Yes g:;::’i::;amn No | Alternate

e license years, and
e application sell dates, allowing authorized users to configure the open and close of the application period to
trigger automatically for each application product.
During the application period, customers can log into their account to view their:
e applications in progress (not yet submitted),
e applications completed and submitted, and
e if a buddy application has been submitted.

Hunt Choices
A hunt choice is a combination of the various layers of detail in your process where a quota may be applied. For example, a
hunt choice may include the combination of available species, sex, geographic location, manner of take and season date(s).
Two samples of Nevada hunt choices that could be associated with a Resident Elk application product might be:

e Elk, Antlered, Unit 1, Archery, Early (Aug 1- Aug 10) — 5 tags available

e Elk, Antlered, Unit 1, Rifle, Early (Oct 1- Oct 10) — 10 tags available
These hunt choices are the selections made on the interactive map page of the public website and are supported by hunt
configurations that can accommodate an infinite number of choice parameters.

Public Application Process

Once configured, and on sale applications can be turned on in the public facing website. After residency has been determined
for applying customers, they will have the opportunity to choose what specie(s) they would like to apply for. The organization
on this page is entirely customizable to agency requirements around what species draws are being offered at times of year.
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Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

FUN # Public Website Apply for a draw and/or lottery permit Yes g:;?il:g;amn No Alternate
1 s ) |
Buy Licenses Vessel Registration AlS Decal Get Certified

Apply for the 2021 Big Game Draw!

New for 2021, big game tags will now be awarded in order by gender Please see page 9 in your big game applications guide book for more information

Antelope »

Homs Longer Than Ears Homns Shorter Than Ears

Black Bear ~

i

California Bighorn Sheep a

Elk ~

[—— [ S——

Mountain Goat £

Mule Deer b

After a customer has made their species selection, they will be presented with every application available for that species,
including tag applications, point only applications or any specialty drawings that can be offered. Business rules will dynamically
render applications based on eligibility so that a customer is never able to make an invalid combination of application
selections, such as putting in for a point and a tag on the same species.
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Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

FUN #

Public Website Apply for a draw and/or lottery permit Yes Customization No Alternate

Required

— Hi Fake Custome:
Nevada Department of Wildlife Account & Details v T

Buy Licenses Vessel Registration AlS Decal Get Certified

Available Draws

Silver State Mule Deer - $20.00
Res Mule Deer Antlered - $10.00
Res Mule Deer PIW - $10.00

ANTLERED Mule Deer Bonus Point - $10.00

After selecting which application(s) to purchase the customer will make their party hunting preference. Note — tha when
applying as a party, each hunter will submit a separate application. The hunter starting the party will receive a group code to
share with those they wish to join their hunting party. Those other members will then enter the group code provided by the
leader to complete their application. Each party member will pay for their application and awarded tags individually.
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Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

FUN # Public Website Apply for a draw and/or lottery permit Yes g:;?;::jatwn No Alternate

Buy Licenses Vessel Registration AlS Decal Get Certified

How do you want to apply?
Individual Hunt

) Create New Party Hunt
Join Existing Party Hunt

Back

Kalkomey recognizes that states can have requirements for prerequisite licenses when applying for drawn tags. If applicable,
customers can be forced to purchase a license in order to apply if they do not have one already or to purchase a license only
if successful in the drawing. Alternatively, this step can be skipped all together if there is not requirement for a prerequisite
license purchase prior to the draw.

Page 76




Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

FUN #

Public Website Apply for a draw and/or lottery permit Yes Custo.mlzatlon No | Alternate
Required

T

Buy Licenses Vessel Registration f AlS Decal

License Selection

You need a valid hunting license
5 Purchase hunting license now with application

Purchase hunting license only if successful in the draw

Once all prior steps have been completed, customers will be presented with an interactive map page where they can make
their hunt choices. Each applicable area/zone/unit will render on this map page, and the user can either click on the map or
on a list of units on the left-hand side of the page in order to see what tags are available to them.
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Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

. . . Customization
FUN # Public Website Apply for a draw and/or lottery permit Yes . No Alternate
Required
% Nevada Department of Wildlife ;crc:;t:nl&u;;axls v 2
Buy Licenses Vessel Registration AlS Decal Get Certified

Selected Choices

Upon clicking into the unit, the customer will then see all tag seasons, based on manner of take or weapon for that unit. In
the below example, there are archery, muzzleloader, and any legal weapon tags available in this mule deer unit.
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Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

FUN #

Public Website Apply for a draw and/or lottery permit Yes l(i::loi?:;atlon No | Alternate

Unit 041 - 042

— Muzzleloader |

September 10 - October 04

The customer can continue making selections on this page until the maximum number of choices have been met. After all
choices have been made the customer will have the opportunity to reorder their choices before proceeding past the hunt
selection process.
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Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

FUN # Public Website Apply for a draw and/or lottery permit Yes Customization No | Alternate

Required
‘ Selected Choices

&

&

= 4thcChoice 161-164 X

Submit All Choices

After all choices have been made, the customer will be brought to a review page, where their transaction will be clearly detailed
out for them, indicating the amount they are paying for their application, what will be due if they do draw a tag, and what
choices were made. From here the customer can proceed to payment, or add another application to their cart, if applicable.
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Requirements Traceability Matrix (RTM)

Request for Proposal 6506-Z1

. . . Customization
FUN # Public Website Apply for a draw and/or lottery permit Yes . No Alternate
Required
% Nevada Department of Wildlife :ci:ounl]&;)e(a'lis v X
Buy Licenses Vessel Registration AlIS Decal Get Certified
REVIEW DRAW APPLICATION
Purchase Item(s) Due Now Due if Awarded
Res Mule Deer Antlered $14.00 [y
Res Ann. Hunt/Fish Combo $76.00
Res Mule Deer Antler Tag $31.00
$90.00
Due Now
Res Mule Deer Antlered
1st 031
Choice
An;.v'.Lega! Weapon c;r:;ober 05 - November 05 W‘C ’Y;gs‘Last Year
2nd 041,042
Choice
;;!:J?zll;e:loader ;;;ll;nber 10 - October 04 ;eoTa“gs Lya‘s“t Year
3rd 161-164
Choice
Weapon Season En&ﬁfvnllnme 5 A

It is important for us to note that in addition to the I‘oéicA rofAéppIying for tags, Kalkomey is able to imbed upsells for additional
products in the application process. For example, in Nevada every customer who applies for a tag recieves an opportunity to
donate to the Nevada resource enhancement fund. On average NDOW receives about $80,000 in donations from tag

applicants.
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Request for Proposal 6506-Z1

FUN # Public Website Apply for a draw and/or lottery permit Yes ﬁ:;?;:g;atmn No Alternate
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Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

Customization

FUN # Public Website Apply for a draw and/or lottery permit Yes . No Alternate
Required
% Nevada Department of Wildlife
Buy Licenses Vessel Registration Apply for Tags AlS Decal
home > store e
000
CHECKOUT Smenary
Res Mule Deer Antlered $10.00
Predator Management Fee
Would you like to donate and support Resource Processing Fee
Fund Donation? Res Ann. Hunt/Fish Combo $75.00

Donate any desired amount between $10.00 and $1,000.00

$ Amount

Res Mule Deer Antlered

Nelson (Desert) Bighorn Sheep RAM Bonus Point

Res Ann. Hunt/Fish Combo

Auto-Renew

How do you wish to receive your licenses?

O Print/Display on Mobile :.\ Ship to Me (Additional Fees)

Processing Fee

Nelson (Desert) Bighorn Sheep
RAM Bonus Point

Processing Fee

$10.00

Remove

$10.00

Remove
$75.00

$10.00

Page 83




Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

FUN # Public Website Apply for a draw and/or lottery permit Yes g:;?;::jatwn No Alternate

Lastly, upon successful checkout the customer will be taken to a confirmation page that will detail their applications and hunt
choices, serve as their receipt, and provide them with any information around the group code generated for a party application
(if applicable). This is also another opportunity to upsell additional opportunities. In this example, every applicant is upsold
yet another specialty opportunity for a Nevada Dream tag.
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Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

Your order has been placed!

Your order number is 7416290

-~ . k P
jﬁ Want more chances to draw?

Dream Tag tickets on sale now! Buy as many tickets as you

want for your chance at the hunt of a lifetime.

Buy Dream Tag tickets

Ordered for: Billed to: Paying with:
Fake Customer Fake Customer Visa ending in xxxx
3373 Pepper Lane

Las Vegas, NV 89120

item Group Code Quantity Price

Res Mule Deer Antlered 3B4COD17 1 $10.00

@ Note: You have also opted to be an alternate

1.031 O §- November 0

2. 161-164 Any Legal October 05 - October 20
Weapan

3.161-164 Any Legal october 21 - November 05

Weapon




Attachment A

Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

FUN #

. . . Customization
Public Website Apply for a draw and/or lottery permit Yes Reuned No | Alternate

Execution Configuration
Nebraska-specific behavior for draw finalization and award is defined within execution configuration. Configuration includes
quota rules, bonus or preference point calculation and group point rules, as applicable. Authorized users can also set group
guota controls. For example, a group could count as a single quota in the draw or each group member could count as one
guota in determining awards.
We use the Knuth Linear Congruential Sequence algorithm to ensure every application is assigned a unique random number.
The random number pool size is set in the execution configuration and defines how many random numbers can be generated
before a duplicate number is generated. The pool must be larger than the number of applications received and account for
factors that may increase how many random numbers are required, such as bonus-points-squared calculations.
As an example, NDOW’s Big Game Tag drawing uses a random number pool of 100,000,000 numbers. This range is defined
for the specific regulations required for each draw execution.
Execution configuration settings can be made for how the draw handles customer points, or if they are to be used at all. AMS
is configurable to allow customers to purchase preference and/or bonus points, per your business rules.
We built the following point methodologies into AMS. NGPC may adopt these or, if you require a different methodology, AMS
extends to meet your needs.
Regular: Customers with a higher point balance will always be drawn before customers with a lower point balance who
have made the same hunt choice.
Grouped (weighted by points): Customers receive a random number for each point they have. For example: customers
with zero points are assigned one random number, customers with one point are assigned two random numbers,
customers with two points are assigned three random numbers, and so on. The lowest random number for each
applicant is used to determine their draw order. Applicants with a lower random number are drawn before applicants
with a higher random number for the same hunt choice.
Groups (weighted by points and squared): To determine random draw numbers for applicants, bonus points are
weighted like the option above, and then squared to determine how many numbers an application gets. For example:
people with zero points have one random number, people with one point have two random numbers, people with two
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Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

FUN #

. . . Customization
Public Website Apply for a draw and/or lottery permit Yes Reuned No | Alternate

points have 5 random numbers. The lowest random number for each applicant is used to determine their draw order,
and applicants with a lower random number are drawn before applicants with a higher random number for the same
hunt choice.
Preference: Customers with preference points are given priority in the random number assignment stage of the draw
execution process to ensure that preferable numbers are assigned to preference point holders.
Another available point setting is the method for calculating group points for drawings. When assigning the group application
random draw numbers for example, a draw execution can be set so group points use the highest valued individual balance in
the group, the lowest valued individual balance in the group or an average of the group members’ points.
Finally, execution configuration sets how quota integrity is managed for groups. A given execution can be set as “exceed for
groups” or “do not exceed for groups”. If the setting is “exceed for groups”, a group of 2 could be awarded a hunt with only 1
remaining quota. The “do not exceed for groups” setting would cause the group of 2 be skipped and an individual with the
next lowest random number would be awarded last of the hunt quota.
Draw execution configuration is only accessible by authorized users. Similarly, executing the draw itself is only accessible by
authorized users. Kalkomey can configure the user permissions to allow or prevent your users from accessing the draw
execution configuration and execution functionality.

Processing Schedule

When all applications have been submitted, AMS is ready to run the draw. Each draw in AMS is run through a processing
schedule. A processing schedule allows a user to create a draw run based on an execution configuration, license year and
application product(s). This essentially combines all previous elements so that the applications submitted by customers are
ready to go through the drawing process.

Processing schedules can be configured to define the order each species application is drawn vs. processing all applications at
once. For example, NDOW processes its Partnership in Wildlife (PIW) draw before the main draw because PIW tag winners
are ineligible for regular tags.

Draw Finalization
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Requirements Traceability Matrix (RTM)
Request for Proposal 6506-Z1

FUN #

. . . Customization
Public Website Apply for a draw and/or lottery permit Yes Reuned No | Alternate

Once a processing schedule is created, the draw can be run at the appropriate time and date.

When an authorized user executes the draw, the system first checks the execution configuration that is tied to the processing
schedule and generates random numbers. These numbers are assigned to each controlled hunt application. Once all random
numbers have been distributed to the applications, the system evaluates customers in their preferred order of choices by
lowest random number. Applications are processed until all hunt quotas are exhausted (or overallocated if group size settings
allow).

Once the processis complete, the draw results can be validated. We have extensive experience in validation, having conducted
more than 19 draws for NDOW in the past 2.5 years. In fact, NDOW’s main 2018 draw was independently audited; no
exceptions to the draw execution or results requirements we found.

Our Operations Team is always available to assist NGPC staff in understanding draw validation reports to ensure that the draw
results are acceptable. Once the results have been accepted, the draw can be finalized.

Finalization makes the draw execution results permanent. There are no settings, permissions, users or functionality that allows
finalized draw results to be modified. However, the AMS administrative interface supports modifications to specific customer
accounts to allow special-case tags to be awarded, voided, returned or modified to meet NGPC business requirements. These
modifications are recorded in transactional reports separate from the finalized draw results.

Draw Execution

Kalkomey executes limited hunt draws in a separate environment from AMS transactional processes. Random number
generation, assignment, selection and tag awards are all processed and recorded in database tables separate from sales data.
This structure allows AMS to isolate draw result information from transactional information and still present all data clearly to
the user. For example, the application status reflects the finalized draw result and would not be altered if the tag
was refunded or the order was re