





Building a better J
working worid

Julie Schiltz/Annette Walton October 7, 2019
State Purchasing Bureau

1526 K Street, Suite 130

Lincoln, NE 68508

Dear Julie and Annette,

Ernst & Young LLP (EY US or the US firm) appreciates the opportunity to respond to the State of Nebraska Department of Health
and Human Services (DHHS) Request for Proposat - Electronic Visit Verification Solution. The EY electronic visit verification (EVV)
solution is built upon a successful track record working in the health industry, which allows us to bring insights from working with
state Medicaid agencies, managed care organizations and providers. Our holistic experience with health and human services means
that when we built the EVV solution, we did so with a deep understanding of the comprehensive nature of care and the potential for
pitfalls with fraud, waste and abuse. This will support effective outcomes for home and community-based services provided by
agencies like DHHS.

The EY EVV solution leverages Microsoft’s platform technologies to create a modern, configurable solution built on the significant
investments Microsoft is making in applications, infrastructure and future-facing technology like artificial intelligence, cognitive
services and machine learning. Because we had the advantage of building a solution from the ground up and leveraging capabilities
inherent in modern technology, our solution is architected to not only be capable today but to remain on the cutting edge as
technology advances. It provides DHHS with technology that can be used for other business cases within DHHS and other State of
Nebraska agencies. Our approach to EVV using Microsoft’s technology creates a difference in terms of security, reliability, scalability
and performance that is proven across millions of users. In today's world of “technology risk,” it is comforting to know that DHHS
can have confidence in this progressive investment for the future.

The EY EVV solution leverages the investment the State of Nebraska has made in software from Microsoft and provides familiar,

user-friendly toois to help result in a high return on investment for DHHS. The State of Nebraska is currently a significant user of

Microsoft products including DHHS is currently a significant user of Microsoft products including Dynamics 365, Azure, Office 365,
' security tools including Advanced Threat Protection over email, and Bing is used for mapping and emergency response planning.

The EY EVV solution has been designed for ease of use by the end-user community. Our mobile application requires as few
keystrokes as possible to capture the visit verification data. Our web application provides functionality that supports the day-to-day
operations of the Medicaid agencies and the service providers. Our portal provides the information that helps the beneficiaries and
their families actively engage in their care and promotes better outcomes.

The deployment of the EY EVV solution will ultimately create efficiencies in cost, opportunities for cross-application efficiency and
transferability of internal knowledge that yield intangible benefits to DHHS in addition to the obvious and direct benefits of building
atop a Microsoft foundation.

Our EVV solution supports the beneficiary/family-centered approach to the provision of personal care and home health services and
has been designed to meet two primary objectives:

Improve the quality of care provided by improving access to services and the reliability of service delivery

Reduce fraud, waste and abuse with accurate and timely documentation of services delivered for claims/encounter processing
and payment

The core of EVV is verification of on-site, face-to-face visits delivered as part of the home and community-based services provided
by DHHS. The EVV solution incorporates additional functionality to increase the effectiveness and efficiency in delivery of services
by:

Providing DHHS program administrators with real-time visibility into the performance of their service providers and managed

care organization (MCOs)

Establishing a safety net for quality of care with real-time alerts

Improving communication with on-demand access to information and services using cloud and mobile technology

Enriching relationships by increasing engagement and participation with beneficiaries, families and caregivers

Integrating information with Medicaid Management Information System (MMIS), MCOs and other EVV, analytics and payroll
systems

Streamlining business processes
Limiting or eliminating duplicate work
’ Automating manuat, labor-intensive processes, such as scheduling, visit notes and timekeeping
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The EVV solution proposed by EY US and Microsoft has the
commitment from two feading firms to support DHHS through
this important journey and help you be a leader among your
peers in providing Medicaid personal and home-based services.

Lastly, please review our five-minute “EVV Motion Story".

If you have any questions as you review our response, please
do not hesitate to contact Julia A. Kenney at +1 678 429 5820
or julia.kenney@ey.com.

Sincerely,

deda. 0 dhptep -

Julia A. Kenney
Managing Director, EY US




























Copies of working papers, including procedures, programs, and schedules;

Status of current projects;

[ R A R

Copies of correspondence (internal and external);

»

Listings of third-party software used by the contractor(s), inciuding availability of the software for transfer or purchase by
Medicaid or successor vendor(s);

Description of functional business process flows;

Operational and system information concerning sub-Contractors;
Documentation of ongoing outstanding issues;

Other documentation necessary to support contract operations; and

Other pertinent information necessary to take over and operate the project or to assume the operational activities successfully.
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0. This information shall be provided to DHHS in paper form, or in electronic form via email, secure file transfer or electronic
means as directed by DHHS.

Three (3) months prior to the end of the contract or any extension thereof, Contractor must begin training DHHS staff, or its
designated agent, in the operation of non-proprietary systems and business processes. Such training must be compieted at least two
(2) months prior to the end of the contract or any extension thereof. DHHS may, at its discretion, modify this timing.

Two (2) months prior to the end of the contract or any extension thereof, Contractor must appoint, with DHHS approval, a manager
to coordinate and supervise all turnover activities.

Contractor must provide to DHHS one (1) month prior to the scheduled end of the contract, a Turnover Results Report documenting
the completion and results of each part of the Turnover Plan. The outline and format of the Turnover Results Report must be
approved in advance by DHHS. Turnover will not be considered complete until

this document is approved by DHHS. Contractor must not reduce operational staffing levels during the turnover without the prior
written approval of DHHS. All EVV data gathered from this contract and EVV contracts with DHHS-contracted entities is considered
property of DHHS. Proprietary software programs will not be required to be delivered to DHHS pursuant to these Turnover
Requirements. Contractor's solution must retain all data, documentation and associated media related to this contract to meet
DHHS retention requirements throughout the life of the Contract and return all data to DHHS upon termination for any reason.

All provider and stakeholder training materials developed for this project become the property of Nebraska DHHS and wiii be
transitioned per the Turnover Plan.

Upon contract closeout for any reason the Contractor shall within thirty (30) days, unless stated otherwise herein:
1. Transfer all completed or partially completed deliverables to the State;
2. Transfer ownership and title to all completed or partially completed deliverables to DHHS;

3. Returnto DHHS all information and data, unless the Contractor is permitted to keep the information or data by contract or rule
of law. Contractor may retain one copy of any information or data as required to comply with applicable work product
documentation standards or as are automatically retained in the course of Contractor’s routine back up procedures;

4. Cooperate with any successor Contactor, person or entity in the assumption of any or all of the obligations of this contract;
5. Cooperate with any successor Contactor, person or entity with the transfer of information or data related to this contract;
6. Return or vacate any State owned real or personal property; and,

7. Return all datain a mutually acceptable format and manner.

Nothing in this Section should be construed to require the Contractor to surrender intellectual property, rea! or personal property,
or information or data owned by the Contractor for which DHHS has no legal claim.

U. RECORDS RETENTION

1. Contractor must maintain all pertinent financial and accounting records and evidence pertaining to the contract in accordance
with generally accepted principles of accounting and as specified by the State of Nebraska Law. Upon request, access shall be
granted to these records to any State or Federal Government entities or any of their duly authorized representatives.

2. Upon request, financial and accounting records shall be made available to the State of Nebraska's designee(s) at any time during
the contract period and any extension thereof, and for ten (10) years from expiration date and final payment on the contract or
extension thereof.

3. Other sections of this bid solicitation may contain additional requirements regarding record retention.
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V. PROPOSAL INS RUCTIONS

This section documents the requirements that should be met by bidders in preparing the Electronic Visit Verification Solution
Requirements (as noted in Attachment A - RTM) and Cost Proposal. Bidders should identify the subdivisions of “Project Description
and Scope of Work" clearly in their proposals; failure to do so may result in disqualification. Bidder must respond to all requirements
detailed in Attachment A — RTM. Failure to respond to a specific requirement may be the basis for elimination from consideration
during the State's comparative evaluation.

Proposals are due by the date and time shown in the Schedule of Events. Content requirements for the Technical and Cost Proposal
are presented separately in the following subdivisions; format and order:

A. PROPOSAL SUBMISSION
1. REQUEST FOR PROPOSAL FORM

By signing the “RFP for Contractual Services” form, the bidder guarantees compliance with the provisions stated
in this RFP, agrees to the Terms and Conditions stated in this RFP uniess otherwise agreed to, and certifies
bidder maintains a drug free work place environment.

The RFP for Contractual Services form must be signed using an indelible method (not electronically) and
returned per the schedule of events in order to be considered for an award.

Sealed proposals must be received in the State Purchasing Bureau by the date and time of the proposal opening
per the Schedule of Events. No late proposals will be accepted. No electronic, e-mail, fax, voice, or telephone
proposals will be accepted.

It is the responsibility of the bidder to check the website for all information relevant to this solicitation to
include addenda and/or amendments issued prior to the opening date. Website address is as follows:
http://das.nebraska.gov/materiel/purchasing.htmi

Further, Sections Il through VI must be completed and returned with the proposal response.

Signed “Request for Proposal for Contractual Services Form" returned with the original proposal.

2. CORPORATE OVERVIEW
The Corporate Overview section of the Requirements Proposal should consist of the following subdivisions:

a. BIDDER IDENTIFICATION AND INFORMATION
The bidder should provide the full company or corporate name, address of the company's
headguarters, each principal location, and iocation(s) of primary systems, entity organization
(corporation, partnership, proprietorship), state in which the bidder is incorporated or otherwise
organized to do business, year in which the bidder first organized to do business, total number of
employees, organizational chart displaying the overall business structure, and whether the name
and form of organization has changed since first organized.

If not publicly traded company (or a subsidiary of a publicly traded company), the names,
affiliations, and city and state of each individual or company that owns five percent (5%) or more of
the company or partnership.

Ernst & Young LLP (together with its affiliate, Ernst & Young U.S. LLP, the Partnership) is a private limited liability partnership, and
we do not distribute our financial statements to parties other than our partners, principals and lenders. However, the Partnership’s
size and strong track record of success provide compelling evidence of our having the financial resources needed to serve you.

The Partnership is owned by approximately 3,400 US partners and principals and is @ member of Ernst & Young Giobal Limited, an
organization whose locally owned member firms operate under the “EY" brand name in approximately 150 countries around the
world.

The Partnership is a substantial entity, with approximately 43,000 people working in the US. The Partnership’s fiscal year 2018
total revenues, which include expenses billed to clients and amounts bilied to other EY member firms (i.e., inter-firm revenues),
approximated US$14.0 billion.

The Partnership’'s financial position as of the end of its most recent fiscal year (June 29, 2018) was strong, with total assets of
USS$4.4 billion, primarily consisting of cash and short-term investments and amounts due from clients which, together, represented
approximately 68% of total assets. These quick assets, coupled with significant unused bank lines of credit, provide the Partnership
with levels of liquidity more than sufficient to fund our operations as well as our investment needs.

Ernst & Young LLP Page 18



Capital and current accounts (representing the partners’ and principals’ cash in the Partnership), as well as long-term borrowings
from various banks and insurance companies, represented approximately US$2.3 biltion at June 29, 2018, of which approximately
USS$264 million represents long-term borrowings.

The Partnership’s long-term debt and revolving credit facilities are rated annually by Fitch Ratings, the debt rating agency. Fitch
Ratings recently affirmed the Partnership's ‘AA" debt rating and its ‘Stable’ Rating Outlook. In reviewing the Partnership’s 2018
annual financial statements, Fitch Ratings, in its letter of October 24, 2018, stated that “The 'AA' rating reflects Ernst & Young's
conservative financial profile, strong and stable cash flow from operations and high client retention rates."” Fitch also stated that the
Partnership's “credit statistics have continued to remain strong as a result of strong cost controls and funded debt levels that
remain low compared to operating earnings (measured by earnings before interest, taxes, depreciation and amortization (EBITDA))
and cash flow from operations.” The rating agency defines an AA rating as follows: "'AA’ ratings denote expectations of very low
default risk. They indicate very strong capacity for payment of financial commitments. This capacity is not significantly vulnerable to
foreseeable events.” In addition to maintaining a strong financial position, the Partnership maintains a comprehensive professional
indemnity insurance program that is continually monitored and modified so as to provide coverage considered appropriate in the
current operating environment. We believe our coverage is commensurate with that carried by the other Big Four firms.

We would be pleased to have our finance organization discuss the Partnership's financial resources and stability with you at your
request.

About Ernst & Young Global Limited

EY is a global leader in assurance, tax, transaction and advisory services. The insights and quality services we deliver help build trust
and confidence in the capital markets and in economies the world over. We develop outstanding leaders who team to deliver on our
promises to all our stakeholders. In so doing, we play a critical role in building a better working world for our people, for our clients
and for our communities.

EY refers to the global organization, and may refer to one or more, of the member firms of Ernst & Young Global Limited, each of
which is a separate legal entity. Ernst & Young Global Limited, a UK company limited by guarantee, does not provide services to
clients. Information about how EY collects and uses personal data and a description of the rights individuals have under data
protection legislation are available via ey.com/privacy. For more information about our organization, please visit ey.com.

About Ernst & Young LLP/about EY Americas

Ernst & Young LLP (EY US or the US firm), a limited liability partnership, is a member firm of Ernst & Young Global Limited, an
organization whose locally owned member firms operate under the “EY" name in approximately 150 countries around the world.
The Americas area, formed in 2006, comprises member firms in 30 countries and more than 72,000 people.

EY history

Overall

The firm and its predecessors have been in business in the US for more than 100 years. The roots of EY date to the early 1900s and
to the lasting legacies of two visionaries — A.C. Ernst and Arthur Young. In 1903, A.C. Ernst opened the first office of the US firm in
Cleveland, Ohio. On July 1, 1989, Ernst & Whinney merged with Arthur Young to create the US firm.

Corporate status and ownership structure

Ernst & Young LLP (together with its affiliate, Ernst & Young U.S. LLP, the Partnership) is a private limited liability partnership. The
Partnership is owned by approximately 3,400 US partners and principals and is @ member of Ernst & Young Global Limited, an
organization whose locally owned member firms operate under the “"EY"” name in approximatety 150 countries around the world. No
individual partner or principal owns more than a 1% interest in the partnership. EY refers to the global organization of member firms
of Ernst & Young Global Limited, each of which is a separate legal entity. Ernst & Young Global Limited, a UK company limited by
guarantee, does not provide services to clients. For more information about our organization, please visit www.ey.com. This
response is being submitted by Ernst & Young LLP (EY US), a member firm serving clients in the US.

State of incorporation

Ernst & Young LLP is not incorporated, but we are registered as a limited liability partnership in Delaware on July 1, 1994.

Office locations

Qur people are tocated in more than 90 offices in the US and more than 700 offices globally.
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Key executives

Global

We have a global leadership team that sets a single global strategy and agenda. This management structure allows us to make
decisions and support exceptional client service wherever in the world our clients do business. The Global Executive, our most senior
management body, focuses on strategy, execution and operations. Its members bring together all the elements of our global
organization, including our functions, service lines, geographic areas and committees.

For more information, please see: https://www.ey.com/en_gl/global-executive

Americas

The EY Americas Operating Executive, the region’s most senior management body, focuses on strategy, execution and operations.
Members of the Americas Operating Executive bring together all the elements of our organization, including our functions, service
lines, geographic areas and committees.

For more information, please see: https://www.ey.com/en_us/americas-executive

Headquarters
Global: 6 More London Place, London SE1 2DA, United Kingdom
US: 5 Times Square, New York NY 10035

b. FINANCIAL STATEMENTS
The bidder should provide financial statements applicable to the firm. If publicly held, the bidder shouid
provide a copy of the corporation's most recent audited financial reports and statements, and the
name, address, and telephone number of the fiscally responsible representative of the bidder’s
financial or banking organization.

If the bidder is not a publicly held corporation, either the reports and statements required of a publicly
held corporation, or a description of the organization, including size, longevity, client base, areas of
specialization and expertise, and any other pertinent information, should be submitted in such a
manner that proposal evaluators may reasonably formulate a determination about the stability and
financial strength of the organization. Additionally, a non-publicly held firm should provide a banking
reference.

The bidder must disclose any and all judgments, pending or expected litigation, or other real or
potential financial reversals, which might materially affect the viability or stability of the organization,
or state that no such condition is known to exist.

The State may elect to use a third party to conduct credit checks as part of the corporate overview
evaluation.

Ernst & Young LLP (together with its affiliate, Ernst & Young U.S. LLP, the Partnership) is a private limited liability partnership, and
we do not distribute our financial statements to parties other than our partners, principals and lenders. However, the Partnership’s
size and strong track record of success provide compelling evidence of our having the financial resources needed to serve State of
Nebraska Department of Health and Human Services.

The Partnership is owned by approximately 3,400 US partners and principals and is a member of Ernst & Young Global Limited, an
organization whose locally owned member firms operate under the “EY" brand name in approximately 150 countries around the
world.

The Partnership is a substantial entity, with approximately 43,000 people working in the US. The Partnership's fiscal year 2018
total revenues, which include expenses billed to clients and amounts billed to other EY member firms (i.e., inter-firm revenues),
approximated US$14.0 billion.

Ernst & Young LLP, as is true of all major accounting firms, is involved in litigation, administrative proceedings and regulatory
matters in the normal course of our professional activities. We believe that raising an allegation or the filing of a suit against a firm
provides no meaningful indication of the quality of work, since the complaint represents merely the unproven allegations. The
outcome, moreover, may not bear a meaningful relationship to quality. We believe that the quality of our firm's work meets the
standards of the profession. We have tried and won numerous lawsuits before both judges and juries, most of them in the last
decade of increased litigation against accounting firms. We are proud of our record. It supports our assessment that litigation has
not reflected adversely upon the quality of our professional work; nor has it ever impaired our ability to serve our clients.

Ernst & Young LLP maintains a comprehensive professional indemnity insurance program that is continually monitored and modified
so as to provide the firm with coverage considered appropriate in the current operating environment. We believe our coverage is
commensurate with that carried by the other Big Four firms.
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CHANGE OF OWNERSHIP

If any change in ownership or control of the company is anticipated during the twelve (12) months
following the proposal due date, the bidder should describe the circumstances of such change and
indicate when the change will likely occur. Any change of ownership to an awarded Contractor(s) will
require notification to the State.

No change of ownership is anticipated.

d.

Ernst & Young LLP
55 tvan Allen Jr Boulevard
Atlanta, GA 30308

OFFICE LOCATION
The bidder's office location responsible for performance pursuant to an award of a contract with the
State of Nebraska should be identified.

RELATIONSHIPS WITH THE STATE

The bidder should describe any dealings with the State over the previous ten (10) years. If the
organization, its predecessor, or any Party named in the bidder's proposal response has contracted
with the State, the bidder should identify the contract number(s) and/or any other information
available to identify such contract(s). If no such contracts exist, so declare.

Microsoft has been a strong partner to the State of Nebraska for many years helping navigating the power of technology to enable
every citizen and organization in the State of Nebraska to achieve more. This includes assessments, advisory and training for citizen
engagement, cybersecurity, democratization of data science, ITSM, DevOps, line of business application innovations, financial

management and cloud.

A good summary of the maturity and value of this relationship is summarized in an interview with State of Nebraska CIO Ed Toner:
https://www.enterprisedigi.com/cloud/articles/microsoft-solutions-nebraska-ed-toner

f.

BIDDER'S EMPLOYEE RELATIONS TO STATE

If any Party named in the bidder's proposal response is or was an employee of the State within the past
two (2) months, identify the individual(s) by name, State agency with whom employed, job title or
position heid with the State, and separation date. If no such relationship exists or has existed, so
declare.

If any employee of any agency of the State of Nebraska is employed by the bidder or is a Subcontractor
to the bidder, as of the due date for proposal submission, identify all such persons by name, position
held with the bidder, and position held with the State (including job title and agency). Describe the
responsibilities of such persons within the proposing organization. If, after review of this information by
the State, it is determined that a conflict of interest exists or may exist, the bidder may be disqualified
from further consideration in this proposal. If no such relationship exists, so declare.

No such relationships exist or has existed.

g.

Ernst & Young LLP

CONTRACT PERFORMANCE

If the bidder or any proposed Subcontractor has had a contract terminated, at any Federal, State or
Governmental agency/entity and/or Managed Care Organization, for default during the past five (5)
years, all such instances must be described as required below. Termination for default is defined as a
notice to stop performance delivery due to the bidder's non-performance or poor performance, and the
issue was either not litigated due to inaction on the part of the bidder, litigated and such litigation
determined the bidder to be in default, or pendinglitigation.

It is mandatory that the bidder submit full details of all termination for default experienced during the
past five (5) years, including the other Party's name, address, and telephone number. The response to
this section must present the bidder's position on the matter. The State will evaluate the facts and will
score the bidder's proposal accordingly. If no such termination for default has been experienced by the
bidder in the past five (5) years, so declare.

If at any time during the past five (5) years, the bidder has had a contract terminated, with a State
agency, for convenience, non-performance, non-atlocation of funds, or any other reason, describe fully
all circumstances surrounding such termination, including the name and address of the other
contracting Party. Describe any kind of correction action plan imposed on the Bidder based on a
previous EVV contract, any allegation of breach made against the Bidder on another EVV contract, or
any type of significant contract management action taken against the Bidder in a current or previous
EVV contract.

It is mandatory that the bidder submit full details of any and alt audits, corrective action plans,
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penalties, sanctions, and any Federal or State investigations in the last five (5) years, including
pending, ongoing, disputed, or unresolved audits, corrective actions, penalties, sanctions, or Federal or
State investigations.

We are not aware of any: however, as a firm of our size ($30b in revenues and tens of thousands of contracts), there are sometimes
instances where we have not been able to complete a contract, due to numerous circumstances, most often such as conflict of
interest that come up after contract award, regulatory changes, loss of appropriations, termination for convenience, etc. It is not EY
standard practice to keep a listing of these instances or the circumstances.

Ernst & Young LLP, as is true of all major accounting firms, is involved in litigation in the normal course of our professional
activities. We believe the mere filing of a suit against a firm provides no meaningful indication of the quality of work, since the
complaint represents merely the unproven allegations of a plaintiff. The outcome, moreover, may not bear a meaningful refationship
to quality. We believe that the quality of our firm's work meets the highest standards of the profession. We have tried and won many
lawsuits before both judges and juries. We are proud of our record. it supports our assessment that litigation has not reflected
adversely upon the guality of our professional work; nor has it ever impaired our ability to serve our clients.

h. SUMMARY OF BIDDER'S CORPORATE EXPERIENCE
The bidder should provide a summary matrix listing the bidder's previous projects similar to this RFP in
size, scope, and complexity. The State will use no more than three (3) narrative project descriptions
submitted by the bidder during its evaluation of the proposal.

The bidder should address the following:

i. Provide narrative descriptions to highlight the similarities between the
bidder's experience and this RFP. These descriptions should include:

a) Bidder shall submit a list of current and prior contracts and customers with a
similar scope. If subcontractors are proposed, provide list of contracts and
customers for each subcontractor.

b) The time period of the project;

©) The scheduled and actual completion dates;

d) The bidder's responsibilities;

e) Evidence of the qualifications and credentials of the respondent in terms of
proven successful experience through similar Medicaid EVV systems to
include:

. The description of all recent Medicaid EVV projects completed or
ongoing;

2). Specific types of Medicaid providers and services respondent’s EVV
system is used for;

3). If EVV system supported mobile GPS enabled devices, including
mobile smartphones;

4). A statement specifying the extent of bidder's responsibility and
experience on each described project.

5). For reference purposes, a customer name (including the name of a

contact person that can be reference for contract performance:
individuals who can directly attest to the bidder's qualification
relevant to the Medicaid EVV scope of work, a current telephone
number, a facsimile number, and e-mail address); DHHS reserves the
right to contact the references submitted as well as any other
references which may attest to the respondent’s work experience.

f If the bidder or subcontractor has no recent contract experience, the bidder
or subcontractor should have experience that is closely related to Medicaid
EVV; and

(s)] Each project description should identify whether the work was performed as

the prime Contractor or as a Subcontractor. If a bidder performed as the prime
Contractor, the description should provide the originally scheduled
completion date and budget, as well as the actual (or currently planned)
completion date and actual (or currently planned) budget.
ii. Contractor and Subcontractor(s) experience should be listed separately.
Narrative descriptions submitted for Subcontractors should be specifically
identified as Subcontractor projects.
iii. If the work was performed as a Subcontractor, the narrative description
should identify the same information as requested for the Contractors
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above. In addition, if the bidder was a Subcontractor, the bidder should
identify what share of contract costs, project responsibilities, and time
period were performed as a Subcontractor.

iv. Qualifications
a) The bidder should include the following information:

. Evidence of the qualifications and credentials of the bidder in terms
of proven successful experience through similar Medicaid EVV
projects of like size and scope;

2). Detailed description of all experience in the implementation,

operation, and support of Medicaid EVV systems; toinclude:

i) The description of all recent Medicaid EVV projects

completed or ongoing;

i) Specific types of Medicaid provider and services

respondent’s EVV system is used for;

iii.) If EVV system supported mobile GPS enabled devices,

including mobile smartphones;

iv.) A statement specifying the extent of bidder's

responsibility and experience on each described project.

Dynamics 365 currently has more than 5 miltion licensed users across more than 60,000 organizations, including more than 7,500
public sector departments and agencies. The examples listed below use Dynamics 365 to perform services consistent with the six

criteria for EVV:
Type of service performed;
Individual receiving the service;
Date of the service;
Location of service delivery;
Individual providing the service; and

Time the service begins and ends.

The popuiations served include personal and home health care, developmentally disabled, women, infants, and children. The number
of members ranges from 95,000 to 12,000,000. The special needs include personal care, palliative care, rehabilitation, skilled
nursing, infusion/medication administration, counseling, nutritional supplements, intellectual disabilities, cerebral palsy, Down
syndrome, autism spectrum disorders and neurological impairment.

Texas Department of Health

and Human Services (WIC)

New Mexico Department of

Health WIC)

Women Infants and Children

Women Infants and Children

The Texas WIC program uses
Dynamics for intake, eligibility,
and general program / case
management.

Ten-year contract executed in
06/2015 - Contract end date
2025

The New Mexico WIC program
uses Dynamics for intake,
eligibility, and general program
/ case management.

Eight-year contract executed
in 12/2015 - Contract end
date 2023

Ernst & Young LLP
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required to carry out the requirements of the RFP in addition to assessing the experience of specific
individuals.

Key personnel should be employees of the Bidder and shail not hold more than one key role unless
otherwise approved by DHHS. DHHS will review and approve all key personnel. Contractor must provide
named staff for each key position and include background and experience on similar projects for both
implementation and operations.

i The following Contractor staff shall be considered key personnel during Implementation:

@ Account Executive,
(») Project Manager,
© Testing Lead,
(G)) Integration Lead,
e Certification Lead,
) Training Lead
il Contractor must identify the key personnel during EVV operations, including but
not limited to:
@) Account Executive,
) Training Lead,
© Customer Support Lead,
@ Certification Lead, who is to be engaged until all Certification requirements

are completed and approved by CMS.

DHHS will review and approve all key personnel during EVV operations.

Contractor must maintain sufficient and qualified staffing levels to ensure successful implementation
within the specified timeframes and for the ongoing operation of the EVV system throughout the
duration of the contract. Contractor must develop and manage project organization and staffing.
Contractor shall submit with proposal project organization charts showing all proposed personnel by
job title, lines of supervision, and indicating full or part-time employment on the DHHS contract. The
charts shail include how the project fits into the respondent’s overall organizational structure.

The organizational structure must be designed to carry out the responsibilities within the Scope of
Work. Contractor must utilize a consistent approach to Project Leadership.

Contractor must provide specific descriptions of roles and responsibilities for alf Contractor resources,
time devoted to the Nebraska EVV project during DDI, and after implementation, and the percentage of
time the resources will work on-site both during DDI and after implementation. Include how personnei is
to administer and execute required project activities during the EVV Solution design, development,
implementation and operations.

The Contractor’s designated Account Executive must be the single point of contact for matters
concerning the Contractor's performance under the Contract. This person shall have the authority to
make decisions that are binding to the Contract, shall be responsible for timely completion of the
project, and shall be responsible for meeting all contractual obligations. Include the approach to
account management, and describe how the account manager will meet this requirement.

The Contractor's Account Executive should have a minimum of five (5) years' contract management
experience managing related services with similar budgets, preferably in Medicaid or the healthcare
industry and for a project similar in size and scope to this project.

The Contractor's designated Project Manager must represent and oversee the day-to-day activities of
the project. This individual shall serve as DHHS's primary point of contact for matters relating to the
project and serve as a liaison for certification and stakeholders. Include description of process used to
manage day-to-day activities.

The Contractor's Project Manager should have a minimum of five (5) years’ project management
experience managing projects of similar size and scope, preferably in Medicaid or the healthcare
industry. This experience must include relevant experience within the last three (3) years from the
release date of the RFP.

i Project management experience should include each phase of the system development
life cycle.

i Project management certification through the Project Management Institute (PMI)
is preferred.
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iii The Contractor’s Project Manager shall have experience initiating and managing an
electronic visit verification system implementation, or comparable experience in a
project of similar size and scope, and be capable of overseeing all contracted activities
for which the Contractor is responsible.

The Contractor's named Integration Lead must manage the design, configuration/build, integration,
defect management, and implementation of the Contractor's scope of work. Include a description of
Contractor's approach to Integration Management.

The Contractor's Integration Lead should meet the following gualifications including:

i Minimum of five (5) years leading system design and integration projects, including the
technical design and implementation of projects similar in size and scope to this
project.

i Experience must involve directing multi-discipline technical teams producing
integration solutions (e.q., Service Oriented Architecture, network, hardware and
software).

The Contractor's designated Testing Lead must coordinate ali testing activities. Contractor must
provide a testing approach and activities.

The Contractor's Testing Lead should meet the following gualifications including but not limited to:

i Minimum of three (3) years’ experience leading testing activities for a project similar
in size and scope to this project.

i In-depth understanding of the testing lifecycle and all artifacts required to
successfully validate the system.

iii A Bachelor's Degree in Information Systems Engineering, Computer Science, or a
related field is preferred.

The Contractor's Certification Lead should meet the following qualifications including:

i Minimum of three (3) years' experience certifying systems against industry standards
for projects similar in size and scope to this project.

ii In-depth understanding of the most current MECT certification lifecycle required
to successfully validate the system.

Resumes should not be longer than three (3) pages. Resumes should include, at a minimum, academic
background and degrees, professional certifications, understanding of the process, and at least three
(3) references (name, address, and telephone number) who can attest to the competence and skili level
of the individual. Any changes in proposed personnel shall only be implemented after written approval
from DHHS. Each resume should depict current experience for work completed no more than seven (7)
years prior to the date of this RFP, and depict work related to state-wide EVV implementations or
similar projects.

Contractor must provide staff resources as necessary to support MECT milestone reviews and
activities.

Contractor shall not transfer or remove key personnel without prior approval from DHHS. If a vacancy
occurs in a key role, the Contractor shall fill the position within ten (10) calendar days with a temporary
replacement and a permanent replacement approved by DHHS should be within sixty (60) calendar
days. The Contractor's key personnel and/or management replacement must meet the minimum
qualifications for the position. The Bidder shall provide a detailed resume for a proposed key personnel
and/or management replacement. Contractor must have a method to ensure transfer of knowledge and
documentation occurs between exiting and incoming key personnel.

The bidder should provide the number of full time equivalent (FTE) employees engaged in similar
Medicaid EVV contracts.
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and money laundering while maintaining strong knowledge of all applicable current and proposed Bank Secrecy Act
(BSA)/Anti-Money Laundering (AML) laws and regulations, specifically as they apply to money laundering, terrorist financing
and OFAC.

. Program Manager for Intelligent Data (ID) work stream on EY Global Audit Transformation Program. Served as a liaison
between Assurance and IT. Assisted ID leadership with implementation planning, standardizing program reporting,
developing integrated plans, risk management and resource management of advisory/assurance teams in UK and Spain.

Program Manager for Wave 1 SDA Work stream on EY Global Program Mercury which is a large, global, muiti-year,
enterprise-wide process transformation initiative that will replace more than 1400 EY business systems and related
processes.

Served as the maturity assessment lead across enterprise of large complex programs/projects and PMO at Nike. The
assessment included the documentation of key findings, recommendations and a "maturity roadmap" outlining next steps.

Program Manager assisting a complex program team at Ford Motor Company with integration of a manufacturing company'’s
Product Development financial system (Hyperion) with its planning system (Planisware) and 10 additional internal source
systems.

Assisted Asurion, a global technology protection company in leading, designing and operationalizing a PMO for a large
complex multi-phase global Payment Card Industry compliance program. The PMO focused on sustainable program
oversight/governance, communication, standardization of core management processes including development of tools and
templates. In addition, oversaw 10+ IT project managers globally, identified opportunities for enhancing existing business
processes, managed risk and developed an integrated master timeline of project milestones covering North America, Europe
and Asia Pacific.

Education
MS, Electrical Engineering
BS, Electrical Engineering
Certifications

Project Management Professional (PMP)

‘ Frank Guinan Linda Seifferth Susan McCleary
804.371.6453 860.902.4506 804.416.6150
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j. SUBCONTRACTORS
If the bidder intends to Subcontract any part of its performance hereunder, the bidder should provide:

i name, address, and telephone number of the Subcontractor(s);
ii specific tasks for each Subcontractor(s);
iil percentage of performance hours intended for each Subcontract; and

iv total percentage of Subcontractor(s) performance hours.

v Evidence of the gualifications and credentials of the subcontractor in terms of
proven successful experience through similar Medicaid EVV projects of like size and
scope;

vi Detailed description of all experience in the implementation, operation, and support

of Medicaid EVV systems to include:

@ The description of all recent Medicaid EVV projects completed or ongoing
including time period of the project and scheduled and actual completion
dates;

((s)] Specific types of Medicaid providers and services subcontractor EVV system is
used for;

© If EVV system supported mobile GPS enabled devices, including mobile
smartphones;

A statement specifying the extent of subcontractor’s responsibility and experience on each described project.

We do not intend to subcontract any part of this project.

3. TECHNICAL APPROACH
The technical approach section of the Technical Proposal should consist of the following subsections:

Understanding of the project requirements;

Proposed design, configuration and development approach;

Technical considerations;

Detailed project work plan;

Deliverables and due dates;

Provide complete responses to Sections Il through IV of the RFP; and

Respond to all requirements detailed in Attachment A - RTM. Failure to respond to a specific
requirement may be the basis for elimination from consideration during the State's
comparative evaluation.

apop3zTF

Project requirements

Electronic visit verification solution (EVV) is buiit upon a successful track record working in the global and US health industry, which
allows us to bring insights from working with state Medicaid agencies, managed care organizations, providers and federal health
agencies. Our holistic experience with health and human services means that when we built the EVV solution, we did so with a deep
understanding of the comprehensive nature of care and the potential for pitfalls with fraud, waste and abuse. Which is why our EVV
solution is poised to revolutionize the effectiveness of home and community-based services provided by agencies like DHHS.

What we bring

Relevant and timely insight on the issues and challenges that are most important to the State of Nebraska
Consistent industry training to better anticipate regulatory changes and shifts
Practical thought leadership

Knowledge, acumen and leading practices based on our deep experience serving a wide range of state and local governments,
health agencies and the federal government

Exceptional client service and consistent delivery of measurable, sustainable results

The EY EVV solution is unigue in the marketplace, leveraging Microsoft's platform technologies to create the onlty modern,
configurable, EVV solution built on the significant investments Microsoft is making in applications, infrastructure and future-facing
technology like artificial intelligence, cognitive services and machine learning. Because we had the advantage of building a solution
from the ground up and leveraging the unique capabilities inherent in modern technology, our EVV solution is architected to not only
be uniquely capable in the present, but to remain on the cutting edge of innovation as technology advances. Our approach to EVV
using Microsoft’s technology creates an undeniable difference in terms of security, reliability, scalabitity and performance that is
proven across millions of users. In today‘s world of technology risk, it is comforting to know that DHHS can have the utmost
confidence in the EY EVV solution as a safe, yet progressive, investment for the future.
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As Nebraska's requirements evolve over time, the Dynamics platform and the EY team can support and enable those growing and
changing requirements. Our EVV solution provides the following benefits:

Configurable (little to no code) customization of workflows, business processes, forms, views, charts, etc.

Representational state transfer (REST) and simple object access protocol (SOAP)-based application programming interface (AP!)
that represents the data model

APIs to customize the environment

Custom user interface component framework

Robust security model

Mobile application

Native integrations with the Microsoft stack (Outiook, Power B, Excel, Azure Machine Learning, etc.)

Prebuilt connectors for middleware platforms

AppSource (marketplace for third-party applications that connect to Dynamics)

Extensibility (via configuration) to non-EVV use cases that Department of Human Services and other state agencies may require

In short, a solution powered by Dynamics 365 takes advantage of the significant investments that Microsoft continues to make in
the product road map. Dynamics 365, along with Office 365 and Azure, represents the core of Microsoft's cloud strategy. EVV
benefits from Microsoft’s significant investments in research and development, not just into the core platform, but into the related
technologies (SQL Server, Office, etc.) as well.

One of the core objectives of the 21st Century Cures Act is to reduce fraud, waste and abuse. The EY EVV solution is designed to
support this objective by only submitting claims for services that have been electronically verified at time of delivery. The EVV
solution alerts, reports and data analytics will flag suspicious activity for further review. In addition to functionality, our support for
EVV includes our Forensic & Integrity Services practice.

The EY Forensic & Integrity Services is a team of 1,000 specialists focused on conducting forensic investigations of suspected fraud,
waste and abuse, as well as helping organizations reduce risk through implementation of effective compliance oversight. This is a
dedicated team focused on the health industry. The team includes former regulators, compliance officers, auditors, data analysts,
health care operations and medical coding specialists.

Our capabilities include developing, implementing, assessing and continually improving compliance oversight and governance of
health care billing operations. Our team has significant experience developing policies and procedures, conducting training, carrying
out auditing and monitoring, and successfully executing all aspects of an effective compliance program.

When suspicious conduct is identified, our team will work with the client to conduct an investigation, identify the root causes, and
provide support for resolution.

The EY EVV solution leverages the investment DHHS has made in software from Microsoft and provides familiar, user-friendly tools
that result in a high return on investment for DHHS. DHHS is currently a significant user of Microsoft products including Dynamics
365, Azure, Office 365, security tools including Advanced Threat Protection over email, and Bing is used for mapping and
emergency response planning. Building atop these investments with a deployment of the EY EVV solution will ultimately create
efficiencies in cost, opportunities for cross-application efficiency, and transferability of internal expertise that yield intangible
benefits to DHHS in addition to the obvious and direct benefits of building atop a Microsoft foundation.

Our EVV solution supports the beneficiary/family-centered approach to the provision of personal care and home health services and
has been designed to meet two primary objectives:

Improve the quality of care provided by improving access to services and the reliability of service delivery

Reduce fraud, waste and abuse with accurate and timely documentation of services delivered for claims/encounter processing
and payment

The core of EVV is verification of on-site, face-to-face visits delivered as part of the home and community-based services provided
by DHHS. The EVV solution incorporates additional functionality to increase the effectiveness and efficiency in delivery of services
by:

Enriching relationships and increasing engagement and participation with beneficiaries, families and caregivers

Providing DHHS program administrators with real-time visibility into the performance of their service providers and managed
care organization (MCOs)

Establishing a safety net for quality of care with real-time alerts
Improving communication with on-demand access to information and services using cloud and mobile technology
Enriching relationships by increasing engagement and participation with beneficiaries, families and caregivers

Integrating information with Medicaid Management Information System (MMIS), MCOs and other EVV, analytics and payroll
systems
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Streamlining business processes
Limiting or eliminating duplicate work
Automating manual, labor-intensive processes, such as scheduling, visit notes and timekeeping

The EVV solution proposed by EY US and Microsoft has the commitment from two leading firms to support DHHS through this
important journey and helping you be a leader among your peers in providing Medicaid services.

The EY EVV solution has been designed for ease of use by the end-user community. Our mobile application requires as few
keystrokes as possible to capture the electronic visit verification data. Our web application provides functionality that supports the
day-to-day operations of the Medicaid agencies and the service providers. Our portal provides the information that helps
beneficiaries and their families actively engage in their care and promotes better outcomes.

The solution is architected on Microsoft Dynamics based on modular applications that are designed to support the business
processes. It requires configuration rather than code development. It also seamlessly connects with information in other systems
and is easy to tailor and extend to meet the State of Nebraska's needs.

The EY EVV infrastructure is based on Microsoft Dynamics 365, SQL Server, Azure and additional supporting cloud-based services.
The infrastructure is hosted in the Microsoft Government Cloud and an extensible APl is available for interaction with the EY EVV
solution. The extensible API provides the capability to integrate with MMIS, MCO, timekeeping, payrolt and other EVV systems to
enable referral, authorization, claim processing, timekeeping and aggregation of visit information. Devices supported include:

Personal computers running:

Internet Explorer on Windows

Microsoft Edge on Windows 10

Firefox on Windows

Safari on Mac OS X

Chrome on Windows or Google Nexus 10
Mobile devices running:

i0S

Android

Our EY EVV solution includes a web application, mobile application, beneficiary portal and a back-end data structure to manage
service providers, beneficiaries, cases, appointments, emails, phone calls, and additional tables necessary to support personal care
and home health Medicaid services being provided. Our Microsoft Dynamics 365 EVV provides timely, accurate, usable and easily
accessible data. The flexible integrated solution allows for access to data that exists via integrations with the MMIS, MCO,
timekeeping, payroll, case management and other EVV systems.

The EY EVV solution allows the personal care and home health service providers to verify the following:
Type of service(s) performed (unique transaction identifier, specific tasks performed)
Individual receiving the service (beneficiary ID)
Date of the service
Location of service delivery
individual providing the service by name (worker ID, provider ID)
Time the service begins and ends (tracked in hours and minutes)
Electronic signature approval by the beneficiary or authorized representative

Observations noted

EY EVV web application

The EY EVV solution is designed for use by DHHS as well as the management team from each service provider (business managers,
case managers, physicians, schedulers). it guides each user through an end-to-end process beginning with intake of referrals and
continuing through plan of care management, visit scheduling, visit completion, resource time capture and claim submission. Claims
wiil be generated up to the authorized amount for electronically verified and authorized services on the approved plan of care as
soon as the services are delivered. Each claim will be in the EDI 837 format and will be integrated with DHHS's and MCQ’s claims
adjudication system for streamlined processing. The EY EVV solution also includes standard reports and dashboards; examples are
provided below, which are configurable to meet your specific needs.

The EY EVYV solution utitizes the configurable features of Microsoft Dynamics 365 to extend the platform to meet EVV requirements.
These ready-built configurations allow interoperability for DHHS to include:
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The EY customer support service desk is staffed with English and Spanish capabilities. In addition, there is capability to access a
translation and interpreter service, typically within two minutes depending on the language requested, and in operation 24 hours by
7 days a week.

Customer support service desk:
How to process/functions/business support
Technical/functional support
Data-related issue resolution
Basic troubleshooting
Break fix and patches
EY Managed Services will manage ongoing enhancements and maintenance of the EVV solution via the following:
Alignment with change management and governance for prioritization of releases
Release cadence definition for enhancements and bug fixes
Requirements prioritization
New feature definition
Continued development and quality assurance of approved features
Ongoing user training and documentation updates
Multi-tiered support for escalated support issues and coordination with Microsoft support platform issues

Leveraging EY Microsoft Dynamics acumen and direct access to the Microsoft product teams for early build access and
troubleshooting support

Testing in a sandbox environment and planned releases to the production environment

Microsoft delivers two major releases for Dynamics 365 per year to enable new capabilities and functionalities. These major updates
will be backward compatible. To verify this, Microsoft and EY US will perform a coordinated upgrade test in a sandbox environment,
alfowing for full regression testing and bug resolution. Once all bugs are resolved, the EY Managed Services team will work with
DHHS to coordinate a production update. This coordination will include communication activities that align with the communication
plan, which is one component of our holistic approach to change management. Stakeholders will be informed with consistent, timely,
accurate information and dates aligned with program timing to eliminate confusion and promote a common understanding of the
changes throughout the solution.

Reports

The EY EVV system provides a standard suite of reports to the DHHS and provider agencies. In addition, the system allows the use
of data elements to query and generate ad hoc reports.

A standard set of reports is included with the EY EVV solution, including, but not limited to:

Service provider workload — service visits by provider Schedule deviation alerts — late service visits

Missed visits by provider — service visits that have been Authorization requests — plans of care pending approval
missed by provider
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Auto-verified requests ~ service visits that have been auto- Verified versus unverified service visits with prior
verified authorizations and plans of care
Paid/unpaid claims — with total amount paid versus unpaid Claim totals by provider and waiver program

Performance of provider organizations and individual providers,
including errors and noncompliance with EVV use

In addition, the EY EVV solution contains configurable record views, reports (both pre-built and ad hoc) and dashboards. The built-in
reporting engine and wizard allow administrators and end users to configure personal reports in real time and save those reports for
future use. The advanced find tool allows for ad hoc querying of data across system objects.

Reports will leverage the defined security model and can be consumed via the EVV web application. In addition to the native
reporting options, the Dynamics 365 AP) allows third-party reporting tools to consume data from the EY EVV solution.

Approach

We have developed a hybrid delivery methodology that takes the best of Agile, Waterfall and lessons learned to deliver successful
projects, reduce risk, realize positive business outcomes and increase user adoption. Throughout the implementation, we will
coordinate with Nebraska DHHS and the independent validation and verification (IV&V) vendor to provide accurate and timely
project status reporting and support the preparation activities for the project initiation and operational milestone reviews. Once the
EVV solution transitions to operations and maintenance, we will support the activities for the MMIS certification final review. We also
provide IV&YV services for MMIS modularization, so we understand the programmatic and functional-critical success factors that
must be met for certification.
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Configure and test

During this stage, we will establish the system environments and complete the system configuration according to the functional
specifications defined in the previous phase. Once the configuration is complete, we will complete the unit and functional testing in
the development environment. To-be business processes will be used for the functional testing. Activities include:

Configure forms, entities, relationships and views

Create process automation and workflow rules, as needed

Create custom entities, as needed

Create reports and analysis tools

Create scripts to migrate data

Install and configure the appropriate development and staging environments
Incorporate to-be business processes in test plans

Create test plan and test steps

Conduct configuration reviews and walkthroughs with DHHS (technical resources)
Conduct demonstrations and validation sessions with DHHS and providers (functional resources)
Generate or load test data

Create release notes detailing the steps required to install the custom features
Perform unit and functional testing in the development environment

Correct and update any issues that arise during testing or demonstrations

Provide support for the CMS Certification team and repair defects discovered as part of the system certification process
Deliver

During this stage, we will move the EVV solution to the test environment and complete user acceptance testing. UAT provides the
opportunity to validate the to-be business processes and to secure acceptance that the EVV solution meets the functional
requirements. Activities include:

Deploy the EY EVV solution to the staging/test environment

Test and evaluate the EVV solution per the written test specification document
Perform user acceptance testing (UAT) and feedback loop

Collect and document feedback to fix immediately or for iteration assignment

Receive business acceptance that the EVV solution conforms to functional specification document

Change management

During this stage, our efforts will focus on the business owners and end users for the EVV solution and developing a communication
strategy that will position DHHS users to adopt their EVV solution. Activities include:

Build a communications plan:
Key milestones
Audience
Medium
Frequency
Key messages

Work jointly with DHHS to execute the communication plan
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Training and education

During this stage, we will develop a comprehensive training strategy that focuses on creating self-sufficient users from DHHS and
the providers. Content options include self-paced e-learning modules, custom quick-start quides, user guides, training slides, demos,

videos and knowledge skills assessment. We will evaluate the overali effectiveness of the training to inform future training. Activities
include:

Leverage our learning design framework to develop the training and education strategy:

Analyze needs

Design and develop curriculum and content:
Medium and audience

iplement and deliver training:

SMR access
Trainers
Training environment
Resource availability

Evaluation and support
Launch

During this stage, all activities will focus on the EVV solution go-live. Activities include:
Move fully configured EVV solution to production environment
Complete final data migration/data conversion
Jointly work with DHHS to finalize the go-live schedule and monitor completion of go-live preparation activities

Provide follow-up assistance on any open issues
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5. Develop and execute training strategy

We propose a holistic learning program that includes many innovative
training strategies as is shown and described below.

Our end-user training approach is focused on creating self-sufficient users
(e.g., providers, department representatives and individuals receiving
services) by deploying blended learning approach with just-in-time and
targeted role-based training. The training will be designed to present
manageable pieces of learning, focused on clear objectives related to the
roles. End-user training will focus on educating providers (e.g., business
manager, case manager and service providers) on process changes, as
well as system functionality.

Our training approach deploys different activities at each phase of the
project using our learning design framework (needs analysis, design and
development of curriculum and content, implementation and delivery of
training, evaluation and support).

We develop content and plan training activities to close knowledge/skills
gaps based on training needs (content, mediums, audiences, subject-
matter resource access, trainers, resource availability, training
environment and training maturity) and overall strategy.

Innovative learning programs

Content options include seif-paced e-learning modules, custom quick-start guides, user guides, training slides, demos and videos,
and knowledge/skill assessment. We recognize that service provider organizations are dispersed across a significant geographic
area, so we have developed delivery options that include live and remote train-the-trainer (TTT) and end-user training. Educational
content will be available to DHHS and the service provider organizations to use to train new end users when employee turnover

occurs.

Training is evaluated to assess overall training effectiveness, administration, trainee experience, additional training needed and

content/delivery quality. This feedback informs future training.
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Form A

‘ Bidder Contact Sheet

Reqguest for Proposal Number 6113 Z1

Form A should be completed and submitted with each response to this RFP. This is intended to provide the State with information on
the bidder's name and address, and the specific person(s) who are responsible for preparation of the bidder's response.

Preparation of Response Contact information

irnst & Young LLP

55 Ivan Allen Jr Boulevard
suite 1000
Atlanta, GA 30308

Julia A Kenney, Managing Director

ulia.kenney@ey.com

F1 404 817 8715

+1 678 429 5820

+1 844 317 5659

Each bidder should also designate a specific contact person who will be responsible for responding to the State if any clarifications of
the bidder's response should become necessary. This will also be the person who the State contacts to set up a

‘ presentation/demonstration, if required.

Communication with the State Contact Information

zrnst & Young LLP

55 lvan Allen Jr Boulevard
suite 1000
\tlanta, GA 30308

Julia A Kenney, Managing Director

ulia.kenney@ey.com

+1 404 817 8715

-1678 4295820

-1 844 317 5659
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Attachment A
Electronic Visit Verification
Requirements Traceability Matrix (RTM)

6113 Z1 Solution Requirements — Attachme’— RTM

The Requirements Traceability Matrix (RTM) is used to document and track the project's solution requirements from the proposal through to
testing to verify that each requirement has been completely fulfilled. The Contractor will be responsible for maintaining the set of Baseline Solution
Requirements directly related to the configuration of the EVV System. Additions, modifications, and deletions to these requirements will be added

and modified throughout the project so it is imperative that a current version of the matrix be maintained at all times.

Bidders to provide an initial RTM as part of its proposal. The Bidder should follow the instructions below. The Bidder must respond to requirements

exactly as they are provided in this RFP. The Bidder should indicate how it will achieve full compliance (i.e., requirement fulfilled 100%).

Bidders are required to provide a response, using the appropriate codes provided in the tables below, for each requirement listed in the Functional
Requirements Response Matrix below.

Ability Condition Description
Code
S Standard Function The Solution fully satisfies the requirement as stated. Describe how the requirement is satisfied by the Solution.
w Workflow or System Current functionality of the Solution exists in the Solution and can be modified by a system administrator to meet this
Configuration Required requirement. Describe how the requirement will be satisfied.

M Modification Required The Solution requires a modification to existing functionality to meet this requirement which requires a source code
maodification. The Solution will be modified to satisfy the requirements as stated or in a different format. Describe the
modifications. Include an estimate of its impact or severity if not compliant, and the steps necessary to close the gap
and achieve full compliance with the requirements. For system and/or product features that will support the
requirement and close the gap, provide an estimated date when the capability will be available as part of the Bidder’s
baseline capability.

F Planned for Future This functionality is planned for a future release. Describe how the requirement will be satisfied by the Solution and

Release when the release will be available.
Cc Custom Design aniu The Solution requires new functionality to meet this requirement which requires a source code addition. Describe the
Development feature and its value. If the custom design and development requires 1000 or more hours, provide an assessment of
the requirement gap, including an estimate of its impact or severity if not compliant, and the steps necessary to close
the gap and achieve full compliance. For system and/or product features that will support the requirement and close
the gap, provide an estimated date when the capability will be available as part of the Bidder's baseline capability.

N Cannot Meet The Solution will not satisfy the requirement. Provide an assessment of the requirement gap, including an estimate of

Requirement its impact or severity if not compliant, and the steps necessary to close the gap and achieve full compliance. For
system and/or product features that will support the requirement and close the gap, provide an estimated date when
the capability will be available as part of the Bidder’s baseline capability.

0 Other Software If the requirement is to be satisfied through the use of a separate software package(s), identify those package(s) and
describe how the functionality is integrated into the base system




. ‘ 6113 Z1 Solution Requirements — Attachme’— RTM

Bidder's Response:

G 1 General Solutior P~quirements:

Describe how the bidder's solution will provide an Solution - including the business, information, and capabilities and functionality necessary for a full state implementation. This
will also include training and support, documentation and implementation, operation, and maintenance activities. Solution should take advantage of open standards to support
interoperability, real-time bi-directional exchange of data where feasible, efficient maintenance and upgrades, and interface with the heterogeneous technology environment of
home care provider organizations. Solution to be flexible to meet the needs of multiple programs and services, which may change over time due to state or federal regulatory or
policy changes, or the additional of additional programs.

Req# | ID Contractor / Solution/Requirement instructions to Bidder CMS Bidding Gap Description and Recommendation
Checklist | Ability for Closure
ID Code
1 GSA1 Solution must be configurable to meet Describe how the solution is configurable N/A S
multiple programs and services, and to serve muitiple programs or services
flexible for subsequent addition of which have different policies, procedures,
services and/or programs which may business rules and benefit packages (i.e.,
have different policies, procedures, State Plan, specific HCBS waivers, etc.).
business rules and benefit packages. Describe how this will be done in a
Must be done in a manner that manner that distinguishes services,
distinguishes services, eligibility groups eligibility groups, and responsible payors
and responsible payors as programs, (Medicaid fee-for-service, Medicaid
waivers and services are subject to Managed Care organization, or other
change throughout the contract. DHHS-contracted entity).

Bidder's Response:

The EY EVV solution is highly flexible and supports multiple programs or services with different policies and procedures, reimbursement rates, business rules and benefit packages.
During the implementation, EY will work with you to define the programs and services and information access that is required to operate each of the programs. The users will be
set up with the appropriate role-based security that will allow them to manage their specific programs and have visibility into the various providers that are delivering services to the
beneficiaries covered by their programs. The state Medicaid agency will have visibility into all the programs and the provider agencies. We will configure the record views, reports
and dashboards to support the daily operations of each program. As changes occur, new configuration will be tested in a sandbox environment with pre-planned releases to the

production environment.

[Req# [ ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist | Ability Closure
ID Code
2 LS. Solution must support a phased Describe how the solution can support a N/A S
approach to deploying the solution for phased approach to deploying the
specific programs, services or solution for specific programs, services or
provider-delivered EVV data. provider-delivered EVV data.

Bidder's Response:
The EY EVV solution suppots a phased approach to deployment. It can be deployed by program, provider group or services. We will follow our implementation approach in an
interative fashion for each phase of the implementation.
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Req.#

GS.3

Gap Description and Recommendation for
Closure

Contractor / Solution/Requirement Instructions to Bidder CMS Bidding
Checklist | Ability
1D Code
wuiuuun should allow Nebraska to take Describe how the solution allows N/A S

full advantage of national best practices
and technological advances in:
a) EVV systems;

b) Uses of EVV data;
c) Functionality;

d) Mobile technology;
e) Interoperability.

Nebraska to take full advantage of
national best practices and
technological advances in EVV
systems, uses of EVV data,
functionality, mobile technology and
interoperability. Provide a functional and
technical road map of the solution if
available.

Bidder's Response:

The EY EVV solution leverages Microsoft’s platform technologies to create a modern, configurable solution built on the significant investments Microsoft is making in applications,
infrastructure and future-facing technology like artificial intelligence, cognitive services and machine learning. Because we had the advantage of building a solution from the ground
up and leveraging capabilities inherent in modern technology, our solution is architected to not only be capable today but to remain on the cutting edge as technology advances. It
provides DHHS with technology that can be used for other business cases within DHHS and other State of Nebraska agencies. Our approach to EVV using Microsoft’s technology
creates a difference in terms of security, reliability, scalability and performance that is proven across millions of users. In today’s world of “technology risk,” it is comforting to know
that DHHS can have confidence in this progressive investment for the future.

_
Req# | ID Contractor / Solution Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist | Ability Closure
ID Code
4 GS.4 The solution should accommodate Describe how solution provides customer | S&C.BRC.5 | S

customer preferences for
communications by email, text, mobile
devices, or phones.

preferences for communications for all
communication forms listed in the
requirement.

Bidder's Response: The EY EVV solution can be configured to accommodate communication via email, text, mobile device or phone.
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Req# | ID Contractor / Solution Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist | Ability Closure
ID Code

5 GS.5 The solution shouiu automate business Describe how solution uses a mix of TA BPM.4 S

processes and implement a series of manual and automated business

automation processes to load data on a processes. Provide functional and

regular basis from different data sources. technical road map of the solution if

~-="3ble.

Bidder’s Response:

The EY EVV solution incorporates functionality to support the complete home care services journey from initial intake to care planning, pre-authrorization of services, service delivery
and electronic verification of services, claims generation, timekeeping to information sharing. Increased efficiency and effectiveness of service delivery is supported with the EY
EVV automated workflows that automate steps and avoid the need for user interaction. This provides for more efficient handling of plans of care, service visits and claims, reducing
the time to complete each step and the number of errors with each step. Workflows also provide the functionality to send notifications at key steps in the process, keeping the
appropriate individuals informed of progress and any actions that need to be taken.

Req# | ID Contractor / Solution Requuement instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist | Ability Closure
o ID Code
6 GS.6 e suiuion should accept the national Describe how the solution accepts the I1A.DS.14 S
provider identifier in all standard electronic | national provider identifier in all standard
transactions mandated under HIPAA. electronic transactions mandated under
HIPAA.

Bidder's Response:
All electronic transactions within EY EVV are HIPAA compliant. The EVV solution configuration includes profiles for each care provider that details their provider identifier, licenses,
certifications, current status (active, suspended, expired), languages, qualified services, etc.

Req# | ID Contractor / Solution Requnemerit Instructions to Bidder CMS viading | Gap Description and Recommendation for
Checklist | Ability Closure
ID Code
7 GS.7 The solution should provide member and | Describe how solution provides member TA.CS.14 S
provider access to services via browser, and provider access to services via
voice response solution, or mobile browser, voice response, or mobile
device, a—~ —anual submissions. device, and manual submissions.

Bidder’s Response:

The EY EVV mobile application is used by service providers to electronically capture and verify each of the data points required by the 21st Century Cures Act and it allows service
providers to access scheduled and past appointments, view check-in and checkout for appointments, document the services delivered, and capture additional notes as needed.

The self-service beneficiary portal is available for the beneficiaries and families receiving services to actively manage their services. It provides historical and current views into the
planned services, upcoming visits and service providers and provides the functionality to maintain contact information, update preferences, submit feedback about past visits or
submit requests to re~~-~dule a visit.
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Reg# | ID Contractor / Solution Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist | Ability Closure
iD Code
8 Go.0 | The solution snvwd fully comply with Describe how the solution fully complies TA.CS.18 S
cartinn BNR arceccihility, with Section 508 accessibility
requirements.

Bidder's Response.

EY EVV is architected on Microsoft Dynamics 365. Microsoft is committed to ensuring that its products and services are designed for everyone, including the approximately 1.2
billion people with disabilities in the world. Accessibility makes it easier for people to see, hear, and use technology, and to personalize technology to meet their own needs and
preferences.

The Microsoft Accessibility Standards support leading global accessibility standards, including:

. EN 301549

. U.S. Section 508
«  WCAG 2.0 (ISO/IEC 40500)

Microsoft also works with governments and organizations around the world to deliver the benefits of digital technology to people with disabilities. For example, Microsoft is a signatory
to the Global Initiative for Inclusive Information and Communications Technology (G3ict) Charter, which encourages governments to increase digital inclusion for citizens by
incorporating accessibility criteria into their procurement policies.

We also follow the Section 508 accessibility guidelines of the Rehabilitation Act of 1973 to accommodate the deaf and the blind in our eLearning programs. For example, the e-
learning courses allow the use of assistive technologies such as screen readers. We also enable closed captioning for any videos we embed in the courses for those who are deaf.
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will be used to collect visit verification data
as well as alternatives depending on the
participant, location and caregiver. Each
method must ensure accurate data
collection of visit verification data
elements.

will be used to collect visit
verification data. Explain how the
solution will ensure accurate data
collection of visit verification data
elements. Be specific about the
technology and how the solution
will meet the requirements for
data collection.

Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendauon ror
Checklist Ability Closure
D Code
9 EVV.1 | Solution must use a primary method that Describe the primary method that N/A S

Bidder's Response:
Our EY EVV solution utilizes the Microsoft Dynamics 365 Government Cloud and underlying .NET framework. Within this architecture, the EY EVV solution leverages the Field
Service module, Microsoft Dynamics Customer Portal and a custom EY EVV mobile application built on the Xamarin framework for iOS and Android devices. In the event a service
provider is going into an area that does not have mobile coverage, they can take advantage of the mobile app’s offline mode. This mode leverages the built-in data sync, which
includes data for the next 7 days and the last 7 days, allowing the user to always have that data available to them. When the user is offline, they can continue with the service visit,
including check ins, check outs, notes, etc., while the mobile app stores each update. Once they regain network connectivity, they can then sync their updates back to the Microsoft
Dynamics system. Additionally, the workflow engine within Dynamics allows for exceptions in these situations, to prevent unnecessary alerts from being triggered before the mobile
app is back online to sync the visit.

providers to submit the necessary
verification information via alternate
methods, should the primary mode of
submission be out of service. (For
example, if a handheld device is not
working properly, the provider is able to
phone in the visit information or submit it
via a website portal.)

that will be used to collect visit
verification should the primary
mode of submission be out of
service or not viable in that
location. Be specific about the
technology and how the
technology will meet the
requirements to ensure accurate
data collection.

Req# | ID Contractor / Solution/kequirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
10 EVV.2 | Solution should provide capability for Describe the alternate method PE.PI1.27 S

Bidder's Response:

In the event a smart phone or tablet cannot be used, an Interactive Voice Response (IVR) system will allow providers and individuals to manage appointments and verify the required
visit information. The data in the IVR system will be integrated with the EY EVV system, allowing authorized users to manage and report on this data as needed
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Req# | ID Contractor / Soluuurvequirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
11 EVV.3 | The solution shouiu have the capability to Describe how the solution can PE.PI1.26 w
require providers to attest to the presence require providers to attest to the
of hard copy documentation for any presence of hard copy
manual visit verification. documentation for any manual
visit verification or manual
—dates.

Bidder's Response:

The EY EVV solution provides the functionality for authorized users to update visit information and generate a claim based on hard copy documentation for manaual visit verification.
The system maintains an audit trail of each of these transactions. The configuration would beed to be modified to allow the provider agency authorized user to attest to the presence
of the documentation.

Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
12 EVV.4 | The solution should verify visit components | Describe how the solution has the PE.PI1.25 S
within program requirements when the ability to verify components within
caregiver initiates the visit verification. Each | the program requirements when
visit initiated through the EVV module will the caregiver initiates the visit
be captured, whether or not the visit is verification, whether it is verified
verified. or not.

Bidder's Response:

The EY EVV mobile application is used by service providers to electronically capture and verify each of the data points required by the 21st Century Cures Act and allows service
providers to access scheduled and past appointments, intiatie check in, view each of the scheduled services and document the delivery of services, check out and document
observations as needed. The beneficiaries (or their authorized agent) receiving services will provide an electronic signature at checkout to confirm the visit occurred and the services
were provided.

Reqg.# | ID Contractor / solution/Requirerneint Instructions to Bidder CMS Gap wvescription and Recommendation for
Checklist Closure
iD
13 EVV.5 | Solution must allow multiple caregivers Describe how the solution will allow N/A S
and/or agencies to provide services to a multiple caregivers and/or agencies
client/participant on the same day, either at | to provide services to a
the same time or at different times of that client/participant on the same day,
day. either at the same time or at
different times of that day. Describe
how any concurrent services will be
evalug*~~ “or billing purpose -

Bidder's Response:

» The EY EVV solution is configured so that each agency is an entity within the system. Each entity will have the ability to schedule and provide services. The security model
enforces data integrity and data privacy, while at the same time allowing for necessary data sharing so that users and teams can be granted access to records they do nit
own for specified collaborative efforts.
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Req# | v Contractor / Solution/Requirement Instructions to Bidder CMS Bidding | Gap wescription and Recommendation for
Checklist Ability Closure
o ID Code
14 EVv.o | Solution must allow a caregiver anuur Describe how the solution will allow N/A S
agency to record visits to muitiple a caregiver and/or agency to
clients/participants on the same day. record visits to multiple
clients/participants on the same
day.

Bidder's Respuiisc:
The EY EVV mobile app allows the service provider to provide mulitiple services and to multiple beneficiaries at the same time. During the visit, the
mobile app captures the required EVV data as defined by CMS.

Req.# | ID Contractor / suiauorycequirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
iD Code
15 EVV.7 | Solution must allow for multiple service Describe how the solution allows N/A w
delivery locations to be included within a for multiple service delivery
single visit. locations to be included within a
single visit.

Bidder's Response:

EY’s EVV solution geocodes each beneficiary’s record with latitude and longitude values when services are scheduled. The mobile app is used throughout the visit to validate that
the service provider is at the expected location at the beginning, during and at the end of each visit. The EVV solution would be configured to capture the visit validation data for
each service rather than the visit.

Req.# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
16 EVV.8 | Solution must allow a caregiver and/or Describe how the solution will N/A S
agency to provide services to a group of allow a caregiver and/or agency
members in a single visit. to provide services to a group of
members in a single visit.

Bidder’s Response:
The EY EVV mobile app allows the service provider to provide multiple services and to multiple beneficiaries at the same time. During the visit, the
mobile app captures the required EVV data as defined by CMS.
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Req# | Contractor / Solution/Requirement Insuucuons to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
17 EVV.9 | Solution must allow a visit to span calendar | Describe how the solution will N/A S
days. allow a visit to span calendar
days.

Bidder's Resporise:

The EY EVV solution has an advanced scheduling capability which will allow for visits to members to span over multiple calendar days.

and non-self-directed options.

accommodate self-directed and
non-self-directed options.

Reqg.# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
18 EVV.10 | Luwuun must accommodate self-directed Describe how the solution win N/A S

Bidder's Response:
The EY EVV beneficiary portal supports self-directed arrangements. It provides the beneficiary with functionality to request and schedule services and access the scheduled visits
and service providers. The EVV functionality of the service providers will capture the core visit data and will be available for claims processing and reporting for DHHS.

identifier to each EVV visit regardless of
the number of activities/tasks associated
with a visit.

assign a single, unique identifier
to each EVV visit regardless of
the number of activities/tasks
associated with a visit.

Req# | ID Conuacior / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
19 EVV.11 | Solution must assign a single, unique Describe how the solution will N/A S

Bidder's Response:
The EY EVV solution assigns a single, unique identifier to each EVV visit.
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Instructions w oidder

CMS

Gap Description and Recommendation for

Req.# | ID Contractor / Solution/Requirement viuuny
Checklist Ability Closure
ID Code
20 EVV.12 | Solution must allow participants or their vescrive how the solution will N/A S

personal representatives access to a web
portal to verify visits.

Solution must provide alternative options
available for those who cannot access the
web portal to verify visits.

allow participants or their personal
representatives access to a web
portal to verify visits. Describe
alternative options available in
solution for those who cannot
access the web portal to verify
visits.

Bidder's Response:

The EY EVV self-service beneficiary portal is available for the beneficiaries and families receiving services to actively manage their services, allowing for greater engagement of
all parties involved. The portal provides historical and current views into the planned services, upcoming visits and service providers. The portal also provides the functionality to
maintain contact information, update preferences, submit feedback about past visits or submit requests to reschedule a visit.

Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
21 EVV.13 | Solution must provide for manual visit Describe how the solution N/A S

verification functionality in instances where
the electronic verification is not made.
Solution must be configurable to define
and limit the circumstances when a
manual verification can be made.

provides for manual visit
verification functionality in
instances where the electronic
verification is not made. Describe
how the solution can be
configurable to define and limit the
circumstances when a manual
verification can be made.

Bidder's Response.

The EY EVV solution has been designed and configured to allow authorized users enhanced security privileges to update records. Any service that is not electronically verified is
flagged for review. If the authorized user manually verifies that the service was provided, they can update the service record or perform a manual override. This functionality is
strictly controlled through the security privileges.

Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
22 EVV.14 | Solution must require authorized users to Describe how the solution N/A S

enter a reason for each modification or
manual entry of verification data.

requires authorized users to enter
a reason for each medification or
manual entry of verification data.

Bidder's Response:

The EY EVV solution maintains an audit for all data modification which includes date, time, reason and authorized user.

10
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Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding | wap Description and Recommendation for
Checklist Ability Closure
ID Code
23 EVV.15 | ouuiion must allow authorized users the Solution must allow authorized N/A S

ability to modify verification data
understanding that manual verification
parameters may vary between programs
and services.

users the ability to modify
verification data understanding
that manual verification
parameters may vary between
programs and services.

Bidder's Response:

Our EVV solution has been designed and configured to allow authorized users enhanced security privileges to update records to correct for bad or incorrect data.

Reg.# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
24 EVV.16 | Solution must allow authorized users to Describe how the solution allows N/A S

enter approved service locations to be
associated to each participant for
verification purposes.

authorized users to enter
approved service locations to be
associated to each participant for
verification purposes.

Bidder's Response:

The EY EVV solution client profile allows authorized users to enter approved service locations. The advanced scheduling capabiltiies will use the approved service locations when

scheduling the visit.

Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
25 EVV.17 | Solution must compare all EVV Describe how the solution N/A S

transactions requiring a service
authorization against the corresponding
service authorizations to ensure the EVV
transaction complies with the constraints
of the authorization.

compares all EVV transactions
requiring a service authorization
against the corresponding service
authorizations to ensure the EVV
transaction complies wth the
constraints of the authorization.

Bidder's Response:

Once the plan of care is developed and approved by the provider, the services are submitted for pre-authorization. When authorization is received, the services are scheduled.
The service provider in the home cannot verifiy a service that has not been authorized without prior approval from their provider agency. Claims will automatically be generated for

verified services but any service not pre-authorized will be flagged for manual review and submission.

11
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delivered.

Solution must allow locations where there
are multiple participants in the same geo-
fence, such as apartment buildings, or
identify the location of service in rural
areas where the mailbox address (and
GPS location) and the residence itself may
be some distance apart.

location, regardless of location
type. If the solution utilizes GPS,
describe how the solution
includes the ability to determine
caregiver is at the approved
participant’s location at the time
the service is occurring.
Describe the size of the 'geo-
fence' and how the Solution deals
with locations where there are
mulitiple participants within the
same geo-fence, such as
apartment buildings, or identify
the location of service in rural
areas where the mailbox address
(and GPS location) and the
residence itself may be some
distance apart. If proposing a
solution with GPS, describe how
the solution addresses spoofing
applications.

Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checkiist Ability Closure
| ID Code
26 cvv.lo | Solution must ensure thal <ach approved Describe how the solution N/A S
service location includes, at a minimum, ensures that each approved
the street address, city, state, zip code, service location includes, at a
begin date, and end date. minimum, the street address, city,
state, zip code, begin date, and
end date.
Bidder's Response:
The EY EVV solution stores this information in the client demographic information.
Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
27 EVV.19 | Suuuon must verify location of services Describe how solution verifies N/A S

Bidder's Response:

The EVV solution geocodes each beneficiary’s record with latitude and longitude values when a visit is scheduled, for verification when the EY EVV mobile app is used throughout
a visit. The mobile app validates that the service provider is at the expected location at the beginning, during and at the end of each visit. If the validation fails, configurable alerts
can be sent immediately to the appropriate case or business managers to take the appropriate actions. For situations where the individual is in a rural area or has poor network
connectivity, our EVV soiution allows for configurable variance, to avoid unnecessary alerts as mentioned above.

12




. ’ 6113 Z1 Solution Requirements — Attachmeﬂ —RTM

Req# | ID Contractor / sowuon/Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
D Code
28 EVV.20 | Solution must capture, track and verify uescribe how solution will PE.PI1.22 S
data with respect to personal care services | capture all the data elements
or home health services, including: necessary to verify a visit,
1. Type of service performed; inctuding all elements listed.
2. Individual receiving the service;
3. Date(s) of service;
4. Location of service delivery;
5. Individual providing the service; and
6. Time the service begins and ends.

Bidder's Response:

The EY EVV mobile application is used by service providers to electronically capture and verify each of the data points required by the 21st Century Cures Act. Additionally, it
allows service providers to access scheduled and past appointments, view check-in and checkout for appointments, document the services delivered, and capture additional
notes as needed. The beneficiaries receiving services will provide an electronic signature at checkout to confirm the visit occurred and the services were provided. During each
visit, the mobile application will use GPS technology to capture the location where services were delivered, along with date and time stamps for these services. Time sheet data is
then calculated within Microsoft Dynamics 365 according to check-in/out dates and times captured and is available via standard reports and dashboards.

Req# | ID Contractor / Solutiorvequirerment Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
D Code
29 EVV.21 | Solution must allow for services to be Describe how solution allows for N/A S
provided in locations (e.g., place of services to be provided in
employment, family member’'s home) other | locations (e.g., place of
than the participant's primary residence, employment, family member’s
by program and service. home) other than the participant's
primary residence, by program
and service.

Bidder's Response:

The EY EVV solution client profile captures the home and the service locations. The advanced scheduling application uses the service location information in scheduling the visit
and the mobile app captures the visit location when the services are provided. [f the captured visit location and the scheduled visit location do not match, a configurable alert is
sent to the appropriate case or business manager for follow up.

Req# | ID Contracwr / Solution/Requiremcin Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
D Code
30 EVV.22 | Solution must allow for visits which begin Describe how solution shall allow N/A w
and end at different locations. for visits which begin and end at
different locations.

Bidder's Response.
The EY EVV solution is currently captures the service location at the start, during and at the end of the visit. The configuration would need to permit each service to be assigned a
location that would be validated when the services are provided.

13
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Req.#

31

EVV.23

Contractor / Solution/Requirement

Instructions to Bidder

suiuuon must have the ability to capture
additional data elements as needed by
DHHS to support ongoing program service
changes.

Desuiiue how soluuorn nas e
ability to capture additional data
elements as needed by DHHS to
support ongoing program service
changes.

CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
N/A S

The EY EVV solution is highly configurable and extensible. Additional data elements can be added as needed. These would be fully tested in a sandbox environment prior to

deployment.
Req.# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
1D Code
32 EVV.24 | Solution must be able to flag a visit for Desuiwe how solution nags a visit N/A S

review when any data elements recorded
at the visit do not match the corresponding
elements in the authorization.

for review when any data
elements recorded at the visit do
not match the corresponding
elements in the authorization.

Bidder's Response:

The EY EVV solution will flag a record for review when the information captured during the visit does not match the authorized, scheduled visit information. The appropriate business
or case manager will need to review and update these records before they can be processed for claim submission.

Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
33 EVV.25 | Solution must be able w nag a visit for Describe how the solution flags a N/A S

review when any required verification
elements are missing or if the recorded
service location is not on a participant's list
of approved locations.

visit for review when any required
verification elements are missing
or if the recorded service location
is not on a participant's list of
approved locations.

Bidder's Response:

The EY EVV solution will flag a record for review when the information captured during the visit does not match the authorized, scheduled visit information. The appropriate business
or case manager will need to review and update these records before they can be processed for ctaim submission.

Req.# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
34 EVV.26 | Solution must inciuuc the abilivy 1w collect Describe how solution includes N/A S

and store a list of approved service
locations to be associated to each member
for verification purposes. Solution must

the ability to collect and store a
list of approved service locations
to be associated to each member

14
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ensure previous approved locations are
retained when updated locations are
added.

for verification purposes.
Describe how previous approved
locations are retained when
updated locations are added.

Bidder's Response:

The EY EVV solution client profile captures the home and the service locations. Previous locations are maintained within the client profile.

the ability to bypass/override the location
verification edit during verification review,
and must have a way to log this activity in
the system.

authorized users the ability to
bypass/override the location
verification edit during verification
review, and how that is logged in
the solution.

Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
35 EVV.27 | Solution should identify participant Describe how solution identifies CM.PI1.1 S
services received for those enrolled in participant services received for
selected programs. those enrolled in selected
I programs.
Biduw: 3 REapul 1>e,
The EY EVV beneficiary portal would be used to capture information for participant services.
Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
36 EVV.28 | Solution should provide authorized users Describe how solution provides N/A S

Bidder's Response:

Our EVV solution has been designed and configured to allow authorized users enhanced security privileges to update records to correct for bad or incorrect data. The EVV
solution maintains a record and field level audit history that contains details for every change to information such as who made the change, when the change was made, the
previous value for each field, the new value for each field, and reason for the change.

unscheduled visits to be flagged for
review/validation when appropriate.

Bidder's Response:

unscheduled visits to be flagged
for review/validation when
appropriate.

Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
37 EVV.29 | Solution must provide the ability for Describe how solution provides N/A w

Unscheduled visits required prior approval by the business or case manager. If the unscheduled visit is approved, a visit record will be created that the mobile app will use to capture
the visit information. The unscheduled visit would be flagged for manual review prior to claim generation.

15
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Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
38 EVV.30 | Solution st piuvide flexibie and Describe how solution provides N/A S

configurable HIPAA compliant alerts of
pending, late, and missed visits by
program and/or service where
client/participant impact determines the
alert levels and notifications.

flexible and configurable HIPAA
compliant alerts of pending, late,
and missed visits by program
and/or service where
client/participant impact
determines the alert levels and
notifications.

Bidder’s Response:

The EY EVV solution is designed to generate HIPAA compliant real-time alerts for gaps in care and provides real-time, multi-level alerts of pending, late and missed visits. These
alerts, when triggered, are configured to be sent to the appropriate case or business manager to take necessary actions. Additionally, the workflow engine within Dynamics 365
allows for exceptions, to prevent unnecessary alerts from being triggered.

Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
39 EVV.31 | Solution must provide the ability for | Describe how solution provides N/A S
authorized users to configure tolerance | the ability for authorized users to
levels (e.g., 10 minutes past the scheduled | configure tolerance levels (e.g., 10
start time) that define when a visit is | minutes past the scheduled start
recorded as 'missed’ or 'late’ depending on | time) that define when a visit is
the program and/or service. recorded as 'missed’ or ‘late’
depending on the program and/or
service.
Bidder’'s Response:
Qur EVV solution allows for configurable variance, to avoid unnecessary alerts.
Req.# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
40 EVV.32 | If solution utilizes a mobile application, it Describe how solution enables N/A S

should enable use of GPS-enabled mobile
smartphones and tablets using the
Android or Apple iOS mobile operating
systems, running versions that are
compatible at a minimum with the current
and two previous versions of the mobile
operating system, with stable, real-time
app-based access to the EVV system to
properly verify and document visits and

use of GPS-enabled mobile
smartphones and tablets using
the Android or Apple iOS mobile
operating systems, running
versions that are compatible at a
minimum with the current and two
previous versions of the mobile
operating system, with stable,
real-time app-based access to the
EVV system to properly verify and
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access ouier visit or scheduling related document visits and access other
system features. visit or scheduling related system
a) Providers and individual caregivers features. Describe how providers
must have the choice of using and individual caregivers have the
smartphones or tablets and either choice of using smartphones or
mobile operating system, with mobile | tablets and either mobile
app provided to providers at no operating system, with mobile app
charge. provided to providers at no
b) Cost of devices and cellular data charge.
service is the responsibility of the
provider organization or individual
provider.

Bidder's Response:

The EY EVV mobile application is used by service providers to electronically capture and verify each of the data points required by the 215t Century Cures Act and allows service
providers to access scheduled and past appointments, view check in and check out for appointments, document the services delivered and capture additional notes as needed.
The beneficiaries receiving services will provide an electronic signature at checkout to confirm the visit occurred and the services were provided. During each visit, the mobile
application will use GPS technology to capture the location where services were delivered, along with date and time stamps for these services. We recommend the use of GPS-
enabled mobile devices. Our EY EVV mobile application supports iOS and Android mobile devices.

Req.# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
41 EVv.oo | Solution should support use of mobile, Describe how solution supports N/A S
GPS-enabled, app-based technology for use of mobile, GPS-enabled, app-
visit verification and documentation, and based technology for visit

otherwise minimize the need for the use of | verification and documentation,
landlines or separate, in-home devices for | and otherwise minimizes the need
the EVV function except as necessary for the use of landlines or

given remote and or unusual terrain. separate, in-home devices for the
EVV function except as necessary
given remote and or unusual
terrain.

Bidder’'s Response:

The EY EVV mobile application is used by service providers to electronically capture and verify each of the data points required by the 215t Century Cures Act and allows service
providers to access scheduled and past appointments, view check in and check out for appointments, document the services delivered and capture additional notes as needed.
The beneficiaries receiving services will provide an electronic signature at checkout to confirm the visit occurred and the services were provided. During each visit, the mobile
application will use GPS technology to capture the location where services were delivered, along with date and time stamps for these services.

Our EY EVV solution uses the Microsoft Dynamics 365 Government Cloud and underlying .NET framework. Within this architecture, the EY EVV solution leverages the Field Service
module, Microsoft Dynamics Customer Portal and a custom EY EVV mobile application built on the Xamarin framework for iOS and Android devices. In the event a service provider
is going into an area that does not have mobile coverage, the service provider can take advantage of the mobile app’s offline mode. This mode leverages the built-in data sync,
which includes data for the next seven days and the last seven days, allowing the user to always have that data available. When the user is offline, the person can continue with
the service visit, including check-ins, checkouts, notes, etc., while the mobile app stores each update. Once the service provider regains network connectivity, the user can then

sync updates back to the N~-~~~ & Mne~its system.
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Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
o D C~--
42 EVV.34 | Solution should be minimany vurdeisume | Describe how the solution is CPM S
for providers to learn and use, while | minimally burdensome for
meeting state objectives for EVV use. providers to learn and use, while
meeting state objectives for EVV
use.

Bidder's Response:

The EY EVV solution has been designed for ease of use by the end-user community. Our mobile application requires as few keystrokes as possible to capture the visit verification
data. Our web application provides functionality that supports the day-to-day operations of the Medicaid agencies and the service providers. Our portal provides the information
that helps the beneficiaries and their families actively engage in their care and promotes better outcomes.

The EY EVV solution includes a comprehensive role-based training program that equips stakeholders with the knowledge and the skills to perform their responsibilities in EVV. This
program includes instructor-led education that focuses on conceptual changes such as redesigned processes and workflows, role- and scenario-based e-learning that focuses on

system processes, and operatio—~~ '~bs where learners ca~ -~ *-~- Jroficiency through hands-on practice in a simulated environment.
Req.# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
D Co--
43 EVV.35 | Solution must provide for a consiswent Describe how solution will N/A S
rules-based billing and scheduling provide for a consistent rules-
software platform across all service based billing and scheduling
providers. Only claims where the service software platform across all
has been verified and the services are service providers. Only claims
within Medicaid limit rules must be sentto | where the service has been
the Payer's payment system. verified and the services are
within Medicaid limit rules are to
be sent to the Payer.

Bidder's Response:

Service Visits are scheduled using the Dynamics 365 Field Service Schedule Board. Service Visits contain all the tasks that need to be completed when a visit is conducted at a
beneficiary’s care location. Service Visit management includes scheduling an Initial Assessment, scheduling, rescheduling, and reassigning Routine Service Visits, and scheduling
Discharge Visits at the end of the Plan of Care.

The EY EVV solution only submits claims for pre-authorized services that have been electronically verified at time of delivery. The EVV solution alerts, reports and data analytics
will flag suspicious activity for further review.
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Req.# | ID vonuactor / Solution/Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
44 EVV.36 | Solution should be capable of supporting | wescribe how solution is capable N/A S

the following business rules/procedures:

a) Allow for only certain providers to enter
service tasks based on program needs
and rules.

b) Certain programs may require service
tasks to be entered in the EVV system
for only certain provider types,
whereas others may require providers
to document service tasks through the
current paper process or other
alternative processes.

of supporting the business rules /
procedures noted, based on
provider types, services and
program needs and rules.

Bidder's Response:

The EY EVV solution is highly flexible; allowing for the configuration of additional features, support for multiple programs or services with different policies and procedures,
reimbursement rates and business rules.

Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
45 EVV.37 | Solutiun must provide for unique user Describe how solution provides N/A S

identifications for individuals who work for
more than one entity. Contractor must
have the ability to manage how those
identifications are requested, assigned,
and maintained.

for unique user identifications.
Describe in detail how solution
utilizes unique user identifications,
and master user identifications if
one individual is assigned multiple
unique user identifications; and
how those identifications are
requested, assigned, and
maintained.

Bidder's Response:

The EY EVV solution leverages the configurable Microsoft Dynamics 365 security model to enforce data integrity and data privacy, while at the same time allowing for necessary
collaboration among system users. The infrastructure provides a variety of options to manage identity and access, including multifactor authentication, password policy enforcement

and role-based access control. The security model is as follows:

. Provides users with access only to the appropriate information required to do their jobs. This applies to all entities in the system, including, but not limited to, plans of care,
service visits, claims and related records

. Categorizes users by role and restricts access based on those roles, including, but not limited to, state administrators, provider business managers, case managers,
physicians and external service providers

- Supports data sharing so that users and teams can be granted access to records that they do not own for a specified collaborative effort

. Prevents users from accessing records to which the user does not own or have permission to share

Provider organizations will supply a list or feed of users who require access. Those users will be provisioned licenses by the system administrator team via the Office 365 Admin

Center. Within the EY EVV application, a user role will be provided which includes additional security options such as the following:
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- Role-based security in Microsoft Dynamics 365, which focuses un yrouping a set of privileges together that describe the responsibilities (or tasks that can be performed) for a
user. EY EVV security roles aggregate a set of user rights to make user security management easier. Also, each application deployment can define its own roles to meet the
needs of different users.

- Record-based security in Microsoft Dynamics 365 which focuses on access rights to specific records.

- Field-level security in Microsoft Dynamics 365, which restricts access to an entity’s specific high business impact fields only to specified users or teams.

The combination of role-based security, record-level security and field-level security will drive the overall security rights that users have within your custom Microsoft Dynamics 365
application.

The EY EVV solution leverages Microsoft Dynamics Access teams to allow individuals to receive services from different service providers. Access teams are an extension of the
documented security model, which allows for strict control over access to information, while providing flexibility to share information with additional service providers when it is
appropriate and authorized to do so.

Reqg# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
46 EVV.38 | Providers may have more than one user Describe how each individual N/A S

identifier, based on NPI, Medicaid ID, etc.
Solution should manage each individual
identifier and master provider ID within
solution.

provider identifier and master
provider ID are assigned and
managed within the solution.

Bidder's Response:
The EY EVV solution maintain a profile for each care provider that details provider IDs, licenses, certifications, current status (active, suspended, expired), languages, qualified
services, etc. Only authorized service visits can be scheduled to approved care providers.

Reqg# | ID Contractor / Solution/Requirernent Instructions to Bidder CMS Bidding Gap Description and Recommendation foﬂ
Checklist Ability Closure
ID Code
47 EVV.39 | Solution should utilize a flexible business Describe how solution utilizes a N/A S
rules engine to allow for customization and | flexible business rules engine to
modification when program or service allow for customization and
changes occur. modification when program or
service changes occur. Describe
which modifications can be made
by DHHS staff and which will be
made by the Contractor.
Bidder's Response:
The EY EVV solution is highly flexible and allows for configuration of additional features, program and service changes.
Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
D Code
48 EVV.40 | Solution should have uic vapability for Describe how solution has the N/A S

manual overrides to be entered by
authorized system users.

capability for manual overrides to
be entered by authorized system
users.
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Bidder's Response:

Our EVV solution has been designed and configured to allow authorized users enhanced security privileges for manual overrides to update records to correct for bad or incorrect

data.
Req# | ID Contractor / Solution/Requirement Instructions to Bidaer CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
D Code
49 EVV.41 | Solution should provide real time Describe how solution will N/A S

jurisdictional views for DHHS and other
state agencies: ie., allow viewing,
dashboards and reporting for specific
programs, agencies, geographical
locations, etc.

provide real time jurisdictional
views for DHHS and other state
agencies.

Bidder's Response:

During the implementation of the EY EVV solution, we will configure DHHS and other state agencies as entities and associate the various programs they manage. We would
work with you to define the system capabilities and information access that is required and set up the appropriate role-based security that will allow them to manage their
specific programs and have visibility into the various providers that are delivering services to the beneficiaries covered by their programs.

Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
50 EVV.42 | Solution should notify a provider if required | Describe how solution notifies a N/A S

EVV data is incomplete or invalid. Solution
must have consistent methods for handling
incomplete or invalid data.

provider if required EVV data is
incomplete or invalid and
describe how the solution
handles that data.

Bidder's Response:

The EY EVV solution provides real times alerts, exception reports, and dashboards to notify the proider when EVV data is incomplete or invalid.

Req# | ID Contractor / Solutioryequirement Instructions w widder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
51 EVV.43 | Solution should have the capability to turn | Describe how, at DHHS option, N/A W

the scheduling functionality on or off at
DHHS option without impacting other EVV
system functionality. Ability to turn
scheduling on or off must be at agreed
level of granularity, i.e., program, service,
recipient, provider, etc., for which the
scheduling applies.

solution’s scheduling functionality
can be turned on or turned off
without negatively impacting other
EVV system functionality, and at
what level of granularity

(program, service, recipient,
provider, etc.) the scheduling
option applies.
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Bidder's Response.

Our EVV solutions provide the ability to manage service providers and teams with flexible scheduling options that enable precise appointment scheduling, tracking and billing. The
system includes alerts that provide the service provider and agency immediate status updates. The solution can be configured to turn the scheduling functionality off however we
would not recommend this approach. It will require manual processes that will impact the accuracy of the information and efficiency of the provider agencies.

Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
52 EVV.44 | Solution should have the ability to prevent | Describe how solution prevents N/A S

any individual from electronic sign-in for
work shift, or otherwise attempting to
electronically verify and document a
service, under the following conditions:

a) The individual does not have a current,
in-force employment relationship, or an
executed, up-to-date contract, with the
properly licensed and certified Medicaid
provider organization providing and billing
for the service;

b) The individual is not authorized by the
Medicaid certified and billing provider to
enter information in the EVV system on
behalf of that provider,

c) DHHS has excluded the individual from
using the EVV system due to non-
compliance with EVV-related
requirements, misuse or abuse of the EVV
system, or a pattern of incomplete or
inaccurate attempts to verify or document
a service;

d) The individual provider, the billing
provider business organization, or the type
of service is not approved for that
beneficiary, based on prevailing prior
authorizations and service plans approved
for the beneficiary; or

e) The individual provider is not physically
present at the beneficiary's location.

any individual from electronic
sign-in for work shift, or otherwise
attempting to electronically verify
and document a service, under
the following conditions:

a) The individual does not have a
current, in-force employment
relationship, or an executed, up-
to-date contract, with the properly
licensed and certified Medicaid
provider organization providing
and billing for the service;

b) The individual is not
authorized by the Medicaid
certified and billing provider to
enter information in the EVV
system on behalf of that provider;
¢) DHHS has excluded the
individual from using the EVV
system due to non-compliance
with EVV-related requirements,
misuse or abuse of the EVV
system, or a pattern of incomplete
or inaccurate attempts to verify or
document a service,

d) The individual provider, the
billing provider business
organization, or the type of
service is not approved for that
beneficiary, based on prevailing
prior authorizations and service
plans approved for the
beneficiary; or

e) The individual provider is not
physically present at the
beneficiary's location.
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Bidder's Response:

The EVV solution configuration includes profiles for each care provider that details licenses, certifications, current status (active, suspended, expired), languages, qualified services,

etc. Only authorized service visits can be scheduled to approved care providers. The EY EVV solution leverages the configurable Microsoft Dynamics 365 security model to

enforce data integrity and data privacy. The infrastructure provides a variety of options to manage identity and access, including multifactor authentication, password policy

enforcement and role-based access control. The security model is as follows:

. Provides users with access only to the appropriate information required to do their jobs. This applies to all entities in the system, including, but not limited to, plans of care,
service visits, claims and related records

. Categorizes users by role and restricts access based on those roles, including, but not limited to, state administrators, provider business managers, case managers,
physicians and external service providers

- Supports data sharing so that users and teams can be granted access to records that they do not own for a specified collaborative effort
. Prevents users from accessing records to which the user does not own or have permission to share

If the individual provider is not physicially present at the benficiary’s location at time of check in, a real time alert is sent to the case manager or business manager so that they can
take the appropriate action.

Req.# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
D Code
53 evv.45 | Solution should support fraud and abuse Describe how the solution PE.PI2.13 S
investigations. supports fraud and abuse
investigations.

Bidder's Response:

The EY EVV solution is designed to flag and report inconsistent or incorrect date for further review. In addition to the solution capabilities, EY Forensic & Integrity Services would
be available to DHHS. They are a team of 1,000 resources focused on conducting forensic investigations of suspected fraud, waste, and abuse. The team is comprised of former
regulators, compliance officers, auditors, data analysts, health care operations and medical coding resources. They can assist with investigation and dispute resolution when
suspicious conduct is identified. We apply sophisticated data analytics and investigative techniques, leveraging the depth of our team’s experience, to efficiently understand the fact

attern and drive toward a resolution. |
Req.# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code

54 EVV.46 | Solution should support retrieval and Describe how solution supports N/A S

presentation of data associated with retrieval and presentation of data

geographic indicators such as by state, by | associated with geographic

county, by zip code, by peer group, or indicators such as by state, by

other geographical indicators specified by | county, by zip code, by peer

DHHS. group, or other geographical

indicators specified by DHHS.

Bidder's Response:

The EY EVV system provides a standard suite of reports and dashboards. In addition, the system will allow DHHS to use data elements to query and generate additional reports
which can be saved for later use.

The EY EVV solution also contains configurable record views, repaorts (both pre-built and ad hoc) and dashboards. The built-in reporting engine and wizard allow administrators
and end users to configure per~==-I reports in real time and save those reports for future use. The Advanced Find tool allows for ad hoc querying of data across system objects.
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Reports will leverage the defined security model and can be consumed via the EVV web application. In addition to the native reporting options, the Dynamics 365 API allows third-

party reporting tools to consume data from the EY EVV solution.

Req.# | ID Contractor 1 suiuuon/Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
55 EVV.47 | Solution should accommodate service Describe how solution N/A S

accommodates service
authorizations across multiple
programs, service types, and
funding sources.

authorizations across multiple programs,
service types, and funding sources.

Bidder's Response:

Once the plan of care of approved by the provider agency, the services are submitted for pre-authorization. The services are submitted individually to accommodate multiple

programs, services types and funding sources.

Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
56 EVV.48 | Solution should provide systems-based Describe how solution provides N/A S

edits and audits to ensure correct and
complete formatting of data submitted to
solution by provider organizations,
individual providers, approved alternative
EVV systems, or other DHHS-approved
parties; and complete verification and
documentation of each visit.

systems-based edits and audits to
ensure correct and complete
formatting of data submitted to the
solution by provider organizations,
individual providers, approved
alternative EVV systems, or other
DHHS-approved parties; and
complete verification and
~=-umentation of each visit.

Bidder's Response:

Data captured using the EY EVV solution is edited and audited real time. Data that is imported into the EY EVV solution is subject to the same edits and audits once it is received.

Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
57 EVV.49 | Solution should improve oversight of Describe how the solution will N/A S

provider performance, beneficiary access,
care coordination and transitions, and
program expenditures and utilization.

improve oversight of provider
performance, beneficiary access,
care coordination and transitions,
and program expenditures and
utilization.
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Bidder's Response:

The EY EVV solution contains configurable record views, reports (both pre-built and ad hoc) and dashboards. This provides real time visibility into the performance of the provider
agencies and the program expenditures and utilization. The beneficiary portal provides the beneficiary and the family with access to their plan of care and scheduled visits and
allows them to communicate directly with their provider agencies. The EY EVV solution security enables collaboration and sharing of information as needed to support care
coordination and transitions.

Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
D Code

58 EVV.50 | Solution should ensure compliance with Describe how solution ensures N/A S

approved service plans and prior compliance with approved service

authorizations and monitor the receipt, plans and prior authorizations and

timeliness and completeness of authorized | monitors the receipt, timeliness

Medicaid home-based services. and completeness of authorized

Medicaid ho—- “-5ed services. J

Bidder's Response:

The plan of care (service plan) is developed by the case manager and approved by the provider. These services are then submitted for authorization. Once authorization is
received, the services are scheduled. If these service visits are not conducted timely, missed, or incomplete the EY EVV solution will notify the case manager and the business
manager using real time alerts so that immediate corrective action can be taken.

Req# | ID Conlawor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
59 EVV.51 | Solution should enable each provider of Descnive in detail how solution N/A S
Medicaid home-based services with real- enables each provider of
time access to and use of the solution and | Medicaid home-based services
the EVV data they (or their employees) with real-time access to and use
submit, with electronic data interchange of the solution and the EVV data
capabilities to support all types of provider | they (or their employees) submit.
organizations, individual caregivers, and
employment with individual caregivers.

Bidder's Response:

The EY EVV solution is designed to support DHHS, the provider agencies, and the beneficiaries. DHHS and the provider agencies will use the web application to support their
daily operations. The solution guides each user through an end-to-end process beginning with intake of referrals and continuing through plan of care management, visit scheduling,
visit completion, resource time capture and claim submission.The EY EVV mobile application is used by service providers in the home to electronically capture and verify each of the
data points required by the 21st Century Cures Act and allows service providers to access scheduled and past appointments, view check-in and checkout for appointments,
document the services delivered, and capture additional notes as needed.

Configurable real time alerts, reports(both pre-built and adhoc) and dashboards provide views into the information in the EVV solution. The built-in reporting engine and wizard
allow administrators and end users to configure personal reports in real time and save those reports for future use. The Advanced Find tool allows for ad hoc querying of data
across system objects.

Reports will leverage the defined security model and can be consumed via the EVV web application. In addition to the native reporting options, the Dynamics 365 API allows third-
party reporting tools to consume data from the EY EVV solution.
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Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
60 EVV.52 | Suiuuon snouia enable each provider of Describe in detail how solution N/A )

Medicaid home-based services with real-
time access to and use of the solution and
the EVV data they (or their employees)
submit, with electronic data interchange
capabilities to support add or delete user
access for individual (employed)
caregivers, add or update information on
users (such as individual identification
numbers, photos, name changes,
professional credentials), and restrict or
suspend user access.

enables each provider of
Medicaid home-based services
with real-time access to and use
of the solution and the EVV data
they (or their employees) use with
the capabilities for add or delete
user access for individual
(employed) caregivers, add or
update information on users
(such as individual identification
numbers, photos, name changes,

professional credentials), and
restrict or suspend user access.

Bidder's Response:

The EY EVV solution leverages the configurable Microsoft Dynamics 365 security model to enforce data integrity and data privacy, while at the same time allowing for necessary

collaboration among system users. The infrastructure provides a variety of options to manage identity and access, including multifactor authentication, password policy enforcement

and role-based access control. The security model is as follows:

. Provides users with access only to the appropriate information required to do their jobs. This applies to all entities in the system, including, but not limited to, plans of care,
service visits, claims and related records

. Categorizes users by role and restricts access based on those roles, including, but not limited to, state administrators, provider business managers, case managers,
physicians and external service providers

. Supports data sharing so that users and teams can be granted access to records that they do not own for a specified collaborative effort
«  Prevents users from accessing records to which the user does not own or have permission to share

Provider organizations will supply a list or feed of users who require access. Those users will be provisioned licenses by the systern administrator team via the Office 365 Admin

Center. Within the EY EVV application, a user role will be provided which includes additional security options such as the following:

. Role-based security in Microsoft Dynamics 365, which focuses on grouping a set of privileges together that describe the responsibilities (or tasks that can be performed) for a
user. EY EVV security roles aggregate a set of user rights to make user security management easier. Also, each application deployment can define its own roles to meet the
needs of different users.

. Record-based security in Microsoft Dynamics 365 which focuses on access rights to specific records.
« Field-level security in Microsoft Dynamics 365, which restricts access to an entity’s specific high business impact fields only to specified users or teams.

The combination of role-based security, record-level security and field-level security will drive the overall security rights that users have within your custom Microsoft Dynamics 365
application.
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Rey.# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
] - D Code o
Ql cvv.33 | Solution shouw enaule eacn provider of Describe in detail how sowition N/A S

Medicaid home-based services with real-
time access to and use of the solution and
the EVV data they (or their employees)
submit, with electronic data interchange
capabilities to support: scheduling of
individual service providers, timesheet
creation, and real-time availability of
individual caregiver schedules with
notification of changes.

enables each provider of
Medicaid home-based services
with real-time access to and use
of the solution and the EVV data
they (or their employees) submit,
with electronic data interchange
capabilities to support scheduling
of individual service providers,
timesheet creation, and real-time

availability of individual caregiver
schedules with notification of
changes.

Bidder's Response:

The EY EVV mobile application is used by service providers to electronically capture and verify each of the data points required by the 21st Century Cures Act. Additionally, it allows
service providers to access scheduled and past appointments, view check-in and checkout for appointments, document the services delivered, and capture additional notes as
needed. The beneficiaries receiving services will provide an electronic signature at checkout to confirm the visit occurred and the services were provided. During each visit, the
mobile application will use GPS technology to capture the location where services were delivered, along with date and time stamps for these services. Time sheet data is then
calculated within Microsoft Dynamics 365 according to check-in/out dates and times captured and is available via standard reports and dashboards.

Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
62 EVV.54 | Solution should enable each provider of Describe in detail how solution N/A S

Medicaid home-based services with real-
time access to and use of the solution and
the EVV data they (or their employees)
submit, with electronic data interchange
capabilities to support different types of
visits and workflows, including
unscheduled visits.

enables each provider of Medicaid
home-based services with real-
time access to and use of the
solution and the EVV data they (or
their employees) submit, with
electronic data interchange
capabilities to support different
types of visits and workflows,
including unscheduled visits.

Bidder's Response:

The EY EVV mobile application is used by service providers to electronically capture and verify each of the data points required by the 21st Century Cures Act. Additionally, it allows
service providers to access scheduled and past appointments, view check-in and checkout for appointments, document the services delivered, and capture additional notes as
needed. The beneficiaries receiving services will provide an electronic signature at checkout to confirm the visit occurred and the services were provided. During each visit, the
mobile application will use GPS technology to capture the location where services were delivered, along with date and time stamps for these services. Time sheet data is then
calculated within Microsoft Dynamics 365 according to check-in/out dates and times captured and is available via standard reports and dashboards.
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Req.# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
1D C-a
63 EVV.55 | Solution snould enable each provider of Describe in detail how solution N/A °

Medicaid home-based services with real-
time access to and use of the solution and
the EVV data they (or their employees)
submit, with electronic data interchange
capabilities to support complete visit

enables each provider of Medicaid
home-based services with real-
time access to and use of the
solution and the EVV data they (or
their employees) submit, with

electronic data interchange
capabilities to support complete
visit documentation, including
tasks completed, notes, and
assessments.

documentation, including tasks completed,
notes, and assessments.

Bidder's Response:

The EY EVV mobile application is used by service providers to electronically capture and verify each of the data points required by the 21st Century Cures Act. Additionally, it allows
service providers to access scheduled and past appointments, view check-in and checkout for appointments, document the services delivered, and capture additional notes as
needed. The beneficiaries receiving services will provide an electronic signature at checkout to confirm the visit occurred and the services were provided. During each visit, the
mobile application will use GPS technology to capture the location where services were delivered, along with date and time stamps for these services. Time sheet data is then
calculated within Microsoft Dynamics 365 according to check-in/out dates and times captured and is available via standard reports and dashboards.

Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
64 EVV.56 | Solutiol: =riuuid enable each provider of Describe in detail how solution N/A S

enables each provider of
Medicaid home-based services
with real-time access to and use
of the solution and the EVV data
they (or their employees) submit,
with electronic data interchange
capabilities to support alerts
when scheduled visits are not
performed, completed, or verified.

Medicaid home-based services with real-
time access to and use of the solution and
the EVV data they (or their employees)
submit, with electronic data interchange
capabilities to support alerts when
scheduled visits are not performed,
completed, or verified.

Bidder's Response:

The EY EVV mobile application is used by service providers to electronically capture and verify each of the data points required by the 21st Century Cures Act. Additionally, it allows
service providers to access scheduled and past appointments, view check-in and checkout for appointments, document the services delivered, and capture additional notes as
needed. The beneficiaries receiving services will provide an electronic signature at checkout to confirm the visit occurred and the services were provided. During each visit, the
mobile application will use GPS technology to capture the location where services were delivered, along with date and time stamps for these services. Time sheet data is then
calculated within Microsoft Dynamics 365 according to check-in/out dates and times captured and is available via standard reports and dashboards.
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Req.# | ID Contraciwor 1 Solution/Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
65 EVV.57 | Soluuun snould enable each provide: w Descnpe in detail how solution N/A S

Medicaid home-based services with real-
time access to and use of the solution and
the EVV data they (or their employees)
submit, with electronic data interchange
capabilities to support provider compliance
with use of Nebraska’s solution.

enables each provider of
Medicaid home-based services
with real-time access to and use
of the solution and the EVV data
they (or their employees) submit,
with electronic data interchange
capabilities to support provider
compliance with use of
Nebraska’s solution.

Bidder's Response:

The EVV solution configuration includes profiles for each care provider that details licenses, certifications, current status (active, suspended, expired), languages, qualified services,
etc. Only authorized service visits can be scheduled to approved care providers. The EVV solution can be configured to query the current status of a provider’s license and approval
to provide services to validate the profiles prior to service visits being scheduled and on the date of service.

Req.# | ID Contractor / suiuuoryRequirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
1D Code
66 EVV.58 | Solution should be capable of capturing, Describe how solution is capable N/A S

storing, and utilizing multiple Nebraska-

specific generated provider identification
numbers utilized for atypical and typical

providers.

of capturing, storing, and utilizing
multiple Nebraska-specific
generated provider identification
numbers utilized for atypical and
typical providers.

Bidder's Response:
This information is

kept in the provider profiles and solution data stores and is capable of being added to, deleted from and updated by those with the proper administration

permissions.
Req.# | ID Contractor / Solution Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
D Cc--
67 EVV.59 | The solution shouiu use a medical code set | Describe huw solution uses the S&C.1C.2 S

for coding diseases, signs and symptoms,
abnormal findings, and external causes of
injuries/diseases, as stipulated in 45 CFR
Part 162.1002.

currently HHS-mandated code
sets and edits data during entry.

Bidder's Response:

HHS mandated code sets and edit data is kept in the solution data stores and is capable of being added to, deleted from and updated by those with the proper administration
permissions.
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In order to ensure comprehensive EVV data management and reporting, all data captured by the state solution should be combined with data consolidated from any provider
agency solutions. [n this open vendor model, the state Solution will provide aggregator functions to ensure the appropriate consolidation, processing and tracking of all Services
covered within the DHHS programs. To meet the requirement for system use, providers must either (1) use the state-contracted solution resulting from this RFP or (2) at the
provider's own expense and sole responsibility, use an alternative system that meets the requirements defined by DHHS. Any such certified alternative system must transmit all
data to the state-contracted solution on a secure, seamless, real-time basis consistent with DHHS-approved specifications. DHHS is also open to alternative solutions and
Contractor suggestions that have proven successful in other implementations.

Req.#

ID

Contractor / Stiuuuivnequiremernn

Instructions to Bidder

68

AG.1

DHHS is implementing an open vendor
EVV solution that must aggregate data
from its own system, as well as data from
individual providers’ systems, to be
submitted in a format approved by DHHS.
The Contractor must use this aggregated
data to conduct all appropriate EVV
editing and reporting operations. DHHS is
open to alternative solutions that have
proven successful in other
implementations.

Describe how solution s
aggregator function works, and
how it uses this aggregated data
to conduct all appropriate EVV
editing and reporting operations.
Provide a description of how the
state Solution will receive the
aggregated data, and how the
solution will handle and manage
that data. Describe any
alternative solutions that have
proven successful in other
implementations.

CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
N/A W

Bidder's Response:

The Dynamics 365 API follows open standards and can be used across a wide variety of programming languages, platforms and devices, including, but not limited to MMIS. The
EY EVV solution includes a standard MMIS integration, which can be modified as needed to meet requirements for Nebraska.

using this aggregator function, including at
a minimum: interface support, training,
customer support, communication of
changes or enhancements.

the providers within this
aggregator function, including at
a minimum: interface support,
training, customer support,
communication of changes or
enhancements.

Req.# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
69 AG.2 Solution should support the providers Describe how solution supports N/A S
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Bidder's Response:

Our EVV Customer Care support is available to the providers seven days a week 7 a.m. to 11:00 p.m. by a customer support service desk. Nebraska will have access to a client
portal to view real-time dashboards for status and metrics for all incidents addressed by the customer support service desk. Our EVV customer care includes support via voice,
email, fax, web, app, and chat and provides the following:

How to: process/functions/business support

Data-related issue resolution

*
= Technical/functional support
L
L]

Basic troubleshooting

Break-fix and patches

The EY EVV solution also includes a comprehensive role-based training program that equips stakeholders with the knowledge and the skills to perform their responsibilities in
EVV. This program includes instructor-led education that focuses on conceptual changes such as redesigned processes and workflows, role- and scenario-based e-learning that
focuses on system processes, and operations labs where learners can build their proficiency through hands-on practice in a simulated environment.

Through frequent and meaningful communication with key stakeholders, we will provide timely and accurate information aligned with the program timeline and messaging to

**** **~ -+ill focus on the critical changes that need to be managed and ke~ -~'~ *~ -e mitigated to facilitate a successful transition to the EVV solution.
Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
70 AG.3 Solution should be able to notify the Describe how solution notifies a N/A S
provider if provider EVV solution visit data | provider if required EVV solution
is incomplete or invalid when received. visit data is incomplete or invalid
and how the aggregator function
handles that data.
Bidder's Response:
The EY EVV solution provides a standard report that meets and exceeds this requirement.
Req.# Conuacwor 7 Solution/Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
71 AG.4 Solution should ensure that the data Describe how the data N/A S

aggregator function can calculate total
daily and weekly hours worked by
caregivers. The data aggregator should
be capable of aggregating hours across
programs, providers, and members
receiving services.

aggregator function calculates
total daily and weekly hours
worked by caregivers. Describe
how the data aggregator will be
capable of aggregating hours
across programs, providers, and
members receiving services.

Bidder's Response:

When service providers check in and check out of their visits using the Mobile App, the EY EVV solution will capture and maintain a file with hours worked per day per week by
service provider. Hours works that are received from other EVV systems will be aggregated across programs, providers and members when it is received by EVV.
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Req.# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
D Code
72 AG.5 Solution must calculate visit time logged Descrive now solution calculates N/A S

for each visit, and follow any rounding
rules used as agreed with DHHS. Solution
must be configurable depending on
program and service requirements.

visit time logged for each visit,
including any rounding rules
used. Describe how solution can
be configured depending on
program and service
require—--*-

!

Bidder's Response:

The EY EVV solution captures the time logged for each visit according to check in and check out. The rounding rules applied and the increments of time are configurable within

the EVV solution.

Req.# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
73 AG.6 Solution should interface in near reai Describe how solution will N/A w

time with other qualified EVV systems
utilized by other entities, such as
providers.

interface in near real time with
other qualified EVV systems
utilized by other entities, such as
providers.

Bidder's Response:

The Dynamics 365 web API follows open standards and can be used across a wide variety of programming languages, platforms, and devices, including but not limited to: MMIS,
MCO prior authorization systems and claims systems and other EVV systems. The Dynamics 365 AP allows third-party reporting tools to consume data from the EY EVV solution
The Dynamics 365 application platform leverages Microsoft Flow and Logic Apps to allow for data to be integrated with external systems, including prior authorization and claims
management systems, in real time or scheduled intervals. Microsoft Flow allows for the configuration of workflow processes across applications using existing connectors, including
but not limited to SQL Server, SharePoint, Azure, Oracle, to transmit data to external systems. If an existing connector does not exist, the Logic Apps and Dynamics 365 API is

easily extensible for external systems to utilize.
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The privacy of participant and provider data is critical to providing a safe, secure, confidential relationship between DHHS and its participants, partners and providers. The Solution
must provide appropriate controls and capabilities within the system to ensure that the application meets security requirements and all data is secure, accurate and contained as

required below.

safeguards to ensure the security and
integrity of all data, functions and access
across all users. Solution must provide
systems capabilities and safeguards to
ensure the security and integrity of the
EVV program, use of the solution, EVV
system website and mobile apps, and
the EVV data received from providers,
including:

a) The prevention of EVV system use,
service verification, or EVV data access
by provider organizations, individual
providers, or others without proper
authorization and credentials;

b) Electronic documentation and audit
trails for all logins, system uses, errors,
alerts, and changes to data, including
corrections by billing providers.

systems capabilities and
safeguards to ensure the security
and integrity of the EVV program,
use of the solution, EVV system
website and mobile apps, and

the EVV data received from
providers, including:

a) The prevention of EVV
system use, service verification,
or EVV data access by provider
organizations, individual
providers, or others without
proper authorization and
credentials;

b) Electronic documentation and
audit trails for all logins, system
uses, errors, alerts, and changes
to data, including corrections by
billing providers.

Req.# | 1D Contracto, , wolution/Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
D Code
74 PS.1 Solution must proviue capabilities and Describe how solution proviues N/A w

Bidder's Response:

. Prevents users from accessing records to which they do not own or have permission to share

The EY EVV solution leverages the configurable Microsoft Dynamics 365 security model to enforce data integrity and data privacy, while at the same time allowing for necessary

collaboration among system users. The infrastructure provides a variety of options to manage identity and access, including multifactor authentication, password policy

enforcement and role-based access control. The security model:

- Provides users with access only to the appropriate information required to do their jobs, which applies to all entities in the system, including, but not limited to, plans of care,
service visits, claims and related records

. Categorizes users by role and restricts access based on those roles, including, but not limited to, state administrators, provider business managers, case managers,
physicians and external service providers

. Supports data sharing so that users and teams can be granted access to records that they do not own for a specified collaborative effort

- Enables the beneficiaries receiving services to provide an electronic signature at checkout to confirm the visit occurred and the services were provided

Provider organizations will supply a list or feed of users who require access. Those users will be provisioned licenses by the system administrator team via the Office 365 admin
center. Within the EY EVV application, a user role will be provided that includes additional security options such as:

33




‘ ‘ 6113 Z1 Solution Requirements — Attachme’— RTM

. Role-based security in Microsoft Dynamics 365, which focuses on grouping a set of privileges together that describe the responsibilities (or tasks that can be performed) for a
user:

. EY EVV security roles aggregate a set of user rights to make user security management easier.

. Also, each application deployment can define its own roles to meet the needs of different users.

«  Record-based security in Microsoft Dynamics 365 which focuses on access rights to specific records

. Field-level security in Microsoft Dynamics 365, which restricts access to an entity's specific high business impact fields only to specified users or teams

The combination of role-based security, record-level security and field-level security will drive the overall security rights that users have within your custom Microsoft Dynamics
365 application.

Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
10 PS.2 Solution must meet and contractor must Describe how solution will meet N/A S

document compliance with NIST SP 800- | the guidelines.
53 Rev. 4 and SP 800-53A Rev. 4
(moderate) security and privacy
standards through the completion of a
System Security Plan (SSP) per
Attachment D prior to Go-Live.
Contractor must provide a Plan of Action
and Milestones (POA&M) for any items
not fully compliant.

Compliance is subject to a qualified
independent security controls
assessment prior to solution
implementation.

Security and privacy control
requirements may be met by confirmed
attestation of compliance (e.g.,
FedRAMP, SOC 2).

The Contractor will be responsible for
engaging a qualified independent
security controls assessment contractor.
DHHS shall approve the selection of the
security assess—~~* ~ontractor.

Bidder's Response: ]
CJIs

The Criminal Justice information Services (CJIS) Division of the US Federal Bureau of Investigation (FBI) gives state, local, and federal law enforcement and criminal justice
agencies access to criminal justice information (CJl) — for example, fingerprint records and criminal histories. Law enforcement and other government agencies in the United
States must ensure that their use of cloud services for the transmission, storage or processing of CJI complies with the CJIS Security Policy, which establishes minimum security
requirements and controls to safeguard CJl.
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The CJIS Security Policy integrates presidential and FBI directives, federal laws and the criminal justice community’s Advisory Policy Board decisions, along with guidance from
the National Institute of Standards and Technology (NIST). The policy is periodically updated to reflect evolving security requirements.

FIPS

NIST publishes a list of vendors and their cryptographic modules validated for FIPS 140-2. Rather than validate individual components and products, Microsoft certifies the
underlying cryptographic modules used in Microsoft products, including Microsoft business cloud services, with each new release of the Windows operating system. This enables
customers to configure and use those services in a way that helps meet their information encryption and compliance requirements.

Validated Microsoft business cloud services include Azure, Azure Government, Dynamics 365, Dynamics 365 Government, Office 365, Office 365 U.S. Government, Office 365
U.S. Government Defense, Windows and Windows Server.

Certification goes into effect when Microsoft receives validation from NIST; it does not expire.

NIST Cybersecurity Framework (CSF)

NIST promotes and maintains measurement standards and guidance to help organizations assess risk. In response to Executive Order 13636 on strengthening the cybersecurity
of federal networks and critical infrastructure, NIST released the framework for Improving Critical Infrastructure Cybersecurity (FICIC) in February 2014.

The main priorities of the FICIC were to establish a set of standards and practices to help organizations manage cybersecurity risk, while enabling business efficiency. The NIST
Framework addresses cybersecurity risk without imposing additional regulatory requirements for both government and private sector organizations.

The FICIC references globally recognized standards, including NIST SP 800-53 found in Appendix A of the NIST 2014 Framework for Improving Critical Infrastructure
Cybersecurity. Each control within the FICIC framework is mapped to corresponding NIST 800-53 controls within the FedRAMP Moderate Baseline.

As the framework was designed to be voluntary, NIST has not formalized an accreditation process. However, Microsoft Cloud services have undergone independent, third-party
FedRAMP Moderate and High Baseline audits and are certified according to the FedRAMP standards.

Req.# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding | Gap Description
Checklist { Ability | and
D Code Recommendation
for Closure
76 PS.3 | Snlitinn i caomnhs with th Describe how solution complies with the DHHS Information Security N/A S
h-lfgx-

Bidder's Respoiiss.

The EY EVV solution is architected on Microsoft Dynamics, SQL Server, Azure and additional supporting cloud-based services. Microsoft Azure takes its obligations under the
General Data Protection Regulation (GDPR) seriously. Microsoft Azure takes extensive security measures to protect against data breaches. These include both physical and logical
security controls, as well as automated security processes, comprehensive information security and privacy policies, and security and privacy training for all personnet.
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Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
1D Code
(1 r3.4 Solution must provide for ruie-vased Describe how solution will N/A S
access controls in a multi-tiered provide for role-based access
environment that allows DHHS and controls in a multi-tiered
support coordinators and providers to environment that allows DHHS
create user roles and assign access to and support coordinators to
user roles for accessing system functions | create user roles and assign
or viewing of appropriate levels of data. access to user roles for viewing
For instance, support coordination of appropriate levels of data. For
agencies serve recipients across multiple | instance, support coordination
provider agencies and must be able to agencies serve recipients across
access information across provider multiple provider agencies and
agencies, but only for those individuals must be able to access
that the support coordination agency information across provider
serves. Roles must be flexible, allow for | agencies, but only for those
modifications and must be configured by | individuals that the support
appropriate levels of management. coordination agency serves.
Describe how the roles are
flexible, allow for modifications
and can be configured by
appropriate levels of
management.

Bidder's Respunse:

The EY EVV solution leverages the configurable Microsoft Dynamics 365 security model to enforce data integrity and data privacy, while at the same time ailowing for necessary
collaboration among system users. The infrastructure provides a variety of options to manage identity and access, including multifactor authentication, password policy
enforcement and role-based access control. The security model:

Provides users with access only to the appropriate information required to do their jobs, which applies to all entities in the system, including, but not limited to, plans of care,
service visits, claims and related records

Categorizes users by role and restricts access based on those roles, including, but not limited to, state administrators, provider business managers, case managers,
physicians and external service providers

Supports data sharing so that users and teams can be granted access to records that they do not own for a specified collaborative effort
Prevents users from accessing records to which they do not own or have permission to share
Enables the beneficiaries receiving services to provide an electronic signature at checkout to confirm the visit occurred and the services were provided

Provider organizations will supply a list or feed of users who require access. Those users will be provisioned iicenses by the system administrator team via the Office 365 admin
center. Within the EY EVV application, a user role will be provided that includes additional security options such as:

Role-based security in Microsoft Dynamics 365, which focuses on grouping a set of privileges together that describe the responsibilities (or tasks that can be performed) for a
user:

EY EVV security roles aggregate a set of user rights to make user security management easier.

Also, each application deployment can define its own roles to meet the needs of different users.

Record-based security in Microsoft Dynamics 365 which focuses on access rights to specific records

Field-level security in Microsoft Dynamics 365, which restricts access to an entity’s specific high business impact fields only to specified users or teams
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The combination of role-based security, record-level security and field-level security will drive the overall security rights that users have within your custom Microsoft Dynamics
365 application.

The EY EVV solution leverages Microsoft Dynamics Access teams to allow individuals to receive services from different service providers. Access teams are an extension of the
documented security model, which allows for strict control over access to information, while providing flexibility to share information with additional service providers when it is
appropriate and authorized to do so.

and storage of all data, including all
sensitive participant and provider
information in accordance with Health
Insurance Portability and Accountability
Act (HIPAA) requirements, including the
Health Information Technology for
Economic and Clinical Health (HITECH)
Act amendments and NIST SP 800-53.

for secure handling and storage
of all data, including all sensitive
participant and provider
information in accordance with
Health Insurance Portability and
Accountability Act (HIPAA)
requirements, including the
Health Information Technology
for Economic and Clinical Health
HITECH) Act amendments.

s
Req# | w - Contractor / Solution/Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
78 PS.5 Solution must provide secure handling Describe how solution provides N/A S

Bidder's ~esponse:

Health Insurance Portability and Accountability Act (HIPAA) regulations require that covered entities and their business associates — in this case, Microsoft when it provides
services, including cloud services, to covered entities — enter into contracts to confirm that those business associates will adequately protect Protected Health Information (PHI).
These contracts, or business associate agreements (BAAs), clarify and limit how the business associate can handle PHI, and set forth each party’'s adherence to the security and
privacy provisions set forth in HIPAA and the Health information Technology for Economic and Clinical Health (HITECH) Act. Once a BAA is in place, Microsoft customers —
covered entities — can use its services to process and store PHI.

Currently there is no official certification for HIPAA or HITECH Act compliance. However, those Microsoft services covered under the BAA have undergone audits conducted by
accredited independent auditors for the Microsoft International Organization for Standardization (ISO)/International Electrotechnical Commission (IEC) 27001 certification.

EY data centers are kept secure to ISO 27001 standards, and industry-leading practices. The data center(s) are locked with controlled access limited to personnel who need access;
and have access logs that are audited periodically. If State of Nebraska data is kept on SharePoint sites established specifically to support NE work efforts, that SharePoint site
would be hosted in an EY data center.

potential security incidents and privacy
breaches. Notification must be received
within 24 hours of identification, with
expected impacts (known at the time)
and remediation approach to be
coordinated with DHHS.

monitoring and notification.
Describe how notification will be
delivered within 24 hours of
identification, with expected
impacts (known at the time) and

Req# | ID wunvacor / suiuuoin/Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
79 PS.6 Solution must monitor for all real or Describe how solution provides N/A S
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remediation approach to be
coordinated with DHHS.

Bidder's Response:

Dynamics 365 components are provisioned in the Microsoft Government Cloud; in addition to providing the robust services and features of Microsoft's public cloud, Dynamics 365
for Government provides many features to assure US Government entities that their data is secure by maintaining two data centers over 500 miles apart (Virginia and lowa). All
customer managed data is stored within the Continental United States (CONUS) data centers.

Microsoft Azure takes its obligations under the General Data Protection Regulation (GDPR) seriously. Microsoft Azure takes extensive security measures to protect against data
breaches. These include both physical and logical security controls, as well as automated security processes, comprehensive information security and privacy policies, and
security and privacy training for all personnel.

Security is built into Microsoft Azure from the ground up, starting with the security development life cycle, a mandatory development process that incorporates privacy-by-design
and privacy-by-default methodologies. The guiding principle of Microsoft's security strategy is to “assume breach,” which is an extension of the defense-in-depth strategy. By
constantly challenging the security capabilities of Azure, Microsoft can stay ahead of emerging threats. For more information on Azure security, please review these resources.

Microsoft has a global, 24x7 incident response service that works to mitigate the effects of attacks against Microsoft Azure. Attested by multiple security and compliance audits
(e.g., ISO/IEC 27018), Microsoft employs rigorous operations and processes at its data centers to prevent unauthorized access, including 24x7 video monitoring, trained security
personnel, smart cards and biometric controls.

Information security aspects of business continuity management are covered under the ISO 27001 standards. For more information, we suggest a review of the publicly available
ISO standards for which we are certified. Recovery plans are validated on a regular basis per industry-leading practices so that solutions are viable at time of event.

Azure responds to a potential data breach according to the security incident response process, which is a subset of the Microsoft Azure incident management plan. Azure’s
security incident response is implemented using a five-stage process: Detect, Assess, Diagnose, Stabilize and Close. The Security Incident Response team may alternate
between the diagnose and stabilize stages as the investigation progresses. An overview of the security incident response process is below.

1. Detect: First indication of a potential incident.

2. Access: An on-call incident response team member assesses the impact and severity of the event. Based on evidence, the assessment may or may not result in further
escalation to the security response team.

3. Diagnose: Security response resources conduct the technical or forensic investigation and identify containment, mitigation and workaround strategies. If the security team
believes that customer data may have become exposed to an unlawful or unauthorized individual, execution of the Customer Incident Notification process begins in parallel.

4. Stabilize and Recover: The incident response team creates a recovery plan to mitigate the issue. Crisis containment steps such as quarantining impacted systems may occur
immediately and in parallel with diagnosis. Longer-term mitigations may be planned, which occur after the immediate risk has passed.

5. Close and Post-Mortem: The incident response team creates a post-mortem that outiines the details of the incident, with the intention to revise policies, procedures and
processes to prevent a reoccurrence of the event.

Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
D Code
80 PS.7 Solution must have the capability to Describe how solution has the N/A S

detect, prevent and reduce the potential capability to detect and prevent
likelihood or impact of fraudulent use of fraudulent use of the EVV
the EVV system. system.
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Bidder's Response:

The EY EVV solution is architected to submit claims for services that have been electronically verified at time of delivery. The EVV solution alerts, reports and data analytics will
flag suspicious activity for further review. As part of the EVV implementation, our Forensic & Integrity Services will review the reports and analytics available with Nebraska DHHS
and provide recommendations for governance and a compliance monitoring program.

EY Forensic & Integrity Services is a team of 1,000 resources focused on conducting forensic investigations of suspected fraud, waste, abuse and corruption, as well as helping
organizations reduce risk through implementation of effective compliance oversight. The team dedicated to health care organizations includes former regulators, compliance officers,
auditors, data analysts, health care operations and medical coding resources.

Our EY EVV managed services will include a pool of resources to assist with investigation and dispute resolution when suspicious conduct is identified. We apply sophisticated data
analytics and investigative techniques, leveraging the depth of our team's experience, to efficiently understand the fact pattern and drive toward a resolution.

Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
81 PS.8 Solution must have the ability to monitor, | Describe how solution has the N/A S
track and report any modifications to the | ability to track and report
EVV system data. Solution must have modifications to the EVV system
the ability to track and report data input elements after the
modifications to the EVV system data direct service worker has
input elements after the direct service checked in or out for services,
worker has checked in or out for including the name of the
services, including the name of the provider staff making the
provider staff making the changes and changes and the reason for
the reason for changes. changes.

Bidder's Response:

The EVV solution maintains a record and field level audit history that contains details for every change to information such as who made the change, when the change was made,
the previous value for each field, the new value for each field and reason for the change.

The EVV solution configuration includes profiles for each care provider that details licenses, certifications, current status (active, suspended, expired), languages, qualified
services, etc. Only authorized service visits can be scheduled to approved care providers. The EVV solution can be configured to query the current status of a provider's license
and approval to provide services to validate the profiles prior to service visits being scheduled.

The EVV solution will alert the appropriate management representative (case manager, business manager) if the care provider attempts to provide unauthorized services or to
initiate a visit with a geographic location that does not match the scheduled visit location. These visits will not be electronically verified and claims will not be generated without
management approval. The security model will only allow authorized users to modify data elements. The audit trail within the EVV solution will track all modifications to data.
Alerts, dashboards and reports can be configured to report data changes.

When service providers check in and check out of their visits using the Mobile App, the EY EVV solution will capture and maintain a file with hours worked per day per week by
service provider. The geographic location where this time is captured will be captured at the start of the visit, during the visit and after the visit. The beneficiary or their authorized
representative will confirm that the visit and services were provided by affixing their electronic signature to their visit record.
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Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
_ ID Code
82 PS.9 suuon must nave the capability to limit | Descrive now solution has the N/A S
providers’ authority to modify service capability to limit providers’
entries or input manual service entries authority to modify service
based on program rules which may vary | entries or input manual service
between programs. This must include entries based on program rules
limiting the number or percentage of which may vary between
manual service entries a provider is programs. This includes limiting
allowed to enter. the number or percentage of
manual service entries a
provider is allowed to enter.

Bidder's Response:

Azure Identity Governance allows you to balance your organization's need for security and employee productivity with the right processes and visibility. It provides you with
capabilities to ensure that the right users have the right access to the right resources, and it allows you to protect, monitor, and audit access to critical assets -- while ensuring
employee productivity.

Identity Governance give organizations the ability to do the following tasks across employees, business partners and vendors, and services and applications:

. Govern the identity lifecycle

. Govern access lifecycle

. Secure administration

Specifically, it is intended to help you address these four key questions:

- Which users should have access to which resources?

. What are those users doing with that access?

. Are there effective organizational controls for managing access?
. Can auditors verify that the controls are working?

Identity lifecycle
Identity Governance helps organizations achieve a balance between productivity - How quickly can a person have access to the resources they need, such as when they join my

organization? And security - How should their access change over time, such as due to changes to that person's employment status? Identity lifecycle management is the
foundation for Identity Governance, and effective governance at scale requires modernizing the identity lifecycle management infrastructure for applications

Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
83 PS.10 Solution must allow for multi-factor Describe how solution provides N/A S
authentication compatible with NIST SP multi-factor authentication
800-53 guidance for all or specific method of access control for all
categories of users as determined by users as determined by DHHS.
DHHS.
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Bidder's Response:

NIST publishes a list of vendors and their cryptographic modules validated for FIPS 140-2. Rather than validate individual components and products, Microsoft certifies the underlying
cryptographic modules used in Microsoft products, including Microsoft business cloud services, with each new release of the Windows operating system. This enables customers
to configure and use those services in a way that helps meet their information encryption and compliance requirements.

Validated Microsoft business cloud services include Azure, Azure Government, Dynamics 365, Dynamics 365 Government, Office 365, Office 365 U.S. Government, Office 365
U.S. Government Defense, Windows, and Windows Server.

Certification goes into effect when Microsoft receives validation from NIST; it does not expire.

The NIST promotes and maintains measurement standards and guidance to help organizations assess risk. In response to Executive Order 13636 on strengthening the cybersecurity
of federal networks and critical infrastructure, NIST released the Framework for Improving Critical Infrastructure Cybersecurity (FICIC) in February 2014.

The main priorities of the FICIC were to establish a set of standards and practices to help organizations manage cybersecurity risk, while enabling business efficiency. The NIST
Framework addresses cybersecurity risk without imposing additional regulatory requirements for both government and private sector organizations.

The FICIC references globally-recognized standards including NIST SP 800-53 found in Appendix A of the NIST's 2014 Framework for Improving Critical Infrastructure
Cybersecurity. Each control within the FICIC framework is mapped to corresponding NIST 800-53 controls within the FedRAMP Moderate Baseline.

As the framework was designed to be voluntary, the NIST has not formalized an accreditation process. However, Microsoft Cloud services have undergone independent, third-party
FedRAMP Moderate and High Baseline audits and are certified according to the FedRAMP standards.

Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
84 PS.11 Solution must provide for secure storage | Describe how solution provides N/A S
and complete, fuli-time online for Secure storage and
accessibility of all EVV data through complete, full-time online
defined security roles. This must include, | accessibility of all EVV data
but is not limited to the following: through defined security roles.
a. DHHS: Division of Medicaid and This includes, but is not limited
Long-Term Care Services; Division of to the entities identified in a-e.

Developmental Disabilities; DHHS
Financial Services: Financial and
Program Analysis; and Information
Systems and Technology (IS&T);

b. The Medicaid fiscal agent (FA and
AWC) and any other state Medicaid
Contractor(s) designated by DHHS;

c. Attorney General's Office: Medicaid
Fraud and Patient Abuse Unit;

d. All support coordination agencies,
case managers, and care coordinators
designated by DHHS; and

e. Medicaid enrolled providers of EVV
mandatory services solely with respect to
the specific service types and visits for
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which they are billing, the individual
beneficiaries they are serving, and
consistent with the applicable approved
prior authorizations and service plans.

Bidder's Response:

Dynamics 365 components are provisioned in the Microsoft Government Cloud; in addition to providing the robust services and features of Microsoft’s public cloud, Dynamics 365
for Government provides many features to assure US Government entities that their data is secure by maintaining two data centers over 500 miles apart (Virginia and lowa). All
customer managed data is stored within the Continental United States (CONUS) data centers.

Microsoft Azure takes its obligations under the General Data Protection Regulation (GDPR) seriously. Microsoft Azure takes extensive security measures to protect against data
breaches. These include both physical and logical security controls, as well as automated security processes, comprehensive information security and privacy policies, and security
and privacy training for all personnel.

Security is built into Microsoft Azure from the ground up, starting with the security development life cycle, a mandatory development process that incorporates privacy-by-design
and privacy-by-default methodologies. The guiding principle of Microsoft's security strategy is to “assume breach,” which is an extension of the defense-in-depth strategy. By
constantly challenging the security capabilities of Azure, Microsoft can stay ahead of emerging threats. For more information on Azure security, please review these resources.

Req# | ID Contractor / Solution Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
85 PS.12 Solution must limit access to only the Describe how solution limits | TA.BI.9 S
authorized group of stakeholders. access to only the authorized
individual stakeholders.

Bidder's Response:

The EY EVV solution leverages the configurable Microsoft Dynamics 365 security model to enforce data integrity and data privacy, while at the same time allowing for necessary

collaboration among system users. The infrastructure provides a variety of options to manage identity and access, including multifactor authentication, password policy

enforcement and role-based access control. The security model:

« Provides users with access only to the appropriate information required to do their jobs, which applies to all entities in the system, including, but not limited to, plans of care,
service visits, claims and related records

. Categorizes users by role and restricts access based on those roles, including, but not limited to, state administrators, provider business managers, case managers,
physicians and external service providers

. Supports data sharing so that users and teams can be granted access to records that they do not own for a specified collaborative effort
. Prevents users from accessing records to which they do not own or have permission to share
. Enables the beneficiaries receiving services to provide an electronic signature at checkout to confirm the visit occurred and the services were provided

Provider organizations will supply a list or feed of users who require access. Those users will be provisioned licenses by the system administrator team via the Office 365 admin

center. Within the EY EVV application, a user role will be provided that includes additional security options such as:

. Role-based security in Microsoft Dynamics 365, which focuses on grouping a set of privileges together that describe the responsibilities (or tasks that can be performed) for a
user:

. EY EVV security roles aggregate a set of user rights to make user security management easier.
. Also, each application deployment can define its own roles to meet the needs of different users.
. Record-based security in Microsoft Dynamics 365 which focuses on access rights to specific records

42




‘ ‘ 6113 Z1 Solution Requirements — Attachme’— RTM

. reid-level security in Microsoft Dynamics 365, which restricis access to an entity’s specific 1nyn business impact fields only to specified users or teams

The combination of role-based security, record-level security and field-level security will drive the overall security rights that users have within your custom Microsoft Dynamics
365 application.

Reg.# | ID Contractor / vuiuuun Requiremernt Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
iD Code
86 PS.13 Solution must protect electronic Describe how solution protects TA.SP.10 S
protected health information (ePHI), electronic protected health
personally identifiable information (PII), information (ePHI), personally
and federal tax information (FTI) from identifiable information (PIl), and
improper alteration or destruction, federal tax information (FTI) from
including authentication mechanisms to improper alteration or
corroborate that ePHI, Pil, and FTI has destruction, including
not been altered or destroyed in an authentication mechanisms to
unauthorized manner. corroborate that ePHI, Pll, and
FTI has not been aitered or
destroyed in an unauthorized
manner.

Bidder's Response:

The EY EVV solution leverages the configurable Microsoft Dynamics 365 security model to enforce data integrity and data privacy, while at the same time allowing for necessary

collaboration among system users. The infrastructure provides a variety of options to manage identity and access, including multifactor authentication, password policy

enforcement and role-based access control. The security model:

- Provides users with access only to the appropriate information required to do their jobs, which applies to all entities in the system, including, but not limited to, plans of care,
service visits, claims and related records

. Categorizes users by role and restricts access based on those roles, including, but not limited to, state administrators, provider business managers, case managers,
physicians and external service providers

- Supports data sharing so that users and teams can be granted access to records that they do not own for a specified collaborative effort
. Prevents users from accessing records to which they do not own or have permission to share
. Enables the beneficiaries receiving services to provide an electronic signature at checkout to confirm the visit occurred and the services were provided

Provider organizations will supply a list or feed of users who require access. Those users will be provisioned licenses by the system administrator team via the Office 365 admin

center. Within the EY EVV application, a user role will be provided that includes additional security options such as:

. Role-based security in Microsoft Dynamics 365, which focuses on grouping a set of privileges together that describe the responsibilities (or tasks that can be performed) for a
user:

« EY EVV security roles aggregate a set of user rights to make user security management easier.

- Also, each application deployment can define its own roles to meet the needs of different users.

. Record-based security in Microsoft Dynamics 365 which focuses on access rights to specific records

«  Field-level security in Microsoft Dynamics 365, which restricts access to an entity’s specific high business impact fields only to specified users or teams

The combination of role-based security, record-level security and field-level security will drive the overall security rights that users have within your custom Microsoft Dynamics
365 application.
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The EY EVV solution leverages Microsoft Dynamics Access teams to allow individuals to receive services from different service providers. Access teams are an extension of the
documented security model, which allows for strict control over access to information, while providing flexibility to share information with additional service providers when it is
appropriate and authorized to do so.

Req# | ID Contractor / Solution Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code

87 PS.14 Solution must verify that a person or Describe how solution verifies TA.SP.11 S

entity seeking access to electronic that a person or entity seeking

protected health information (ePHI), PII access to electronic protected

or FTl is the one claimed. health information (ePHI), Pl or

FTl is the one claimed.

Bidder's Response:

The EY EVV solution leverages the configurable Microsoft Dynamics 365 security model to enforce data integrity and data privacy, while at the same time allowing for necessary

collaboration among system users. The infrastructure provides a variety of options to manage identity and access, including multifactor authentication, password policy enforcement

and role-based access control. The security model:

- Provides users with access only to the appropriate information required to do their jobs, which applies to all entities in the system, including, but not limited to, plans of care,
service visits, claims and related records

. Categorizes users by role and restricts access based on those roles, including, but not limited to, state administrators, provider business managers, case managers,
physicians and external service providers

. Supports data sharing so that users and teams can be granted access to records that they do not own for a specified collaborative effort
. Prevents users from accessing records to which they do not own or have permission to share
. Enables the beneficiaries receiving services to provide an electronic signature at checkout to confirm the visit occurred and the services were provided

Provider organizations will supply a list or feed of users who require access. Those users will be provisioned licenses by the system administrator team via the Office 365 admin

center. Within the EY EVV application, a user role will be provided that includes additional security options such as:

. Role-based security in Microsoft Dynamics 365, which focuses on grouping a set of privileges together that describe the responsibilities (or tasks that can be performed) for a
user:

. EY EVV security roles aggregate a set of user rights to make user security management easier.

. Also, each application deployment can define its own roles to meet the needs of different users.

- Record-based security in Microsoft Dynamics 365 which focuses on access rights to specific records

- Field-level security in Microsoft Dynamics 365, which restricts access to an entity’s specific high business impact fields only to specified users or teams

The combination of role-based security, record-level security and field-level security will drive the overall security rights that users have within your custom Microsoft Dynamics
365 application.

The EY EVV solution leverages Microsoft Dynamics Access teams to allow individuals to receive services from different service providers. Access teams are an extension of the
documented security model, which allows for strict control over access to information, while providing flexibility to share information with additional service providers when it is
appropriate and authorized to do so.
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Req.#

88

PS.1o

Contractor / Solution Requirement

Instructions to Bidder

" | souon must follow regulations that

govern the safeguarding of information
about applicants and beneficiaries. The
following is the minimal set of information
that must be safeguarded

(1) Names, addresses and phone
numbers;

(2) Medical services provided;

(3) Social and economic conditions or
circumstances;

(4) Agency evaluation of personal
information;

(5) Medical data, including diagnosis and
past history of disease or disability;

(6) Any information received for verifying
income eligibility and amount of medical
assistance payments. income
information received from the Social
Security Administration (SSA) or the
Internal Revenue Service must be
safeguarded according to the
requirements of the agency that
furnished the data; and

(7) Any information received in
connection with the identification of
legally liable third party resources.

Desuinve how soiuuon 1onows
regulations that govern the
safeguarding of information
about applicants and
beneficiaries as listed in the
requirement, including all
safeguard procedures and
compensating controls according
to the HIPAA Security Rule.
Describe the System Security
Plan to be delivered prior to
implementation, and if a draft is
available provide the draft plan.

CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
TA.SP.15 S

Bidder's Response:

Health Insurance Portability and Accountability Act (HIPAA) regulations require that covered entities and their business associates — in this case, Microsoft when it provides
services, including cloud services, to covered entities — enter into contracts to confirm that those business associates will adequately protect Protected Health Information (PHI).
These contracts, or business associate agreements (BAAs), clarify and limit how the business associate can handle PHI, and set forth each party’s adherence to the security and
privacy provisions set forth in HIPAA and the Heaith Information Technology for Economic and Clinical Health (HITECH) Act. Once a BAA is in place, Microsoft customers —

covered entities — can use its services to process and store PHI.

Currently there is no official certification for HIPAA or HITECH Act compliance. However, those Microsoft services covered under the BAA have undergone audits conducted by
accredited independent auditors for the Microsoft International Organization for Standardization (1ISO)/International Electrotechnical Commission (IEC) 27001 certification.

EY data centers are kept secure to ISO 27001 standards, and industry-leading practices. The data center(s) are locked with controlled access limited to personnel who need
access; and have access logs that are audited periodically. If State of Nebraska data is kept on SharePoint sites established specifically to support NE work efforts, that
SharePoint site would be hosted in an EY data center.
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Req.#

oY

ID Contractor / Solution Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
PS.16 Solution must comply with provisions for | Describe how solution complies | TA.SP.18 S

Administrative Simplification under the
HIPAA of 1996 to ensure the
confidentiality, integrity, and availability
of ePHI, P!l and ETI in traneit and at rest,
including

* Provide sarcyuaius as ussuiwed in the
October 22, 1998 State Medicaid
Director letter, Collaborations for Data
Sharing between State Medicaid and
Health Agencies;

» Performs regular audits; and

» Supports incident monitoring and
reporting.

with provisions for Administrative
Simplification under the HIPAA of
1996 to ensure the confidentiality,
integrity and availability of ePHI,
Pll and FTI in transit and at rest,
including all safeguards as
described in the October 22, 1998
state Medicaid Director letter,
Collaborations for Data Sharing
between State Medicaid and
Health  Agencies. Describe
regular audits performed.
Describe how solution supports
incident monitoring and reporting.

Bidder's Response:

Health Insurance Portability and Accountability Act (HIPAA) regulations require that covered entities and their business associates — in this case, Microsoft when it provides
services, including cloud services, to covered entities — enter into contracts to confirm that those business associates will adequately protect Protected Health Information (PHI).
These contracts, or business associate agreements (BAAs), clarify and limit how the business associate can handle PHI, and set forth each party’s adherence to the security and
privacy provisions set forth in HIPAA and the Heaith Information Technology for Economic and Clinical Health (HITECH) Act. Once a BAA is in place, Microsoft customers —

covered entities — can use its services to process and store PHI.

Currently there is no official certification for HIPAA or HITECH Act compliance. However, those Microsoft services covered under the BAA have undergone audits conducted by
accredited independent auditors for the Microsoft International Organization for Standardization (ISO)/International Electrotechnical Commission (IEC) 27001 certification.

EY data centers are kept secure to ISO 27001 standards, and industry-leading practices. The data center(s) are locked with controlled access limited to personnel who need
access; and have access logs that are audited periodically. If State of Nebraska data is kept on SharePoint sites established specifically to support NE work efforts, that
SharePoint site would be hosted in an EY data center.

Req# | ID Contractor / Solution Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
1D Code
90 PS.17 Solution must verify identity of all users, Describe how solution verifies | TA.SP.22 w

and deny access to invalid users. For
example:

» Requires unigue sign-on credentials (1D
and password)

* Requires authentication of the receiving
entity prior to a system initiated session,
such as transmitting responses to
eligibility inquiries.

identity of all users, and denies
access to invalid users.
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Bidder's Response:

The EY EVV solution leverages the configurable Microsoft Dynamics 365 security model to enforce data integrity and data privacy, while at the same time allowing for necessary

collaboration among system users. The infrastructure provides a variety of options to manage identity and access, including multifactor authentication, password policy

enforcement and role-based access control. The security model:

. Provides users with access only to the appropriate information required to do their jobs, which applies to all entities in the system, including, but not limited to, plans of care,
service visits, claims and related records

. Categorizes users by role and restricts access based on those roles, including, but not limited to, state administrators, provider business managers, case managers,
physicians and external service providers

. Supports data sharing so that users and teams can be granted access to records that they do not own for a specified collaborative effort
. Prevents users from accessing records to which they do not own or have permission to share
. Enables the beneficiaries receiving services to provide an electronic signature at checkout to confirm the visit occurred and the services were provided

Provider organizations will supply a list or feed of users who require access. Those users will be provisioned licenses by the system administrator team via the Office 365 admin

center. Within the EY EVV application, a user role will be provided that includes additional security options such as:

. Role-based security in Microsoft Dynamics 365, which focuses on grouping a set of privileges together that describe the responsibilities (or tasks that can be performed) for a
user:

- EY EVV security roles aggregate a set of user rights to make user security management easier.

. Also, each application deployment can define its own roles to meet the needs of different users.

. Record-based security in Microsoft Dynamics 365 which focuses on access rights to specific records

. Field-level security in Microsoft Dynamics 365, which restricts access to an entity’s specific high business impact fields only to specified users or teams

The combination of role-based security, record-level security and field-level security will drive the overall security rights that users have within your custom Microsoft Dynamics
365 application.

The EY EVV solution leverages Microsoft Dynamics Access teams to allow individuals to receive services from different service providers. Access teams are an extension of the
documented security model, which allows for strict control over access to information, while providing flexibility to share information with additional service providers when it is
appropriate and authorized to do so.

Reg# | ID Contractor / Solution Requirement Instructions to oiader CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
91 PS.18 Solution must enforce password policies | Describe how solution enforces TA.SP.24 S
for length, character requirements, and password policies for length,
updates. character requirements and
updates.

Bidder's Response:

The EY EVV solution leverages the configurable Microsoft Dynamics 365 security model to enforce data integrity and data privacy, while at the same time allowing for necessary
collaboration among system users. The infrastructure provides a variety of options to manage identity and access, including multifactor authentication, password policy
enforcement and role-based access control.
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Req.#

ID

92

Po.1v

vornractor / Solution Requirement Instructions to biaaer CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
1D Code
Solution must support a user security Describe how solution supports a | TA.SP.25 S

profile that controls user access rights to
data categories and system functions.

user security profile that controls
user access rights to data
categories and system functions.

Bidder's Response:

The EY EVV solution leverages the configurable Microsoft Dynamics 365 security model to enforce data integrity and data privacy, while at the same time allowing for necessary
collaboration among system users. The infrastructure provides a variety of options to manage identity and access, including multifactor authentication, password policy
enforcement and role-based access control.

Gap Description and Recommendation for

Req# | ID Contractor / Solution Requirement Instructions to Biduer CMS Bidding
Checklist Ability Closure
ID Code
93 PS.20 Soluuon snould permit supervisors or Describe how solution permits TA.SP.26 S

other designated officials to set and
modify user security access profile.

supervisors or other designated
officials to set and modify user
security access profiles.

Bidder's Response:

The EY EVV solution leverages the configurable Microsoft Dynamics 365 security model to enforce data integrity and data privacy, while at the same time allowing for necessary
collaboration among system users. The infrastructure provides a variety of options to manage identity and access, including multifactor authentication, password policy
enforcement and role-based access control.

Req# | ID Contractor / Solution Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
94 PS.21 Solution must incluae procedures for Describe how solution includes TA.SP.27 w

accessing necessary electronic
Protected Health Information (ePHl), and
Pil in the event of an emergency; and
continue protection of ePHI and Pl
during emergency operations.

procedures for accessing
necessary electronic Protected
Health Information (ePHI) and Pii
in the event of an emergency.
Describe procedures and
compensations to ensure
continued protection of ePHI and
Pl during emergency operations.
This may include Disaster
Recovery and Business Continuity
plans which provide these
protections.
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Bidder's Response:

At the start of the project, EVV would develop a NE DHHS EVV system disaster recovery plan (SDRP) and business continuity plans BCPs to help prevent events that disrupt the
organization’s EVV business applications and to limit the potential impact of any unavoidable disruption by containing it to a predictable and predetermined acceptable period. We
recognize and acknowledge that reinstating the critical business applications is a major responsibility to safeguard the interests of NE DHHS'’s employees, providers and other
communities that you serve.

Microsoft is committed to providing facility recovery efforts at fail-over facilities, if required. Microsoft also supports the existence of an SDRP and BCP that fully support the
philosophy of providing and maintaining the highest quality of services to its customers.

The plan includes:

. Astructured plan that will help in an efficient, effective and timely recovery and resumption of the interrupted EVV application

- Recovery of EVV system within the time frames specified by the various business units

« Minimization reduction in the inconvenience and potential disruption to customers and employees

- Preventing systems from sustaining major financial and operational impacts that could seriously jeopardize the business continuity
. Aversion of potential damage to DHHS's reputation or image and to protect the public

- Means to resume and maintain adequate service levels to customers

The disaster recovery plan seeks to decrease the following:
. The number and frequency of ad hoc decisions made following a disaster

. DHHS’s dependence on the participation of any specific person or group of persons

« Loss of data and information, recognizing that the loss of some data and information is inevitable
. Confusion and exposure to errors and unnecessary duplication of effort

- The extent of losses associated with an extended recovery operation

- The total elapsed time required for completing the recovery

Business continuity is the activity performed to validate that critical business functions will be available to DHHS, provider agencies and other EVV entities that must have access
to those functions. These activities include many daily tasks such as project management, system backups, change control and help desk.

Business continuity, a plan of action implemented long before the time of a disaster, refers to those activities performed daily to maintain service, consistency and recoverability.
The foundation of business continuity is the standards, program development and supporting policies, guidelines and procedures needed to validate and to continue without
stoppage, irrespective of the EVV solution adverse circumstances or events. All system design, implementation, support and maintenance will be based on this foundation to have
any hope of achieving business continuity, disaster recovery or, in some cases, system support. Business continuity is sometimes confused with disaster recovery, but they are
separate entities. Disaster recovery is a small subset of business continuity.

The entire concept of business continuity is based on identifying all business functions within DHHS and then assigning a level of importance to each. A business impact analysis
is the primary tool for gathering this information and assigning criticality, recovery point objectives and recovery time objectives and is therefore part of the foundation of business
continuity. During the initiation phase, the project team will work with DHHS to identify some of these objectives.

This business impact analysis can be used to identify the extent and time scale of the impact on different levels to the agency. For instance, it can examine the effect of disruption
on operational, functional and strategic activities for DHHS; not only the current activities but the effect of disruption on major business changes for EVV solution can be
determined by business impact analysis.
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Req# | ID Contractor / Solution Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
D Cade
95 PS.22 Soluuon should support the SMA (the Describe  solution’s  standard | TA.SP.3 S
covered entity) in its responsibility for: security management processes,
(i) Standard security management including all items noted in the

processes by implementing policies and requirements.
procedures to prevent, detect, contain,
and correct security violations.

(i) Implementation specifications, which
are all required of the contractor:

(A) Risk analysis: Conduct an accurate
and thorough assessment of the
potential risks, threats, and
vulnerabilities to the confidentiality,
integrity, and availability of electronic
protected health information (ePHI),
personally identifiable information (Pil)
and federal tax information (FTI)
managed, stored and processed on
behalf of the covered entity.

(B) Risk management: impiement
security measures sufficient to reduce
risks, threats, and vulnerabilities to a
reasonable and appropriate level to
comply with § 164.306(a) (CFR
45.164.306).

(C) Sanction policy: Apply appropriate
sanctions against workforce members
who fail to comply with the security
policies and procedures of the covered
entity.

(D) Information system activity review:
Implement procedures to regularly
review records of information system
activity, such as audit logs, access
reports, and security incident tracking
reports.

Bidder's Response:

Data Integrity:

File Integrity Monitoring (FIM), also known as change monitoring, examines files and registries of operating system, application software and others for changes that might
indicate an attack. A comparison method is used to determine if the current state of the file is different from the last scan of the file. You can leverage this comparison to determine
if valid or suspicious modifications have been made to your files.

Security Center’s File Integrity Monitoring validates the integrity of Windows files, Windows registry and Linux files. You select the files that you want monitored by enabling FIM.
Security Center monitors files with FIM enabled for activity such as:

File and Registry creation and removal
. File modifications (changes in file size, access control lists and hash of the content)
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. Registry moumcations (changes in size, access control lists, type and the conten)
Security Center recommends entities to monitor, which you can easily enable FIM on. You can also define your own FIM policies or entities to monitor.

Incident Management:

Azure Security Center partners with Microsoft Cloud App Security to bring you alerts based on user and entity behavioural analytics (UEBA) for your Azure resources and users
(Azure activity). These alerts detect anomalies in user behaviour and are based on user and entity behavioural analytics and machine learning (ML) so that you can immediately
run advanced threat detection across your users' activities. Because they are automatically enabled, the new anomaly detections provide immediate results by providing
immediate detections, targeting numerous behavioural anomalies across the users and resources associated with your subscription. In addition, these alerts leverage additional
data that already exists in the Microsoft Cloud App Security detection engine, to help you speed up the investigation process and contain ongoing threats.

Security Center automatically collects, analyzes, and integrates log data from your Azure resources, the network, and connected partner solutions, like firewall and endpoint
protection solutions, to detect real threats and reduce false positives. A list of prioritized security alerts is shown in Security Center along with the information you need to quickly
investigate the problem and recommendations for how to remediate an attack.

Triaging and investigating security alerts can be time consuming for even the most skilied security analysts, and for many it is hard to even know where to begin. By using
analytics to connect the information between distinct security alerts, Security Center can provide you with a single view of an attack campaign and all of the related alerts -
you can guickly understand what actions the attacker took and what resources were impacted.

Security Center uses advanced analytics to identify compromised resources based on analysis of virtual machine event logs. For example, Process Creation Events and Login
Events. In addition, there is correlation with other signals to check for supporting evidence of a widespread campaign.

Vulnerability / Security Assessment:

Microsoft Azure runs in datacenters managed and operated by Microsoft. These geographically dispersed datacenters comply with key industry standards, such as ISO/IEC
27001:2013 and NIST SP 800-53, for security and reliability. The datacenters are managed, monitored, and administered by Microsoft operations staff. The operations staff has
years of experience in delivering the world's largest online services with 24 x 7 continuity.

Vulnerability management

Security update management helps protect systems from known vulnerabilities. Azure uses integrated deployment systems to manage the distribution and installation of security
updates for Microsoft software. Azure is also able to draw on the resources of the Microsoft Security Response Center (MSRC). The MSRC identifies, monitors, responds to, and
resolves security incidents and cloud vulnerabilities around the clock, every day of the year.

Vulnerability scanning

Vulnerability scanning is performed on server operating systems, databases, and network devices. The vulnerability scans are performed on a quarterly basis at minimum. Azure
contracts with independent assessors to perform penetration testing of the Azure boundary. Red-team exercises are also routinely performed and the results are used to make
security improvements.

Protective monitoring

Azure security has defined requirements for active monitoring. Service teams configure active monitoring tools in accordance with these requirements. Active monitoring tools
include the Microsoft Monitoring Agent (MMA) and System Center Operations Manager. These tools are configured to provide timely alerts to Azure security personnel in
situations that require immediate action.

Incident management

Microsoft implements a security incident management process to facilitate a coordinated response to incidents, should one occur.

If Microsoft becomes aware of unauthorized access to customer data that's stored on its equipment or in its facilities, or it becomes aware of unauthorized access to such
equipment or facilities resulting in loss, disclosure, or alteration of customer data, Microsoft takes the following actions:

Promptly notifies the customer of the security incident.

. Promptly investigates the security incident and provides customers detailed information about the security incident.

. Takes reasonable and prompt steps to mitigate the effects and minimize any damage resuiting from the security incident.
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An incident management framework has veen established that defines roles and allocates responsibilities. The Azure security incident management team is responsible for
managing security incidents, including escalation, and ensuring the involvement of specialist teams when necessary. Azure operations managers are responsible for overseeing
the investigation and resolution of security and privacy incidents.

Req# | ID Contractor / Solution Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
o D Code

96 PS.23 Solutior snuuld aler. appropriate staff Describe solution’s capabilities for | TA.SP.30 S

authorities of potential violations of alerting appropriate staff

privacy safeguards, such as authorities of potential violations

inappropriate access to confidential of privacy safeguards, including

information. inappropriate access to

confidential information.

Bidder's Response:

The EVV solution will alert the appropriate management representative The security model will only allow authorized users to modify data elements. The audit trail within the EVV
solution will track all modifications to data. Alerts, dashboards and reports can be configured to report data changes.

Req# | ID Contractor / Solution Requirement Inswructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
97 ro.z4 Solution snuuld provide nght of access” | Describe solution’s process TA.SP.31 S

and “request for access” to individuals to | capabilities for providing ‘right of
protect ePHI, and PIl in a timely manner, | access’ and ‘request for access’ to
per agreed turnaround times, that allows | individuals to protect ePHI, and

it to be included in responses to inquiries | Pll in a manner that allows it to be
and report requests. included in responses to inquiries
and report requests. Note
timeframes required to provide
information.

Bidder's Response:

The EY EVV solution leverages the configurable Microsoft Dynamics 365 security model to enforce data integrity and data privacy, while at the same time allowing for necessary

collaboration among system users. The infrastructure provides a variety of options to manage identity and access, including multifactor authentication, password policy

enforcement and role-based access control. The security model:

. Provides users with access only to the appropriate information required to do their jobs, which applies to all entities in the system, including, but not limited to, plans of care,
service visits, claims and related records

. Categorizes users by role and restricts access based on those roles, including, but not limited to, state administrators, provider business managers, case managers,
physicians and external service providers

. Supports data sharing so that users and teams can be granted access to records that they do not own for a specified collaborative effort
«  Prevents users from accessing records to which they do not own or have permission to share
. Enables the beneficiaries receiving services to provide an electronic signature at checkout to confirm the visit occurred and the services were provided
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Provider organizations will supply a list or feed of users who require access. Those users will be provisioned licenses by the system administrator team via the Office 365 admin

center. Within the EY EVV application, a user role will be provided that includes additional security options such as:

. Role-based security in Microsoft Dynamics 365, which focuses on grouping a set of privileges together that describe the responsibilities (or tasks that can be performed) for a
user:

. EY EVV security roles aggregate a set of user rights to make user security management easier.

. Also, each application deployment can define its own roles to meet the needs of different users.

- Record-based security in Microsoft Dynamics 365 which focuses on access rights to specific records

. Field-level security in Microsoft Dynamics 365, which restricts access to an entity's specific high business impact fields only to specified users or teams

The combination of role-based security, record-level security and field-level security will drive the overall security rights that users have within your custom Microsoft Dynamics
365 application.

The EY EVV solution leverages Microsoft Dynamics Access teams to allow individuals to receive services from different service providers. Access teams are an extension of the
documented security model, which allows for strict control over access to information, while providing flexibility to share information with additional service providers when it is
appropriate and authorized to do so.

Req# | w Contractor / Solution Requirement instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
98 PS.2o Solution siuund contain verification Describe solution’s verification TA.SP.32 S
mechanisms that are capable of mechanisms that are capable of
authenticating authority (as well as authenticating authority (as well
identity) for the use or disclosure as identity) for the use or
requested. For example: disclosure requested.

* Denies general practitioner inquiry for
recipient eligibility for mental health
services

 Permits inquiries on claim status only for
claims submitted by the inquiring
provider.

Bidder's Response:

The EY EVV solution leverages the configurable Microsoft Dynamics 365 security model to enforce data integrity and data privacy, while at the same time allowing for necessary

coliaboration among system users. The infrastructure provides a variety of options to manage identity and access, including multifactor authentication, password policy

enforcement and role-based access control. The security model:

. Provides users with access only to the appropriate information required to do their jobs, which applies to all entities in the system, including, but not limited to, plans of care,
service visits, claims and related records

. Categorizes users by role and restricts access based on those roles, including, but not limited to, state administrators, provider business managers, case managers,
physicians and external service providers

- Supports data sharing so that users and teams can be granted access to records that they do not own for a specified collaborative effort
«  Prevents users from accessing records to which they do not own or have permission to share
. Enables the beneficiaries receiving services to provide an electronic signature at checkout to confirm the visit occurred and the services were provided
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. Provider organizauons will supply a list or feed of users who require access. Those users will be provisioned licenses by the system administrator team via the Office 365
admin center. Within the EY EVV application, a user role will be provided that includes additional security options such as:

. Role-based security in Microsoft Dynamics 365, which focuses on grouping a set of privileges together that describe the responsibilities (or tasks that can be performed) for a
user:

. EY EVV security roles aggregate a set of user rights to make user security management easier.

. Also, each application deployment can define its own roles to meet the needs of different users.

. Record-based security in Microsoft Dynamics 365 which focuses on access rights to specific records

. Field-level security in Microsoft Dynamics 365, which restricts access to an entity’s specific high business impact fields only to specified users or teams

The combination of role-based security, record-level security and field-level security will drive the overall security rights that users have within your custom Microsoft Dynamics
365 application.

The EY EVV solution leverages Microsoft Dynamics Access teams to allow individuals to receive services from different service providers. Access teams are an extension of the
documented security model, which allows for strict control over access to information, while providing flexibility to share information with additional service providers when it is
appropriate and authorized to do so.

Req# | ID Contractor / Solution requirement Instructions to Bidder wiviS Bidding | Gap Description and Recommendation for
Checklist Ability | Closure
D Code

99 PS.26 Solution must support encryption and Describe solution’s capabilities for | TA.SP.33 S

decryption of stored ePHI, PIl, and FTI or | supporting encryption and

an equivalent alternative protection decryption of stored ePHI. Pll and

mechanism. FTI or an equivalent alternative

protection mechanism.

Bidder's Response:

The EY EVV solution leverages the configurable Microsoft Dynamics 365 security model to enforce data integrity and data privacy, while at the same time allowing for necessary

collaboration among system users. The infrastructure provides a variety of options to manage identity and access, including multifactor authentication, password policy enforcement

and role-based access control. The security modet:

. Provides users with access only to the appropriate information required to do their jobs, which applies to all entities in the system, including, but not limited to, plans of care,
service visits, claims and related records

. Categorizes users by role and restricts access based on those roles, including, but not limited to, state administrators, provider business managers, case managers,
physicians and external service providers

. Supports data sharing so that users and teams can be granted access to records that they do not own for a specified collaborative effort
«  Prevents users from accessing records to which they do not own or have permission to share
. Enables the beneficiaries receiving services to provide an electronic signature at checkout to confirm the visit occurred and the services were provided

Provider organizations will supply a list or feed of users who require access. Those users will be provisioned licenses by the system administrator team via the Office 365 admin

center. Within the EY EVV application, a user role will be provided that includes additional security options such as:

. Role-based security in Microsoft Dynamics 365, which focuses on grouping a set of privileges together that describe the responsibilities (or tasks that can be performed) for a
user:

. EY EVV security roles aggregate a set of user rights to make user security management easier.
. Also, each application deployment can define its own roles to meet the needs of different users.
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« Record-based security in Microsoft Dynamics 365 which focuses on access rights to specific records
»  Field-level security in Microsoft Dynamics 365, which restricts access to an entity’s specific high business impact fields only to specified users or teams

The combination of role-based security, record-level security and field-level security will drive the overall security rights that users have within your custom Microsoft Dynamics 365
application.

The EY EVV solution ieverages Microsoft Dynamics Access teams to allow individuals to receive services from different service providers. Access teams are an extension of the
documented security model, which allows for strict control over access to information, while providing flexibility to share information with additional service providers when it is
appropriate and authorized to do so.

req.# | ID Contractor / Solution Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
100 PS.27 Solution must support encryption of Describe solution’s capability to TA.SP.34 S
ePHI, Pll and FTI that is being support encryption of ePHI, PII
transmitted, as appropriate. and FTI that is being transmitted.

Bidder's Response:

Microsoft uses encryption technology to protect customer data in Dynamics 365 while at rest in a Microsoft database and while it is in transit between user devices and our
datacenters. Connections established between customers and Microsoft datacenters are encrypted, and all public endpoints are secured using industry-standard TLS. TLS
effectively establishes a security-enhanced browser-to-server connection to help ensure data confidentiality and integrity between desktops and datacenters. After data encryption
is activated, it cannot be turned off.

Req# | ID Contractor / Solution Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
101 PS.28 Solution shouid support integrity controls | Describe solution’s capability to TA.SP.35 S
to guarantee that transmitted ePHI, PII, support integrity controls to
and FTI are not improperly modified guarantee that transmitted ePHI,
without detection (e.g. provide secure Pil and FTI are not improperly
claims transmission). modified without detection.

Bidder's Response:

Microsoft uses encryption technology to protect customer data in Dynamics 365 while at rest in a Microsoft database and while it is in transit between user devices and our
datacenters. Connections established between customers and Microsoft datacenters are encrypted, and all public endpoints are secured using industry-standard TLS. TLS
effectively establishes a security-enhanced browser-to-server connection to help ensure data confidentiality and integrity between desktops and datacenters. After data encryption
is activated, it cannot -~ *----d off.

Req.# | ID Contractor / Solution requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
102 PS.29 Solution should provide data integrity of Describe solution’s capability to TA.SP.36 S
ePHI, PIl and FTI by preventing and provide data integrity of ePHI, Pl
detecting improper alteration or and FTI by preventing and
destruction (e.g. double keying, message
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authentication, digital signature, check detecting inproper alteration or
sums etc.). destruction.

Bidder's Response:
The EY EVV solution leverages the configurable Microsoft Dynamics 365 security model to enforce data integrity and data privacy, while at the same time allowing for
necessary collaboration among system users. The infrastructure provides a variety of options to manage identity and access, including multifactor authentication, password
policy enforcement and role-based access control. The security model is as follows:

. Provides users with access only to the appropriate information required to do their jobs. This applies to all entities in the system, including, but not limited to, ptans of care,
service visits, claims and related records

. Categorizes users by role and restricts access based on those roles, including, but not limited to, state administrators, provider business managers, case managers,
physicians and external service providers

. Supports data sharing so that users and teams can be granted access to records that they do not own for a specified collaborative effort
. Prevents users from accessing records to which the user does not own or have permission to share

Provider organizations will supply a list or feed of users who require access. Those users will be provisioned licenses by the system administrator team via the Office 365
Admin Center. Within the EY EVV application, a user role will be provided which includes additional security options such as the following:

- Role-based security in Microsoft Dynamics 365, which focuses on grouping a set of privileges together that describe the responsibilities (or tasks that can be performed) for a
user. EY EVV security roles aggregate a set of user rights to make user security management easier. Also, each application deployment can define its own roles to meet the
needs of different users.

- Record-based security in Microsoft Dynamics 365 which focuses on access rights to specific records.
. Field-level security in Microsoft Dynamics 365, which restricts access to an entity’s specific high business impact fields only to specified users or teams.

The combination of role-based security, record-level security and field-level security will drive the overall security rights that users have within your custom Microsoft
Dynamics 365 application.

The EY EVV solution leverages Microsoft Dynamics Access teams to allow individuals to receive services from different service providers. Access teams are an extension of
the documented security model, which allows for strict control over access to information, while providing flexibility to share information with additional service providers when
it is appropriate and authorized to do so.

Req# | ID Contractor / Solution Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
D Code
103 PS.30 Solution must provide the capability that Describe solution’s capability for TA.SP.37 S
all system activity can be traced to a all system activity to be traced to a
specific user or entity. specific user or entity.

Bidder’s Response:
The EVV solution maintains a record and field level audit history with detail such as the source of information, when the information was received, the previous value of each field
and the new value of each field.

Req# | ID Contractor / Solution Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
104 PS.31 Solution should identify and respond to Describe how solution identifies TA.SP.38 S
suspected or known security and privacy | and responds to suspected or
incidents; mitigate any harmful effects known security and privacy
of security and privacy incidents that are | incidents; mitigates any harmful
known to the covered entity or business effects of security and privacy
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associate; and document security incidents that are known to the
incidents and their outcomes. (Such as covered entity or business
exceed maximum number of logon associate; and document security
attempts.) incidents and their outcomes.

Bidder's Response:

Microsoft has a global, 24x7 incident response service that works to mitigate the effects of attacks against Microsoft Azure. Attested by multiple security and compliance audits
(e.g., ISO/IEC 27018), Microsoft employs rigorous operations and processes at its data centers to prevent unauthorized access, including 24x7 video monitoring, trained security
personnel, smart cards and biometric controls.

Information security aspects of business continuity management are covered under the ISO 27001 standards, specifically addressed in Annex A, domain 14.1. For more
information, we suggest a review of the publicly available ISO standards for which we are certified. Recovery plans are validated on a regular basis per industry-leading practices
so that solutions are viable at time of event.

Azure responds to a potential data breach according to the security incident response process, which is a subset of the Microsoft Azure incident management plan. Azure's
security incident response is implemented using a five-stage process: Detect, Assess, Diagnose, Stabilize and Close. The Security Incident Response team may alternate
between the diagnose and stabilize stages as the investigation progresses. An overview of the security incident response process is below.

1. Detect - First indication of a potential incident.

2. Assess - An on-call incident response team member assesses the impact and severity of the event. Based on evidence, the assessment may or may not result in further
escalation to the security response team.

3. Diagnose - Security response resources conduct the technical or forensic investigation and identify containment, mitigation and workaround strategies. If the security team
believes that customer data may have become exposed to an unlawful or unauthorized individual, execution of the Customer Incident Notification process begins in parallel.

4. Stabilize and Recover - The incident response team creates a recovery plan to mitigate the issue. Crisis containment steps such as quarantining impacted systems may
occur immediately and in parallel with diagnosis. Longer-term mitigations may be planned, which occur after the immediate risk has passed.

5. Close and Post-Mortem - The incident response team creates a post-mortem that outlines the details of the incident, with the intention to revise policies, procedures and
processes to prevent a reoccurrence of the event.

Req# | ID Contractor / Solution Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
105 PSs.32 Sowuon must log system activity and Describe solution’s capability for TA.SP.39 S
enable analysts to examine system logging system activity and
activity in accordance with audit policies enabling analysts to examine
and procedures (error diagnosis, and system activity in accordance with
performance management) adopted by audit policies and procedures
thea=-—- adopted by the agency.

Bidder's Response:

The EVV solution maintains a record and field level audit history with detail such as the source of information, when the information was received, the previous value of each field
and the new value of each field.
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Req# | ID Contractor / Solution Requueinent Instructions to Bidder CMS Biduing ]?ap Description and Recommendation for
Checklist Ability Closure
ID Code
1Uo PS.33 Solution must support procedures for vescrie solution’s ability to TA.SP.41 S
guarding, monitoring, and detecting support procedures for guarding,
malicious software (e.g. viruses, worms, monitoring, and detecting
malicious code, etc.). malicious software.

Bidder's Response:

Microsoft has a global, 24x7 incident response service that works to mitigate the effects of attacks against Microsoft Azure. Attested by multiple security and compliance audits

(e.g., ISO/IEC 27018), Microsoft employs rigorous operations and processes at its data centers to prevent unauthorized access, including 24x7 video monitoring, trained security

personnel, smart cards and biometric controls.

Information security aspects of business continuity management are covered under the 1ISO 27001 standards, specifically addressed in Annex A, domain 14.1. For more

information, we suggest a review of the publicly available ISO standards for which we are certified. Recovery plans are validated on a reguiar basis per industry-leading practices

so that solutions are viable at time of event.

Azure responds to a potential data breach according to the security incident response process, which is a subset of the Microsoft Azure incident management plan. Azure’s

security incident response is implemented using a five-stage process: Detect, Assess, Diagnose, Stabilize and Close. The Security Incident Response team may aiternate

between the diagnose and stabilize stages as the investigation progresses. An overview of the security incident response process is below.

1. Detect - First indication of a potential incident.

2. Assess - An on-call incident response team member assesses the impact and severity of the event. Based on evidence, the assessment may or may not result in further
escalation to the security response team.

3. Diagnose - Security response resources conduct the technical or forensic investigation and identify containment, mitigation and workaround strategies. If the security team
believes that customer data may have become exposed to an unlawful or unauthorized individual, execution of the Customer Incident Notification process begins in parallel.

4. Stabilize and Recover - The incident response team creates a recovery plan to mitigate the issue. Crisis containment steps such as quarantining impacted systems may
occur immediately and in parallel with diagnosis. Longer-term mitigations may be planned, which occur after the immediate risk has passed.

5. Close and Post-Mortem - The incident response team creates a post-mortem that outlines the details of the incident, with the intention to revise policies, procedures and
processes to prevent a reoccurrence of the event.

Reg# | ID Contractor / Solution Requirement instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
107 PS.34 Solution should have the capability to Describe solution’s ability to have | TA.SP.42 S
provide provision of access to an provide provision or access {0 an
authorized user or request. authorized user or request.

Bidder's Response:

Provider organizations will supply a list or feed of users who require access. Those users will be provisioned licenses by the system administrator team via the Office 365 Admin
Center. Within the EY EVV application, a user role will be provided which includes additional security options.
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Req# | ID Contractor / Suiuuon ~equirement Instructions to Biduer CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
. 1D Code
108 ro.35 Solution shouia cornann indicators that 1 Describe solution’s ability to TA.SP.43 S

can be set to restrict distribution of ePHI,
Pil and FTI in situations where it would

normally be distributed.

contain indicators that can be set
to restrict distribution of ePHI, PII
and FTI in situations where it
would normally be distributed.

Bidder's Response:
The EY EVV solution leverages the configurable Microsoft Dynamics 365 security model to enforce data integrity and data privacy, while at the same time allowing for
necessary collaboration among system users. The infrastructure provides a variety of options to manage identity and access, including multifactor authentication, password
policy enforcement and role-based access control. The security model is as follows:

. Provides users with access only to the appropriate information required to do their jobs. This applies to all entities in the system, including, but not limited to, plans of care,
service visits, claims and related records

. Categorizes users by role and restricts access based on those roles, including, but not limited to, state administrators, provider business managers, case managers,
physicians and external service providers

. Supports data sharing so that users and teams can be granted access to records that they do not own for a specified collaborative effort

. Prevents users from accessing records to which the user does not own or have permission to share

Provider organizations will supply a list or feed of users who require access. Those users will be provisioned licenses by the system administrator team via the Office 365
Admin Center. Within the EY EVV application, a user role will be provided which includes additional security options such as the following:

. Role-based security in Microsoft Dynamics 365, which focuses on grouping a set of privileges together that describe the responsibilities (or tasks that can be performed) for
a user. EY EVV security roles aggregate a set of user rights to make user security management easier. Also, each application deployment can define its own roles to meet
the needs of different users.

. Record-based security in Microsoft Dynamics 365 which focuses on access rights to specific records.

. Field-level security in Microsoft Dynamics 365, which restricts access to an entity's specific high business impact fields only to specified users or teams.

The combination of role-based security, record-level security and field-level security will drive the overall security rights that users have within your custom Microsoft
Dynamics 365 application.
The EY EVV solution leverages Microsoft Dynamics Access teams to allow individuals to receive services from different service providers. Access teams are an extension of the
documented security model, which allows for strict control over access to information, while providing flexibility to share information with additional service providers when it is
appropriate and authorized to do so.

Req# | ID Contractor / Solution Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
D Code
109 PS.36 Solution should track disclosures of Descrive solution’s ability to track | TA.SP.44 w

ePHI, Pll and FTI; and provide

authorized users access to and reports

on the disclosures.

disclosures of ePHI, Pll and FTI;
and to provide authorized users
access to and reports on the
disclosures.

Bidder's Response:
The EY EVV solution can be configured to report disclosures of ePHI, Pll and FTI. Access to the reports and the disclosures would be subject to the security profile for the user.
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Reg# | ID Contractor / Solution Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
110 PS.37 Solution must have standard Access Describe solution’s capability for TASP.5 S
Control specifications including, but not standard Access Control
limited to: specifications, including all
(i) Assigning a unique name and/or identified items i through iv.
number for identifying and tracking user
identity.

(ii) Establishing and implementing, as
needed, emergency access procedures
for obtaining necessary electronic
protected health information (ePHI), P,
and FTI during an emergency.

(iii) Implementing electronic procedures
that terminate an electronic session after
a predetermined time of inactivity.

(iv) Implementing a mechanism to encrypt
and decrypt electronic protected health
inform~*-- (ePHI), Pll, and FTI.

Bidder’s Response:

The infrastructure provides a variety of options to manage identity and access, including multifactor authentication, password policy enforcement and role-based access control.

The security model:

. Provides users with access only to the appropriate information required to do their jobs, which applies to all entities in the system, including, but not limited to, plans of care,
service visits, claims and related records

. Categorizes users by role and restricts access based on those roles, including, but not limited to, state administrators, provider business managers, case managers,
physicians and external service providers

. Supports data sharing so that users and teams can be granted access to records that they do not own for a specified collaborative effort
- Prevents users from accessing records to which they do not own or have permission to share
. Enables the beneficiaries receiving services to provide an electronic signature at checkout to confirm the visit occurred and the services were provided

Provider organizations will supply a list or feed of users who require access. Those users will be provisioned licenses by the system administrator team via the Office 365 admin

center. Within the EY EVV application, a user role will be provided that includes additional security options such as:

- Role-based security in Microsoft Dynamics 365, which focuses on grouping a set of privileges together that describe the responsibilities (or tasks that can be performed) for
a user:

. EY EVV security roles aggregate a set of user rights to make user security management easier.
. Also, each application deployment can define its own roles to meet the needs of different users.
. Record-based security in Microsoft Dynamics 365 which focuses on access rights to specific records
. Field-level security in Microsoft Dynamics 365, which restricts access to an entity’s specific high business impact fields only to specified users or teams

The combination of role-based security, record-level security and field-level security will drive the overall security rights that users have within your custom Microsoft Dynamics
365 application.

The EY EVV solution leverages Microsoft Dynamics Access teams to allow individuals to receive services from different service providers. Access teams are an extension of the
documented security model, which allows for strict control over access to information, while providing flexibility to share information with additional service providers when it is
appropriate and aut---~3d to do so.
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Our EVV solution has been designed and conugured to allow authorized users enhanced security privileges to update records to correct for bad or incorrect data. An example is
that authorized users will be able to run system workflows to reset a service visit if a service provider has accidentally checked in to the incorrect service visit record from the
mobile application.

Req# | ID Contractor / Solution Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
1D Code
111 PS.38 Roles and responsibilities of individuals | Describe solution’s capability for TA.SP.50 S

should be separated through assigned | separating roles and
information access authorization as | responsibilities of individuals
necessary to prevent malevolent activity. | through assigned information
access authorization as
necessary to prevent malevolent
activity.

Bidder's Response:

Within the EY EVV application, a user role will be provided that includes additional security options such as:
- Role-based security in Microsoft Dynamics 365, which focuses on grouping a set of privileges together that describe the responsibilities (or tasks that can be performed) for
a user:

. EY EVV security roles aggregate a set of user rights to make user security management easier.
. Also, each application deployment can define its own roles to meet the needs of different users.
- Record-based security in Microsoft Dynamics 365 which focuses on access rights to specific records
. Field-tevel security in Microsoft Dynamics 365, which restricts access to an entity’s specific high business impact fields only to specified users or teams

The combination of role-based security, record-level security and field-level security will drive the overall security rights that users have within your custom Microsoft Dynamics
365 application.

Req# | ID Contractor / Soiuuon Requirement Instructions to Bidder CMS B ing | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
112 PS.39 User account access authorization Describe solution’s ability to TA.SP.51 S
should follow the concept of least manage user account access
privilege; allowing users access to only authorization following the
the information that is necessary to concept of least privilege —
accomplish assigned tasks in allowing users access to only the
accordance with business functions. information that is necessary to
accomplish assigned tasks in
accordance with their business
functions.

Bidder's Response:

Within the EY EVV application, a user role will be provided that includes additional security options such as:

. Role-based security in Microsoft Dynamics 365, which focuses on grouping a set of privileges together that describe the responsibilities (or tasks that can be performed) for
a user:

. EY EVV security roles aggregate a set of user rights to make user security management easier.
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- Also, each application deployment can define its own roles to meet the needs of different users.
- Record-based security in Microsoft Dynamics 365 which focuses on access rights to specific records
. Field-level security in Microsoft Dynamics 365, which restricts access to an entity’s specific high business impact fields only to specified users or teams

The combination of role-based security, record-level security and field-level security will drive the overall security rights that users have within your custom Microsoft Dynamics
365 application.

Reqg.# | ID vonuadctor / Solution Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
113 PS.40 Accounts should be disabled after 3 Describe solution’s process for TA.SP.52 S
consecutive invalid login attempts. disabling the account access after
3 consecutive invalid login
attempts.

Bidder's Response:
The EY EVV solution does disable accounts after multiple consecutive invalid login attempts. In addition:
EY EVV Solution Security

The EY EVV solution leverages the configurable Microsoft Dynamics 365 security model to enforce data integrity and data privacy, while at the same time allowing for necessary

collaboration among system users. The infrastructure provides a variety of options to manage identity and access, including multi-factor authentication, password policy

enforcement and role-based access control. The security model is as follows:

. Provides users with access only to the appropriate information required to do their jobs. This applies to all entities in the system, including but not limited to, plans of care,
service visits, claims and related records.

. Categorizes users by role and restricts access based on those roles, including but not limited to state administrators, provider business managers, case managers,
physicians and external service providers.

. Supports data sharing so that users and teams can be granted access to records that they do not own for a specified collaborative effort.
. Prevents users from accessing records to which the user does not own or cannot share.

Provider organizations will supply a list or feed of users who require access. Those users will be provisioned licenses by the system administrator team via the Office 365 Admin

Center. Within the EY EVV application, a user role will be provided which includes additional security options such as:

. Role-based security in Microsoft Dynamics 365, which focuses on grouping a set of privileges together that describe the responsibilities (or tasks that can be performed) for
a user. EY EVV security roles aggregate a set of user rights to make user security management easier. Also, each application deployment can define its own roles to meet
the needs of different users.

- Record-based security in Microsoft Dynamics 365 which focuses on access rights to specific records.
. Field-level security in Microsoft Dynamics 365 which restricts access to an entity’s specific high business impact fields only to specified users or teams.

The combination of role-based security, record-level security and field-level security will drive the overall security rights that users have within your custom Microsoft Dynamics
365 application.

The EY EVV solution leverages Microsoft Dynamics Access teams to allow individuals to receive services from different service providers. Access teams are an extension of the
documented security model, which allows for strict control over access to information, while providing flexibility to share information with additional service providers when it is
appropriate and authorized to do so.
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~eq# | ID Contractor / Solution Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
D Code
114 PS.41 User account access should be reviewed | Describe solution’'s process for | TA.SP.53 S

on a quarterly basis at a minimum. User
accounts should be appropriately
disabled as roles and responsibilities
change.

reviewing user account access
quarterly, and disabling accounts
as user roles and responsibilities
change.

Bidder's Response:

Access to customer data by Microsoft operations and support personnel is denied by default. When access to customer data is granted, leadership approval is required and then
access is carefully managed and logged. The access-control requirements are established by the following Azure Security Policy:
- No access to customer data, by default.

- No user or administrator accounts on customer virtual machines (VMs).

. Grant the least privilege thats required to complete task; audit and log access requests.

Azure support personnel are assigned unique corporate Active Directory accounts by Microsoft. Azure relies on Microsoft corporate Active Directory, managed by Microsoft
Information Technology (MSIT), to control access to key information systems. Multi-factor authentication is required, and access is granted only from secure consoles.
All access attempts are monitored and can be displayed via a basic set of reports.

Req# | ID Counwractor / Solution Requirerer Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
115 PS.42 After a State defined period of inactivity, Describe solution’s ability to TA.SP.54 S

the system should initiate a session lock;
the session lock should remain in place
until the user reestablishes access using
established identification and
authentication procedures.

initiate a session lock after a state
defined period of inactivity, and
ensuring the session lock stays in
place until the user reestablishes
access using established
identification and authentication
procedures.

Bidder's Response:

The EY EVV solution does automatically lock the system after 5 minutes of system inactivity. In addition to that the solutions password management solution

This layer of security governs who can see what within your Dynamics 365 service. These controls and processes will be critically important to your information security, because
many data breaches originate from within an organization.
- Customizable security roles govern user access and the actions they can perform.

. Business data auditing allows organizations to maintain an audit trail that demonstrates accountability from beginning to end.

. Field-evel security controls permission rights to read, create, or write in data fields, allowing enterprises to restrict access to specific high-business/

. -impact fields in an entity to specified users or team.

« Role-based forms control the visibility of data for a specific record type.
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Req.# | ID Contractor / Solution Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
116 PS.43 osowudon should enforce physical access | Describe how solution enforces | TA.SP.56 S
authorizations for all physical access physical access authorizations for
points (including designated entry/exit all physical access points to the
points) to the facility where the facility where the solution resides.
information system resides (excluding
those areas within the facility officially
designated as publicly accessible).

Bidder's Response:

EY data centers are kept secure to ISO 27001 standards, and industry-leading practices. The data center(s) are locked with controlled access limited to personnel who need
access; and have access logs that are audited periodically. If State of Nebraska data is kept on SharePoint sites established specifically to support NE work efforts, that SharePoint
site would be hosted in an EY ¢~*= -==*--

Req# | ID Contractor / Solution Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
117 PS.44 Solution should manuain a current list of | Describe solution’s process for TA.SP.57 S
personnel with authorized access to the maintaining a current list of
space where required (e.g. review and personnel with authorized access

approval of access list and authorization | to the space where solution
credentials at least once every 180 days, | resides and the process for
removes personnel from the access list maintaining the list.

that no longer require access).

Bidder's Response:

EY data centers are kept secure to ISO 27001 standards, and industry-leading practices. The data center(s) are locked with controlled access limited to personnel who need
access; and have access logs that are audited periodically. If State of Nebraska data is kept on SharePoint sites established specifically to support NE work efforts, that SharePoint
site would be hosted in an EY data center.

Req# | ID Contractor / Solution Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
D Code
118 PS.45 Physical access to information system Describe solution’s ability to TA.SP.58 S

distribution and transmission lines must control physical access to

be controlled within the facility to prevent | information system distribution
unauthorized access. and transmission lines within the
facility to prevent unauthorized
access.

Bidder's Response:

We are proposing EVV as a managed service (software as a service) which operates in the Microsoft Government Cloud.

Microsoft designs, builds, and operates datacenters in a way that strictly controls physical access to the areas where your data is stored. Microsoft understands the importance
of protecting your data, and is committed to helping secure the datacenters that contain your data. We have an entire division at Microsoft devoted to designing, building, and
operating the physical facilities supporting Azure. This team is invested in maintaining state-of-the-art physical security.

Microsoft takes a layered approach to physical security, to reduce the risk of unauthorized users gaining physical access to data and the datacenter resources. Datacenters
managed by Microsoft have extensive layers of protection: access approval at the facility's perimeter, at the building’s perimeter, inside the building, and on the datacenter floor.
Layers of physical security are:
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- Access request and approval. Authorized personnel must request access prior to arriving at the datacenter. They required to provide a valid business justification for your
visit, such as compliance or auditing purposes. All requests are approved on a need-to-access basis by Microsoft employees. A need-to-access basis helps keep the
number of individuals needed to complete a task in the datacenters to the bare minimum.

«  On a quarterly basis, the Microsoft Security Officer sends reports to the authorized personnel with authority to approve data center access. The reports contain the list of
persons who currently have access to the data centers. The authorized personnel audit the list to ensure all persons still require access and have the least privileged access
level necessary to perform their job function.

- After Microsoft grants permission, an individual only has access to the discrete area of the datacenter required, based on the approved business justification. Permissions
are limited to a certain period of time, and then expire.

- Facility’s perimeter. When arriving at a datacenter, authorized visitors are required to go through a well-defined access point. Typically, tall fences made of steel and
concrete encompass every inch of the perimeter. There are cameras around the datacenters, with a security team monitoring their videos at all times.

- Building entrance. The datacenter entrance is staffed with professional security officers who have undergone rigorous training and background checks. These security
officers also routinely patrol the datacenter, and monitor the videos of cameras inside the datacenter at all times.

- Inside the building. After you enter the building, authorized visitors must pass two-factor authentication with proxy card access readers (card access badge required) and
hand geometry biometric readers to continue moving through the datacenter. If an identity is validated, the authorized visitors can enter only the portion of the datacenter
that has been approved for access. Authorized visitors can stay there only for the duration of the time approved.

- Datacenter floor. Authorized visitors are only allowed onto the floor that has been approved for entry. Authorized visitors are required to pass a full body metal detection
screening. To reduce the risk of unauthorized data entering or leaving the datacenter without our knowledge, only approved devices can make their way into the datacenter
floor. Additionally, video cameras monitor the front and back of every server rack. When an authorized visitor exits the datacenter floor, the visitor again must pass through
full body metal detection screening. To leave the datacenter, any visitor is required to pass through an additional security scan.

Microsoft requires visitors to surrender badges upon departure from any Microsoft facility.

Req# | ID vounuactor / Solution Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
D Cor'~

119 PS.46 Solution mus. yuard against unauthorized | Describe solution's capabilities for | TA.SP.6 S

access to electronic protected health guarding against unauthorized

information (ePHI), PIl, or FTI that is access to ePHI, PIl or FTI that is

being transmitted over an electronic being transmitted over an

communications network. electronic communications

network.

Bidder's Response:

Microsoft uses encryption technology to protect customer data in Dynamics 365 while at rest in a Microsoft database and while it is in transit between user devices and our
datacenters. Connections established between customers and Microsoft datacenters are encrypted, and all public endpoints are secured using industry-standard TLS. TLS
effectively establishes a security-enhanced browser-to-server connection to help ensure data confidentiality and integrity between desktops and datacenters. After data encryption
is activated, it cannot be turned off.

Req# | ID Contractor / Solution Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code N
120 PS.47 Solution should implement policies and Describe solution’s policies and TA.SP.7 S
procedures that govern the receipt and procedures that govern the receipt
removal of hardware and electronic media | and removal of hardware and
electronic media that contain
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[ that contain electronic protected health ePHI, Pll or FTI, and the process
‘ information (ePHI), Pll or FTI). for maintaining policies and
| - procedures.

Biauer s response:

Microsoft uses best practice procedures and a wiping solution that is NIST 800-88 compliant. For hard drives that can’t be wiped, we use a destruction process that destroys it
and renders the recovery of information impossible. This destruction process can be to disintegrate, shred, pulverize, or incinerate. We determine the means of disposal
according to the asset type. Microsoft retains records of the destruction.

Upon a system’s end-of-life, Microsoft operational personnel follow rigorous data handling and hardware disposal procedures to assure that hardware containing your data is not
made available to untrusted parties. Microsoft uses a secure erase approach for hard drives that support it. For hard drives that can't be wiped, Microsoft uses a destruction
process that destroys the drive and renders the recovery of information impossible. This destruction process can be to disintegrate, shred, pulverize, or incinerate. Microsoft
determines the means of disposal according to the asset type. Microsoft retains records of the destruction. All Azure services use approved media storage and disposal
management services.

Req# | ID Contractor / suiuuon Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
D Code

121 PS.48 Solution must emorce a sufficient level of | Describe solution’s capability to TA.SP.70 S

authentication / identification against enforce a sufficient level of

fraudulent transmission and imitative authentication / identification

communications deceptions by validating against fraudulent transmission

the transmission, message, station or and imitative communications

individual. deceptions by validating the

transmission, message, station or
- individual.

Bidder's Response:
The infrastructure provides a variety of options to manage identity and access, including multifactor authentication, password policy enforcement and role-based access control.

Req# | ID Contractor / Solution Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
122 PS.49 Sensitive data in transit that requires Describe solution’s ability to TASP.72 S
confidentiality protection must be encrypt sensitive data in transit
encrypted following industry-standards that require confidentiality
when traversing entity boundaries. For protection, following industry-
data in transit where the only concern is standards when traversing entity
the protection of integrity, hashing boundaries.
techniques and message authentication
codes can be used instead of encryption.

Bidder's Response:

Microsoft uses encryption technology to protect customer data in Dynamics 365 while at rest in a Microsoft database and while it is in transit between user devices and our
datacenters. Connections established between customers and Microsoft datacenters are encrypted, and all public endpoints are secured using industry-standard TLS. TLS
effectively establishes a security-enhanced browser-to-server connection to help ensure data confidentiality and integrity between desktops and datacenters. After data encryption
is activated, it cannot be turned off.
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Req# | ID Contractor / Solution Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
L D Code
m?: PS.50 Solution must use only FIPS Pub 140-2- Describe soluuoun s process for 1ADF.[4 S
approved (or higher) encryption using FIPS Pub 140-2 approved
algorithms. (or higher) encryption algorithms.

Bidder's Response:

NIST publishes a list of vendors and their cryptographic modules validated for Federal Information Processing Standard Publication 140-2 (FIPS 140-2). Rather than validate
individual components and products, Microsoft certifies the underlying cryptographic modules used in Microsoft products, including Microsoft business cloud services, with each
new release of the Windows operating system. This enables customers to configure and use those services in a way that helps meet their information encryption and compliance
requirements.

Validated Microsoft business cloud services include Azure, Azure Government, Dynamics 365, Dynamics 365 Government, Office 365, Office 365 US Government, Office 365 US
Government Defense, Windows and Windows Server.

Certification goes into effect when Microsoft receives validation from NIST; it does not expire.

keg.# | 1w wontractor / Solution Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
. iD Code
124 PS.51 svulution must empioy marncious code Describe solution’s capability to TA.SP.75 S
protection mechanisms at IT system employ malicious code protection
information system entry and exit points mechanisms at IT system
and at workstations, servers, or mobile information system entry and exit
computing devices on the network to points and at workstations,
detect and eradicate malicious code. servers, or mobile computing
devices on the network to detect
and eradicate malicious code.

Bidder's Response:

Microsoft security researchers are constantly on the lookout for threats. They have access to an expansive set of telemetry gained from Microsoft's global presence in the cloud
and on-premises. This wide-reaching and diverse coltection of datasets enables Microsoft to discover new attack patterns and trends across its on-premises consumer and
enterprise products, as well as its online services. As a result, Security Center can rapidly update its detection algorithms as attackers release new and increasingly sophisticated
exploits. This approach helps you keep pace with a fast-moving threat environment.

Security Center threat detection works by automatically collecting security information from your Azure resources, the network, and connected partner solutions. It analyzes this
information, often correlating information from multiple sources, to identify threats. Security alerts are prioritized in Security Center along with recommendations on how to
remediate the threat.

Security Center employs advanced security analytics, which go far beyond signature-based approaches. Breakthroughs in big data and machine learning technologies are
leveraged to evaluate events across the entire cloud fabric — detecting threats that would be impossible to identify using manual approaches and predicting the evolution of
attacks. These security analytics include:

. Integrated threat intelligence: looks for known bad actors by leveraging global threat intelligence from Microsoft products and services, the Microsoft Digital Crimes Unit
(DCU), the Microsoft Security Response Center (MSRC), and external feeds.

. Behavioral analytics: applies known patterns to discover malicious behavior.

. Anomaly detection: uses statistical profiling to build a historical baseline. It alerts on deviations from established baselines that conform to a potential attack vector.
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Threat intelligence

Microsoft has an immense amount of global threat intelligence. Telemetry flows in from multiple sources, such as Azure, Office 365, Microsoft CRM online, Microsoft Dynamics

AX, outlook.com, MSN.com, the Microsoft Digital Crimes Unit (DCU) and Microsoft Security Response Center (MSRC). Researchers also receive threat intelligence information

that is shared among major cloud service providers and subscribes to threat intelligence feeds from third parties. Azure Security Center can use this information to alert you to

threats from known bad actors.

. Outbound communication to a malicious IP address: outbound traffic to a known botnet or darknet likely indicates that your resource has been compromised and an
attacker it attempting to execute commands on that system or exfiltrate data. Azure Security Center compares network traffic to Microsoft’s global threat database and alerts
you if it detects communication to a malicious IP address.

Behavioral analytics

Behavioural analytics is a technique that analyzes and compares data to a collection of known patterns. However, these patterns are not simple signatures. They are determined

through complex machine learning algorithms that are applied to massive datasets. They are also determined through careful analysis of malicious behaviours by expert

analysts. Azure Security Center can use behavioural analytics to identify compromised resources based on analysis of virtual machine logs, virtual network device logs, fabric

logs, crash dumps and other sources.

In addition, there is correlation with other signals to check for supporting evidence of a widespread campaign. This correlation helps to identify events that are consistent with

established indicators of compromise. Some examples include:

- Suspicious process execution: Attackers employ several techniques to execute malicious software without detection. For example, an attacker might give malware the
same names as legitimate system files but place these files in an alternate location, use a name that is very similar to a benign file, or mask the file's true extension. Security
Center models processes behaviors and monitors process executions to detect outliers such as these.

. Hidden malware and exploitation attempts: Sophisticated malware is able to evade traditional antimalware products by either never writing to disk or encrypting software
components stored on disk. However, such malware can be detected using memory analysis, as the malware must leave traces in memory in order to function. When
software crashes, a crash dump captures a portion of memory at the time of the crash. By analyzing the memory in the crash dump, Azure Security Center can detect
techniques used to exploit vuinerabilities in software, access confidential data, and surreptitiously persist with-in a compromised machine without impacting the performance
of your machine.

. Lateral movement and internal reconnaissance: To persist in a compromised network and locate/harvest valuable data, attackers often attempt to move laterally from the
compromised machine to others within the same network. Security Center monitors process and login activities in order to discover attempts to expand an attacker’s
foothold within the network, such as remote command execution network probing, and account enumeration.

- Malicious PowerShell Scripts: PowerShell is being used by attackers to execute malicious code on target virtual machines for a variety of purposes. Security Center
inspects PowerShell activity for evidence of suspicious activity.

. Outgoing attacks: Attackers often target cloud resources with the goal of using those resources to mount additional attacks. Compromised virtual machines, for example,
might be used to launch brute force attacks against other virtual machines, send SPAM, or scan open ports and other devices on the internet. By applying machine learning
to network traffic, Security Center can detect when outbound network communications exceed the norm. In the case of SPAM, Security Center also correlates unusual email
traffic with intelligence from Office 365 to determine whether the mail is likely nefarious or the result of a legitimate email campaign.

Anomaly detection

Azure Security Center also uses anomaly detection to identify threats. In contrast to behavioural analytics (which depends on known patterns derived from large data sets),
anomaly detection is more “personalized” and focuses on baselines that are specific to your deployments. Machine learning is applied to determine normal activity for your
deployments and then rules are generated to define outlier conditions that could represent a security event. Here's an example:

. Inbound RDP/SSH brute force attacks: Your deployments may have busy virtual machines with a lot of logins each day and other virtual machines that have very few or
logins. Azure Security Center can determine baseline login activity for these virtual machines and use machine learning to define what is outside of normal login activity. If
the number of logins, or the time of day of the logins, or the location from which the logins are requested, or other login-related characteristics are significantly different from
the baseline, then an alert may be generated. Again, machine learning determines what is significant.
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Continuous threat intelligence monitoring

Azure Security Center operates security research and data science teams that continuously monitor for changes in the threat landscape. This includes the following initiatives:
. Threat intelligence monitoring: Threat intelligence includes mechanisms, indicators, implications and actionable advice about existing or emerging threats. This
information is shared in the security community and Microsoft continuously monitors threat intelligence feeds from internal and external sources.

. Signal sharing: Insights from security teams across Microsoft’s broad portfolio of cloud and on-premises services, servers, and client endpoint devices are shared and
analyzed.

. Microsoft security specialists: Ongoing engagement with teams across Microsaoft that work in specialized security fields, like forensics and web attack detection.

. Detection tuning: Algorithms are run against real customer data sets and security researchers work with customers to validate the results. True and false positives are used
to refine machine learning algorithms.

These combined efforts culminate in new and improved detections, which you can benefit from instantly — there’s no action for you to take.
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Reg# | ID Contractor / Solution Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
D ~--e
125 PS.52 Solution must update malicious code Describe solution’s process for TA.SP.76 o
protection mechanisms (including updating malicious code
signature definitions) whenever new protection mechanisms (including
releases are available in accordance with | signature definitions) whenever
IT system configuration management new releases are available in
policy and procedures. accordance with IT system
configuration management policy
and procedures.

Bidder s Response:
Microsoft security researchers are constantly on the lookout for threats. They have access to an expansive set of telemetry gained from Microsoft’s global presence in the cloud
and on-premises. This wide-reaching and diverse collection of datasets enables Microsoft to discover new attack patterns and trends across its on-premises consumer and
enterprise products, as well as its online services. As a result, Security Center can rapidly update its detection algorithms as attackers release new and increasingly sophisticated
exploits. This approach helps you keep pace with a fast-moving threat environment.
Security Center threat detection works by automatically collecting security information from your Azure resources, the network, and connected partner solutions. It analyzes this
information, often correlating information from multiple sources, to identify threats. Security alerts are prioritized in Security Center along with recommendations on how to
remediate the threat.
Security Center employs advanced security analytics, which go far beyond signature-based approaches. Breakthroughs in big data and machine learning technologies are
leveraged to evaluate events across the entire cloud fabric — detecting threats that would be impossible to identify using manual approaches and predicting the evolution of
attacks. These security analytics include:

- Integrated threat intelligence: looks for known bad actors by leveraging global threat intelligence from Microsoft products and services, the Microsoft Digital Crimes Unit
(DCU), the Microsoft Security Response Center (MSRC), and external feeds.

. Behavioral analytics: applies known patterns to discover malicious behavior.
. Anomaly detection: uses statistical profiling to build a historical baseline. It alerts on deviations from established baselines that conform to a potential attack vector.

Threat intelligence

Microsoft has an immense amount of global threat intelligence. Telemetry flows in from multiple sources, such as Azure, Office 365, Microsoft CRM online, Microsoft Dynamics

AX, outlook.com, MSN.com, the Microsoft Digital Crimes Unit (DCU) and Microsoft Security Response Center (MSRC). Researchers also receive threat intelligence information

that is shared among major cloud service providers and subscribes to threat intelligence feeds from third parties. Azure Security Center can use this information to alert you to

threats from known bad actors.

«  Outbound communication to a malicious IP address: outbound traffic to a known botnet or darknet likely indicates that your resource has been compromised and an
attacker it attempting to execute commands on that system or exfiltrate data. Azure Security Center compares network traffic to Microsoft’s global threat database and alerts
you if it detects communication to a malicious IP address.

Behavioral analytics

Behavioural analytics is a technique that analyzes and compares data to a collection of known patterns. However, these patterns are not simple signatures. They are determined
through complex machine learning algorithms that are applied to massive datasets. They are also determined through careful analysis of malicious behaviours by expert
analysts. Azure Security Center can use behavioural analytics to identify compromised resources based on analysis of virtual machine logs, virtual network device logs, fabric
logs, crash dumps and other sources.

In addition, there is correlation with other signals to check for supporting evidence of a widespread campaign. This correlation helps to identify events that are consistent with
established indicators of compromise. Some examples include:
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. Suspicious process execution: Attackers employ several techniques to execute malicious software without detection. For example, an attacker might give malware the
same names as legitimate system files but place these files in an alternate location, use a name that is very similar to a benign file, or mask the file's true extension. Security
Center models processes behaviors and monitors process executions to detect outliers such as these.

. Hidden malware and exploitation attempts: Sophisticated malware is able to evade traditional antimalware products by either never writing to disk or encrypting software
components stored on disk. However, such malware can be detected using memory analysis, as the malware must leave traces in memory in order to function. When
software crashes, a crash dump captures a portion of memory at the time of the crash. By analyzing the memory in the crash dump, Azure Security Center can detect
techniques used to exploit vulnerabilities in software, access confidential data, and surreptitiously persist with-in a compromised machine without impacting the performance
of your machine.

. Lateral movement and internal reconnaissance: To persist in a compromised network and locate/harvest valuable data, attackers often attempt to move laterally from the
compromised machine to others within the same network. Security Center monitors process and login activities in order to discover attempts to expand an attacker’s
foothold within the network, such as remote command execution network probing, and account enumeration.

. Malicious PowerShell Scripts: PowerShell is being used by attackers to execute malicious code on target virtual machines for a variety of purposes. Security Center
inspects PowerSheli activity for evidence of suspicious activity.

. Outgoing attacks: Attackers often target cloud resources with the goal of using those resources to mount additional attacks. Compromised virtual machines, for example,
might be used to launch brute force attacks against other virtual machines, send SPAM, or scan open ports and other devices on the internet. By applying machine learning
to network traffic, Security Center can detect when outbound network communications exceed the norm. In the case of SPAM, Security Center also correlates unusual email
traffic with intelligence from Office 365 to determine whether the mail is likely nefarious or the result of a legitimate email campaign.

Anomaly detection

Azure Security Center also uses anomaly detection to identify threats. In contrast to behavioural analytics (which depends on known patterns derived from large data sets),
anomaly detection is more “personalized” and focuses on baselines that are specific to your deployments. Machine learning is applied to determine normal activity for your
deployments and then rules are generated to define outlier conditions that could represent a security event. Here’s an example:

. Inbound RDP/SSH brute force attacks: Your deployments may have busy virtual machines with a lot of logins each day and other virtual machines that have very few or
logins. Azure Security Center can determine baseline login activity for these virtual machines and use machine learning to define what is outside of normal login activity. If
the number of logins, or the time of day of the logins, or the location from which the logins are requested, or other login-related characteristics are significantly different from
the baseline, then an alert may be generated. Again, machine learning determines what is significant.

Continuous threat intelligence monitoring

Azure Security Center operates security research and data science teams that continuously monitor for changes in the threat landscape. This includes the following initiatives:
. Threat intelligence monitoring: Threat intelligence includes mechanisms, indicators, implications and actionable advice about existing or emerging threats. This
information is shared in the security community and Microsoft continuously monitors threat intelligence feeds from internal and external sources.

.  Signal sharing: Insights from security teams across Microsoft’s broad portfolio of cloud and on-premises services, servers, and client endpoint devices are shared and
analyzed.

. Microsoft security specialists: Ongoing engagement with teams across Microsoft that work in specialized security fields, like forensics and web attack detection.

. Detection tuning: Algorithms are run against real customer data sets and security researchers work with customers to validate the results. True and faise positives are used
to refine machine learning algorithms.

These combined efforts culminate in new and improved detections, which you can benefit from instantly — there’s no action for you to take.

Req.# | 1D Contractor / Solution Requirement Instructions to Biauer CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
126 PS.53 Solution must unplement and maintain Describe solution’s capabilities for | TA.SP.77 S
reasonable and appropriate implementing and maintaining
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administrative, technical, and physica reasonable and appropriate
safeguards for protecting ePHI, P!l and administrative, technical, and
FT1in accordance with the HIPAA physical safeguards for protecting
Security Rule on a control by control basis | ePHI, PIl and FTI in accordance
as defined by the NIST Cybersecurity with the HIPAA Security Rule on a
Framework and NIST SP 800-53. control by control basis as defined
by the NIST Cybersecurity
Framework and NIST SP 800-53.

Bidder's Response:

The NIST promotes and maintains measurement standards and guidance to help organizations assess risk. In response to Executive Order 13636 on strengthening the
cybersecurity of federal networks and critical infrastructure, NIST released the Framework for improving Critical Infrastructure Cybersecurity (FICIC) in February 2014.

The main priority of the FICIC is to establish a set of standards and practices to help organizations manage cybersecurity risk, while enabling business efficiency. The NIST CSF
addresses cybersecurity risk without imposing additional regulatory requirements for both government and private sector organizations.

The FICIC references globally recognized standards including NIST SP 800-53 found in Appendix A of the NIST's 2014 Framework for Improving Critical Infrastructure
Cybersecurity. Each control within the FICIC framework is mapped to corresponding NIST 800-53 controls within the FedRAMP Moderate Baseline.

As the framework was designed to be voluntary, the NIST has not formalized an accreditation process. However, Microsoft cloud services have undergone independent, third-
party FedRAMP Moderate and High Baseline audits and are certified according to the FedRAMP standards.

Req# | I Contractor / Solution Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
127 PS.54 Solution shuuia support audit cunuuls 1or Describe solution’s ability to TA.SP.9 S
hardware, software, and/or procedural support audit controls for
mechanisms that record and examine hardware, software, and/or
activity in information systems that contain | procedural mechanisms that
or use ePHI. record and examine activity in
information systems that contain
or use ePHI.

Bidder's Response:

The EVV solution maintains a record and field level audit history with detail such as the source of information, when the information was received, the previous value of each field
and the new value of each field.
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Req# | ID Contractor / Solution Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
128 PS.55 Contracwr must provide a hosting Describe the solution’s hosting N/A S
environment for all solution components environment and how it meets

that has a Federal Risk and Authorization | identified standards.
Management Program (FedRAMP)
Certification, FedRAMP Risk Assessment
that indicates compliance, has a
documented NIST 800-53 Rev 4 at a
“‘moderate” system risk assessment
designation, or is Statement on Standards
for Attestation Engagements (SSAE-16)
SOC 1 Type 2 and SOC 2 Type 2
compliant.

Bidder's Response:

NIST promotes and maintains measurement standards and guidance to help organizations assess risk. In response to Executive Order 13636 on strengthening the cybersecurity
of federal networks and critical infrastructure, NIST released the Framework for Improving Critical Infrastructure Cybersecurity (FICIC) in February 2014.

The main priority of the FICIC is to establish a set of standards and practices to help organizations manage cybersecurity risk, while enabling business efficiency. The NIST CSF
addresses cybersecurity risk without imposing additional regutatory requirements for both government and private sector organizations.

The FICIC references globally recognized standards including NIST SP 800-53 found in Appendix A of the NIST's 2014 Framework for Improving Critical Infrastructure
Cybersecurity. Each control within the FICIC framework is mapped to corresponding NIST 800-53 controls within the FedRAMP Moderate Baseline.

As the framework was designed to be voluntary, the NIST has not formalized an accreditation process. However, Microsoft cloud services have undergone independent, third-
party FedRAMP Moderate and High Baseline audits and are cer*“-- -~cording to the FedRAMP standards.
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DHHS must meet all federal reporting requirements, as well as those imposed by Nebraska regulations and policies. In addition, Program Integrity efforts wili depend heavily on
reporting capabilities from the EVV visit and claim data. Describe in the specific requirements below how Bidder's Solution provides these capabilities.

~eq# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
129 RR.1 Solution reporting moduie snould provide Describe how the solution N/A S
reports in a variety of formats (hard copy, reporting module will make reports
PDF, excel, csv, etc.). available in a variety of formats
(hard copy, PDF, excel, csv, etc.).
Bidder's Response:
The EY EVV solution comes with a set of 10 standard reports and the capability to run ad hoc reporting at will.
Req# | ID Contractor / Solution/Requirement Instructions to Biuuer CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
D Code
130 RR.2 Solution should maxe a complete set of Describe how the solution will N/A S

data related to visits submitted for

verifications, including but is not limited to

the following elements, available for
reporting:

. Individual receiving services

. Direct care worker

. Provider

. Location of visit

. Date of visit

. Start time of visit

. End time of visit

C~NDODWN =

personal assistance services)

9. Manual or electronic verification
10. Missed visits

11. Late visits

12. Independent verification by individual

receiving services
13. Payer (like an MCO)

14. System which captured the visit data

. Services delivered (e.g., respite, chore,

make a complete set of data
related to visits submitted for
verifications, including but is not
limited to the following elements,
available for reporting:

1. Individual receiving services

. Direct care worker

. Provider

. Location of visit

. Date of visit

. Start time of visit

. End time of visit

. Services delivered (e.g.,
respite, chore, personal
assistance services)

9. Manual or electronic verification
10. Missed visits

11. Late visits

12. Independent verification by
individual receiving services

13. Payer (like an MCO)

14. System which captured the
visit data.

Provide a complete list of data
elements available for purposes of
reporting.

Co~NONDWN
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Bidder's Response:

The EY EVV system provides a standard suite of reports to Ml DHHS, provider agencies and managed care organizations. In addition, the system allows the use data elements to
query and generate ad hoc reports.

A standard set of reports is included with the EY EVV solution, including, but not limited to:

.  Service provider workload — service visits by provider

. Schedule deviation alerts — late service visits

- Missed visits by provider — service visits that have been missed by provider

. Authorization requests — plans of care pending approval

. Auto-verified requests — service visits that have been auto-verified

. Verified versus unverified service visits with prior authorizations and plans of care

. Paid/unpaid claims — with total amount paid versus unpaid

. Claim totals by provider and waiver program

. Performance of provider organizations and individual providers, including errors and noncompliance with EVV use

In addition, the EY EVV solution contains configurable record views, reports (both pre-built and ad hoc) and dashboards. The built-in reporting engine and wizard allow
administrators and end users to configure personal reports in real time and save those reports for future use. The advanced find tool allows for ad hoc querying of data across
system objects.

Reports will leverage the defined security model and can be consumed via the EVV web application. In addition to the native reporting options, the Dynamics 365 API allows third-
party reporting tools to consume data from the EY EVV solution.

Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
131 RR.3 The final library of standard reports will be | Provide a listing and examples of N/A w
developed under direction of DHHS. the default standard library of
DHHS will have final decisions regarding reports available.
report capabilities, frequencies, access

and output methods.

Bidder's Resporise:

The EY EVV system provides a standard suite of reports to Ml DHHS, provider agencies and managed care organizations. In addition, the system allows the use data elements to
query and generate ad hoc reports.

A standard set of reports is included with the EY EVV solution, including, but not limited to:

. Service provider workload — service visits by provider

- Schedule deviation alerts — late service visits

. Missed visits by provider — service visits that have been missed by provider

. Authorization requests — plans of care pending approval

. Auto-verified requests — service visits that have been auto-verified

. Verified versus unverified service visits with prior authorizations and plans of care
. Paid/unpaid claims — with total amount paid versus unpaid

. Claim totals by provider and waiver program

. Performance of provider organizations and individual oroviders, including errors and noncompliance with EVV use
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system objects.

In addition, the EY EVV solution contains configurawie record views, reports (both pre-built and ad hoc) and dashboards. The built-in reporting engine and wizard allow
administrators and end users to configure personal reports in real time and save those reports for future use. The advanced find tool allows for ad hoc querying of data across

Reports will leverage the defined security model and can be consumed via the EVV web application. In addition to the native reporting options, the Dynamics 365 API allows third-

Contractor’'s solution should provide ad
hoc reporting functionality. Ad hoc
reporting functionality will utilize “point and
click” technology.

bidder's solution will provide ad
hoc reporting functionality, and
how solution will utilize “point and
click” technology.

| ~~*reporting t~=~'~ *~ consume data from the EY EVV solution.
Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
132 RR.4 Contractor should use a standard | Describe the methodology for N/A S
methodology for generating reports. | generating reports.Describe how

Bidder's Response:

The built-in reporting engine and wizard allow administrators and end users to configure personal reports in real time and save those reports for future use. The advanced find tool
allows for ar' =-- guerying ~* “~*~ across system objects.

FReq.# ID Contractor / Suiuuurykequirement instructions to Bidder CMS Bidding | Gap uésunption and Recommendation for
Checklist Ability Closure
ID Code
133 RR.5 Contractor must provide a report of Provide an example of the N/A S
verified visits that will be availabie to report(s) of verified visits that will
billing providers on an agreed cadence. be available to billing providers.
Bidder's Response:
A standard set of reports is included with the EY EVV solution, including, but not limited to:
. Service provider workioad — service visits by provider
. Authorization requests — plans of care pending approval
. Auto-verified requests — service visits that have been auto-verified
. Verified versus unverified service visits with prior authorizations and plans of care
. Performance of provider organizations and individual providers, including errors and noncompliance with EVV use
Req# | ID Contractor / Solution/Requirement lnsuuctions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
134 RR.6 Solution must provide a report of visits not | Provide an example ui e report N/A S
verified that will be available to billing of visits not verified that will be
providers. available to billing providers.

Bidder's Response:

A standard set of reports is included with the EY EVV solution, including, but not limited to:
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. Service provider workload — service visits by provider

. Schedule deviation alerts — late service visits

. Missed visits by provider — service visits that have been missed by provider

. Authorization requests — plans of care pending approval

. Verified versus unverified service visits with prior authorizations and plans of care

. Performance of provider organizations and individual providers, including errors and noncompliance with EVV use

Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
135 RR.7 Solution should be able to create a report | Describe how DHHS will be able N/A w
of all daily transactions by type. to access a report of all daily
transactions by type, and provide
an example of the report.

Bidder's Response:

The EY EVV solution can be configured to report all daily transactions by type.

Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS fBidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code

136 RR.8 Solution’s reporting system shall be Describe how the reporting N/A S

configurable so that standard reports can system shall be configurable so

be changed easily over the life of the that standard reports can be

contract. changed easily over the life of the

contract.

Bidder's Response:

The EY EVV system provides a standard suite of reports for DHHS, provider agencies and MCOs. In addition, the system allows DHHS to use data elements to query and generate
additional reports which can be saved for later use.

The EY EVV solution also contains configurable record views, reports (both pre-built and ad hoc) and dashboards. The built-in reporting engine and wizard aliow administrators and
end users to configure personal reports in real time and save those reports for future use. The Advanced Find tool allows for ad hoc querying of data across system objects.
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Req.# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
137 Rkr.y Solution must proviue for role-based Describe how users will have role- N/A S

access to reporting functionality and data based access to reporting
rights. For example, providers must have | functionality and data rights.
access to reports for services they have
provided and case managers will have
access to reports for individuals for whom
they manage care. (Not all users can
access all reports.)

Bidder's mesponse:

Reports will leverage the defined security model and can be consumed via the EVV web application. In addition to the native reporting options, the Dynamics 365 API allows third-
party reporting tools to consume data from the EY EVV solution.

rey.# ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checkiist Ability Closure
ID Code
138 RR.10 Solution should allow authorizeu useis to | Describe how solution shall allow N/A S
design, save and share configurable authorized users to design, save
dashboards and reports. and share configurable
dashboards and reports.

Bidder's Response:

Reports will leverage the defined security model and can be consumed via the EVV web application. In addition to the native reporting options, the Dynamics 365 API allows third-
party reporting tools to consume data from the EY EVV solution. The EY EVV solution also contains configurable record views, reports (both pre-built and ad hoc) and dashboards.
The built-in reporting engine and wizard allow administrators and end users to configure personal reports in real time and save those reports for future use. The Advanced Find tool

allows for ad hoc querying of data across system objects.

]?eq.# ID Contractor / Solution/Regquirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
iD Code
139 RR.11 Solution should provide the flexibility to Describe how solution shall provide PE.PI2.16 S

vary time periods for reporting purposes the flexibility to vary time periods
and to produce reports on daily, monthly, | for reporting purposes and to
quarterty basis, or other frequency produce reports on daily, monthly,
specified by the State. quarterly basis, or other frequency
specified by the State.

Bidder's Response:

The EY EVV solution also contains configurable record views, reports (both pre-built and ad hoc) and dashboards. The built-in reporting engine and wizard allow administrators and
end users to configure personal reports in real time and save those reports for future use.
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Req# | ID Contractor / Solution/Requirement Instructions to Biddetr CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
_ ID Code
140 RR.12 Solution should suppurt reporting roles to | Describe how reporting roles N/A S
include access such that DHHS can include user access so that DHHS
designate individuals to review, analyze can designate individuals to
and report all data across payers, review, analyze and report all data
providers, direct care workers, and across payers, providers, direct
individuals receiving services. care workers, and individuals
receiving services.
Bidder's Response:
Reports will leverage the defined security model and can be consumed via the EVV web application.
Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
141 RR.13 Solution must have reporting iuntionality | Describe how the reporting N/A S

which will include tools to facilitate the
presentation of data in meaningful ways,
including tables, graphs and maps.

functionality will include tools to
facilitate the presentation of data in
meaningful ways, including tables,
graphs and maps. Provide a
complete list of tools that will be
included in the solution to facilitate
the presentation of data.

Bidder's Response:

Once the data is present, it can be summarized into views, charts, reports and dashboards. Throughout this process, the defined security model will continue to be enforced.

Req# | ID Contractor / Solution Requirement Instructions to Biduer CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
142 RR.14 Solution should collect and store data Describe solution's capability to TA.BI.10 S

needed to produce reports consistent
with data collection plan to assess quality
and appropriateness of care furnished to
participants of the waiver program.

collect and store data needed to
produce reports consistent with the
data collection plan to assess
quality and appropriateness of care
furnished to participants of the
waiver program.

Bidder's Response:

The Dynamics 365 and Field Service application allows for real-time collection of data, including offline storage, for instances when users do not have network connectivity. Dynamics
365 additionally prc -~~~ --~ns, reports, dashboards and configurable alerts to monitor and manage data in real time.
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requirements when these requirements
are met through the decision support
services (DSS).

federal reporting requirements.

Req# | ID Contractor / Solution Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability | Closure
: ID Code
h‘*" RR.15 Solution shouiu provide reports that allow | Describe solution’s ability to TA.BILS S
users to drill down from summarized data | provide reports that allow users to
to detailed data. drill down from summarized data to
detailed data.
Bidder's Response.
Reporting drili down is a basic function.
Req# | ID Contractor / Solution Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability | Closure
D Code
144 RR.16 Solution should support retrieval and Describe solution’s ability to support | TA.FR.1 S
presentation of data associated with retrieval and presentation of data
geographic indicators such as state, associated with geographic
county, and zip code. indicators such as state, county and
zip code.
Bidder's Response:
The advanced find tool allows for ad hoc querying of data across system objects.
Req# | ID Contracior / Solution Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability | Closure
1D Code
145 RR.17 Solution should support ieuerar reporting Describe how solution supports TAFR.2 w

Bidder's Response:

The EY EVV system provides a standard suite of reports to meet requirements of federal agencies, provider agencies and MCOs. In addition, the system allows the use of data
elements to query ——~' jenerate additional reports which can be saved for later use.

formats and output options (e.g. Word,
Excel, html, Access database, GUI

fo— —t

variety of formats and output
options.

Req# | ID Contractor / Solution Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
1D Code
146 RR.18 Solution shoulu support a variety of Describe how solution supports a | TAFR.4 S

Bidder's Response:

Reporting is capable of exporting data in all required formats to include Word, Excel, html, Access database and GUI.
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and pre-formatted reports that are easy to
access, follow a user-friendly protocol,
and produce responses immediately.

simple queries and pre-formatted
reports that are easy to access,
follow a user-friendly protocol, and
produce responses immediately

Regq.# |1V Contractor / Solution Requirement inswuctions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
| D Code
141 RR.19 Solution shouia support simple queries Describe how solution supports TAFR.6 S

Bidder's Response:

The EY EVV system provides a standard suite of reports for DHHS, provider agencies and MCOs. In addition, the system allows the use of data elements to query and generate
additional reports which can be saved for later use.

capability that presents summarized
information on key factors (e.g. number of
enrollees, total dollars paid) to executive
staff upon request.

hoc reporting capabilities that
present summarized information
on key factors to executive staff
upon request.

erq.# 1D Contractor / suiauon Requirement instructions to Bidder CMS Biauing | Gap Description and Recommendation for |
Checklist Ability Closure
ID Code
148 RR.20 Solution should provide ad hoc reporting Describe how solution provides ad | TA.FR.7 S

Bidder's Response:

The EY EVV solution contains configurable record views, reports (both pre-built and ad hoc) and dashboards. The built-in reporting engine and wizard allow administrators and
end users to configure personal reports in real time and save those reports for future use. The Advanced Find tool allows for

| hoc querying of data across system objects.

measures for specific business processes
using predefined and ad hoc reporting
methods.

performance measures for
specific business processes using
predefined and ad hoc reporting
methods.

Req# | ID Contractor / Solution Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
1D Code
149 RR.21 Solution should generate performance Describe how solution generates TA.PM.8 S

Bidder's Response:

The EY EVV solution contains configurable record views, reports (both pre-built and ad hoc) and dashboards. The built-in reporting engine and wizard allow administrators and
end users to configure personal reports in real time and save those reports for future use. The Advanced Find tool allows for ad hoc querying of data across system objects.
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Solution must be scalable, maintainable and supportable throughout the life of the contract to meet the needs of DHHS.

scalability for future expansion to support
additional  populations or  services.
Additional services or programs may be
added or removed from the EVV
implementation at the sole discretion of
DHHS. This may be related to state and

federal regulations changes, budget
appropriations, court proceedings and
other factors. Solution must support

implementation of Home Health services
prior to January 1, 2023. Solution must
maintain adequate capacity and scalability
to add other DHHS or other Nebraska
g~~~"y services as needed.

capacity for future expansion to
support additional populations or
services.

Req# | w Contractor + sowsuon/Requirement instructions to Bidder CMS Bidding | Gap vVescription and Recommendation for
Checklist Ability Closure
ID Code
150 TECA Solution must have the capacity and | Describe how solution has the N/A W

Bidder's Response:

The EY EVV Dynamics 365 platform is highly configurable and extensible. It has been architected to easily expand to support additional populations or services.

ongoing growth to meet DHHS needs,

including but not limited to:

a) recording, storing and exchange of
all data, including direct service
worker and recipient service data;

b) with at least six (6) years of data
active in all actions and dashboards;
and

c) For at least ten (10) rolling years’

data for reporting.

capability available to meet each
requirement.

Req.# 1D Contractor / Solution/requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
151 TEC.2 | Solution must have the capacity for | Describe in detail the description of N/A S

Bidder's Response:
The Microsoft Government Cloud provides capacity to allow for retention of all data for a period of ten years. The data is fully accessible for reporting. The period of retention
whether, it is ten years or longer, will be determined during the system implementation. We will provide the DHHS with advance notice of any upcoming scheduled data

destruction so you can decide whether to move this data to alternate storage.
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Req# | ID Contractor / Suiuuon/Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
N iD Code
102 TEC.3 Solution must be configurable to support | Explain how solution will be PE.PI1.23 S

multiple programs or services which have
different  policies, procedures and
business rules, all of which are subject to
change during the contract.

scalable and configurable to add
new functional features and
support more users and service
types in the future without affecting
the underlying system architecture
or system performance.

Bidder's Response:

The EY EVV Dynamics 365 platform is highly configurable and extensible. It has been architected to easily expand to support multiple programs or services with different polcies,
procedures and business rules.

audit trail:

a) Solution must provide an audit trail
or log which identifies all access to
PHI.

b) Audit trail or log used to identify
access to protected health
information must be retained for a
minimum of ten (10) years.

including all field level data
retained, to track all changes to
business rules. Describe how
solution provides an audit trail or
log to identify accesses to PHI for
a minimum of ten (10) years.
Include in the description the data
elements that are retained to
document the access.

Reg# | ID Conuacior / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Aty Closure
ID Code
153 TEC4 Solution must have a comprehensive Describe in detail the audit trail, N/A S

| Bidder's Response:

- Individual receiving the service (Beneficiary ID)
. Date of the service

. Location of service delivery

- Individual providing the service by name (Worker ID, Provider ID)

. Observations noted

- Time the service begins and ends (tracked in hours and minutes)
. Signature approval by the beneficiary or authorized representative

Our EY EVV solution includes a web application, mobile application, beneficiary portal and a back-end data structure to manage service providers, beneficiaries, cases,
appointments, emails, phone calls and additional tables necessary to support personal care and home health Medicaid services being provided. Our solution is architected on the
Microsoft Dynamics 365 platform to provide timely, accurate, usable and easily accessible data. The flexible integrated solution allows for access to data that exists via integrations
with the MMIS, MCO systems and other EVV systems.
The EY EVV solution allows the personal care and home health service providers to verify the following:
. Type of service(s) performed (unique transaction identifier, specific tasks performed)

The EVV solution maintains a record and field level audit history that contains details for every change to information such as who made the change, when the change was made,
Lthe previous value for each field, the n— - --alue fo- ~~ch field and reason for the change.
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The EVV solution configuration includes profiles for each care provider that details licenses, certifications, current status (active, suspended, expired), languages, qualified services,
etc. Only authorized service visits can be scheduled to approved care providers. The EVV solution can be configured to query the current status of a provider’s license and approval
to provide services to validate the profiles prior to service visits being scheduled.

The EVV solution will alert the appropriate management representative (case manager, business manager) if the care provider attempts to provide unauthorized services or to
initiate a visit with a geographic location that does not match the scheduled visit location. These visits will not be electronically verified and claims will not be generated without
management approval. The security model will only allow authorized users to modify data elements. The audit trail within the EVV solution will track all modifications to data. Alerts,
dashboards and reports can be configured to report data changes.

Reqg# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
D Code
154 TEC.5 Solution should be browser agnostic Describe how solution provides full TA.CS.6 S
and must be maintained, updated and compatibility with selected
supported with a cadenced and planned | browsers at current versions with
schedule. NE DHHS currently uses backward compatibility for two
Internet Explorer as the browser older browser versions. Provide list

standard. For provider and client facing | of browsers supported, current
systems, the State of Nebraska requires | versions supported and update /
that the systems support the industry maintenance process.

standard browsers such as Chrome,
Firefox, Safari as well as Internet
Explorer. Solution should support the
current versions of these browsers with
minimum backward compatibility for two
older browser versions. Solution
roadmap should include plans to
maintain compatibility with future
browser versions.

Bidder's Response:

Personal computers running:

« Internet Explorer on Windows

. Microsoft Edge on Windows 10

. Firefox on Windows

. Safarion Mac OS X

»  Chrome on Windows or Google Nexus 10

Mobile devices running:

. i0S
. Android
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Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
155 TEC.6 Solution must include license and use of | Describe how licenses shall be N/A S
all software required to perform EVV provided as required by DHHS to
capabilities and oversight. allow users access to perform all
necessary business functions.

Bidder's Response:

The EVV solution is built on Microsoft Dynamics 365. DHHS program administrators, program managers, case managers and provider agency administrators will require a
Microsoft Dynamics license. Service providers using the mobile application will not require Dynamics licenses. We have estimated 1100 licenses will be required and we have
incorporated the license fees into the operating costs.

Req# | ID Contractor s sowtion/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
156 TEC.7 Unless otherwise mutually agreed to in Describe method of maintaining all N/A w
writing, Contractor must maintain any hardware and software patches,
and all hardware and software products | fixes, upgrades, and releases for
required to support the solution at the all software, firmware and
most current to -2 version, including operating systems utilized by
patches, fixes, upgrades, and releases solution.
for all software, firmware and operating
systems. Any security patches must be
maintained at most current level after
thorough testin~

Bidder's Response:

Our EY EVV solution utilizes the Microsoft Dynamics 365 Government Cloud and underlying .NET framework. The maintenance and enhancement of the software would be the
responsibility of EY Managed Services. EY’s Cloud Services Solution Center provides the following services:
. Technology delivery

.  Cloud application operations

- Regulatory updates

. New functionality

- Minor enhancement resource pool

. EY’s EVV solution has customer care support seven days a week by a customer support service desk. Nebraska will have access to a client portal to view real time
dashboards for status and metrics for all incidents addressed by the customer support service desk. Our EVV customer care includes support via voice, email, fax, web, app,
and chat.

. EY Customer Support Service Desk is staffed with English and Spanish capabilities. in addition, there is capability to access a translation and interpreter service, typically
within two minutes depending on the language requested, and in operation 24 hours by 7 days a week.

.  Customer support service desk
. How to: Process/functions/business support
. Technical / Functional Support
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Data related issue resolution

Basic troubleshooting

Break fix and patches

EY Managed Services will manage ongoing enhancements and maintenance of the EVV solution via the following:
Alignment with change management and governance for prioritization of releases

Release cadence definition for enhancements and bug fixes

Requirements prioritization

New feature definition

Continued development and quality assurance of approved features

Ongoing user training and documentation updates

Multi-tiered support for escalated support issues and coordination with Microsoft support platform issues
Leveraging EY Microsoft Dynamics expertise and direct access to the Microsoft product teams for early build access and troubleshooting support
Testing in a sandbox environment and planned releases to the production environment

Microsoft delivers two major releases for Dynamics 365 per year, to enable new capabilities and functionality. These major updates will be backward compatible. To verify
this, Microsoft and EY will perform a coordinated upgrade test in a sandbox environment, allowing for full regression testing and bug resolution. Once al! bugs are resolved,
the EY Managed Services team will work with NE DHHS to coordinate a production update. This coordination will include communication activities that align with the
communication plan, which is one component of our holistic approach to change management. Stakehoiders will be informed with consistent, timely, accurate information and
dates aligned with program timing to eliminate confusion and promote a common understanding of the changes throughout the solution.

Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
B 1D Code
Y] TEC.8 Solution should provide an environment | Describe how solution shall N/A C
where components can be added or provide an environment where
replaced quickly and non-disruptively. components can be added or
replaced quickly and non-
disruptively.

Bidder's Response:

The solution is architected on Microsoft Dynamics which is modular applications that are designed to support the business processes. It requires configuration rather than code
development so components can be added or replaced quickly and non-disruptively. It also seamlessly connects with information in other systems and is easy to tailor and extend
to meet the State’s needs.

Req.# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
158 TEC.9 Solution should provide an architecture Provide a description of N/A S
that has clearly defined service architecture and any architectural
endpoints. drawings.
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Bidder's Response:

MMIS

MCO Systems

Other EVV Systems

|
l
_)
|
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Daily Updates:
Accounts
Services
Providers
Referrals

EVV Platform on Microsoft Dynamics 365

Create, Update or
Close Plans of Care
triggers workflow to
create visits

Providers Scheduler
setects and assigns
individual Service
Providers to each Visit

Workflow triggered to submit
plan of care to MMIS or MCO
for authorization of services

>/ ]

(=)

Workflow creates line
items under each Service
Request based on the
Service Catatog

Verified and
delivered
services sent
back to EVV

Claims generated for
services electronically
verified

)

Customer
Portal

Accessibieto
Patients, Family
Members

R

Reporting

MMIS Systems

Other State Systems

MCO Systems

Mobile App

Individual Service
Providers deliver
service and obtain
confirmation
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Req.# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description anu Recurmmenaation for
Checklist Ability Closure
ID Code
159 TEC.10 Solution must ensure all hardware, Describe how the solution shall N/A S

software, and communication
components installed for use by state
staff are compatible with the State’'s
currently supported versions of the
Microsoft Operating System, Microsoft
Office Suite and Internet Explorer; and
current technologies for data
interchange.

ensure all hardware, software, and
communication components
installed for use by state staff are
compatible with the state’s
currently supported versions of the
Microsoft Operating System,
Microsoft Office Suite and Internet
Explorer; and current technologies
for data interchange.

Bidder's Response:

The EY EVV solution is architected on Microsoft Dynamics 365. It will be compatible with the State’s currently supported version of Microsoft Operating System, Microsoft Office

Suite and Internet Explorer; and current technologies for data interchange.

Req.# | ID Contracwor 1 oolution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
160 TEC.11 Solution should provide context sensitive | Describe now solution shall N/A S

help (situational clarification and support
associated with process specific steps),
to support user activities (e.g.
maintenance activities).

provide context sensitive help
(situational clarification and
support associated with process
specific steps), to support user
activities (e.g. maintenance
activities).

Bidder's Response:

The EY EVV solution provides online context sensitive help in the web application. In addition, our customer support service desk will provide live content sensitive help to all end

users:

. Customer care support seven days a week

«  How to: Process/functions/business support

. Technical / Functional Support

. Data related issue resolution

- Basic troubleshooting

«  Break fix and patches

Req.#

Contractor / Solution/Requirement

Instructions to Bidder

CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
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ID Code
161 TEC.12 Contractor shall provide the solution’s Describe solution’s process for N/A S
technical, functional, and performance maintaining and providing
documents as required by the IV&V solution’s technical, functional and
Contractor. performance documents as

required by the IV&V Contractor.

Bidder's Response:

Throughout the implementation, we will coordinate with DHHS and the IV&V vendor to provide accurate and timely project status reporting and support the preparation activities
for the Project Initiation and Operational Milestone Reviews. Once the EVV system transitions to operations and maintenance, we will support the activities for the MMIS
Certification Final Review. EY also provides IV&V services for MMIS modularization so we understand the programmatic and functional critical success factors that must be met
for certification.

Req# | ID Contractor / suiuuun/Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
162 TEC.13 Solution must support multiple web Describe which web services N/A S
services standards, including web standards the solution shall
services, specifications, and adapters support: web services,

(e.g., ODBC, Web Service (WSDL, WS- | specifications, and adapters (e.g.,
*, SOAP, REST, UDDI, ODATA), JSON- | ODBC, Web Service (WSDL, WS-
WDP, MS SQL, SQL Server, Oracle, *, SOAP, REST, UDD!, ODATA),
FTPS, SFTP, HTTPS, MSMQ). JSON-WDP, MS SQL, SQL
Server, Oracle, FTPS, SFTP,
HTTPS, MSMQ).

Bidder's Response:

The Dynamics 365 web application support multiple web services standard including web services, specifications and adapters.

Req.# 1D Contractor / Solution Requiremern insuuctions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
_ ID Code

163 TEC.14 | Solution should use technology-neutral Describe soluuun s wechnoloyy- TA.CM.4 C

interfaces that localize and minimize neutral interfaces that localize

impact of new technology insertion or and minimize impact of new

replacement. technology insertion or

replacement.

Bidder's Response:

The Dynamics 365 API follows open standards and can be used across a wide variety of programming languages, platforms and devices. The EY EVV solution includes a standard
MMIS integration, which can be modified as needed to meet requirements for DHHS or other Nebraska agency services as needed..

The EY EVV solution leverages Microsoft’s platform technologies to create a modern, configurable solution built on the significant investments Microsoft is making in applications,
infrastructure and future-facing technology like artificial intelligence, cognitive services and machine learning. Because we had the advantage of building a solution from the ground
up and leveraging capabilities inherent in modern technology, our solution is architected to not only be capable today, but to remain on the cutting edge as technology advances. It
provides technology that can be utilized for other business cases within NE DHHS and other state agencies. Our approach to EVV using Microsoft’s technology creates a difference
in terms of security, reliability, scalability and performance that is proven across miilions of users.
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Req.# | ID Contractor / Solution Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
D Code
164 TEC.15 | Solution should develop data models Describe solution’s ability to TA.DAM.3 w

(conceptual, logical and physical) that
include mapping of information exchange
with external organizations.

develop data models that include
mapping of information exchange
with external organizations.

Bidder's Response:

The Dynamics 365 application platform leverages Microsoft Flow and Logic Apps to allow for data to be integrated with external systems in real time or scheduled intervals.
Microsoft Flow allows for the configuration of workflow processes across applications using existing connectors, including but not limited to SQL Server, SharePoint, Azure,
Oracle, to transmit data to external systems. If an existing connector does not exist, the Logic Apps and Dynamics 365 APl is easily extensible for external systems to utilize.

Req# | ID Contractor / Solution Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
165 TEC.16 Solution should apply single source of Describe solution’s ability to apply TA.DAM.7 S
information methodologies. single source of information
methodologies.

Bidder's Response:
If multiple systems have information that is being consolidated, we will specify how to handle collisions and conflicts between data. Depending on the complexity, we can use one
of the following tools:

1. Native Microsoft Dynamics Import tool for simple data imports

2. EY EVV data import tool in Azure for more complex imports, assuming they are transformed to match a predefined format

3. Microsoft SQL Server Integration Services utilizing the Microsoft Dynamics API

Reg# | w Contractor / Solution Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
166 TEC.17 | Solution should use standardized Describe solution’s ability to use TA.DMA w

business rules definitions that reside in a
separate application or rules engine.

standardized business rules
definitions that reside in a
separate application or rules
engine.

Bidder's Response:

The EY EVV solution uses business rules and workflows within Dynamics 365.
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Req# | D Contractor / Solution Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
D Code o
167 TEC.18 Solution should use a rules editor that Describe solution’s abilitytousea | TADM.2 W
maintains the current version of rules editor that maintains the
standardized business rules definitions in | current version of standardized
a language that business people can business rules definitions in a
interpret and transforms them into language that business people
machine language to automate them. can interpret and transforms them
into machine language to
- itomate them.
Bidder's Response:
The EY EVV solution leverages the business rules functionality within Microsoft Dynamics 365.
rey# | ID Contractor / Solution Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
168 1 C.19 Auworized user(s) must have access to Describe solution’s ability for TALG.1 S

user activity history and other
management functions, including but is
not limited to log-on approvals/
disapprovals and log search and
playback.

authorized users to have access
to user activity history and other
management functions, including
but not limited to log-on approvals
/ disapprovals and log search and
playback.

Bidder's Response:

The EY EVV solution leverages the configurable Microsoft Dynamics 365 security model to enforce data integrity and data privacy, while at the same time allowing for necessary
collaboration among system users. The infrastructure provides a variety of options to manage identity and access, including multifactor authentication, password policy enforcement
and role-based access control. The security model:

Provides users with access only to the appropriate information required to do their jobs, which applies to all entities in the system, including, but not limited to, plans of care,
service visits, claims and related records

Categorizes users by role and restricts access based on those roles, including, but not limited to, state administrators, provider business managers, case managers,
physicians and external service providers

Supports data sharing so that users and teams can be granted access to records that they do not own for a specified collaborative effort
Prevents users from accessing records to which they do not own or have permission to share
Enables the beneficiaries receiving services to provide an electronic signature at checkout to confirm the visit occurred and the services were provided

Provider organizations will supply a list or feed of users who require access. Those users will be provisioned licenses by the system administrator team via the Office 365 admin
center. Within the EY EVV application, a user role will be provided that includes additional security options such as:

Role-based security in Microsoft Dynamics 365, which focuses on grouping a set of privileges together that describe the responsibilities (or tasks that can be performed) for a
user:

EY EVV security roles aggregate a set of user rights to make user security management easier.
Also, each application deployment can define its own roles to meet the needs of different users.
Record-based security in Microsoft Dynamics 365 which focuses on access rights to specific records

Field-level security in Microsoft Dynamics 365, which restricts access to an entity’s specific high business impact fields only to specified users or teams
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The combination of role-based security, record-level security and field-level security will drive the overall security rights that users have within your custom Microsoft Dynamics 365
application.

The EY EVV solution leverages Microsoft Dynamics Access teams to allow individuals to receive services from different service providers. Access teams are an extension of the
documented security model, which allows for strict control over access to information, while providing flexibility to share information with additional service providers when it is
appropriate and authorized to do so.

Req# | ID Contractor / Solution Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
169 TEC.20 Contractor should provide a current Describe solution’s product S&C.LC.11 S
product roadmap which provides details roadmap, release schedule,
regarding planned updates, timing of planned roadmap enhancements,
product versions/releases, end of any plans for end of support or
support (EOS) and end of life (EOL) for end of life, and other product
current and past versions. Roadmap version/release information.
should contain information regarding
third-party products that the solution
utilizes. Product roadmap should be
updated quarterly.

Bidder's Response:

The EY EVV solution delivers two updates per year. New regulatory requirements will be delivered within the mandated timeframe. The EY EVV is highly configurable. Most
changes for additional features, new programs, new services, new business rules do not require a new release. New configuration of features will be tested in a sandbox
environment with pre-planned releases to the production environment.

Additionally, Microsoft delivers two major releases for Dynamics 365 per year, to enable new capabilities and functionality. These major updates will be backward compatible. To
verify this, Microsoft and EY US will perform a coordinated upgrade test in a sandbox environment, allowing for full regression testing and bug resolution. Once all bugs are
resolved, the EY Managed Services team will work with NJ DHS to coordinate a production update. This coordination will include communication activities that align with the
communication plan, which is one component of our holistic approach to change management. Stakeholders will be informed with consistent, timely, accurate information and
dates aligned with program timing to eliminate confusion and promote a common understanding of the changes throughout the solution.

Req# | ID Contractor / Solution Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
170 TEC.21 Solution should use regionally Describe how solution uses S&C.MS.10 S
standardized business rule definitions in | regionally standardized business
both human and machine-readable rule definitions in both human and
formats. machine-readable formats.

Bidder's Response:
The EY EVV solution leverages the business rules functionality within Microsoft Dynamics 365.

Reqg.# | ID Contractor / Solution Requirement Instructions to Bidder CMS Bidding | Gap Description_and Recommendation for
Checklist Ability Closure
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' ID Ce*
171 TEC.22 Solution shouiu define and utilize wescribe how suiution defines and S&C.MS.14 S
system modules that can be utilizes system modules that can be
interchanged without major system interchanged without major system
design. redesign.

owuct's Response:

The solution is architected on Microsoft Dynamics 365 which is based on modular applications that are designed to support the business processes. It requires configuration
rather than code development or major system design.

Reg# | ID Contractor / Solution Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
D Code ]

172 TEC.23 Solution should use an intrastate rules Describe how solution uses an S&C.MS.16 S

engine separate from core intrastate rules engine separate

programming with established interstate | from core programming with

standardized business rules definitions. | established interstate standardized

rules definitions.

Bidder's Response:
The EY EVV solution leverages the business rules functionality within Microsoft Dynamics 365.

Req# | ID Contractor / Solution Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
" Code
173 TEC.24 | ~u system design documents should Describe system design document S&C.vio. 10 w
utilize a widely supported modeling modeling language which solution
language (e.g., UML, BPMN). uses.

DHHS utilizes Sparx Systems
Enterprise Architect (EA) for
modeling artifacts. Model artifacts
shall be importable to the Sparx EA
tool.

Bidder's Response:
EY uses a proprietary system design modeling language that is based on current industry standards. Model artifacts could be imported into the Sparx EA tool if required.
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Req# | ID Contractor / Solution Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code

174 TEC.25 Modularity must be verified through Describe how testing will verify S&C.MS .4 S

extensive testing that demonstrates modularity using extensive testing

compliance with chosen interface that demonstrates compliance with

standards and specifications. chosen interface standards and

specifications.

Bidder's Response:

The EVV Detailed Test Strategy document will be maintained throughout the project and will include hyperlinks to all relevant documents (Test Cases, Test Plans, etc.) to
eliminate redundancy and to have a single view of project sign-off. It is a vehicle to inform key stakeholders such as business sponsors, project managers, business analysts,
testers, and developers about the key objectives, risks, planned test stages, and test types that will take place for the project. It is designed to document the overarching, unified
testing strategy to be applied throughout the lifecycle and will be used to gain acceptance and commitment to the approach.

Integration testing makes certain that data that is getting sent to and from EVV remains intact and is not corrupted. It also verifies all data elements are captured so that when
records are accessed in EVV, we identify defects with missing data elements or bad data early. Use cases will be developed for each of the key modules including intake, plan of
care management, scheduling, service and visit management, mobile application, claims management, beneficiary portal and reporting. Predefined entry and exit criteria will be
complied with when testing is executed in the test environment. We will document the progress of testing using a defect management system.

Reg# | ID Contractor / Solution Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
. _ D Code
175 TEC.26 Solution snouiu ieverage renable Descrive solution’s message TA.SOA.2 S
messaging, including guaranteed capabilities, including guaranteed
message delivery (without duplicates) message delivery and support for
and support for non-deliverable non-deliverable messages.
messages.

Bidder's Response:
The EY EVV solution uses the messaging capabilities within Microsoft Dynamics 365 and also uses functionality to generate email notifications to the users. The system tracks all
communication sent and the status of the communication (delivered, undeliverable)
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Req# | ID Contractor / Solution Requirement Instructions to oiauer CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
] ID Code
178 Teu.29 soution should utilize an intrastate Describe how solution will provide IA.DMS.2 S
metadata repository that defines the metadata information that defines
data entities, attributes, data models, the data entities, attributes, data
and relationships sufficiently to convey models, and relationships sufficiently
the overall meaning and use of data to convey the overall meaning and
and information. use of the data and information.
Solution shall provide meta data
information in industry standard
export formats.
Bidder's Response:
Technical documentation will include the following for the EY EVV solution:
. Database schema
. Data dictionaries
. Entity-relationship diagrams
. Interface standards
Req.# | ID Contractor / Solution Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
179 TEC.30 Solution should define and utilize Describe how solution defines and IA.DMS .4 w

statewide standard data definitions,
data semantics, and harmonization
strategies.

utilizes statewide standard data
definitions, data semantics, and
harmonization strategies.

Bidder’s Response:

WE will work with DHHS and state of Nebraska to incorporate statewide standard data definitions, data semantic and harmonization strategies into our technical documentation.
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Req# | ID Contractor / Solution Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code
180 TEC.31 Solution should suppor cunsumption of | Describe how solution supports IA.DS.11 w
data in multiple formats from many consumption of data in multiple
sources, such as vital statistics, MCO formats from many sources.

encounter data, benefit manager
encounter data (pharmacy, dental,
mental health), waiver program data,
and census bureau.

Bidder's Response:

Our solution is architected on the Microsoft Dynamics 365 platform to provide timely, accurate, usable and easily accessible data. The flexible integrated solution allows for
access to data that exists via integrations with the MMIS, MCO, timekeeping, payroll, case management and other EVV systems.
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Req# | ID Contractor / Solution Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for |
Checklist Ability Closure
ID Code
186 DM.1 Solution must verify that all fields Describe how solution verifies that TA.SP.1 S
defined as numeric contain only all fields defined as numeric contain
numeric data. only numeric data.

Bidder's Response:

into the data field.

The EY EVV Solution built on Microsoft Dynamics 365 which plans for and identifies data input into fields and is capable of detecting information which isn't intended to be entered

Bidder's Responsec.

into the data field.

defined as alphabetic contain only
—wmc-l--L:,:_‘J-L_

all fields defined as alphabetic
contain only alphabetic data.

Req# | ID Contractor / Solution Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Codr
187 DM.2 Suiuuon must verify that all fields Describe how solution verifies that | TA.SP.2 S

The EY EVV Solution built on Microsoft Dynamics 365 which plans for and identifies data input into fields and is capable of detecting information which isn’t intended to be entered

through system controls for software
program changes and promotion to
production.

data integrity through system
controls for software program
changes and promotion to
production.

Reg# | ID Contractor / Solution Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
188 DM.5 Solution must support data integrity Describe how solution supports TA.SP.23 S

Bidder's Response:

File Integrity Monitoring (FIM), also known as change monitoring, examines files and registries of operating system, application software and others for changes. A comparison
method is used to determine if the current state of the file is different from the last scan of the file. You can leverage this comparison to determine if valid or suspicious
modifications have been made to your files.
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Req# | ID Contractor / Solution Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
1D Code
169 DM.4 Solution should nave uie capability to Describe how solution handles TA.SP.45 S
handle requests for amendment and requests for amendment and
support timely action of making supports timely action of making
amendments to ePHI, PIl and FTl about | amendments to ePHI, Pll and FTI
the individual in a designated record about the individual in a designated
-t record set.

Bidder’'s Response:

The EY EVV solution would allow authorized users to manage amendments to ePHI, Pll and FTI. The EVV solution maintains a record and field level audit history that contains
details for every change to information such as who made the change, when the change was made, the previous value for each field, the new value for each field and reason for
the change.
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understanding the business processes
to automate and document appropriate
workflows, business rules, data flow and
metadata within the solution and work
collaboratively with the DHHS System
Integration Team.

be responsible for understanding
the business processes to
automate and document
appropriate workflows, business
rules, data flow and metadata
within the solution and work
collaboratively with the DHHS
system integration team.

Req.# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
190 [[OX Contractor wini ve ESpOHSIDIe for Describe how the Contractor shall N/A S

Bidder's Response:
The EY EVV implementation approach has a significant change management component. We will analyze the impact on DHHS and provider business processes, coordinate
process redesign workshops, document the to be processes and incorporate these new processes into the system configuration and the training content.

endpoints/APls to be exposed to the
DHHS Translator and be able to receive
and submit messages through the
Translator or other integration points as
required.

Bidder's Response:
The Dynamics 365 web API follows open standards and can be used across a wide variety of programming languages, platforms, and devices, including but not limited to: the
Translator, MMIS, MCO prior authorization systems and claims systems and other EVV systems.

all service endpoints/APIs to be
exposed to the DHHS Translator
and are able to receive and submit
messages through the Translator
or other integration points as
required.

Req.# | ID Contractor / suluuon/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
191 110.2 Solution must support use of XML Describe how the solution will use TA.DC.9 S
standard messaging format to ensure XML standard messaging format to
interoperal'*:- e~ = '=*=-=2erability.
Bidder's Response:
The EY EVV solution supports the use of XML standard messaging format.
Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
192 10.3 Solution must provide for all service | Describe how solution provides for N/A S
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vornractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
wontractor shall collaborate with all Describe methods for collecting, N/A W

State enterprise contractors and

solutions to accurately collect, process,

and distribute applicable HIPAA EDI
transactions.

processing and distributing
applicable HIPAA EDI
transactions.

Bidder's Response:

The EY EVV solution includes preconfigured standard HIPAA EDI transactions. We will work with the State enterprise contractors to understand all transactions that are required and
we will configure any additional transactions. All HIPAA EDI transactions will be thoroughly tested prior to the move into production.

Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
iD Code
194 110.5 Solution should have the ability to Describe how solution will have the N/A w

identify data or transaction errors in web

services or batch file transactions and

immediately notify the source system of

the specific errors, where possible.

ability to identify data or
transaction errors in web services
or batch file transactions and
immediately notify the source
system of the specific errors,
where possible. Describe
solution’s method for error
handling in data transfers.

Bidder's Response:

The EY EVV solution utilizes the Microsoft Dynamics API and the Microsoft SQL Server Integration Services to immediately identify data or transaction errors.

Reg# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
195 110.6 Solution must be capable of supporting Provide a list of protocols N/A S
multiple data exchange protocols. supported.

Bidder's Response:

Secure Socket Tunneling Protocol (SSTP), a proprietary SSL-based VPN protocol. An SSL VPN solution can penetrate firewalls, since most firewalls open TCP port 443,
which SSL uses. SSTP is only supported on Windows devices. Azure supports all versions of Windows that have SSTP (Windows 7 and later).

IKEv2 VPN, a standards-based IPsec VPN solution. IKEv2 VPN can be used to connect from Mac devices (OSX versions 10.11 and above).

Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
196 0.7 Solution must integrate with the existing | Describe how the solution N/A W
and planned Nebraska DHHS systems. integrates with the Nebraska
The Nebraska technology roadmap DHHS systems, and will continue
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includes numerous in-process and
upcoming system changes. Solution
must maintain currency and integration
points a~ ™' "'~ Systems evolve.

to align and integrate with new
systems as they evolve.

Bidder's Response:

The Dynamics 365 web API follows open standards and can be used across a wide variety of programming languages, platforms, and devices. This will support integration with
exsiting and planned Nebraska DHHS systems. The Dynamics 365 application platform leverages Microsoft Flow and Logic Apps to allow for data to be integrated with external
systems, including case management systems, in real time or scheduled intervals. Microsoft Flow allows for the configuration of workflow processes across applications using existing
connectors, including but not limited to SQL Server, SharePoint, Azure, Oracle, to transmit data to external systems. If an existing connector does not exist, the Logic Apps and
Dynamics 365 AP is easily extensible for external systems to utilize.

Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
197 10.8 Solution must securely transmit all raw wescribe how solution will securely N/A w

data elements to DHHS and the transmit all raw data elements to
Medicaid FMS agent in the DHHS- DHHS and the Medicaid FMS
approved format and according to a agent in the DHHS-approved
DHHS-approved transmission schedule. | format and according to a DHHS-

approved transmission schedule.

Bidder's Response:

The Dynamics 365 application platform leverages Microsoft Flow and Logic Apps to allow for data to be integrated with external systems, including case management systems, in real
time or scheduled intervals. Microsoft Flow allows for the configuration of workflow processes across applications using existing connectors, including but not limited to SQL Server,
SharePoint, Azure, Oracle, to transmit data to external systems. If an existing connector does not exist, the Logic Apps and Dynamics 365 AP is easily extensible for external systems
to utilize.

This approach will allow our EY EVV solution to integrate with DHHS systems. For example, MMIS can utilize the Microsoft Dynamics AP to pass in updates as part of the case
management process, and Microsoft Logic Apps & Flow can be used to send data from Dynamics 365 to MMIS. Similarly, if enrolled providers utilize different systems for case
management, they can leverage the Microsoft API, Logic Apps and Flow for integration as well.

Req.# | ID Conuacior / Solution/Requirement Instructions to Biauer CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
198 110.9 Solution must interface with the DHHS Describe how solution will interface N/A W

system modules and HCBS providers to | with the DHHS system modules
authorize payment of claims based on and HCBS providers to authorize
verified delivery of services and payment of claims based on
compliance with the rules and verified delivery of services and
regulations associated with the service. compliance with the rules and

a) Contractor will work with DHHS and | regulations associated with the

their billing agents and providers to
establish a means for sending
-ustomized electronic 837s

service. Describe how standard
and custom 837 files can be used
for claims submission. Describe
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(electronic claims) to the DHHS how the system architecture is
systems for adjudication. flexible enough to add future

b) The system architecture must be desired populations, programs,
flexible enough to add future and services, which have different
desired populations, programs, and | policies and procedures. Describe
services, which have different how 837 file format will be
policies and procedures. customized to meet DHHS

c) 837 file format must be customized | requirements.
to meet DHHS requirements.

d) Solution must have the capability to
consolidate and submit claims on a
weekly basis.

Bidder's Response:

The workflow within the EVV solution requires the Plan of Care be developed and approved by the agency provider. Once the care plan is approved, the request for preauthorization
of the services is sent to DHHS. When authorization is received from DHHS, the services will be scheduied. When scheduled visits are completed in the mobile application, details
about the completed Service Visits are synced back to Dynamics 365. If the electronic visit verification is complete and accurate, the claim is generated up to the authorized amount
on the approved plan of care and submitted to MMIS or MCO systems as soon as the service visit is complete. Each claim will be submitted in the EDI 837 format. Payment
information is received from MMIS and MCO systems and returned to Dynamics 365 to update the Claim. The pre-billing claims engine has built-in mechanisms that prevent providers
from submitting claims that are not 100% compliant.

Req.# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
199 110.10 DHHS will extract data exports from Describe how solution will support N/A w

DHHS systems to send to the solution to | the data exports from DHHS
enable EVV processing. These exports systems, including standard or

will include data for eligible recipients, customized files. Provide standard
eligible providers, service plan, and prior | file formats used for data transfers.
authorization details. Solution must use
DHHS file formats where needed and
may use proprietary or modified
standard formats as appropriate.

Bidder's Response:

The Dynamics 365 application platform leverages Microsoft Fow and Logic Apps to allow for data to be integrated with external systems in real time or scheduled intervals.
Microsoft Flow allows for the configuration of workflow processes across applications using existing connectors, including but not limited to SQL Server, SharePoint, Azure,
Oracle, to transmit data to external systems. If an existing connector does not exist, the Logic Apps and Dynamics 365 APl is easily extensible for external systems to utilize.

This approach will allow our EY EVV solution to integrate with DHHS systems.

Reg# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
200 0.1 Solution snould take advantage of best Descrnive how solution takes N/A S
practices for Medicaid EVV systems and | advantage of best practices for
electronic data interchange with Medicaid EVV systems and
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Meuicaiu Management Information
Systems and eligibility and enrollment
systems.

electronic data interchange with
Medicaid Management Information
Systems and eligibility and
enroliment systems.

Bidder's Response:
The Dynamics 365 application platform leverages Microsoft Flow and Logic Apps to allow for data to be integrated with external systems in real time or scheduled intervals. Microsoft
Flow allows for the configuration of workflow processes across applications using existing connectors, including but not limited to SQL Server, SharePoint, Azure, Oracle, to transmit
data to external systems. If an existing connector does not exist, the Logic Apps and Dynamics 365 APl is easily extensible for external systems to utilize.

The EVV solution is architected to support the daily operations of the provider agencies. With the electronic exchange of information, DHHS will real time visibility in the performance
of their service providers. They will have to late visits, missed visits, incomplete visits and will have the information needed to impact the quality of services being provided to their
beneficiaries.

Req# | ID vonractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code

201 110.12 Contractor must document all interfaces Describe how solution will TA.SE.3 S

in an Interface Control Document (ICD) document all interfaces in an

which will include data layout Interface Control Document (ICD)

documentation, data mapping crosswalk, | which will include data layout

inbound/outbound capability and documentation, data mapping

frequency of all interfaces. As new crosswalk, inbound/outbound

interfaces are required, |ICDs for those capability and frequency of all

will be created and shared with, and interfaces. Bidder will provide

reviewed and approved by DHHS. standard ICDs for existing

interfaces with proposal. Describe
| how ICDs are maintained.
Bidder's Response:
Interface Control Documents will be maintained using our proprietary system design modeling language.
Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for
Checklist Ability Closure
ID Code

202 110.13 Contractor s design, develop and Describe how contractor design, N/A S

maintain interfaces. Each Application
Program Interface (API) and component
that will interface with the Systems
Integration Services Integration Platform
will be documented using a mutually
agreed upon ICD tempiate. This effort is
performed in collaboration with other
stakeholders in the State's healthcare
programs enterprise.

develop and maintain interfaces,
keep them current, and include
new APIs and interfaces as
developed.

Bidder's Response:
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The Dynamics 365 web API follows open siandards and can be used across a wide variety of programming languages, platforms and devices, including, but not limited to, MMIS,
MCO prior authorization systems and claims systems, and other EVV systems. The EY EVV solution includes standard MMIS integration, which can be modified as needed to meet

requirements for DHHS, including MMIS, MCOs prior autharization systems and other EVV systems.

The Dynamics 365 application platform leverages Microsoft Flow and Logic Apps to allow for data to be integrated with external systems, including prior authorization and claims
management systems, in real time or at scheduled intervals. Microsoft Flow allows for the configuration of workflow processes across applications using existing connectors,
including, but not limited to, SQL Server, SharePoint, Azure and Oracle, to transmit data to external systems. If an existing connector does not exist, the Logic Apps and Dynamics
365 APl is easily ex*~=~""le for external systems to utilize.

Req# | ID Contractor / Soluuuurnequirement Instructions to Bidder CMS oauing Gap Description and Recommendation for
Checklist Ability Closure
ID Code
203 110.14 Solution must be able to receive Describe how solution is able to PE.P11.24 S
information in batch and individual receive information in batch and
tr=—-ctions. individual transactions.
Bidder's Response:
The solution is capable of receiving b-*=* -~ 1 individual transactions.
Req# | ID Cunuactor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
D Code
204 110.15 Solution must be able to exchange and Describe how solution shall be N/A S
track service authorization information able to exchange and track service
(e.g., flat file, X12 278) with multiple authorization information (e.g., flat
external sources and the Integration file, X12 278) with multiple external
Platform. sources and the Integration
Platform.
Bidder's Response:
The EY EVV solution is configured to utilize the ED1 278 to exchange and track service authorization.
Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
205 110.16 Solution must have the ability to receive, | Describe how solution shall have N/A S

store, and process provider and member
data from the State's eligibility system,
legacy MMIS, and Integration Platform, at
a frequency and in a format determined
by the State (e.g., daily).

the ability to receive, store, and
process provider and member data
from the State's eligibility system,
legacy MMIS, and Integration
Platform, at a frequency and in a
format determined by the State

(e.g., daily).

Bidder's Response:
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The Dynamics 365 application platform leverages Microsoft Flow and Logic Apps to allow for data to be integrated with external systems in real time or scheduled intervals. Microsoft
Flow allows for the configuration of workflow processes across applications using existing connectors, including but not limited to SQL Server, SharePoint, Azure, Oracle, to transmit
data to external systems. If an existing connector does not exist, the Logic Apps and Dynamics 365 APl is easily extensible for external systems to utilize.

The EVV solution is architected to support the daily operations of the provider agencies. With the electronic exchange of information, DHHS will real time visibility in the performance
of their service providers. They will have to late visits, missed visits, incomplete visits and will have the information needed to impact the quality of services being provided to their
beneficiaries.

Req# | ID Contractor / Solution/Requirermemnt Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
206 110.17 Contractor must work collaboratively Describe experience working N/A S
with DHHS and other Contractors as collaboratively with other clients
required by DHHS. and ve~~--" -1 previous projects.

Bidder's Response:
EY has a history of taking a highly collaborative approach to working w/ other vendors as it relates to EVV and IV&V.

Req# | ID Contractor / Solution Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
207 110.18 Solution must conduct information | Describe solution’s capability in | TA.DAM.2 S

exchange (internally and externally) using | conducting information exchange
MITA Framework, industry standards, | using MITA Framework, industry
and other nationally recognized | standards and other nationally
standards. recognized standards.

Bidder's Response:
Given the complexity around the EVV implementation to address not only project management but also industry processes and standards, our methodology incorporates elements
of the Systems Development Life Cycle (SDLC) and Medicaid Information Technology Architecture (MITA) Standards.

Req# | ID Contractor / Solution Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code

208 110.19 Solution should define and utilize Describe how solution defines and TALG.2 S

information sharing and event notification | utilizes information sharing and

standards to allow aggregated and event notification standards to

integrated information. allow aggregated and integrated

information.

Bidder's Response:
The EY EVV solution supports data sharing so that users and teams can be granted access to records that they do not own for a specified collaborative effort. Dynamics 365
additionally provides views, reports, c'~=“"-1rds and configurable alerts to monitor and manage data in real time.

Req.# | ID Contractor / Solution Requirement Instructions to Bidder CMS biaaing Gap Description and Recommendation for
Checklist Ability Closure
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ID Code
209 110.20 Solution architecture 11ua: preserve the Describe how solution architecture S&C.IC.6 S
ability to efficiently, effectively, and preserves the ability to efficiently,
appropriately exchange data with other effectively and appropriately
participants in the health and human exchange data with other
services enterprise. participants in the health and

human services enterprise.

Bidder's Response:
The EY EVV solution leverages the configurable Microsoft Dynamics 365 security model to enforce data integrity and data privacy, while at the same time allowing for necessary
collaboration among system users. The EY EVV solution supports data sharing so that users and teams can be granted access to records that they do not own for a specified
collaborative effort.

Req# | ID Cunuacwr / Solution Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
210 110.21 Solution should use open standards Describe how solution uses open S&C.MS.2 S
between all key interfaces where standards between all key
feasible. interfaces where feasible.

Bidder's Respurise:
The Dynamics 365 API follows open standards and can be used across a wide variety of programming languages, platforms and devices, including, but not limited to, MMIS and

MIAIMS. The EY EVV solution includes a standard MMIS integration, which can be modified as needed to meet requirements for the DHHS, including MMIS and MIAIMS. ]
Reg.# | ID Contractor / Solution Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
L ID Code

211 H0.22 Solution snouid securely conduct Describe how solution securely TA.DC.10 S

electronic information exchange via an conducts electronic information

information hub when interfacing within exchange via an information hub

the agency and with intrastate agencies. | when interfacing within the agency

and with intrastate agencies.

Bidder's Response:
Microsoft uses encryption technology to protect customer data in Dynamics 365 while at rest in a Microsoft database and while it is in transit between user devices and our
datacenters. Connections established between customers and Microsoft datacenters are encrypted, and all public endpoints are secured using industry-standard TLS. TLS
effectively establishes a security-enhanced browser-to-server connection to help ensure data confidentiality and integrity between desktops and datacenters. After data encryption
is activated, it cannot be turned off.

Req# | ID Contractor / Solution Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
D Code

212 110.23 Solution should utilize a MITA- Describe how solution utilizes a TA.SOA.1 S

recommended ESB, automated MITA-recommended ESB,

arrangement, coordination, and automated arrangement,

management of system. coordination and management of

systems.
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Bidder's Response:

The Dynamics 365 application platform leverages Microsoft Flow and Logic Apps to allow for data to be integrated with external systems in real time or scheduled intervals. Microsoft
Flow allows for the configuration of workflow processes across applications using existing connectors, including but not limited to SQL Server, SharePoint, Azure, Oracle, to transmit
data to external systems. If an existing connector does not exist, the Logic Apps and Dynamics 365 AP is easily extensible for external systems to utilize.

Req# | ID Contractor / Solution kequirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
213 10.24 Solution should use RESTFUL anusur Describe how solution uses TA.SE.2 S

RESTFUL and/or SOAP-based
web services for seamless
coordination and integration when
interfacing with the US HHS
applications and intrastate
agencies.

SOAP-based web services for seamless
coordination and integration when
interfacing with the U.S. Department of
Health & Human Services (HHS)
applications, and intrastate agencies.

Bidder's Response:
The EY EVV soluton provides Representational state transfer (REST) and Simple Object Access Protocol (SOAP) based API that represents the data model.

Req# | ID Contractor / Solution Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
214 110.25 Contractor should conduct system Describe how contractor will TA.SOA 4 S

coordination between intrastate agencies
and external entities.

conduct system coordination
between intrastate agencies and

external entities.

Bidder's Response:
EY has a proven track record of working collaboratively with our clients. The intrastate agencies and external entities will be identified as stakeholders for the project. Our approach
to implementation focuses on frequent interaction with our stakeholders.

Reqg# | ID wuntractor / Solution Requirement Instructions to Bidder CMS Biuuing Gap Description and Recommendation for
Checklist Ability Closure
ID Code
215 110.26 Solution must provide secure, HIPAA- Describe how solution provides IA.DS.6 S

compliant software and documentation
for use by providers to submit electronic
claims.

secure, HIPAA-compliant
software and documentation for
use by providers to submit
electronic claims.

Bidder's Response:

Health Insurance Portability and Accountability Act (HIPAA) regulations require that covered entities and their business associates — in this case, Microsoft when it provides services,
including cloud services, to covered entities — enter into contracts to confirm that those business associates will adequately protect protected health information (PHI). These
contracts, or business associate agreements (BAAs), clarify and limit how the business associate can handle PHI and set forth each party’s adherence to the security and privacy
provisions set forth in HIPAA and the Health Information Technology for Economic and Clinical Health (HITECH) Act. Once a BAA is in place, Microsoft customers — covered entities
— can use Microsoft services to process and store PHI.
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Microsoft services covered under the BAA have undergone audits conducted by accredited independent auditors for the Microsoft International Organization for Standardization
(1SO)/International Electrotechnical Commission (IEC) 27001 certification.

For State data kept on SharePoint sites established specifically to support the EVV work efforts, the SharePoint sites are hosted in an EY data center. Our data centers are kept
secure to ISO 27001 standards and industry-leading practices. The data centers are locked with controlled access limited to personnel who need access and have access logs that
are audited periodically.

Reqg# | ID Contractor / Souon requiremern Instructions w widder CMS plaainy wap wescription and Recommendation for
Checklist Ability Closure
D Code
216 110.27 Solution should comply with the SMA's Describe how solution will IADS.9 S
standardized structure and vocabulary comply with the SMA’s
data for automated electronic intrastate standardized structure and
interchanges and interoperability. vocabulary data for automated
electronic intrastate interchanges
and interoperability.

Bidder's Response:
The Dynamics 365 application platform leverages Microsoft Flow and Logic Apps to allow for data to comply with the SMA’s standardized structure and vocabulary data for
interchanges and interoperability.

reg.# | ID Contractor / Solution Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code

217 110.28 Solution’s Logical Data Model (LDM) Describe how solution’s Logical IA.LDM.5 S

should support identification of data Data Model supports

classes, attributes, relationships, identification of data classes,

standards, and code sets for intrastate attributes, relationships,

exchange. standards, and code sets for

intrastate exchange.

Bidder's mesponse:
The EY EVV Logical Data Model supports identification of data classes, attributes, relationships, standards and code sets for instrastate exchange. The Logical Data Model is
documented in our proprietary system design modeling language.

Req# | ID Contractor / Solution Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
218 110.29 Solution must support ur regulate Describe how solution supports TA.SP.55 S
connections with other information or regulates connections with
systems (e.g. solution to outside of the other information systems
SMA authorization boundary) through the | through the use of
use of Interconnection Security Interconnection Security
Agreements. Interconnection Security Agreements which document the
Agreements document the interface interface characteristics, security
characteristics, security requirements, requirements, and the nature of
and the nature of the information the information communicated
communicated over the connection. over the connection.
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Bidder's Response:
Microsoft Dynamics supports the Interconnection Security Agreements.

Req# | ID Contractor / wuuuon reqyuirement Instructions to Bidder CMo Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
219 110.30 To minimize the amount of data being Describe how the proposed N/A S
transferred across the State’s commodity | solultion utilizes one of these
internet connections to cloud provider connections, or something

data centers, the State of Nebraska has similar, to transfer data to/from
established point-to-point private network | the State’s on premise systems.
connections to Microsoft Azure and
Amazon AWS. Describe how the
proposed solultion utilizes one of these
connections, or something similar, to
transfer data to/from the State’s on
premise systems.

Bidder's Response:

The Dynamics 365 application platform leverages Microsoft Flow and Logic Apps to allow for data to be integrated with external systems, including case management systems, in
real time or at scheduled intervals. Microsoft Flow allows for the configuration of workflow processes across applications using existing connectors, including, but not limited to, SQL
Server, SharePoint, Azure and Oracle, to transmit data to external systems.
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Req.#

Contractor / Solution/Requirement

Instructions to Bidder

220

BCDR.1

Contractor should develop operational
procedures in coordination with other
enterprise module contractors to restore
system availability.

Desuiiues 110w sOuuun snan
integrate with other DHHS
modules to ensure continuity of
service and notification of
service impacts automatically.

CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
N/A S

Bidder's Response:
At the start of the project, EVV would develop an EVV system disaster recovery plan (SDRP) and business continuity plans BCPs. Microsoft is committed to providing facility
recovery efforts at fail-over facilities. Microsoft also supports the existence of an SDRP and BCP that fully support the philosophy of providing and maintaining the highest quality

of services to its customers.

Business continuity is the activity performed to validate that critical business functions will be available to DHHS, provider agencies and other EVV entities that must have access
to those functions. These activities include many daily tasks such as project management, system backups, change control and help desk. The foundation of business continuity
is the standards, program development and supporting policies, guidelines and procedures needed to validate and to continue without stoppage, irrespective of the EVV solution
adverse circumstances or events. All system design, implementation, support and maintenance will be based on this foundation to have any hope of achieving business

continuity, disaster recovery or, in some cases, system support. We will work with DHHS to conduct a business impact analysis during the initiation phaseof the project. It will be

used to identify the extent and time scale of the imps~* -~ different levels to the agency.

Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
D Code
221 BCDR.2 | Contractor shall establish and maintain Provide a draft version of the N/A S

an EVV System Disaster Recovery and
Business Continuity Plan. The draft
version of the EVV System Disaster
Recovery and Business Continuity Plan
shall:

A. Be submitted with the proposal,

B. Be reviewed and approved by DHHS
within timeframes agreed in approved
work plan.

C. Be compliant with Federal Guidelines
identifying every resource that requires
backup and to what extent backup is
required.

The EVV System Disaster Recovery and
Business Continuity Plan must, at a
minimum, address the following
elements:

A. Establish the purpose and scope of the
Disaster Recovery and Business
Continuity Plan;

EVV System Disaster Recovery
and Business Continuity plan
with proposal as noted. Plan
should include RPO and RTO.
The EVV System Disaster
Recovery and Business
Continuity Plan must, at a
minimum, address the following
elements:

A. Establish the purpose and
scope of the Disaster Recovery
and Business Continuity Plan;
B. Acknowledge and ensure
compliance with applicable
HIPAA and HITECH standards;
C. Describe the approach and
strategy to disaster recovery and
business continuity;
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B. Acknowledge and ensure compliance
with applicable HIPAA and HITECH
standards;

C. Describe the approach and strategy to
disaster recovery and business
continuity;

D. Describe recovery point performance
specifications and RTO of no more than
48 hours;

E. RPO is the maximum targeted period
in which data might be lost from a
disaster incident. The EVV solution needs
to ensure no more than 5 minutes’ worth
of data loss in case of a disaster.

F. Establish roles and responsibilities for
managing disaster recovery and business
continuity;

G. Identify risk areas;

H. Describe protocols for managing
disaster recovery and business continuity
(during and after);

I. Describe the approach to ongoing
testing and validation of the EVV System
Disaster Recovery and Business
Continuity Plan;

J. Describe the frequency of updates. At
a minimum, the plan shall be updated
annually, or as needed more frequently.

Bidder's Response:

D. Describe recovery point
performance specifications and
RTO of no more an 48 hours;
E. RPO is the maximum
targeted period in which data
might be lost from a disaster
incident. The EVV solution
needs to ensure no more than 5
minutes’ worth of data loss in
case of a disast

F. Establish roles and
responsibilities for managing
disaster recovery and business
continuity;

G. |dentify risk areas;

H. Describe protocols for
managing disaster recovery and
business continuity (during and
after);

|. Describe the approach to
ongoing testing =nd validation of
the EVV Systerr  isaster
Recovery and Business
Continuity Plan;

J. Describe the frequency of
updates. At a minimum, the plan
shall be updated annually, or as
needed more frequently.

At the start of the project, EVV would develop an DHHS EVV system disaster recovery plan (SDRP) and business continuity plans BCPs to help prevent events that disrupt the
organization’s EVV business applications and to limit the potential impact of any unavoidable disruption by containing it to a predictable and predetermined acceptable period. We
recognize and acknowledge that reinstating the critical business applications is a major responsibility to safeguard the interests of DHHS'’s employees, providers and other
communities that you serve.
Microsoft is committed to providing facility recovery efforts at fail-over facilities, if required. Microsoft also supports the existence of an SDRP and BCP that fully support the
philosophy of providing and maintaining the highest quality of services to its customers.

The plan includes:

. Astructured plan that will help in an efficient, effective and timely recovery anc

- Recovery of EVV system within the time frames specified by the various business units

»  Minimization reduction in the inconvenience and potential disruption to customers and employees

:sumption of the interrupted EVV application

- Preventing systems from sustaining major financial and operational impacts that could seriously jeopardize the business continuity

- Aversion of potential damage to DHHS’s reputation or image and to protect the public

. Means to resume and maintain adequate service levels to customers

The disaster recovery plan seeks to decrease the following:
- The number and frequency of ad hoc decisions made following a disaster

« DHHS’s dependence on the participation of any specific person or group of persons

. lLoss of data and information, recognizing that the loss of some data and information is inevitable
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. Confusion and exposure to errors anu unnecessary duplication of effort
- The extent of losses associated with an extended recovery operation
- The total elapsed time required for completing the recovery

Business continuity is the activity performed to validate that critical business functions will be available to DHHS, provider agencies and other EVV entities that must have access
to those functions. These activities include many daily tasks such as project management, system backups, change control and help desk.

Business continuity, a plan of action implemented long before the time of a disaster, refers to those activities performed daily to maintain service, consistency and recoverability.

The foundation of business continuity is the standards, program development and supporting policies, guidelines and procedures needed to validate and to continue without
stoppage, irrespective of the EVV solution adverse circumstances or events. All system design, implementation, support and maintenance will be based on this foundation to have
any hope of achieving business continuity, disaster recovery or, in some cases, system support. Business continuity is sometimes confused with disaster recovery, but they are

separate entities. Disaster recovery is a small subset of business continuity.

Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
222 BCDR.3 | vuntractor shall provide backup and Describe the backup and N/A S

recovery processes in the event of a
system malfunction or disaster situation
in accordance with the DHHS-approved
EVV System Disaster Recovery and
Business Continuity Plan. Contractor's
backup and recovery processes shall
promote the ability to rebound, resume
operations, and minimize service
disruption to solution users and
stakeholders. This must include offsite
electronic and physical storage in the
United States. In addition, Contractor
must identify the software and data
backup approach. It is the responsibility
of the Contractor to insure continued
connectivity and interface with the
system.

recovery processes in the event
of a system malfunction or
disaster situation in accordance
with the DHHS-approved EVV
System Disaster Recovery and
Business Continuity Plan.
Describe how the backup and
recovery processes shall
promote the ability to rebound,
resume operations, and
minimize service disruption to

solution users and stakeholders.

This includes offsite electronic
and physical storage in the
United States. In addition,
identify the software and data
backup approach.

Bidder's Response:

At the start of the project, EVV would develop an EVV system disaster recovery plan (SDRP) and business continuity plans BCPs. Microsoft is committed to providing facility
recovery efforts at fail-over facilities. Microsoft also supports the existence of an SDRP and BCP that fully support the philosophy of providing and maintaining the highest quality
of services to its customers.
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Business Continuity Plan (BCP) for the
solution and the Contractor company that:
identifies essential missions and business
functions and associated contingency
requirements. These requirements include
recovery objectives, restoration priorities,
contingency roles, responsibilities and
addresses maintaining essential business
functions despite an information system
disruption, compromise, or failure. This
plan should be reviewed and updated on
a yearly basis.

business functions and
associated contingency
requirements covered in the
Business Continuity Plan.
Include recovery objectives,
restoration priorities,
contingency roles,
responsibilities, and address
maintaining essential business
functions despite an information
system disruption, compromise
or failure. Describe
maintenance, review and
update processes.

Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
223 puOR.4 | Contractor must provide redundancies Describe redundancies built into N/A S
built into the architecture of the solution the architecture of the solution to
to maintain continual operations. maintain continual operations.
Describe how solution is
designed to meet 99.5% uptime
_ service level.
Bidder's Response:
Microsoft provides the fail over facility to maintain operations.
Req# | ID Contractor / Solution Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
224 BCDR.5 | Contractor must develop and deliver a Describe essential missions and | TA.SP.46 S

Bidder's Response:

The disaster recovery plan seeks to decrease the following:

. Recovery of EVV system within the time frames specified by the various business units

. Aversion of potential damage to DHHS's reputation or image and to protect the public
. Means to resume and maintain adequate service levels to customers

. Minimization reduction in the inconvenience and potential disruption to customers and employees

. Preventing systems from sustaining major financial and operational impacts that could seriously jeopardize the business continuity

At the start of the project, EVV would develop DHHS EVV system disaster recovery plan (SDRP) and business continuity plans BCPs to help prevent events that disrupt the
organization’s EVV business applications and to limit the potential impact of any unavoidable disruption by containing it to a predictable and predetermined acceptable period. We
recognize and acknowledge that reinstating the critical business applications is a major responsibility to safeguard the interests of Ml DHHS's employees, providers and other
communities that you serve.
Microsoft is committed to providing facility recovery efforts at fail-over facilities, if required. Microsoft also supports the existence of an SDRP and BCP that fully support the
philosophy of providing and maintaining the highest quality of services to its customers.
The plan includes:

. Astructured plan that will help in an efficient, effective and timely recovery and resumption of the interrupted EVV application
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. The number and frequency of ad hoc decisions made following a disaster

. DHHS’s dependence on the participation of any specific person or group of persons

- Loss of data and information, recognizing that the loss of some data and information is inevitable
- Confusion and exposure to errors and unnecessary duplication of effort

- The extent of losses associated with an extended recovery operation

«  The total elapsed time required for completing the recovery

Business continuity is the activity performed to validate that critical business functions will be available to DHHS, provider agencies and other EVV entities that must have access
to those functions. These activities include many daily tasks such as project management, system backups, change control and help desk.

Business continuity, a plan of action implemented long before the time of a disaster, refers to those activities performed daily to maintain service, consistency and recoverability.
The foundation of business continuity is the standards, program development and supporting policies, guidelines and procedures needed to validate and to continue without
stoppage, irrespective of the EVV solution adverse circumstances or events. All system design, implementation, support and maintenance will be based on this foundation to have
any hope of achieving business continuity, disaster recovery or, in some cases, system support. Business continuity is sometimes confused with disaster recovery, but they are
separate entities. Disaster recovery is a small subset of business continuity.

The entire concept of business continuity is based on identifying all business functions within DHHS and then assigning a level of importance to each. A business impact analysis
is the primary tool for gathering this information and assigning criticality, recovery point objectives and recovery time objectives and is therefore part of the foundation of business
continuity. During the initiation phase, the project team will work with DHHS to identify some of these objectives.

This business impact analysis can be used to identify the extent and time scale of the impact on different levels to the agency. For instance, it can examine the effect of disruption
on operational, functional and strategic activities for DHHS; not only the current activities but the effect of disruption on major business changes for EVV solution can be
determined by business impact analysis.

Req# | ID Contractor / Solution Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
225 BCDR.6 | Suwuun must inciude an alternate storage | Describe solution’s use of an TA.SP.48 S
site, which includes (at a minimum) alternate storage site, which
necessary agreements to permit the includes necessary agreements
storage and recovery of system backup to permit the storage and
information and the resumption of system | recovery of system backup
operations for business functions within information and the resumption
the time period specified. Contractor must | of system operations for
establish alternate telecommunications business functions within the
services including necessary agreements | time period specified. Describe
to permit the resumption of information how solution has established
system operations for essential business alternate telecommunications
functions. services including necessary
agreements to permit the
resumption of information
system operations for essential
business functions.

Bidder's Response:

Microsoft provides the fail over facility for storage and recovery of system harlup.

Req# | ID Contractor / Solution Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
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ID Code
226 BCDR.7 | Solution must provide for the recovery and | Describe how solution provides | TA.SP.49 S
reconstitution of the information system to | for the recovery and
a known state after a disruption, reconstitution of the information
compromise, or failure. Recovery of the system to a known state after a
information system after a failure or other | disruption, compromise or
contingency shall be done in a trusted, failure. Describe how this is
secure, and verifiable manner. done in a trusted, secure and
verifiable manner, and include
anticipated RTOs.
Bidder's Response:
The recovery and reconstitution will be accomplished according to the disaster recovery plan.
Reg# | ID Contractor / Solution Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
227 BCDR.8 | A short-term uninterruptible power supply | Describe how the facilities TA.SP.61 S

should be employed to facilitate an orderly
shutdown of the information system in the
event of a primary power source |oss.

hosting the solution are
designed to be resilient during a
power source loss.

Bidder's Response:

The EY and Microsoft data centers employ uninterruptible power supplies.
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In any project of this magnitude, with stakeholders from so many different perspectives, quality project management skills and experience can make all the difference in
quality. DHHS is focused on ensuring that the EVV project is structured in such a way to support a successful implementation. Bidder will describe below, how each facet of
project management will be implemented and used.

recognized project management
approaches, such as PMI PMBOK in
order to complete the scope of work.
Contractor must follow an agreed project
management lifecycle and implementation
processes.

recognized project management
approaches, such as PMI
PMBOK, will be utilized in order
to complete the scope of work.
The description must
specifically address the project
management lifecycle and
implementation processes.

Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
228 PMI.1 Contractor must utilize industry Describe how industry N/A S

Bidder's Response:

The PMP embeds Project Management Institute (PMI) Project Management Body of Knowledge (PMBOK®) Guide and Centers for Medicare and Medicaid Services (CMS)
standards throughout the approach to complete all project management activities. Specifically, it incorporates the five project management process groups (i.e., initiate, plan,
execute, monitor and control, and closing) and associated knowledge areas (e.g., scope, time, cost, program, quality, communications, risk) to effectively apply consistent project
management discipline to the execution of this project’s life cycle.

Project Management Plan (PMP). The
PMP must be delivered to DHHS within 30
days of contract signing. Included in the
PMP will be the following:

. Communications Plan

. Change Management Plan

. Staffing Management Plan

. Quality Management Plan

. Risk Management Plan

. Issue Management Plan

. Work Breakdown Structure.

The PMP plan must be reviewed and
approved by DHHS staff, and any
identified adjustments will be made prior
to signoff.

~NO A WN

maintenance of Project
Management Plan (PMP),
including the following:

. Communications Plan

. Change Management Plan
. Staffing Management Plan

. Quality Management Plan

. Risk Management Plan

. Issue Management Pian

. Work Breakdown Structure.
Describe how the PMP will be
continuously maintained and
communicated to DHHS,
including related documents, as
the project progresses.
Describe process for providing
PMP to DHHS for review and
approval.

NN WN

Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
229 PMI.2 Contractor must develop and maintain a Describe development and N/A S

116




‘ ‘ 6113 Z1 Solution Requirements — Attachme’— RTM

Bidder's Response:

- Initiate: First is the setting of the vision and direction. In addition to executing all required legal and administrative requirements to support the project, we will work with DHS
staff to verify the organizational vision regarding the outcomes, as well as any particular direction or approach to be used in designing the high-level road map to achieve the
end state. Stakeholder identification and integration process occur in this phase.

. Plan: Next, we will begin detailed project planning. This includes defining a framework for how the work is accomplished; defining the project scope, risks, communication
channels and stakholders, and a detailed work breakdown structure; and identifying schedule milestones, key resources, and performance metrics. We will provide an
overview of our understanding of DHS'’s organization and operations, cycle memorandums of our understanding, begin the process of drafting specific control evaluations,
and prepare a preliminary account risk assessment.

. Execute: During project execution, our team will use the PMP to direct and manage the completion of each task, activity and deliverable. We will follow defined processes for
change management; risk and issues management; quality, resource, schedule, and budget management; as well as status reporting and information distribution.
Communication plans will be executed with the focus on integration activities to support the synchronized execution of interdependent tasks.

- Monitor and Control: Controlling activities begin upon the commencement of the project and are focused on overseeing the task order execution and evaluating the success
of the implementation effort and performance measures, address change requests, recommend corrective and preventive actions, and implement corrective actions.
Processes include integrated change control (scope, cost, schedule and quality) as well as risk monitoring and performance reporting.

. Closing: Upon completion of each major task, deliverable and/or milestone, we will verify the contract terms and conditions are present in the product to request client formal
acceptance. As part of this process, the team will catalog program records, document program successes and lessons learned, and store project documentation and
measures.

There are key elements that we effectively manage to increase the opportunity for success. These elements include communications, risk and issue management, resource
management, cost, time, schedule, quality, reporting and communications. Details regarding management of each category are presented throughout this plan.

. Change management plan: Outlines the strategy for user adoption that will position DHHS to effectively use the EVV solution. Addresses stakeholder management,
communications, training, and change impact.

. Communications management plan: Outlines the key milestones, mediums, audiences, frequency and key messages that will be used throughout the project. It provides a
unified communication framework for sharing accurate information.

. Cost management plan: Outlines the approach, methodology and tools used to identify and estimate costs, analyze expenditures and variances, track and reconcile
estimates to invoices, monitor, control and report actual cost/budget expenditures.

. Document management plan: Outiines the standardized processes and procedures used to manage document repositories and artifacts or work products, internal and
external to DHHS. This includes the management of historical information and confirms a consistent style and approach to document development, format, version control,
library structure and archiving.

. Issue management plan: Outlines the approach, methodology and tools used to identify, analyze, escalate, communicate, resolve, monitor, control and report the issues that
could impact DHHS projects in the PMO portfalio.

- Quality management plan: Provides the approach, method and tools the QM team uses or plans to use within DHHS in order to proactively monitor, measure and report on
the following areas:

. Quality of work being performed as it relates to requirements, deliverables and/or milestones
. Compliance to approved policy, process(es) and/or procedure(s)

. ldentification of potential risk

. Status of corrective actions

. Risk management plan: Outlines the risk management approach, methodology and tools used to identify, analyze, communicate, mitigate, monitor, control and report the
risks that could impact the DHHS EVV project.

- Schedule management plan: Guides both project execution and project control and serves as a road map for managing activities throughout the life of the project. The
primary functions of the project schedule are to document planning assumptions and decisions, facilitate communication among stakeholders, and document approved
scope, cost, resource and schedule baselines.
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. Scope managemen plan: Outlines the approach, methodology and tools used to monitor, control and report project scope and to identify new or additional scope that could

impact DHHS EVV solution implementation and/or projects in the portfolio.

Req.# | ID Conuauwr / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
D Code
230 PMI.3 Contractor should utilize standard Describe and provide examples N/A S

procedures and tools to track project
items, decisions, issues, risks, defects,
and resolutions.

Bidder's Response:

The EY project team will use SharePoint and Microsoft Project to communicate project tasks, deliverables, milestones and all other project related documents or updates to DHHS.

of the procedures and tools that
will track project items,
decisions, issues, risks, defects,
and resolutions.

Req# | ID vontractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommeriuauon for
Checklist Ability Closure
ID Code
231 PMI.4 Contractor resources must participate in Describe how resources will N/A S

all levels of project governance as
necessary, to include, but is not limited to:
all monthly project steering committee
meetings to discuss project activities,
deliverables, milestones, risks, and
issues; and all weekly operating
committee meetings to discuss issues,
risks, project progression, resource
changes, and other areas related to the
scope of work.

participate in all levels of project
governance as necessary, to
include, but is not limited to: all
monthly project steering
committee meetings to discuss
project activities, deliverables,
milestones, risks, and issues;
and all weekly operating
committee meetings to discuss
issues, risks, project
progression, resource changes,
and other areas related to the
scope of work.

Bidder's Response:

The EY Account Executive and Project Manager will participate

in all key governance meetings.

The EY implementation team will participate in weekly operating committee

meetings.
Reg# | w Contractor / Solution/Requirement Instructions to piader CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
232 PMILS Contracior must participate in and capture | Describe how Contractor staff N/A S

notes from all necessary project meetings.
Contractor shall be responsible for
creation and dissemination of all project
meeting agendas, minutes, and necessary
documentation.

shall participate in and capture
notes from all necessary project
meetings, and will be
responsible for creation and
dissemination of all project

118




6113 Z1 Solution Requirements — Attachmeﬂ - RTM

meeting agendas, minutes, and
necessary documentation.

Bidder's Response:
All materials for internal EY team meetings, DHHS Status Meetings, Weekly Status Reports, other project related meetings and project executive discussions with DHHS will include
preparation of agendas and documentation. Minutes will be recorded by the EY team and disseminated back to DHHS via email for their review.

Reg# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Biaumny Gap Description and Recommendation fcﬂ
Checklist Ability Closure
ID Code
233 PMI.6 vontractor should facilitate a project Describe the project initiation N/A S
initiation kickoff meeting with key kickoff meeting with key
stakeholders and create a kickoff meeting | stakeholders and create a
presentation targeted to specific kickoff meeting presentation
audiences. The presentation shall be targeted to specific audiences.
submitted to and approved by DHHS. Describe support required from
DHHS to complete kickoff
presentation.

Bidder's Response:

The EVV project kickoff meeting will be held with representatives from DHHS and their designees within 10 calendar days after contract approval or a mutually agreed-upon date
in writing. The meeting will allow the team an opportunity to confirm scope, work plan, schedule and teams for design, implementation and maintenance of the EY EVV solution.
Our team will draft a formal agenda which may include the following:

Review of project scope statement

Review of the project mission

Review of the EVV draft project work plan and schedule

Introduction to project teams

Review of the EVV proposed project management plan and schedule
Review lines of communication and reporting relationships

Initial identification of high-risk or problem areas

Review DHHS's deliverable review process

Discuss the issue resolution process

Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
iD Code
234 PML7 Contracwr must provide all deliverables Describe how all deliverables N/A S
and/or documentation as identified in the and/or documentation as
project’'s work plan. identified in the project’'s work
plan will be created and
reviewed within Contractor’s
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team prior to submission to
DHHS for review and approval.

Bidder’s Response:

We will provide all of the deliverables and/or documentation as identified in the project work plan. The development of the deliverables will be a team effort in collaboration
with DHHS and the provider agencies.

Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
235 PMI.8 Contractor must provide a deliverable Describe the deliverable review N/A S

review and acceptance process which will
be approved by DHHS. The following will
need to be taken into account in the
process:

1. The size and complexity of the
deliverables will be taken into account
when determining the length of time
available for review cycles. Collaboration
with DHHS staff for review turnaround
expectations is required.

2. Any change control processes will be
taken into consideration.

3. Informal walkthroughs of draft
deliverables will be considered.

4. Simultaneous review of numerous
deliverables will not be permitted without
approval.

and acceptance process to be
approved by DHHS. Note how
items 1-4 will be considered and
addressed.

Bidder's Response:

EY will work collaboratively on the development of our deliverables so that the final review process can be streamlined. We will conduct reviews of draft deliverables to seek
feedback. We will update the deliverables to reflect DHHS input. We will establish a formal review process where the final draft is presented and DHHS has adequate time to
review and provide feedback. We will incorporate any required changes to the final draft and deliver the final deliverable. We will not schedule review of numerous deliverables in
the same timeframe.

Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
236 PMI.9 Contractor mus. suwinit a monthly status Describe the process for N/A S

report. The report must contain the
following at a minimum:

1. Current project work plan and schedule
with percentage completes for milestones.
2. Overall completion status.

3. All past due tasks or milestones and the
plan(s) for completing them.

creating a monthly status report
to include all items 1-9, along
with examples. Draft monthly
status report to be submitted
with response.
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4. Planned tasks and activities for the next
30 days.

5. ldentification of any staffing issues or
changes.

6. Current status on all identified issues.
7. Current status on ali identified risks.

8. Current status on testing and metrics.
9. Current status on any service level
agreements.

Bidder's Response:

!!=~- --=*--ct award, we will collaborate with DHHS to jointly agree upon the final format for the monthly status report.

Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Biaaing Gap Description and Recommendation for
Checklist Ability Closure
ID Code
237 PMI.10 Bidder shall provide a draft Project Work Bidder shall provide a draft N/A S

Plan with project time frames. Contractor Project Work Plan with
will develop and submit the detailed PWP | projected time frames.
in the first 30 days of the contract. DHHS
will retain final approval of the PWP.

Bidder’'s Response:

A draft EVV project workplan is included in Appendix A to the Technical Proposal. The final project workplan will be submitted to DHHS for approval within 30 days of contract

award.

Req# | ID Contractor / Solution/Requirement - Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
238 PMI.11 Contractor shall devewsp and maintain a Provide a sample Project Work N/A S

detailed Project Work Plan (PWP) and a Plan showing activities and
Gantt Chart that is aligned with the scope | timeframes for a recent

of the work outlined in this RFP. The PWP | successful EVV implementation.
should identify realistic person hours of
effort for each task and identify planned
completion dates for all deliverables and
milestones. All documents must be
provided in a DHHS approved format that

is ac~~~~"*'~ and re-~-*'~ by State staff.

Bidder's Response:

Project Work Plan, WBS, Project Schedule and Milestone List are attached as Appendix A to the Technial Response.
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req.# | ID wonrtractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checkiist Ability Closure
ID Code
239 PMI.19 Unns will provide acueess w sharePoint Describe how Contractor will N/A S

(electronic document repository) for
project documents and deliverables. The
Contractor, DHHS staff and other
Contractors with the appropriate security
level must upload/attach new or revised
versions of documents. The repository
must perform version control and allow
users to view all prior versions.

support consolidated project
documentation and reporting
within the SharePoint site.

Bidder's Response:

The SharePoint site will provides a central repository for project management and project delivery activities and to promote knowledge sharing and continuous communication with
DHHS and other contr~~*~-s.

Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
240 PMI.12 Contractor must keep the detailed project | Bidder to describe how they will N/A S
work plan updated weekly and available meet the requirement.
on DHHS SharePoint project site.
Bidder's Response:
The project work plan will be updated weekly and posted to the SharePoint site at week end.
Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
D Code
241 PMI.13 Contractor wui ueveiop an nplementation | Provide a sample N/A S

plan and communications plan which will
be reviewed and approved by DHHS.

implementation plan and
communications plan that may
be utilized for this project.

Bidder’'s Response:

Our approach to project management includes the development of the implementation plan and the communications plan.

with DHHS to finalize these plans.

During the Discovery phase of the project, we will work

Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
P2y PMI.14 Contractor must provide all mutually Describe how all mutually N/A S

agreed design and implementation
deliverable work products to DHHS staff
for approval before acceptance.

agreed design and
implementation deliverable work
products will be provided to
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DHHS staff for approval before
acceptance.

Bidder's Response:

Upon contract execution, we will collaborate with DHHS to establish task specific entrance and exit criteria tasks or decision gates. Upon addressing the approved criteria for each
decision gate, we will request written approval from DHHS to:

. Begin work on tasks associated within that specific work stream
»  Formally document completion of the work stream via the decision gate documentation

For the duration of the project, these criteria will be enforced for each decision gate to obtain DHHS approval prior to proceeding to the next task (work stream). Entrance criteria
for each decision gates will be identified in the beginning of the project to outline what activities need to be completed prior to advancing to the next work stream

Req.# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code

3 PMI.15 Contractor shall coordinate deliverable Provide a description of the N/A S

and milestone walkthroughs and deliverable and milestone

participate in other project walkthroughs (if | walkthrough process and

relevant) as required by DHHS. provide any samples of artifacts

with response.

Bidder's Response:

EY will work collaboratively on the development of our deliverables so that the final review process can be streamlined. We will conduct reviews of draft deliverables to seek
feedback. We will update the deliverables to reflect DHHS input. We will establish a formal review process where the final draft is presented and DHHS has adequate time to review
and provide feedback. We will incorporate any required changes to the final draft and deliver the final deliverable. We will not schedule review of numerous deliverables in the
same timeframe. The review of deliverables may take the form of an overview presentation of the key information within the deliverable. The milestone review process will be a
recap of the completion of all work streams within the milestone, any issues, risks, project schedule changes or resource changes that were encountered during the completion of
the milestc—-

Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
D Code
244 PMI.16 Contractor must provide a Test Describe the Test Management N/A S
Management Plan, including testing Plan, including testing activities
activities for development, configuration, for development, configuration,
interface validation, and performance interface validation, and
testing. performance testing. Samples
of previous Test Management
Plans may be submitted.

Bidder's Response:

The Test Management Plan will detail the overall system testing process that will be followed to ensure the successful delivery of the EVV implementation for DHHS. This
document will list out the types of testing that will take place during this project. The EVV Details Test Strategy document will be maintained throughout the project and will include
hyperlinks to all relevant documents (Test Cases, Test Plans, etc.) to eliminate redundancy and to have a single view of project sign-off. It is a vehicle to inform key stakeholders
such as business sponsors, project managers, business analysts, testers, and developers about the key objectives, risks, planned test stages, and test types that will take place
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for the project. It is designed tu uucument the overarching, unified testing strategy to be applied throughout the lifecycle and will be used to gain acceptance and commitment to
the approach.

Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
D Code
245 PMI.17 Counuacor shall be required to work Describe how Contractor has N/A S
collaboratively with DHHS and the DHHS | worked collaboratively with
integration team to provide schedule previously clients and their
information to be included in the overall Integration teams to ensure

integration plan. Elements necessary for alignment of technology and
the overall ptan include, but is not limited resources. Examples may be
to: start and end dates of major phases, submitted.

key project milestones, integration points,
cross module dependencies, and
sufficient information to support the State
DHHS reporting requirements.

Bidder's Response:

EY has a proven track record of working collaboratively with our clients. We periodically conduct assessments of service quality (ASQ) to review our performance and impact on
our client’s organizations. This serves as a leading practice in evaluating our actual performance against your expectations. Functioning independently from your account team,
ASQ provides you with the opportunity to offer candid comments and feedback regarding your EY relationship and the services we are providing. While we like to hear what is
working well, we also want to know if there is anything we could do to improve our relationship with you. Results of the ASQ will be shared with you directly following the review.
Since 2013, we have conducted roughly 75 client ASQ interviews across the state of Georgia agencies. Average overall recommendation from Georgia ASQ interviews: 9.16 out
of 10 which reflects their level of client satisfaction. We would bring the same level of commitment to DHHS to work with you on the development of your integration plan.

Reg# | ID Contractor s oulution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
— D Code
246 PMI.18 Contractor staff rius work wiin the DHHS | Describe the processes that will N/A S
project management resources to ensure be used to work with the DHHS
alignment of activities and resources. project management resources
to ensure alignment of activities
and resources.

Bidder's Response:

By utilizing our Project Management Institute’s (PMI) Project Management Body of Knowledge (PMBOK®)-based project management standards, methods and tools, we will help
DHHS to enhance the transparency, predictability and accountability of this initiative. Specifically, our project management framework will establish a clear operating rhythm; specific
communication guidelines and mechanisms; defined processes aligned with program objectives; and procedures to monitor cost, schedule, risk and resources. Given the complexity
around the EVV implementation to address not only project management but also industry processes and standards, our methodology also incorporates elements of the Systems
Development Life Cycle (SDLC) and Medicaid Information Technology Architecture (MITA) Standards.

We will work closely with DHHS during the Discover phase to establish project initiation, project management, and management processes and procedures. We will provide weekly
and monthly project updates to the DHHS V&V vendor. We will upload our project documentation to the document repository. We will utilize the strategic and tactical guidance
provided in accordance with the Master Project Schedule.
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G.11 Communication and Training Requirements:

DHHS has been identifying and deploying improvements to the programs provided as part of their overall operational and quality management process. Preliminary information
has been shared with key stakeholders through the MLTC Long-Term Care Stakeholder meeting, with additional updates on the DHHS website. To properly prepare all
stakeholders for this EVV implementation, comprehensive communication and training will be extremely important. This may be one of the biggest differentiators to success.
Provide below the specific ways in which bidder can improve acceptance and quality through well planned and delivered communication and training.

Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
247 CAT.1 Contractor must provide a draft Solution Provide a draft Solution N/A S
Communication and Training Plan. A final | Communication and Training
detailed Solution Communication and Plan addressing all items A-I.

Training Plan shall be developed,
reviewed and approved by DHHS within
45 calendar days of the contract start
date. The approved Solution
Communication and Training Plan shall
address the following topics for both
communication and training activities:

A. Approach and scope (including all
audience groups);

B. Training and outreach activity,
schedule, duration, types (i.e., in person,
oniine, pre-recorded, real time, interactive,
etc.), locations, for various stakeholder
groups (all providers, recipients, etc.) by
task;

C. Assurances for providing timely,
appropriate training and outreach
activities for all stakeholders;

D. Roles and responsibilities for all
stakeholder types;

E. Communication and training to support
the initial implementation of solution;

F. Post implementation training and
outreach activities and frequency
throughout the life of the contract;

G. Training and outreach for newly
approved and revalidating providers
during the onboarding process;

H. Languages that communication and
training will be provided in and basis for
verifying accuracy of all translations; and
| Identification of standardized and ad hoc
communication and training materials.

Bidder's Response:
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We offer a holistic trairng and change management approach to help seamlessly manage this digital transformation both during and after implementation.

The EY EVV solution includes a comprehensive role-based training program that equips stakeholders with the knowledge and the skills to perform their responsibilities in EVV. This
program includes instructor-led education that focuses on conceptual changes such as redesigned processes and workflows, role- and scenario-based e-learning that focuses on
system processes, and operations labs where learners can build their proficiency through hands-on practice in a simulated environment.

We develop content and plan training activities to close knowledge/skills gaps based on training needs (content, mediums, audiences, subject-matter resource access, trainers,
resource availability, training environment and training maturity) and overall strategy. Content options include self-paced e-learning modules, custom quick-start guides, user guides,
training slides, demos and videos, and knowledge/skill assessment

For post-implementation support, the EY EVV solution includes ongoing learner support. This includes short procedural videos, how-to guides and an embedded adoption aid called
Learning Path, a Microsoft technology that provides role-based guidance for users directly within the system as they execute tasks.

Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
D Code
248 CAT.2 Contiauwor must collaborate with DHHS to | Describe how Contractor will N/A S
finalize a training schedule that will be collaborate with DHHS to
approved by DHHS. finalize a training schedule that
will be managed and approved
by DHHS. ]

Bidder's Response:

The training schedule will be one component of the overall training plan. We will work with DHHS to develop and finalize a schedule that works for the end users and can realistically
be accomplished prior to go live.

JE— —

Req# | ID Contractor ; vuuuun/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
1D Code
249 CAT.3 Solution must provide for developmern Describe how solution will PE.PI2.18 S
and implementation of technical and user | provide for development and
training programs. implementation of technical and
user fraining programs.

Bidder's Response:
We propose a holistic learning program that includes many innovative training strategies as is shown and described below.

Our end-user training approach is focused on creating self-sufficient users (e.g., providers, department representatives and individuals receiving services) by deploying blended
learning approach with just-in-time and targeted role-based training. The training will be designed to present manageable pieces of learning, focused on clear objectives related to
the roles.

End-user training will focus on educating providers (e.g., business manager, case manager and service providers) on process changes, as well as system functionality.
Our training approach deploys different activities at each phase of the project using our learning design framework (needs analysis, design and development of curriculum and
content, implementation and delivery of training, evaluation and support).
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reg# | ID vontractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
o ID Code
252 Cai.0 wonuactor must provide training to all Describe how the training will N/A S
users of the solution prior to the be delivered to all users of the
implementation of EVV and on an ongoing | solution prior to the
basis during operations in accordance implementation of EVV and on
with the DHHS-approved EVV an ongoing basis during
Communication and Training Plan and operations in accordance with
Materials. the DHHS-approved EVV
Communication and Training
Plan and Materials.

Bidder's Respunise.
We offer a holistic training and change management approach to help seamlessly manage this digital transformation both during and after implementation.

The EY EVV solution includes a comprehensive role-based training program that equips stakeholders with the knowledge and the skills to perform their responsibilities in EVV. This
program includes instructor-led education that focuses on conceptual changes such as redesigned processes and workflows, role- and scenario-based e-learning that focuses on
system processes, and operations labs where learners can build their proficiency through hands-on practice in a simulated environment.

We develop content and plan training activities to close knowledge/skills gaps based on training needs (content, mediums, audiences, subject-matter resource access, trainers,
resource availability, training environment and training maturity) and overall strategy. Content options include self-paced e-learning modules, custom quick-start guides, user guides,
training slides, demos and videos, and knowledge/skill assessment

For post-implementation support, the EY EVV solution includes ongoing learner support. This includes short procedural videos, how-to guides and an embedded adoption aid called
Learning Path, a Microsoft technology that provides role-based guidance for users directly within the system as they execute tasks.

Req.# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code

253 CAT.7 Contractor must provide train-the-trainer Describe train-the-trainer N/A S

sessions for DHHS resources or sessions for DHHS resources or

designated DHHS resources and other designated DHHS resources

staff responsible for training. and other staff responsible for

training.

Bidder's Response:
We have developed delivery options that include live and remote train-the-trainer (TTT) and end-user training. Educational content will be available to DHHS and the service provider
organizations to use to train new end users when employee turnover occurs.

Req.# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
254 CAT.8 Contractor must develop and deliver in- Describe the development and N/A S
person training in multiple geographic delivery of in-person training in
locations within the State of Nebraska as multiple geographic locations
agreed with DHHS. within the State of Nebraska
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based on agreement with
DHHS.

Bidder's Response:

We will work DHHS to determine the appropriate locations for the in-person training. These training sessions will be incorporated into the training schedule.

Reg# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
255 CAT.9 Contractor must utilize a variety of Describe the variety of delivery N/A S
delivery methods for training, including methods for training, including
online self-paced training presentations, online self-paced training
in-person classroom setting, written presentations, in-person
materials, webinars, and demonstrations. classroom setting, written
materials, webinars, and
demonstrations. Samples may
be included.

Bidder's Response:
Our training approach deploys different activities at each phase of the project using our learning design framework (needs analysis, design and development of curriculum and
content, implementation and delivery of training, evaluation and support).

We develop content and plan training activities to close knowledge/skills gaps based on training needs (content, mediums, audiences, subject-matter resource access, trainers,
resource availability, training environment and training maturity) and overall strategy.

Content options include self-paced e-learning modules, custom quick-start guides, user guides, training slides, demos and videos, and knowledge/skill assessment. We recognize
that service provider organizations are dispersed across a significant geographic area, so we have developed delivery options that include live and remote train-the-trainer (TTT)
and end-user training. Educational content will be available to DHHS and the service provider organizations to use to train new end users when employee turnover occurs.

Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code

256 CAT.10 Contractor’s training materials must be Describe how the training N/A S

offered in accessible formats consistent materials being offered are in

with requirements of the Americans with accessible formats consistent

Disabilities Act. with requirements of the

Americans with Disabilities Act.

Bidder's Response:

It's our goal for all learners interact as fully as possible with the learning solutions we deliver. We follow the Section 508 accessibility guidelines of the Rehabilitation Act of 1973 to
accommodate the deaf and the blind. For example, the e-learning courses allow the use of assistive technologies such as screen readers. We will also enable closed captioning
for any videos we embed in the courses for those who are deaf.

Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
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257 CAT.11 Contractor must provide a training Describe the traimng N/A S
environment that is available to DHHS environment available to DHHS
and must maintain and update the training | and how Contractor shall
environment with training data to use maintain and update the training
during user training. environment with training data
to use during user training.

Bidder's Response:
The Micorosft Dynamics license fees included in our pricing proposal provide for a training environment for DHHS.

ney#t | ID Contractor / Solutivrvequiremennt Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
1D Code

259 CAT.13 Contractor must make training records Describe how training records N/A S

available to be included in the data will be included in the data

available for reporting. available for reporting.
Bidder's Response:
The training records will be available for reporting.
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communicate to DHHS any sanctions,
corrective action plans and/or unresolved
audit findings identified during the life of
the contract.

be used to identify, document
and communicate to DHHS any
sanctions, corrective action
plans, and/or unresolved audit
findings identified across the
install base during the life of the
EVV contract.

Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
260 OP 1 Contractor mus. identify, document and Describe the process that will N/A S

Bidder's Response:

The project status reports and the ongoing operations reports will be used to document any sanctions, corrective action plans or audit findings. We will communicate with DHHS
| di--~*"- to advise if any of these situations "~~~ to occur.

Rey.# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
261 OP.2 Contractor shall provide electronic Describe the process for N/A S

notification, including detailed release
notes, for version changes, patches,
updates and fixes prior to being deployed
to either the test or production
environment.

notifications, release notes and
updates for version changes,
patches, updates and fixes prior
to being deployed to either the
test or production environment.

Bidder's Response:

Microsoft delivers two major releases for Dynamics 365 per year to enable new capabilities and functionalities. These major updates will be backward compatible. To verify this,
Microsoft and EY US will perform a coordinated upgrade test in a sandbox environment, allowing for full regression testing and bug resolution. Once all bugs are resolved, the EY
Managed Services team will work with DHHS to coordinate a production update. This coordination will include communication activities that align with the communication plan,
which is one component of our holistic approach to change management. Stakeholders will be informed with consistent, timely, accurate information and dates aligned with program
timing to eliminate confusion and promote a common understanding of the changes throughout the solution.

information monitoring and route system
alerts and alarms to communities of
interest when the system detects unusual
conditions.

perform advanced information
monitoring and route system
alerts and alarms to
communities of interest when
the system detects unusual
conditions.

Req# | ID vonracior / Solution Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
1D Code
262 OP.3 Solution must perform advanced Describe how solution will TA.DC.7 S
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Bidder's Response:

The EY EVV solution is designed to generate real-time alerts for gaps in care and provides real-time, multi-level alerts of pending, late and missed visits. These alerts, when
triggered, are configured to be sent to the appropriate case or business manager to take necessary actions. Additionally, the workflow engine within Dynamics 365 allows for
exceptions, to prevent unnecessary alerts from being triggered.

The EVV solution alerts, reports and data analytics will flag suspicious activity for further review. In addition to functionality, our support for EVV includes our Forensic & Integrity
Services practice.

The EVV solution will alert the appropriate management representative (case manager, business manager) if the care provider attempts to provide unauthorized services or to
initiate a visit with a geographic location that does not match the scheduled visit location. These visits will not be electronically verified and claims will not be generated without
management approval. The security model will only allow authorized users to modify data elements. The audit trail within the EVV solution will track all modifications to data. Alerts,
dashboards and reports can be c-—%~—---*~ -=70rt data changes.

Req# | ID Conuacior / Solution Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
iD Code
263 OP4 Solutiun must be capable o1 or support the | Describe solution’s capabilities IA.DS.18 S
production of a random sample of data for providing a random sample

that would be needed for audit purposes of data that can be used as
(e.g. providers, beneficiaries, claims, etc.) | needed for audit purposes,
based on the state-established selection based on state-established
criteria. selection criteria.

Bidder's Response:
The EY EVV solution is capable of providing sample data for use in audits based on state established selection critera.
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Once implementation is complete, a key success factor from a stakeholder use perspective is quality support and responsiveness. With each item below, Bidder should provide
thorough responses to show how bidder’'s experience in delivering consistent EVV services and support will assist DHHS in meeting stakeholder expectations.

The draft version of the Solution Customer
Support Plan shall:

A. Be submitted with the proposal;

B. Be submitted to DHHS for review and
approval within thirty (30) calendar days of
the contract effective date;

C. Establish the purpose and scope of the
Customer Support Plan;

D. Describe the customer support
services, including but not limited to help
desk services;

E. Establish roles and responsibilities for
providing customer support functions; and
F. Establish operational hours for the
provision of customer sup~~~ services.

Reg# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
264 CSRA1 Contractor must establish and maintain an | Provide a draft version of the N/A S
Solution Customer Support Plan that Solution Customer Support Plan
addresses all aspects of customer care which must include all required
services, including a help desk function. items C-F within draft plan.

Bidder's Response:

in the Microsoft Government Cloud. Our Cloud Services Solution Center provides the following services:
. Technology delivery

. Cloud application operations

«  Regulatory updates

«  New functionality

. Minor enhancement resource pool

app, and chat and provides the following:
. How to: process/functions/business support

- Technical/functional support
. Data-related issue resolution
- Basic troubleshooting

«  Break-fix and patches

We are proposing EVV as a managed service (software as a service) which provides NE DHHS with a turnkey solution. We will maintain responsibility for daily operations of EVV

Our EVV Customer Care support is available seven days a week 24 hours a day by a customer support service desk. The NE DHHS will have access to a client portal to view
real-time dashboards for status and metrics for all incidents addressed by the customer support service desk. Our EVV customer care includes support via voice, email, fax, web,
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We will provide a dedicated toll-free number to access the Customer Support Service Desk 24 hours, 7 days a week. We will leverage our existing telephony infrastructure to
create your own toll-free number. We will provide a dedicated fax line(s) and number(s), however we recommend avoiding the use of fax or email. There tends to be missing
information and in some cases Personally |dentifiable Information (PI!) is transmitted in an unsecured manner.

EY Customer Support Service Desk logs, tracks, monitors and returns any type of contact (i.e., voice, web, app, chat) using EY Synapse. EY Synapse is our digital platform
powered by several different cloud-based technology capabilities (e.g., customer service management, workflow management, analytical modeling, visualization and reporting,
robotic process automation, big data, public/private cloud) to enhance EY Customer Support Service Desk. During onboarding, we will tailor our specific software and technical
solutions to streamline EY Customer Support Service Desk processes to your unique requirements that provide agents with tools for accelerating problem resolution. Our focus is
always on first-time call resolution and transaction accuracy to service levels.

Any type of contact (i.e., voice, web, app, chat) to EY Customer Support Service Desk will be logged as an incident. All incidents will be assigned a severity level (e.g., 1: life
threatening, 2: urgent, 3: normal, 4: low). Based on the severity level and incident type the incident will notify the participants and caregivers within the following notification time

frmmn

Severity 1 15 minutes
Severity 2 1 hour
Severity 3 24 hours
Severity 4 48 hours

EY Customer Support Service Desk is staffed with English and Spanish capabilities. In addition, there is capability to access a translation and interpreter service, typically within 2
minutes depending on the language requested, and in operation 24 hours, 7 days a week.

EY Customer Support Service Desk maintains a customer satisfaction focus. We regularly provide users with the options to participate in a customer satisfaction survey
immediately following their contact. We also automatically send a customer survey once the incident is deemed complete by EY US. We would also conduct periodically
scheduled Assessments of Service Quality (ASQs) with NE DHHS to review our performance and impact on your organization. This serves as a leading practice in evaluating our
actual performance against your expectations. Functioning independently from your account team, ASQ provides you with the opportunity to offer candid comments and feedback
regarding your relationship with EY US and the services we are providing. While we like to hear what is working well, we also want to know if there is anything we could do to
improve our relationship with you. The results of the ASQ are shared with you directly following the review.

The EY EVV Customer Support Service Desk is modeled after our EY Financial Planner Line® (dedicated phone line staffed with experienced, credentialed financial counselors),
Work Opportunity Tax Credit (WOTC) and other client-facing call centers.

Our Workforce Services Call Center supports multiple programs with stringent legislative dependencies and guidelines across many industries supporting more than 150 clients
and handling more than 250,000 calls per year. The programs we support include the Work Opportunity Tax Credit, Affordable Care Act (ACA), Marketplace Support, Government
Screening Services, Unclaimed Property and Unemployment Insurance.

WOTC is one of the programs the call center supports for both inbound screening as well as outbound follow-up. WOTC is a federal program that provides employers with
opportunities for qualifying individuals and incentivizes employers who hire qualifying individuals in the form of a tax credit. Our EY Call Center is one of the screening methods
used to support this program. We offer a seamless candidate experience in the screening process with qualified agents confirming a quality and timely screening while responding
to questions. The team also assists our clients in our general survey method through our Help Desk line. Another program we support is the Affordable Care Act. The ACA is a US
federal state statute enacted in 2010 to increase health insurance quality and affordability, reduce the costs of health care and lower the uninsured rate by expanding insurance
coverage.

We provide consultative/analytical support and annual reporting services necessary to comply with the employer shared responsibility provisions of the ACA. Our call center
supports ACA inquiries, which include employees calling about their form received and what it means, marketplace support and government screening services for employers.
Our EY Call Center team is composed of high-performing client service agents who are cross-skilled on multiple platforms to confirm timely and quality service.

Since 1978 the EY Employee Financial Services has provided financial weliness services to approximately 5 million employees in more than 250 organizations. While the majority
are long-running programs focused on providing comprehensive financial wellness support to the full employee population, some engagements are short term, event-driven (i.e.,
benefit choice or change, new hire assistance, severance counseling, relocation assistance, late career support). Eligible employees have unlimited, toll-free telephonic access to
highly trained and credentialed financial planners of the Employee Financial Planner Line (EYFPL). EY financial planners provide objective, personalized financial counseling on
any imaginable financial planning issue and assist eligible employees in improving their general financial well-being. Eligible participants may call the EYFPL on an ad hoc basis
by calling with specific financial questions as they arise, or on a pre-scheduled and/or ongoing basis, as desired, to work toward personal financial goals.
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AUA 40,302 V4 Empioyees calling In to Inquire  Multiple programs are

about marketplace options, supported. Associates need to
inquire about their form know up to five different
received or general ACA platforms and are skilled
questions across all programs.

Req.# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for

Checklist Ability Closure
ID Code
265 CSR.2 Contractor must provide a help desk Describe help desk functions to N/A S
function. The help desk shall provide: be provided, including all

A. Technical support by phone and online, | requirements noted.
every calendar day, ( 7 days per week
during the hours 8 a.m. to 6 p.m. CT) for
all stakeholders for the first 90 days of the
Operations and Maintenance Task in
accordance with the DHHS-approved
Solution Customer Support Plan.

B. Technical support by phone and online
in accordance with DHHS's regular
business hours (8 a.m. to 6 p.m. CT) for
the duration of the contract beginning on
the 91st day of Operations and
Maintenance task. Support shall be
provided in accordance with the DHHS-
approved Solution Customer Support
Plan.

C. Contractor shall provide on-call
technical support for hours outside
production support core business hours.

a) Contractor will return contact within
fifteen (15) minutes of state contact to
Contractor on-call support number.

b) Contractor will maintain active and
continued resolution activity until problem
is resolved for incidents designated
severity 1, or the highest severity
designation
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Bidder's Response:

Our EVV Customer Care support is available seven days a week 24 hours a day by a customer support service desk. DHHS will have access to a client portal to view real-time
dashboards for status and metrics for all incidents addressed by the customer support service desk. Our EVV customer care includes support via voice, email, fax, web, app, and
chat and provides the following:

. How to: process/functions/business support
. Technical/functional support

. Data-related issue resolution

- Basic troubleshooting

. Break-fix and patches

We will provide a dedicated toll-free number to access the Customer Support Service Desk 24 hours, 7 days a week. We will leverage our existing telephony infrastructure to
create your own toll-free number. We will provide a dedicated fax line(s) and number(s), however we recommend avoiding the use of fax or email. There tends to be missing
information and in some cases Personally |dentifiable Information (PIl) is transmitted in an unsecured manner.

EY Customer Support Service Desk logs, tracks, monitors and returns any type of contact (i.e., voice, web, app, chat) using EY Synapse. EY Synapse is our digital platform
powered by several different cloud-based technology capabilities (e.g., customer service management, workflow management, analytical modeling, visualization and reporting,
robotic process automation, big data, public/private cloud) to enhance EY Customer Support Service Desk. During onboarding, we will tailor our specific software and technical
solutions to streamline EY Customer Support Service Desk processes to your unique requirements that provide agents with tools for accelerating problem resolution. Our focus is
always on first-time call resolution and transaction accuracy to service levels.

Any type of contact (i.e., voice, web, app, chat) to EY Customer Support Service Desk will be logged as an incident. All incidents will be assigned a severity level (e.g., 1: life
threatening, 2: urgent, 3: normal, 4: low). Based on the severity level and incident type the incident will notify the participants and caregivers within the following notification time
frame.

Severity 1 15 minutes
Severity 2 1 hour
Severity 3 24 hours
Severity 4 48 hours

EY Customer Support Service Desk is staffed with English and Spanish capabilities. In addition, there is capability to access a translation and interpreter service, typically within 2
minutes depending on the language requested, and in operation 24 hours, 7 days a week.

EY Customer Support Service Desk maintains a customer satisfaction focus. We regularly provide users with the options to participate in a customer satisfaction survey immediately
following their contact. We also automatically send a customer survey once the incident is deemed complete by EY US. We would also conduct periodically scheduled Assessments
of Service Quality (ASQs) with NE DHHS to review our performance and impact on your organization. This serves as a leading practice in evaluating our actual performance against
your expectations. Functioning independently from your account team, ASQ provides you with the opportunity to offer candid comments and feedback regarding your relationship
with EY US and the services we are providing. While we like to hear what is working well, we also want to know if there is anything we could do to improve our relationship with
you. The results of the ASQ -~ ~*red with you directly following the review.

Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
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266 CSR.3 Contractor must establish and distribute Describe the process for N/A S
an electronic DHHS-approved Solution developing and maintaining the
User Manual. At a minimum, the user required electronic user manual.

manual shall be updated and distributed
annually to all solution users. The Solution
User Manual shall be updated within thirty
(30) days of implementation of changes if
there are major system upgrades that
occur more frequently than regularly
scheduled annual updates.

Bidder's Response:
The EY EVV User manual will be updated as required based on solution updates. The user manual will be reviewed, updated and distributed annually to all solution users.
Additionally, the solution user manual will be updated within 30 days of implementing major system upgrades that occur outside of regularly scheduled updates.

Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Biuuimng Gap Description and Recommendation for
Checklist Ability Closure
ID Code
267 CSR4 Contractor must provide a consistent Descnive how questions will be N/A S
method for receiving and answering received and answered
questions from system users. consistently once the system is
operational.

Bidder's Response:

Our EVV Customer Care support is available to answer questions from system users seven days a week 24 hours a day. Our EVV customer care includes support via voice,

email, fax, web, app, and chat.
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Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
268 CSR.5 Contractor must document inquiries and Describe the process for N/A S

provide routine reports to DHHS regarding
reasons for inquiries.

managing and reporting on
inquiries.

Bidder's Response:

DHHS will have access to a client portal to view real time dashboards for status and metrics for all incidents addresr =~ -

the customer support service desk.

Req.# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
D Code
269 CSR.6 Contractor must handle grievances in an Describe how grievances are N/A S

organized, consistent manner.

handled in an organized,
consistent manner. Describe
grievance handling process,
response times for initial
grievance, escalation process,
and any other handling of
grievances.

Bidder's Response:

A service quality executive is assigned to every EY client. In the event of a grievance, the service quality executive would immediately become involved to understand the situation
and work with DHHS to bring it to an amicable resolution.

Req.# | ID vunuacwr 1 duluuon/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
270 CSR.7 Contractor must document grievances Describe the grievance and N/A S

and provide routine reports regarding the
reasons for the grievances and the
resolution of the grievances.

reporting process.

Bidder's Response:

A service quality executive is assigned to every EY client. In the event of a grievance, the service quality executive would immediately become involved to understand the situation
and work with DHHS to bring it to an amicable resolution. All discussions related to the grievance would be documented and reported to DHHS.

Req.# | ID Contractu 1 wuiution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
D Code
271 CSR.8 Solution must provide a callback option. Describe the callback solution N/A S

For callers who select a callback option,
Contractor must have their call returned
within four (4) business hours.

and service level expectations.
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Bidder's Response:
The customer support desk will return calls within four business hours.

individuals providing Medicaid home and
community-based services with
necessary, comprehensive, timely and
accessible information, instructions and
training, and technical support during
implementation and operation of solution.

Bidder's Response:

provides organizations and
individuals providing Medicaid
home and community-based
services with necessary,
comprehensive, timely (as per
the agreed project schedule)
and accessible information,
instructions and training, and
technical support during
implementation and operation of
~~'ution.

Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
272 CSR.9 Solution miust provide organizations and Describe how the solution N/A S

The EY EW approach to implementation is comprehensive of DHHS, the provider agencies their service providers and the beneficiaries. All of these constiutents will receive timely
| S , training and technical support during the implementation and the ongoing operation of the solution.

Support monthly reporting statistics and
criteria, and associated reports are to be
delivered on a monthly basis. Some of the
criteria to be included, but is not limited to
are:

e Call Center Calls Received by
Month
Calls Abandoned
Calls Answered
Average Handle Time
Calls Held
Average Hold Time
Calls Abandoned %
Call back statistics
Average Speed of Answer
Calls transferred to Voicemail
Callers who left Voicemail
Time to return Voicemail
Dropp -~ ~-"~

monthly reporting statistics and
criteria, and include a mock-up
of the report to be delivered on
a monthly basis. Include all
identified requirements in
CSR.10. Sample should be
submitted with proposal.

Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
D Code
273 CSR.10 Contractor must provide Customer Describe the Customer Support N/A S
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Bidder's Response:

Monthly reports typically include ticket volume, number of tickets by ticket type, change requests, compliance reports, additional requests, highlights, risk assessment, incident
inflow, average cycle times, aging of open requests,call volumes, call response time, average call length, and call abandonment rate. We will work with DHHS to define the reporting

template that provides the most value and we will implement that report.
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Committed, experienced staff are key to a successful project. Describe the staff that will be utilized for this project, and how Bidder utilizes documented, consistent processes to ensure
ongoing oversight of project and operational staff.

to be onsite at DHHS for all key meetings,
training and other activities as needed.

remote support, and how
Contractor will work with DHHS
to develop an agreed to
schedule for project manager to
be onsite at DHHS for all key
meetings, training and other
activities as needed.

Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
274 SAR.01 Contractor must have a process for Describe the background check N/A S
performing background checks for U.S. processes used, and criteria
citizens, non-U.S. citizens, and Green included. Describe the process
Card holders. Contractor must provide a for performing background
Personnel Background Check Attestation | checks for citizens, non-US
(written documentation) of a favorable citizens, and Green Card
background check for personnel who holders.
might reasonably be expected to access
sensitive and confidential member data
contained in any system accessed during
the course of the Contract. Contractor
must have a documented set of processes
and criteria used for background checks.
The Department may request the removal
of staff for disqualifying offenses.
Bidder's Response:
EY will not have any non US citizens working on this project.
Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
275 SAR.03 Contractor will work with DHHS to develop | wescnive Contractor’'s  typical N/A S
an agreed to schedule for project manager | approach to onsite versus

Bidder's Response:

The EY Project Manager will be on site for all key activities.
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Req# | ID

276 SAR.04

Contractor / Solution/Requirement

vonractor's sian working remotely must
be available to work in the State's primary
project location at DHHS's request for
functions necessary to support the scope
of work (e.g., risk review meetings, root
cause analysis sessions, integration
planning, release planning, operational
readiness reviews, UAT, implementation,
and production deployment).

Instructions to Bidder CMS Bidding wap vescripuon ana Recommenaauon for
Checklist Ability Closure
iD Code
Describe how staff working N/A S

remotely will be available to
work in the State's primary
project location at DHHS'’s
request for functions necessary
to support the scope of work
(e.g., risk review meetings, root
cause analysis sessions,
integration planning, release
planning, operational readiness
reviews, UAT, implementation,
and production deployment).

Bidder's Response:

The EY project team will be available onsite for all key functions necessary to support the implementation of EVV, When the project team works remotely they will communicate
with DHHS using email, Skype, conference bridge, SharePoint, etc.
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> 15 Turnover and Contract Closeout Requirements:

Upon ending the contract, Contractor shall work with DHHS and any other organizations designated by DHHS to ensure an orderly transition of services and responsibilities under
the contract and to ensure the continuity of those services required. This includes, but is not limited to, supporting data conversion and knowledge transfer to Nebraska DHHS or any
succeeding contractor.

All toli-free telephone numbers shall be transferable to Nebraska DHHS, or other entity designated by DHHS, upon the ending of the contract.

Req# | ID Contractor / Solution/Requirement Instructions to Bidder CIvID Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
278 TAT A Refer to Contractor requirements in Provide a draft Turnover rian ol N/A S
Section II. T. Contract Closeout. a similar EVV project. Describe

bidder's experience in transition
activities of a similar EVV
project.

Bidder's Respuiise.
As each implementation with a client is unique, we work with our clients to determine the appropriate turnover procedures. Typically, turnover includes EY providing both

documentation and joint discussions on the following topics:
- Up to date procedure manual

- Current project status and any outstanding issues
. Project correspondence

. Data integrations

. Plugins/custom development

«  Workflows and business process flows

. Configurations

. JavaScript customizations

. Environments

- Deployment process

We would seek to involve DHHS's technical and business resources throughout the process, so that they are knowledgeable about the EVV solution being deployed. We don't view
Turnover as a point-in-time event, or even a 90-day window. Rather, the knowledge sharing would happen throughout the duration of the project. In an ideal scenario, formal Turnover
activities should be redundant and simply for safety’s sake, owing to the side-by-side efforts throughout the course of the project.
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To ensure a comprehensive solution, and to best leverage federal FMAP, DHHS is very focused on ensuring that all certification criteria are satisfied fully. Describe their
experience and capability in meeting all certification requirements, artifacts, tracking and collaboration throughout the project. Since full certification will not occur until at least six
months post-implementation, many certification activities will continue beyond deployment through the initial operational months. Be specific and ensure Bidder's responses show
how Bidder’'s experience and capability can differentiate Solution and certification achievement.

Req.#

ID

Contractor / Solution/Requirement

279

CRT.1

Contractor shall deveiop a Ceruncauon
Crosswalk that describes how the solution
aligns with the CMS certification

requirements and MECT milestones within
120 days of execution of the cor*-=-*

Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
Describe the process by which N/A S

the solution will be validated
against the CMS centification
checklists.

Bidder's Response:

EY also provides IV&V services for MMIS modularization, so we understand the programmatic and functional-critical success factors that must be met for certification. We will
use our industry experience with CMS certification to validate the requriements for the MECT milestones within 120 days of the execution of the contract.

correct design, implementation,
documentation, and support by
Contractor.

CMS certifiable through correct
design, implementation,
documentation, and support by
Contractor.

Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
280 CRT.2 Solution must ve UMS certifiable through Describe how solution will be N/A S

Bidder's Response:

EY also provides IV&YV services for MMIS modularization, so we understand the programmatic and functional-critical success factors that must be met for certification. We will
use our industry experience with CMS certification to support the design, implementation and documentation requirements.

developing the necessary CMS
certification checklist documentation and
artifacts for each MECT checklist
requirement.

collaborate with DHHS to
develop the necessary CMS
cenrtification checklist
documentation and artifacts for
each MECT checklist
requirement, along with any
MECT certification experience
from past implementations.

Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
281 CRT.3 Contractor must coordinate with DHHS in Describe how Contractor will N/A S
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Bidder's Response:

EY also provides IV&V services for MMIS modularization, so we understand the programmatic and functional-critical success factors that must be met for certification. We will use
our industry experience with CMS certification to develop the necessary checklist documentation and artifacts for each requirement.

Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
282 CRT 4 Contractor must update system, user, and | Describe how Contractor will N/A S

training documentation as necessary to
support the certification process and to

reflect changes that have been made to
solution during the certification process.

update system, user, and training
documentation as necessary to
support the certification process
and to reflect changes that have
been made to the solution during
the certification process.

Bidder's Response:

Systen documentation will be kept current and will reflect any changes that have been made during the certification process. User documentation and training content will be
updated when we have verified that the required changes have met the certification requriements.

Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
283 CRT.5 Contractor shall participate as required by | Describe how Contractor will N/A S

DHHS during milestone reviews and other
certification meetings.

provide staff resources as
necessary to support MECT
milestone reviews and activities.
Describe how Contractor will
participate as required by DHHS
during milestone reviews and
other certification meetings.

Bidder's Response:

The project Certification lead will participate in the milestone reviews and the certification meetings. The project manager and project executive can also be available to participate
in these meetings as required.
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Req# | ID wontractor 1 sulsuoryeyuirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
284 CRT.6 Contractor must complete milestone Describe how Contractor will N/A S

updates to the CMS certification checklists
as requested by DHHS. Contractor must
assist DHHS in preparing certification
artifacts, evidence, presentation materials
and any other content as required by
DHHS, V&YV, or CMS. Contractor must
support DHHS and the IV&V’s activities
associated with solution throughout the
CMS certification process.

support creation, review and
updates of all required
certification artifacts,
presentation materials and any
other content required for the
CMS certification process.

Bidder's Response:

Throughout the implementation, we will coordinate with DHHS and the V&V vendor to provide accurate and timely project status reporting and support the preparation activities for
the Project Initiation and Operational Milestone Reviews. Once the EVV system transitions to operations and maintenance, we will support the activities for the MMIS Certification
Final Review. EY also provides IV&V services for MMIS modularization so we understand the programmatic and functional critical success factors that must be met for certification.

Req.#

235

ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
o7 Contractor must populate a DHHS Describe how contractor will N/A S

certification document repository, as each
required item/artifact is completed and
approved.

populate repository, as each
required item/artifact is
completed and approved.

Bidder's Response:

To promote full transparency, we will establish a SharePoint site (a secure, electronic, web-enabled collaboration platform) to post required artifacts that have been completed and

approved.
Req.# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
286 CRT.8 Contractor must provide the V&V Describe how Contractor will N/A S

Contractor timely (based on agreed
project schedule) and accurate project
status when requested by DHHS or the
V&V Contractor.

provide IV&YV Contractor timely
and accurate project status when
requested by DHHS or the IV&V
Contractor.

Bidder's Response:

Throughout the implementation, we will coordinate with DHHS and the IV&V vendor to provide accurate and timely project status reporting and support the preparation activities for
the project initiation and operational milestone reviews. Once the EVV system transitions to operations and maintenance, we will support the activities for the MMIS certification
final review. We also provide IV&V services for MMIS modularization, so we understand the programmatic and functional-critical success factors that must be met for certification.
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Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
287 CRT.9 vunuacior must utilize agreed testing Describe how Contractor will N/A S

methodologies, configuration and change
control measures made to the solution
throughout the certification and
operational processes.

utilize agreed testing
methodologies, configuration and
change control measures made
to the solution throughout the
certification and operational
processes.

Bidder's Response:

We will use agreed upon testing methodologies, configuration and change control measures to support the certification and operational processes. During the Discover phase of
the project, we will review *~ - proposed methodologies and incorporate them into the testing strategy and plan, the system design and change control processes.

Req# | v Contractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
288 CRT.10 Contractor shouw participate and provide | Describe how contractor will N/A S

support as needed in CMS certifications of
any other assoc’~*~~ modules.

support CMS certifications of
associat~~ ~odules.

Bidder's Response:

Throughout the implementation, we will coordinate with DHHS and the V&V vendor to support CMS certification of associated modules.

Req# | ID vontractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
289 CRT.11 Contractor must correct an required Describe how contractor will N/A S

remediation activities related to
certification findings on a schedule to be
approved by CMS and DHHS.

complete remediation activities
on a schedule to be approved by
CMS and DHHS.

Bidder's Response:

The implementation team and our EVV solution team will manage and provide the resources to complete the remediation activities.
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Req.#

_2&1\1

ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
D Code
CRT.12 Contractor must meet the requirements of | Describe how Contractor will N/A S

future regulations and guidance from CMS
for EVV systems and EVV use to ensure
that Nebraska fully qualifies for and
receives enhanced ninety percent (90%)
federal funding for design, development
and implementation; enhanced federal
match of seventy-five percent (75%)
federal funding for operation, maintenance
and customer support; and fifty percent
(50%) federal match for administrative
activities and education and outreach
activities. The Contractor must provide
DHHS with technical support and
documentation as needed to support the
state’s request for the enhanced federal
funding.

meet the requirements of future
regulations and guidance from
CMS for EVV systems and EVV
use to ensure that Nebraska fully
qualifies for and receives
enhanced ninety percent (90%)
federal funding for design,
development and
implementation; enhanced
federal match of seventy-five
percent (75%) federal funding for
operation, maintenance and
customer support; and fifty
percent (50%) federal match for
administrative activities and
education and outreach
activities. Bidder commits to
provide DHHS with technical
support and documentation as
needed to support the state’s
request for the enhanced federal
funding.

Bidder's Response:
The EY EVV Solution Team has the responsibility to provide regulatory updates to the solution. They will closely monitor the CMS requirements and implement the solution changes
L ranuirad +a meet the regulations. The r=+ fnctionality will be provided as =~ ''~~1ate or a scheduled release depe~-~nt on the timing of the regulation,

Bidder's Response:
EVV is architected on a higly configurable, extensible platform with significant capabilities to exchange data with outher systems. lt fits the modular approach for the new Medicaid
systems. Microsoft Dynamics 36~ ~'~o =~~~ ~“des DHHS which a platform that can be used for other business cases within the agency.

framework, version 3.0 and later, as
related to EVV systems, EVV data, use of
common data standards, and efficient and
reliable data interchange with the existing
Nebraska and new Medicaid Systems,
which is moving toward a modular system
based on Service Oriented Architecture
design principles and the MITA
framework. For more information on

MITA visit

the CMS MITA framewaork,
version 3.0 and later, as related
to EVV systems, EVV data, use
of common data standards, and
efficient and reliable data
interchange with the existing
Nebraska and new Medicaid
Systems, which is moving toward
a modular system based on
Service Oriented Architecture
design principles and the MITA
framework.

Req# | ID Contractor / Solution/Requirement Instructions to Bidder CMS Bidding Gap Description and Recommendation for
Checklist Ability Closure
ID Code
291 CRT.13 Sowuun must adhere to the CMS MITA Describe how solution adheres to N/A S
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Req.# 1D Contracwr / Solution/Requirement Instructions to Bidder CMS Bidding | Gap Description and Recommendation for |
Checklist Ability Closure
1D Code
292 CKi .1+ | Contractor must provide solution’s Describe process used to create, N/A S

technical, functional, and performance
documents as required by the IV&V
Contractor.

track and provide evidence for all
documents required by V&V
Contractor.

Bidder’s Response:

Throughout the implementation, we will coordinate with NE DHHS and the independent validation and verification (IV&V) vendor to provide accurate and timely project status
reporting and support the preparation activities for the project initiation and operational milestone reviews. Once the EVV system transitions to operations and maintenance, we will
support the activities for the MMIS certification final review. We also provide IV&V services for MMIS modularization, so we understand the programmatic and functional-critical

success factors that must b~ ~~* for certifica*~~ We will post all documentation to the SharePoint site established for the certification pr
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REQUEST FOR PROPOSAL FOR CONTRACTUAL SERVICES FORM

By signing this Request for Proposal for Contractual Services form, the bidder guarantees compliance
with the procedures stated in this Request for Proposal, and agrees to the terms and conditions
unless otherwise indicated in writing and certifies that bidder maintains a drug free work place.

Per Nebraska’s Transparency in Government Procurement Act, Neb. Rev Stat § 73-603 DAS is required
to collect statistical information regarding the number of contracts awarded to Nebraska Contractors. This
information is for statistical purposes only and will not be considered for contract award purposes.

NEBRASKA CONTRACTOR AFFIDAVIT: Bidder hereby attests that bidder is a Nebraska
Contractor. “Nebraska Contractor” shall mean any bidder who has maintained a bona fide place of
business and at least one employee within this state for at least the six (6) months immediately preceding
the posting date of this RFP.

| hereby certify that | am a Resident disabled veteran or business located in a designated
enterprise zone in accordance with Neb. Rev. Stat. § 73-107 and wish to have preference, if applicable,
considered in the award of this contract.

| hereby certify that | am a blind person licensed by the Commission for the Blind & Visually
Impaired in accordance with Neb. Rev. Stat. §71-8611 and wish to have preference considered in the
award of this contract.

FORM MUST BE SIGNED USING AN INDELIBLE METHOD (NOT ELECTRONICALLY)

FIRM: Ernst & Young LLP
COMPLETE ADDRESS: 55 Ivan Allen Jr Boulevard Suite 1000 Atlanta, GA 30308
TELEPHONE NUMBER: 404 817 8715
FAX NUMBER: 844 317 5659
DATE: S
SIGNATURE:
TYPED NAME & TITLE OF SIGNER: 1y
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