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Form A 
Bidder Contact Sheet 

Request for Proposal Number 5965 21 

Form A should be completed and submitted with each response to this RFP. This is intended to provide the State with 
infonnation on the bidder's name and address, and the specific person(s) who are responsible for preparation of the bidder's 
response. 

Preparation of Response Contact Information 

Bidder Name: DiRAD Technologies, Inc. 
Bidder Address: 

9 Corporate Drive, Clifton Park, NY 12065 

Contact Person & Title: John Michne, Vice President 
E-mail Address: iohn.michne®dirad.com 
Telephone Number (Office): 518-438-6000 ext. 149 
Telephone Number (Cellular): 518-505-6912 

Fax Number: 518-982-0182 

Each bidder should also designate a specific contact person who will be responsible for responding to the State if any 
clarifications of the bidder's response should become necessary. This will also be the person who the State contacts to set 
up a presentation/demonstration, if required. 

Communication with the State Contact Information 

Bidder Name: SAME 
Bidder Address: 

Contact Person & Title: 

E-mail Address: 

Telephone Number (Office): 

Telephone Number (Cellular): 

Fax Number: 
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REQUEST FOR PROPOSAL FOR CONTRACTUAL SERVICES FORM 

BIDDER MUST COMPLETE THE FOLLOWING 
By signing this Request for Proposal for Contractual Services form, the bidder guarantees compliance 
with the procedures stated in this Request for Proposal, and agrees to the terms and conditions 
unless otherwise indicated in writing and certifies that bidder maintains a drug free work place. 

Per Nebraska's Transparency in Government Procurement Act, Neb. Rev Stat§ 73-603 DAS is required 
to collect statistical information regarding the number of contracts awarded to Nebraska Contractors. This 
information is for statistical purposes only and will not be considered for contract award purposes. 

__ NEBRASKA CONTRACTOR AFFIDAVIT: Bidder hereby attests that bidder is a Nebraska 
Contractor. "Nebraska Contractor" shall mean any bidder who has maintained a bona fide place of 
business and at least one employee within this state for at least the six (6) months immediately preceding 
the posting date of this RFP. 

I hereby certify that I am a Resident disabled veteran or business located in a designated 
enterprise zone in accordance with Neb. Rev. Stat. § 73-107 and wish to have preference, if applicable, 
considered in the award of this contract. 

__ I hereby certify that I am a blind person licensed by the Commission for the Blind & Visually 
Impaired in accordance with Neb. Rev. Stat. §71-8611 and wish to have preference considered in the 
award of this contract. 

FORM MUST BE SIGNED USING AN INDELIBLE METHOD (NOT ELECTRONICALLY) 

FIRM: DiRAD Technologies, Inc. 

COMPLETE ADDRESS: 9 Corporate Drive, Clifton Park, NY 12065 

TELEPHONE NUMBER: 
518-438-6000 

FAX NUMBER: 
518-982-0182 

DATE: 12/26/2018_ 

SIGNATURE: "· l.,.,L/',-,,.--.c, 

TYPED NAME & TITLE OF SIGNER: John Michne, Vice President 
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December 26, 2018 

State Purchasing Bureau 

1526 K Street, Suite 130 

Lincoln, NE 68508 

Re: RFP 5965 Zl 

State of Nebraska 

Solicitation 5965 Zl 

DiRAD is pleased to provide a response to Nebraska DHHS for an SMS Text Messaging Solution that 

DHHS can use to better communicate with their clients. The proposed solution is turn-key and includes 

the following components: 

• Discovery and Business Analysis 

• Project Management 

• Call flow design and SMS scripting 

• Custom design and provision of all web interfaces 

• Custom-designed web portal designed with DHHS security policy in mind 

• Real time and historical reporting 

• Collaborative User and Load Testing 

• Dedicated Short Code 

• Complete documentation as described in the requirements 

• Onsite Training 

With more than 34 years of experience with developing telecommunications solutions for government 

entities, Di RAD will leverage best practices and know-how from myriad deployments in the public 

sector, to provide a state-of-the-art solution that is secure, reliable, and easy to use. We look forward to 

next steps. 

John Michne 

Vice President 

john.michne@dirad.com 

Phone: 518-438-6000 Ext 149 

Fax: 518-982-0182 
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I. PROJECT DESCRIPTION AND SCOPE OF WORK 

The bidder should provide the following information in response to this RFP. 

A. PROJECT OVERVIEW 
The Nebraska Department of Health and Human Services (DHHS), division of Children 
and Family Services (CFS), is issuing an RFP seeking a Short Messaging Service (SMS) 
Texting Solution hosted by the Contractor that will allow DHHS programs to send and 
receive text messages to and from clients. DHHS is looking to: 

1. Improve communication to better assist clients by providing a more efficient 
means of communication; 

2. Provide more efficiency for staff by reducing phone calls to the DHHS call centers; 
3. Provide less churning of benefit applications and more timely responses 

from clients regarding information needed to continue benefits; 
4. Provide fewer breaks in service for clients because of untimely filing of 

review/recertification applications; and, 
5. Enhance client contact and augment existing communication. 

DHHS requires a solution that is Contractor hosted and maintained. All hardware and 
software for the solution must be provided through the Contractor. The solution 
must offer two way texting. The solution must provide and maintain connections to 
all cellular carriers. State backend applications (NFOCUS and CHARTS) must be 
allowed to communicate to and from the solution via Application Programming 
Interface (API), web service, and Secure File Transfer Protocol (SFTP) . Import and 
export of files must be allowed for DHHS programs that have with no backend 
application. A web portal front end application must be available in the solution for 
specific DHHS staff to administer/manage the texting, allow input of texting, and 
manually upload or download texting information. A reporting tool must be available 
via the web portal for creating reports, adhoc queries, and metrics. 

DiRAD Response: DiRAD is proposing a turn-key SMS solution designed to DHHS specifications, with 

features matching the features required above, plus API access for further refinements and add-on 

applications. The proposed system meets or exceeds requirements for features and functionality, 

reliability, and security. In addition, DiRAD's onsite training and 24x7 emergency support are a hallmark 

of the company's 34-year history of customer service. 
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DiRAD Response: The proposed application mirrors the diagram above, without exception. 
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B. PROJECT ENVIRONMENT 
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The State is soliciting bids for a solution to meet the needs of the Nebraska DHHS Children and Family 
Services (CFS). CFS programs that will initially use texting comprise of Economic Support programs, Child 
Welfare and Adult Protective Services, and Child Support Enforcement (CSE), In the future, other DHHS 
programs may utilize the texting solution. 

1. Each program may include several sub-programs: 

a. CFS - Economic Assistance: Economic Assistance programs include Supplemental 
Nutrition Assistance Program (SNAP), Employment First, Aid to Dependent Children, 
Refugee Resettlement, Energy Assistance, Child Care Subsidy, Aged, Blind, and 
Disabled as well as Social Services for Aged and Disabled. 

DiRAD Response: DiRAD's government experience spans decades, with the largest 
US cities as customers. DiRAD will leverage best practices and share the knowledge 
of what we've learned in our implementation of Nebraska's DHHS system. 

b. CFS - Protection and Safety: Child Welfare and Adult Protective and Safety services 
include prevention activities and coordination, child and adult protective services, 
foster care and independent living, adoption, domestic violence, safety and 
treatment services, and educational initiatives. 

DiRAD Response: DiRAD's applications related to the above requirement are in 
production at New York City Administration for Children's Services (ACS), a vast 
agency with myriad responsibilities for the health and welfare of New York City's 
families. DiRAD's solution includes applications such as multiple Call Centers, 
Emergency Notification, Interactive Voice Response (IVR), and Enterprise 
Telephony. ACS departments and programs served by DiRAD include: 

• Agency-Wide Employee Emergency Notification System (ENS) 
• Adoption Subsidy & Payments 

• Advocacy 
• Housing Policy & Development 
• lnfoline 
• KidSafe Emergency Line 
• Caseworker Voice Mail Accountability System 

• Help Desk 
• Early Care & Education 
• Information & Referral 
• COOP (Continuity of Operations) 
• IT Asset Management 
• Information and Referral 

• 676-WISH 

c. CFS - Child Support: Child Support Enforcement is a family-first program intended 
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to ensure families' self-sufficiency. The program goals are to ensure that children 
have the financial and medical support of both their parents; to foster responsible 
behavior towards children; and to emphasize that children need both parents 
involved in their lives. 

DiRAD Response: DiRAD will apply best practices from our many years of 
experience working with health and human services agencies, to create a new 
standard in constituent communications. 

2. Initial usage for text messaging is planned for various client events/transactions including but 
not limited to: interviews reminders, verification and review/recertification due reminders, 
and notifications when correspondence is available on the client's account. 

DiRAD Response: A phased approach is ideal as DHHS studies effectiveness and the 
best ways to communicate such information. Di RAD will be there for the entire 
effort, providing guidance and paced roll-outs that apply lessons learned from 
earlier efforts. 

Annual usage figures provided are estimates and are not to be construed as either a minimum 
or maximum text quantity. Contractor must not impose minimum text quantity requirements. 
The estimated number of text messages per month for the first year is expected to be 
approximately 105,000 for Economic Assistance, 45,000 for Protection and Safety and 54,000 
for Child Support for a total of 2,448,000 texts for the year. 

DiRAD Response: DiRAD's solution elastically expands to accommodate traffic, 
while maintaining cost effectiveness. 

3. Initial State backend Applications include: 

a. N-FOCUS (Nebraska Family Online Client User System) - a system that automates 
benefit/service delivery and case management for more than 30 Nebraska 
Department of Health and Human Services (DHHS) programs, including Child Welfare, 
Aid to Dependent Children, 
Supplemental Nutrition Assistance Program, and Medicaid 

DiRAD Response: DiRAD has many years of experience with integrating to 
proprietary backend services, abstracting the complexity and providing exactly the 
functionality the customer intended. 

b. CHARTS {Children Have A Right To Support) - a system used to maintain and 
enforce Nebraska Child Support 

DiRAD Response: What is discussed in our answer above also applies here, and to 
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any backend systems DHHS wishes to expose for integration. 

4. The solution must be compatible with the following interfaces: 

a. API/Web Service Interface 
Text messaging requests may be originated from the backend state applications and 
communicated to the texting solution via secure API or web service. Source information 
such as cell phone numbers and messages will be originated and stored in DHHS 
application data outside of the texting solution and sent to the texting solution. Status 
of the texting results and text responses will be communicated from the texting solution 
back to the State Applications via secure API or web service. 

DiRAD Response: This is our understanding: the NFOCUS and CHARTS applications 
will first apply its own logic or programming which produces the lists of people to 
text, and hosts it for consumption by the DiRAD solution. This can be push or pull -
the DiRAD system can react to an event, or it can institute a "watcher" service that 
looks for text messages to send. When it has a call to make, it writes to various DB 
records and launches the campaign on the record data. After the call is made, data 
is written to the DHHS backend with the results. DiRAD also records results for 
reporting purposes, if required. DiRAD's solution supports many different data 
exchange methods, including web service/APl's and S/FTP. 

b. File Import/Export Interface 
Text messaging requests may be originated from either a backend state application or 
DHHS user and sent via Secure File Transfer Protocol (SFTP), Email, and Web Upload. 
The texting request information will be in a predefined format contained in a file type 
of XML (Extensible Markup Language), JSON (JavaScript Object Notation), and CSV 
(Comma-separated Value) and be uploaded to the texting solution. Texting results and 
responses will be downloaded back to the State Application or user via the same 
method. 

DiRAD Response: Related to GEN-3 in the Traceability Matrix, there are a few ways 
to do this, and DiRAD's experience is that each customer has their own preferences 
and security concerns. In the case of DHHS, we look at HIPAA compliance in the 
storage of the data and the transfer of the data. Here's how we would do the (3) 
different methods:1. SFTP: Either DiRAD or DHHS would spin up an SFTP server, and 
Di RAD would automate the process of obtaining the files from DHHS (which DHHS 
posts to the SFTP Server). During the SFTP session, data can be scrubbed for errors 
and duplicates, and also for comparison to any Do-Not-Call database that has been 
established. 2. Email: DiRAD setups up a email box that receives the updates via 
email attachments.DiRAD's software can strip the attachment and parse the data -
the file can be either XML, CSV, or JSON and the software is designed to 
automatically determine the file type. This option is NOT secure. 3: Web Upload: 
Di RAD can create a secure web frontend that is part of the Di RAD Dashboard which 
will allow for manual file upload. The file is validated and scrubbed before being 
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imported in the DiRAD JSON File or database. 

c. User Web Interface 
The texting solution must provide a secured web front end for designated staff to enter 
cell phone numbers, create text messages, perform any administration or management 
of texting features, and manually upload/download files via web. 

DiRAD Response: DiRAD develops and hosts custom portals that leverage Microsoft 
Azure's innate security features. Di RAD designs portals that are easy to use, and 
require little to no training. Below are some examples - Keep in mind that DHHS will 
be able to choose the screen layout, design, data elements, security, and 
functionality. DiRAD's web application provides real-time and historical reporting, 
manual file upload, and control of the application functionality. Di RAD abstracts the 
technical configuration to provide a "fly-by-wire" overlay that gives users much 
power over the application, without the complexity. 

d. Reporting/ Ad hoc Queries 
The texting solution must provide a secured web front end to access reporting and 
statistic information. It should also allow reporting/statistic information to be sent in 
XML, JSON, and CSV file to DHHS via SFTP, Email, Web Download, API, and Web Service. 

DiRAD Response: DiRAD is providing both standard and customized reports. An ad 
hoc reporting tool is also included, integrated into the web portal. 

C. SCOPE OF WORK 

1. Contractor for this solution must have a minimum of two years' experience hosting, 
servicing and supporting a Texting Solution. 

DiRAD Response: DiRAD's experience exceeds the requirement. 

2. The general system requirements for the solution, which bidders must address, are described 
in Attachment 1 - Functional Business/Technical Requirements Traceability Matrix for the 
proposed solution. 

DiRAD Response: The Traceability Matrix has been completed and is included with 
the response. 

3. The Contractor will conduct business analysis, establish a detailed project schedule, 
provide a test environment and a production environment, complete system setup and 
configuration, provide testing, provide training, and implement the solution. 

DiRAD Response: DiRAD's proposal complies with the above requirement, as 
described in several sections of the Traceability Matrix. 

D. FUNCTIONAL BUSINESS/TECHNICAL REQUIREMENTS 

SI Page 
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1. REQUIREMENTS 

The proposed solution must meet or exceed all requirements as outlined in Attachment 1. 
Bidders must provide detailed information on how the proposed solution addresses the 
requirements. 

DiRAD Response: All requirements are met by the Di RAD solution. Detailed 
information is provided in the Traceability Matrix. 

The solution must comply with State and Federal requirements, including but not limited to the 
Health Insurance Portability and Accountability Act (HIPAA) and all associated regulations. In 
addition, if the clients are covered by Medicaid the Medicaid-specific, above-and-beyond-HI PAA 
privacy protections found at 42 CFR Part 431, Subpart F will apply as well. DHHS is a covered 
entity under HIPAA and the selected Contractor will be a Business Associate. See Business 
Associate Agreement (BAA) Provision, Attachment Two Significant changes that are required in 
order to comply with new regulations will be addressed through the change control process and 
change order identified in this RFP. Any known applicable requirements that are published and 
publicly available at the time of proposal submission, including requirements with a future 
effective date (albeit within the contract term) will be considered included in the contract scope 
and the State will not agree to any additional charges to comply with these requirements. 

DiRAD Response: DiRAD's experience with compliance, combined with Twilio's 
HIPAA compliance efforts, will result in a 100% HIPAA compliant system. DiRAD also 
agrees to complete and sign a Business Associate Agreement, and will remain 
compliant through changes in the law or policy. 

2. HARDWARE AND SOFTWARE REQUIREMENTS 

This RFP requires a Texting Solution where all hardware and software are hosted and maintained 
through the Contractor. The Contractor will, during the entire contract, maintain any and all 
third-party software products necessary at their most current version, or no more than two (2) 
versions back from the most current version, at no additional cost to the State. All security 
patches for the software must be applied and kept up to date. 

DiRAD Response: DiRAD is providing the solution as a cloud-based service, with no 
software or hardware to maintain. 

E. PROJECT PLANNING AND MANAGEMENT 

9IPage 

Table 1.1 contains the list of requirements and due dates expected ofthe Contractor for the Planning 
and Analysis phase of the project. Details for these requirements follow in the text after the table. 

Table 1.1 

1.1 

1.2 

1.0 
Project 

Planning Detailed Project Work Plan 

Submitted with 
Pro osal 

Due 2 weeks 
after Contract 
Start Date 
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1.3 

1.4 
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Project Management Plan: 
1. Test ing Methodologies 

Project Management Plan part 2 
1. Risk Management and Resolution Plan 
2. Issue Management and Resolution Plan 
3. Change Control Plan 

State of Nebraska 

Solicitation 5965 Zl 

Due 2 weeks 
after Contract 
Start Date 
Due 2 weeks 
after Contract 
Start Date 
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1.5 

2.1 

2.2 

Project Management 
Plan Status Reporting 
Plan 
Pro·ect Status Meetin Protocol 

2.0 Requirements Validation Document (RVD) 
Requirements 

Analysis 

Fit/Gap Analysis 

Due 2 weeks 
after Contract 
Start Date 

Due dates to be 
determined in the 

Detailed Project Work 
Plan 

Due dates to be 
determined in the 

Detailed Project Work 
Plan 

Di RAD Response: A dedicated Di RAD Project Manager will be assigned to the 
project. A high-level project plan is included with our response . 

1. PROJECT PLANNING (1.0) 
The State requires that each bidder has established project management processes and has 
integrated these into its organizational culture and projects of similar scope and size. Proven 
methodologies and standards, used to control all project activities, are crucial to the success of 
this project. The State is not dictating a specific methodology or approach; it prefers that the 
bidder use an approach that has proved successful in the past. However, DHHS reserves the 
right to mandate the approach be revised if it does not result in the completion of timely and 
quality project deliverables, or it affects the project's success. 

DiRAD Response: With many years of project experience, DiRAD will apply best 
practices and know-how to comply with the above requirement and produce a 
solution that exceeds expectations. 

a. DRAFT PROJECT WORK PLAN (submitted with proposal) (1.1) 
Integral to the success of the project is a solid project plan and the management of that 
plan. The bidder must prepare a Draft Project Work Plan to be submitted with bidder's 
Proposal. The bidder must develop a viable Draft Project Work Plan that meets 
contractual requirements and timelines with the timing necessary for successful 
implementation activities. 

DiRAD Response: A high-level draft work plan has been provided as part of this 
response. 

b. DETAILED PROJECT WORK PLAN (1.2) 
Project kickoff meetings will be held between the Contractor and DHHS to discuss timing 
and staffing issues that will impact the timeline. The result of the kickoff meetings will 
be a Detailed Project Work Plan to be mutually agreed to by the Contractor and DHHS. 
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This will be developed within two weeks from the contract start date and must include 
a schedule and Gantt chart (for all project tasks, subtasks, and activities), milestones, 
and Detailed Project Work Plan deliverables. Resources from the Contractor and DHHS 
must be included for all tasks, subtasks, and activities that exist as line items within the 
Detailed Project Work Plan. 
DiRAD Response: DiRAD agrees and will comply with this requirement. 

The Contractor's Detailed Project Work Plan will also maintain the following date­
sensitive information: 
i. Originally scheduled Start and End dates for all tasks, subtasks, and activities 

(including milestones and deliverables); 
ii. Anticipated Start and End dates for tasks, subtasks, and activities, if 

schedule fluctuation has occurred; 
iii. Task Durations; 
iv. Actual Start and End dates for all current and completed tasks, subtasks, and 

activities; 
v. Descriptions of the projects tasks. 

The Contractor must work with the DHHS Project Leader to maintain an integrated 
Detailed Project Work Plan for all project related activities throughout the life of the 
contract and identify issues that affect deadlines. The Contractor must update the 
Detailed Project Work Plan and submit an updated Detailed Project Work Plan to DHHS 
for approval as needed. 

DiRAD Response: Di RAD agrees and will comply with this requirement. The Project 
Work Plan is a fluid document and will be updated as required. 

c. PROJECT MANAGEMENT PLAN (1.3 and 1.4) 

12 IP age 

The Project Management Plan defines how the project is executed, monitored, and 
controlled . It will include the Contractor's plan for the project and must be developed 
within two weeks and include the following items: 

i. Testing Methodologies (1.3) 
The Contractor presents methods for developing and maintaining test 
scenarios, test sets, and test cases. Testing Methodologies must also 
address the Contractor's approach to documenting test procedures and 
test results. 

DiRAD Response: DiRAD agrees and will comply with this requirement. 

ii. Risk Management and Resolution Plan (1.4) 
The Plan presents a description of the Contractor's standard process for 
identifying, managing, and reporting preliminary and ongoing risks by the 
Contractor and/or DHHS 
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staff.The description should include a proposed mitigation strategies, resolutions 
and/or contingency plans. 

DiRAD Response: DiRAD agrees and will comply with this requirement, with 
a detailed document that applies to the specific DHHS project. 

iii. Issue Management and Resolution Plan (1.4) 
The plan presents a description of the Contractor's standard process for 
resolution of problems identified and reported by the Contractor and/or DHHS 
staff. This description must include the Contractor's plan for ensuring that 
issues, requests, and decisions are recognized, agreed upon, assigned to an 
owner who will work towards resolving the issue, incorporated to an issue log, 
monitored, documented, and managed. 

DiRAD Response: Di RAD agrees and will comply with this requirement. 

iv. Change Control Plan (1.4) 
a) Change Control Process 

The Contractor must work with DHHS to establish a change control 
process. Change control is the formal process for identifying changes 
that arise in the natural flow of the project and determining the 
disposition of the requested change or correction. The Change Control 
Process will span the entire project life cycle and incorporate a formal 
change request process, including formal DHHS review and approval. 
After going through the process in Section V.E.1.c. 
iv.a. and b., all changes must go through the Change Order process in 
Section 11-E. 

Each Change Control Request will: 
1). Provide a clear description of what is included from each 

change request. 
2). Delineate impacts to the project's schedule. 
3). Require successful completion of testing before the 

implementation stages. 
4). Incorporate multiple levels of priority for change requests 

(e.g., critical, must-have, desired, etc.). 
5). Support the Change Control Process by estimating impacts, 

investigating solutions, identifying alternatives, inputting 
appropriate information into the Project tracking tools, 
participating in the decision- making process, and 
implementing the agreed-upon solution. 

DiRAD Response: DiRAD agrees and will comply with this requirement. 
DiRAD will work with DHHS to promulgate a change control process that 
makes sense for the specific project. 
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b) Change Control Tracking System 
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The Contractor must provide a change control tracking system that 
provides the following minimum requirements: 
1). The means to control and monitor change requests; 
2). A process for reporting the status of all change requests; 
3). The ability for DHHS to set and change priorities on individual 

change requests; 
4). A method for DHHS to determine the estimated and actual 

hours allocated to each change request and the personnel 
assigned to each request; and, 

5). A method to schedule a completion date provided by DHHS 
for each change request. 

DiRAD Response: DiRAD agrees and will comply with this requirement. 
DiRAD will work with DHHS to use a mutually-acceptable tracking system. 

v. Status Reporting Plan (1.5) 
This is the protocol for submittal of Status Reports, including the format and 
media for submittal and the procedure for submittal. The Contractor's Project 
Manager must provide weekly Project Status Reports, which must include: 

a) Work plan activities performed during the reporting period, reviewing 
the completed activities and comparing the results to plan; 

b) Deliverables completed during the reporting period, identifying 
milestones reached and comparing the results to the plan; 

c) Work plan activities planned for the next reporting period; 
d) Deliverables expected to be completed in the next reporting period; 
e) Project risks and recommendations to mitigate such risks; 
f) New issues and status of previous problems/issues; what is being done 

to achieve resolution of problems/issues; 
g) Summary of project's progress according to the schedule; and, 
h) Project notes and comments. 

DiRAD Response: Di RAD agrees and will comply with this requirement. DiRAD will 
work with DHHS to complete the plan and provide weekly status reports that 
comply with the plan. 
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vi. Project Status Meetings Protocol (1.5) 
This is the protocol for project Status Meetings. Status Meetings will be 
scheduled by the Contractor every week. The Contractor's project management 
team, DHHS's Project Lead, and other key staff will attend the Status Meetings. 
Meetings will follow a standard pre-set agenda jointly prepared by the 
Contractor and the DHHS Project Lead. The meeting agenda will be distributed 
by the Contractor twenty-four (24) hours before the scheduled meeting. The 
agenda should be flexible to allow discussion of other issues or concerns. The 
Contractor must create written meeting records, in an agreed format, for the 
DHHS Project Lead. All meeting records and related documents will be supplied 
to DHHS. 
DiRAD Response: DiRAD agrees and will comply with this requirement. 

2. REQUIREMENTS ANALYSIS (2.0) 

a. Requirements Validation Document (RVD) (2.1) 
Attachment 1 contains DHHS' Business and Technical requirements for the proposed 
solution. The bidder must submit a Requirements Validation Document. 
DiRAD Response: We have submitted a completed RVD in the appropriate section of 
the solicitation response. 

b. Fit/Gap Analysis (2.2) 
The fit/gap analysis will document the disposition of each requirement and the 
resolution of identified gaps (e.g., customization, workaround, eliminate requirement). 
Traceability and mapping are key components throughout this process. 

F. DESIGN, DEVELOPMENT, AND IMPLEMENTATION PHASE REQUIREMENTS 

Table 2.2 
Phase Requirement Please Insert 

s Antlc~ated 
Time rame 

3.1 3.0 Detailed System Design Document (DSDD) Due dates to be 
Design determined in the 

Detailed Work Plan 
3.2 Testing Plan Due dates to be 

determined in the 
Detailed Work Plan 

4.1 4.0 Development/Customization (as needed) Due dates to be 
Development, determined in the 

Interfaces, Detailed Work Plan 
4.2 Interface Development and Testing (as needed) Due dates to be 

Integration determined in the 
Detailed Work Plan 

5.1 5.0 User Acceptance Plan and Testing Due dates to be 
Testing determined in the 

Detailed Work Plan 
5.2 User Acceptance Testing Results Due dates to be 

determined in the 
Detailed Work Plan 
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6.1 6.0 Training Plan Due dates to be 
Training determined in the 

Detailed Work Plan 
6.2 Training Session(s) Due dates to be 

determined in the 
Detailed 

Work Plan 
7.1 7.0 Implementation Plan Due dates to be 

lmplementati determined in the 
on 

Detailed 
Work Plan 

7.2 Final Readiness Assessment Due dates to be 
determined in the 
Detailed Work Plan 

7.3 Documentation Due dates to be 
determined in the 
Detailed Work Plan 

7.4 Problem Resolution Plan Due dates to be 
determined in the 
Detailed Work Plan 

Pnase Requrrement Please Insert 
s Antlc~ated 

Time rame 
7.5 System Go-Live Due dates to be 

determined in the 
Detailed Work Plan 

DiRAD Response: Each of the above components will be included in the Project Work Plan. 

1. DESIGN (3.0) 

a. Detail System Design Document (DSDD) (3.1) 

The Contractor will conduct any design sessions, Joint Application Development (JAD) sessions, 
business rules sessions, and workflow sessions to develop the Detailed System Design 
requirements. Prior to each session, the Contractor must develop/update proposed preliminary 
design, to the extent that it is possible, and present it at the design session. The DSDD must be 
updated to reflect changes identified throughout the design phase. 

DiRAD Response: DiRAD agrees and will comply with this requirement. 

b. Testing Plan (3.2) 

The Contractor must also define and document test requirements and a schedule for testing. 
Testing requirements must include any compliance testing. 

DiRAD Response: Di RAD agrees and will comply with this requirement. The Test Plan will 
reflect the unique requirements of DHHS. 

2. DEVELOPMENT, INTERFACES, AND INTEGRATION (4.0) 

a. Development/Customization (4.1) (as needed) 
The Contractor must complete any customization development needed and provide a 
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report of the customization completed including assurance of unit testing. 
DiRAD Response: Di RAD agrees and will comply with this requirement. 

b. Interface Development and Testing (4.2) 
The Contractor must be responsible for development of any interfaces needed in the 
texting solution to meet the requirements. This includes interface design, development, 
validation, testing, and documentation. DHHS will coordinate any required interactions 
with other parties to develop interfaces needed from backend applications. The 
Contractor must assist DHHS as needed by providing consulting support and assistance 
with interface testing at no additional cost to the State. 
DiRAD Response: Di RAD agrees and will comply with this requirement. Interface testing 
and support are included in the cost, with no additional charges incurred as specified. 

i. The Contractor must: 
a) Develop a schedule of interface development efforts integrated with 

the Detailed Project Work Plan; 
b) Ensure a stable and accessible interface testing environment is 

available by an agreed upon date;, 
c) Complete any development needed; and, 
d) Complete successful testing. 

DiRAD Response: DiRAD agrees and will comply with this requirement. 

ii. Interface functionality must include: 

3. TESTING (5.0) 

a) An API/Web Service for texting requests and responses for DHHS 
backend Systems (N-FOCUS and CHARTS); 
DiRAD Response: Di RAD agrees and will comply with this requirement. 

b) An SFTP, Email, and Web Upload/Download of a XML, JSON, and CSV 
files for texting requests and responses; 
DiRAD Response: Di RAD agrees and will comply with this requirement, 
although DHHS has changed their requirements with respect to email. 

c) User web portal interface for approved users to initiate, texts; and, 
DiRAD Response: DiRAD agrees and will comply with this requirement. 
User web access to texting reporting tool and a predefined extract XML, 
JSON, and CSV file containing reporting/adhoc information received viaSFTP, 
Email, Web Download, API, and Web Service. 
Di RAD Response: DiRAD agrees and will comply with this requirement. 

a. User Acceptance Plan and Testing (5.1) 
The Contractor shall be responsible for working with DHHS to unit test, system test, and 
integration test for all texting requirements throughout the development and 
management life cycles. All testing is expected to be completed prior to 
implementation. 

The Contractor shall be responsible for working with DHHS in structuring testing 
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The Contractor shall be responsible for the initial development of User Acceptance 
Testing test scenarios, building detailed testing scripts, determining expected results, 
establishing testing procedures and protocols, etc. Acceptance testing will include 
testing by users of all system 

functions, including but not limited to, proper functioning of software, hardware and 
network components, as well as both data content, output, and connectivity 
components. 

DiRAD Response: DiRAD agrees and will comply with this requirement. 
DiRAD is also providing the requirement number of test environments as pointed 
out in the Traceability Matrix. 

User Acceptance Testing Results (5.2) 
The Contractor shall be responsible for the management of the testing effort and 
communicating this ongoing information with the State testing team(s). The Contractor 
must provide DHHS with all test results, to include the tracking and correction of 
deficiencies. 

DiRAD Response: DiRAD agrees and will comply with this requirement. 
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4. TRAINING (6.0) 

a. TRAINING PLAN (6.1) 
The Contractor must detail all activities for training using the texting solution including 
web portal, reporting, and interfacing. It will provide a description of the training 
strategy including methods, materials, and timing. 

DiRAD Response: DiRAD agrees and will comply with this requirement - training details are 
outlined in the Traceability Matrix. A summary is also repeated below: 

Since the solution will be provisioned via an easy-to-use web application, the training involved is 
dramatically less than with typical software packages. The solution is not a software application, 
rather it is a solution that is tailored to meet JAUNT's specifications only. All functionality from 
administration to running reports is dedicated to the JAUNT solution. This lack of superfluous 
information improves the training process and results in lower training costs. Training will be 
added to reflect the specific needs of DHHS, as part of the cost of the proposal. Below is a 
description of the elements of the training program for DiRAD's hosted systems: 

• Onsite training pre-cutover 

• Onsite day-of cutover for supplemental training and customer support 

• Documentation customized to the specifics of the application 

• Dedicated customer portal with resources, help, and support ticket generation 

b. TRAINING SESSIONS (6.2) 

The Contractor must conduct onsite training (6.2) for approximately twelve (12) staff at 
a central DHHS location in Lincoln, Nebraska. Training materials for the session(s) shall 
be provided to DHHS a minimum ofthree (3) weeks before the onsite training session(s) . 
The Contractor must provide electronic copies of training materials. 

DiRAD Response: DiRAD's solution includes all training materials, onsite training, and any 
travel expenses. 

The Contractor must provide, at no additional cost to the State, supplemental training 
if the State determines that significant system updates occurred. This supplemental 
training may occur onsite or via video conference, web portal, manual, or other mutually 
agreeable delivery method. 

DiRAD Response: DiRAD agrees and will perform such training as needed by DHHS. 
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5. IMPLEMENTATION (7.0) 

a. IMPLEMENTATION PLAN (7.1) 
The Contractor must develop a System Implementation Plan that includes: 
i. Activities needed immediately prior to implementation with dates needed by; 
ii. Staffing Requirements; 
iii. Communication Activities; 
iv. Checklists of work to be performed and/or outputs to be produced on the 

first day and at the end of the first week, month, etc; and, 
v. Rollback plan to include in detail what will be done if the 

implementation does not succeed. 

DiRAD Response: DiRAD will comply with the above requirement by providing a 
project-specific Implementation Plan that reflects dependencies and any issues that may arise. 



Di 
TECHNOLOGIES 

State of Nebraska 

Solicitation 5965 Zl 

21 I Page 

b. FINAL READINESS ASSESSMENT (7.2) 

The Contractor must create the Final Readiness Assessment to assist in the 
determination of final implementation readiness. Written approval of this Assessment 
constitutes DHHS' decision to move forward with implementation. At a minimum, the 
Assessment must address thefollowing: 
i. An Assessment Summary that includes the analysis completed, risks, and 

mitigation associated with implementation, and a recommendation for 
proceeding; 

ii. An assurance that Disaster Recovery, where applicable is documented and ready; 
iii. Documentation of user acceptance testing approved by DHHS; 
iv. Assurance that all locations, system users, and security profiles have been 

identified and setup; and, 
v. Documentation that Contractor Help Desk is ready and staffed for deployment. 

DiRAD Response: Di RAD agrees and will furnish information for each of the above requirements as 
the project is rolled out. 

c. DOCUMENTATION (7.3) 
The Contractor must develop and maintain the following documentation: 
i. On-line Help (7.3) for all web portal features, functions, and data element 

fields, as well as descriptions and resolutions for error messages, using help 
features including indexing, searching, tool tips, and context-sensitive help 
topics. 

DiRAD Response: DiRAD is providing on-line help as part of the solution. 

ii. On-line User Manual (7.3) with a printable version available. The 
documentation should include full mock-ups of all screens/windows 
and provide narratives of the navigation features for each 
window/screen. 

DiRAD Response: DiRAD is providing on-line user manuals as part of 
the solution. 

iii. On-line Reporting Manual (7.3) with a printable version available that 
includes descriptions, definitions, and layouts for each standard report. 
Include definitions of all selection criteria parameters and each report 
item/data element, all field calculations defined in detail, and field and 
report titles. 

DiRAD Response: This document is included as specified. 
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iv. On-line Installation and Technical System Operation Manual (7.3) with a 
printable version available. The documentation should include operating 
procedures to assist technical staff in operation and maintenance of the 
Texting solution. These procedures help define and provide understanding of 
system operations and performance. 

DiRAD Response: DiRAD agrees. 

d. PROBLEM RESOLUTION PLAN {7.4) 
The Contractor must establish procedures for receiving, recording, and tracking problem 
reports and providing resolution/feedback to DHHS. Whenever problems are 
encountered, the problems must be recorded and entered into the problem resolution 
process. The Contractor must implement this plan prior to completion of the system 
implementation. 

DiRAD Response: DiRAD agrees and will comply with this requirement by maintaining a 
shareable document on which project teams collaborate. 

e. SYSTEM GO-LIVE {7.5) 
System go-live is the date on which the solution has been fully implemented (meets all 
established functional and technical requirements). This is the date on which the twelve 
(12) month post implementation support period begins. The System Go-live date is 
dependent on DHHS' acceptance of date. 

DiRAD Response: DiRAD agrees with this requirement. 

6. OPERATIONS & MAINTENANCE PHASE (8.0) 

The following table contains the list of requirements and due dates expected of the Contractor 
for the Operations and Maintenance phase following the implementation ofthe solution. Details 
for these requirements follow in the narrative after the table. 

Table 3.3 

8.1 

Pnase Requirement Due Date 
s 

8.0 Operating and Maintenance Activities Due dates to be 
Operations determined in the and 

Maintenance Detailed 
Work 
Plan 

a. Operations & Maintenance (O&M) activities (8.1) include, but are not limited to, the 
following: 
i. Perform system maintenance, including testing, documentation, etc.; 
ii. Continue procedures for receiving, recording, and tracking problem 

reports and modification requests from DHHS and providing 
resolution/feedback to DHHS; 

iii. Resolve System defects at no additional costs to DHHS; 
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iv. 
v. 
vi. 
vii. 
viii. 
ix. 
x. 

Conduct necessary software updates; 
Conduct maintenance of interfaces; 
Provide help desk support with predefined technical support prioritization levels; 
Provide security management; 
Support policy and process changes; 
Keep portal up to date; and, 
Keep all written material, including all user documentation and system 
documentation up to date as changes occur. 

DiRAD Response: DiRAD agrees with the above requirement and acknowledges that 
the project is an ongoing effort, with continuous improvement throughout the length 
of the contract. 

G. DELIVERABLES (REQUIRED) 
The awarded Contractor for the texting solution must deliver the following documents and activities 
that meet with DHHS approval: 

Table 4.4 
equ rements 

na ys1s 

ntegrat1on 

1. Project Planning 
a. Contact information for the Contractor's project manager and staff assigned to the contract; 
b. Detailed Project Work Plan; 
c. Testing Methodologies; 
d. Risk Management, Issue Management, and Change control procedures; and, 
e. Status Reporting Plan and Protocol. 

2. Requirements Analysis 
a. Requirements Validation Documents; and, 
b. Fit/Gap Analysis. 

3. Design 
a. Detailed System Design Documentation; and, 
b. Testing Plan. 

4. Development, Interfaces, and Integration 
a. Development/Customization;; and, 
b. Interface Development and Testing. 

5. Testing 
a. User Acceptance Plan and Testing; and, 
b. User Acceptance Testing Results. 

6. Training 
a. Training Plan; and, 
b. Training Sessions. 

7. Implementation 
a. Implementation Plan; 
b. Final Readiness Assessment; 
c. Documentation; 
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d. Problem Resolution Plan; and, 
e. System Go-Live. 

8. Operations and Maintenance 

DiRAD Response: Di RAD is furnishing all of the above deliverables as part of our turn-key solution. 
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II. PROPOSAL INSTRUCTIONS 

This section documents the requirements that should be met by bidders in preparing the Technical and Cost 
Proposal. Bidders should identify the subdivisions of "Project Description and Scope of Work11 clearly in their 
proposals; failure to do so may result in disqualification. Failure to respond to a specific requirement may be the 
basis for elimination from consideration during the State's comparative evaluation. 

Proposals are due by the date and time shown in the Schedule of Events. Content requirements for the 
Technical and Cost Proposal are presented separately in the following subdivisions; format and order: 

A. PROPOSAL SUBMISSION 
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1. REQUEST FOR PROPOSAL FORM 

By signing the "RFP for Contractual Services11 form, the bidder guarantees compliance with the 
provisions stated in this RFP, agrees to the Terms and Conditions stated in this RFP unless 
otherwise agreed to, and certifies bidder maintains a drug free work place environment. 

The RFP for Contractual Services form must be signed using an indelible method (not 
electronically) and returned per the schedule of events in order to be considered for an award. 

Sealed proposals must be received in the State Purchasing Bureau by the date and time of the 
proposal opening per the Schedule of Events. No late proposals will be accepted. No electronic, 
e-mail, fax, voice, or telephone proposals will be accepted. 

It is the responsibility of the bidder to check the website for all information relevant to this 
solicitation to include addenda and/or amendments issued prior to the opening date. Website 
address is as follows: http://das.nebraska.gov/materiel/purchasing.html 

Further, Sections II through VII must be completed and returned with the proposal response. 

2. CORPORATE OVERVIEW 

The Corporate Overview section of the Technical Proposal should consist of the following subdivisions: 

a. BIDDER IDENTIFICATION AND INFORMATION 

The bidder should provide the full company or corporate name, address of the 
company's headquarters, entity organization (corporation, partnership, proprietorship), 
state in which the bidder is incorporated or otherwise organized to do business, year in 
which the bidder first organized to do business and whether the name and form of 
organization has changed since first organized. 

DiRAD Response: 

Since 1984, DiRAD Technologies has been providing innovative communications 
solutions for a primarily government customer base. DiRAD began as an IVR company, 
and in 2000 become a Genesys (then Interactive Intelligence) partner. With this 
partnership, DiRAD soon became a well-known call center solution provider for 
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government agencies. The company deployed systems for large metropolitan agencies 
such as the New York City Police Department, Minneapolis Bureau of the Treasury, 
Atlanta Housing Authority, the New York City Board of Elections, and New York City 
Poison Control. 

With over 30 years of implementing telecommunications projects, Di RAD has developed 
processes that ensure a smooth flow of work, while exceeding customer expectations 
for performance. With contact center and IVR deployment as our core business, we have 
been able to constantly improve, and develop best practices that are held closely as 
valuable assets --- yet shared with our customers. DiRAD will dedicate staff who will 
remain with the project for its duration. 

The company was acquired by long-time management in 2014 - with financing obtained 
through an SBA loan through a rigorous application process. Since the acquisition, DiRAD 
was certified as a Women-Owned Business, and has added lines of business such as call 
center outsourcing (leveraging our already legendary customer support) and local 
telephone services. DiRAD has 23 employees and numerous independent contractors. 

In 2017, DiRAD was awarded a contract to provide an IVR, SMS Notification and contact 
center solution for Memphis Light, Water & Gas, the largest utility of its kind in the US. 
The system is slated to go live in July 2018. Earlier this year, DiRAD was selected by a 
prime contractor to provide helpdesk support for a new DMV initiative in New York 
State. A new building has been selected for the call center, and major operations began 
in May of this year. 

DiRAD is an S-Corporation located in the State of New York. 

Address: 
9 Corporate Drive 
Clifton Park, NV 12065 
Phone: 
518-438-6000 

b. FINANCIAL STATEMENTS 
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The bidder should provide financial statements applicable to the firm. If publicly held, 
the bidder should provide a copy of the corporation's most recent audited financial 
reports and statements, and the name, address, and telephone number of the fiscally 
responsible representative of the bidder's financial or banking organization. 

If the bidder is not a publicly held corporation, either the reports and statements 
required of a publicly held corporation, or a description of the organization, including 
size, longevity, client base, areas of specialization and expertise, and any other pertinent 
information, should be submitted in such a manner that proposal evaluators may 
reasonably formulate a determination about the stability and financial strength of the 
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organization. Additionally, a non-publicly held firm should provide a banking reference. 

DiRAD Response: DiRAD is a private company with a 34-year track record of success. 
Not including our SBA loan, DiRAD is a cash company with no additional long-term debt. 
We are in the 5th year of repaying our loan. DiRAD's customer base includes large, 
successful projects that include both setup fees and recurring revenue. 

DiRAD is a certified Womend-Owned Business. 

certified 

WBEN€ 
WOMEN'S BUSINESS ENTERPRISE 

Since management purchased the company in 2014, we have grown from 12 employees 
to over 30 staff in (2) locations. 

Banking Reference: 
Kimberly Phelan, Vice President, M&T Bank 
327 Great Oaks Boulevard, Albany NY 12203 
518 464 6142 I (F) 518 464 6115 
kphelan@mtb.com I mtb.com 

The bidder must disclose any and all judgments, pending or expected litigation, or other 
real or potential financial reversals, which might materially affect the viability or stability 
of the organization, or state that no such condition is known to exist. 

DiRAD Response: We have no pending litigation, and no judgements in our 34-year 
history. 

The State may elect to use a third party to conduct credit checks as part of the corporate 
overview evaluation. 

DiRAD Response: We welcome this and can provide any information necessary for the 
State to complete examination of the company. 

c. CHANGE OF OWNERSHIP 
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If any change in ownership or control of the company is anticipated during the twelve 
(12) months following the proposal due date, the bidder should describe the 
circumstances of such change. 

DiRAD Response: There is no change in ownership anticipated during the next (12) 
months. 
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and indicate when the change will likely occur. Any change of ownership to an awarded 
Contractor(s) will require notification to the State. 

d. OFFICE LOCATION 
The bidder's office location responsible for performance pursuant to an award of a 
contract with the State of Nebraska should be identified. 

DiRAD Technologies 
9 Corporate Drive 
Clifton Park, Y 12065 

e. RELATIONSHIPS WITH THE STATE 
The bidder should describe any dealings with the State over the previous ten (10) years. 
If the organization, its predecessor, or any Party named in the bidder's proposal 
response has contracted with the State, the bidder should identify the contract 
number(s) and/or any other information available to identify such contract(s). If no such 
contracts exist, so declare. 

DiRAD Response: We've had no dealings with the State of Nebraska in the last ten years. 

f. BIDDER'S EMPLOYEE RELATIONS TO STATE 
If any Party named in the bidder's proposal response is or was an employee of the State 
within the past twelve (12) months, identify the individual(s) by name, State agency with 
whom employed, job title or position held with the State, and separation date. If no such 
relationship exists or has existed, so declare. 

If any employee of any agency of the State of Nebraska is employed by the bidder or is 
a subcontractor to the bidder, as of the due date for proposal submission, identify all 
such persons by name, position held with the bidder, and position held with the State 
(including job title and agency). Describe the responsibilities of such persons within the 
proposing organization. If, after review of this information by the State, it is determined 
that a conflict of interest exists or may exist, the bidder may be disqualified from further 
consideration in this proposal. If no such relationship exists, so declare. 

DiRAD Response: DiRAD has no such employees. 

g. CONTRACT PERFORMANCE 
If the bidder or any proposed subcontractor has had a contract terminated for default 
during the past five (S) years, all such instances must be described as required below. 
Termination for default is defined as a notice to stop performance delivery due to the 
bidder's non-performance or poor performance, and the issue was either not litigated 
due to inaction on the part of the bidder or litigated and such litigation determined the 
bidder to be in default. 

It is mandatory that the bidder submit full details of all termination for default 
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experienced during the past five (5) years, including the other Party's name, address, 
and telephone number. The response to this section must present the bidder's position 
on the matter. The State will evaluate the facts and will score the bidder's proposal 
accordingly. If no such termination for default has been experienced by the bidder in 
the past five (5) years, so declare. 

If at any time during the past five (5) years, the bidder has had a contract terminated for 
convenience, non-performance, non-allocation of funds, or any other reason, describe 
fully all circumstances surrounding such termination, including the name and address of 
the other contracting Party. 

DiRAD Response: We have not had a contract terminated in our 34-year history. 

h. SUMMARY OF BIDDER'S CORPORATE EXPERIENCE 
The bidder should provide a summary matrix listing the bidder's previous projects 
similar to this RFP in size, scope, and complexity. The State will use no more than three 
(3) narrative project descriptions submitted by the bidder during its evaluation of the 
proposal. 

The bidder should address the following: 

i. Provide narrative descriptions to highlight the similarities between 
the bidder's experience and this RFP. These descriptions should 
include: 

a) The time period of the project; 
b) The scheduled and actual completion dates; 
c) The Contractor's responsibilities; 
d) For reference purposes, a customer name (including the name of a 

contact person, a current telephone number, a facsimile number, and 
e-mail address); and 

e) Each project description should identify whether the work was 
performed as the prime Contractor or as a subcontractor. If a bidder 
performed as the prime Contractor, the description should provide the 
originally scheduled completion date and budget, as well as the actual 
(or currently planned) completion date and actual (or currently 
planned) budget. 

f) 

DiRAD Response: Each of the projects below were completed with Di RAD as the prime (and only) contractor, and operating 
within budget: 

I Customer Name Memphis Light, Water & Gas 
'Contact Cynthia Jones 

I Phone Number 901-729-8945 
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Time Period 

DiRAD Responsibilities 

Customer Name 

Contact 

Phone Number 

Email 

Time Period 

DiRAD Responsibilities 

Customer Name 

Contact 

Phone Number 

Email 

Time Period 

1 

DiRAD Responsibilities 

Customer Name 

Contact 

Phone Number 
Email 

Time Period 

DiRAD Responsibilities 
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cjjones@mlgw.org 

2017 - Present, Ongoing Project- completion of punch list ongoing 

Project Management, Design, Implementation, Training, and Support of Call Center 
Automation Software, Web-Based Notification System and IVR. 

Hampton Roads Transit 

Rodney Davis 

757-222-6000 x6034 

rdavis@hrtransit.org 
2018 - Present, ongoing project (In production, completion of punch list ongoing) 

Project Management, Design, Implementation, Training, and Support of Interactive 
Voice Response System integrated with IBM Watson, with administrative web 

portal. 

New York City Administration for Children's Services 

Don Legendre 

212-393-5000 

Don. legendrea@acs.nl/:c.gov 

2008 - Present (customer continues to add more software and functionality while 
the system has been in production since 2008) 

Project Management, Design, Implementation, Training, and Support of contact 
center, IVR, Outbound Employee Notification System (ENS), various web 
applications. 

New York City Department of Information Technology & Telecommunications 

Djo Srour 

718-804-4875 

dsrour@doitt.nyc.gov 

2017 

Project Management, Design, Implementation, Training, and Support of Outbound 
Notification System utilizing SMS, Voice, and Email 
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ii. Contractor and subcontractor(s) experience should be listed separately. 
Narrative descriptions submitted for subcontractors should be 
specifically identified as subcontractor projects. 

DiRAD Response: No subcontractors were used. 

iii. If the work was performed as a subcontractor, the narrative description 
should identify the same information as requested for the Contractors above. 
In addition, subcontractors should identify what share of contract costs, 
project responsibilities, and time period were performed as a subcontractor. 

i. SUMMARY OF BIDDER'S PROPOSED PERSONNEL/MANAGEMENT APPROACH 
The bidder should present a detailed description of its proposed approach to the 
management of the project. 

The bidder should identify the specific professionals who will work on the State's project 
if their company is awarded the contract resulting from this RFP. The names and titles 
of the team proposed for assignment to the State project should be identified in full, 
with a description of the team leadership, interface and support functions, and 
reporting relationships. The primary work assigned to each person should also be 
identified. 

The bidder should provide resumes for all personnel proposed by the bidder to work on 
the project. The State will consider the resumes as a key indicator of the bidder's 
understanding of the skill mixes required to carry out the requirements of the RFP in 
addition to assessing the experience of specific individuals. 

Resumes should not be longer than three (3) pages. Resumes should include, at a 
minimum, academic background and degrees, professional certifications, 
understanding of the process, and at least three (3) references (name, address, and 
telephone number) who can attest to the competence and skill level of the individual. 
Any changes in proposed personnel shall only be implemented after written approval 
from the State. 
DiRAD Response: 

DiRAD's team members are experts in their field, and are constantly learning new technologies and ways of 
working more efficiently for our customers. Our development experiences also complemented by the following 
competencies: 

• Web and Mobile interface development 
• Microsoft technical certifications in voice (Lyne), Exchange, SQL and Server Operating Systems 

• Cisco CCNA Certifications 
• Project Management certifications 
• WAN/LAN design expertise 
• Telephony architecture and design 
• Speech Recognition design and development 
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• Business Analysis expertise 
• Call Center implementation and support 

• 
Di RAD Technologies is a Small, Women-Owned Business Enterprise. Our products and services offerings include 
the following: 

1. Contact Center technology and services 

2. Enterprise IP/PBX 

3. Interactive Voice Response (IVR) solutions 

4. Enterprise Notification solutions 

5. Virtual Agent development 

6. Custom application development 

7. Project management, implementation, training, and support 

Our staff includes Business Analysts, Project Managers, Software Developers, System Engineers, and Trainers. 
Resumes of key staff, including those who would work on the DHHS project, are listed below: 

Maria Massa, President and Chief Operating Officer 

Experience Summary: 

Over 20 years' experience working with DiRAD's government clientele in performing the following: 

• Business analysis, consulting 

• Management of UI design for custom IVR and Web applications 

• Management of QA staff 

• Integrating with various databases/mainframes 

• Managing and implementation of large-scale projects 

• Performing system administrator and end user training 

• Ensuring overall customer satisfaction 

• Interactive Intelligence certifications 

Duties and Responsibilities: 

1. Set the company's vision and ensure execution matches the goals of the company 

2. Daily oversight of company operations, P&L, Balance Sheet, Cash Flow 

3. Build business and customer partnerships within, and external to company's industry 

4. Represent the company to new customers deemed to be large or strategic opportunities 

5. Responsible for hiring/firing and building the company's culture 

6. Final decision maker on all matters pertaining to the company's operations 
Employment Experience: 

DiRAD Technologies, Inc. I 9 Corporate Drive I Clifton Park. NY 12065 

1994 - 1995: Sales Coordinator 

1995 - 2004: Application Development/Project Manager 
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2004 - 2014: Vice President 

2014 - June 2015: Chief Operating Officer 

June 2015 - Present: President/COO 

Education: 

Bachelor of Science in Business Management & Marketing, Binghamton Treasurer School of 
Management 

Rami Hachem, Vice President, Project Technical Lead 

Experience Summary: 

Over 14 years' experience in networking, VoIP and IVR deployments. 

• Leads Technical Support 

• Primary point of contact for technical issues pre-deployment 

• WAN/LAN design 

• Telephony provisioning and specification 

• Customer Advocate 

• Microsoft/Cisco/Interactive Intelligence certifications 

• Supervise technical employees 

Employment Experience: 

Di RAD TechhOlogies, Inc. I 9 Corporate Drive I Clifton Park, NY 12065 

2004 to 2010: System Engineer 

2010 - Present: Vice President 

1998-1999: Elevator Technician (Otis Elevator Company I 2A Soar St., Kuwait City, Kuwait) 

Education: 

Bachelor of Science in Computer Science, SUNY Morrisville College, 2004 

Kevin Garabedian, Senior Developer 

Experience Summary: 

Over 12 years of experiencing designing user interfaces for Voice (IVR), mobile, and web. 

• Responsible for backend IVR development 

• Web Services development 

• Fluent in HTIP, CSS, JSON, REST 
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• 
• 
• 

.NET C# with over 12 years of experience 

Voice (SIP) engineering and configuration 

Chief Architect of DiRAD's AlertRT Notification System 

Employment Experience: 

DiRAD Technologies. Inc. I 9 Corporate Drive I Clifton Park. NY 12065 

2010 - Present: Senior Developer 

- System Engineer/Developer (General Control Systems, Albany, NY) 

2005- 2006: Senior Programmer/Analyst (lnfoEd International) 

Education: 

BA State Treasurer of New York at Delhi - Computer Information Systems, 2005 

Annie Gartelman, PMP, Business Analyst 

Experience Summary: 

Over 13 years of experience as a project manager, and over 7 years of experience conducting 
business analysis. 

• PMP-Certified Project Manager 

• Primary Business Analyst for large IVR projects 

• Manage complex call center, IVR, and web development projects 

• Liaison with customer and Di RAD development staff 

• Voice and Web User Interface design 

• Testing and documentation 

Employment Experience: 

DiRAD Technologies. Inc. I 9 Corporate Drive I Clifton Park, NY 12065 

2008 - Present: Project Manager/Business Analyst 

2007 - 2008: Project Assistant (MTV Networks, New York City) 

2006 - 2007 Senior Analyst (Dowden Health Media) 

2000 - 2006 Project Manager 
Education: 

BA State Treasurer of New York at Oswego, Business 

John Van Dyke, System Engineer 

Experience Summary: 
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• Experience Summary: Over 7 years of experience as an information technologist, 
specializing in network communications. 

• Multiple certifications including Interactive Intelligence, Cisco, Shortel, and Microsoft 

• SIP and VoIP architecture, configuration and troubleshooting 

• Network management 

Employment Experience: 

DiRAD Technologies, Inc. I 9 Corporate Drive I Clifton Park, NY 12065 

2015 - Present: System Engineer 

2014 - 2015: NOC Technologies (SendWordNow) 

2014: Intern (nfrastructure) 

2013 - 2014: Apple Work at Home Advisor (Apple) 

2011- 2012: Onsite Technician (Staples) 

2008 - 2010: Supervisor/ AV Technician (Six Flags) 
Education: 

BS SUNY Morrisville, Network Administration 

The bidder will assign a project manager and shall provide sufficient staffing from 
project kickoff through the end of the contract, including all optional renewal periods. 
The project manager will be responsible for the management, oversight, and 
coordination of project including timely resolutions to project issues. The project 
manager will participate in weekly meetings with DHHS and prepare status reports. 

j. SUBCONTRACTORS 
If the bidder intends to subcontract any part of its performance hereunder, the bidder 
should provide: 

i. name, address, and telephone number of the subcontractor(s); 
ii. specific tasks for each subcontractor(s); 
iii. percentage of performance hours intended for each subcontract; and 
iv. total percentage of subcontractor(s) performance hours. 

3. TECHNICAL APPROACH 
The technical approach section of the Technical Proposal should consist of the following subsections: 

a. UNDERSTANDING OF THE PROJECT REQUIREMENTS 
Provide a narrative that illustrates the bidder's understanding of the State's 
requirements and project schedule. Include a summary description of how the proposed 
solution will address the purpose and requirements and include a project planning 
approach. 

DiRAD Response: Our understanding of the project centers on DHHS's need to 
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communicate with its clients without incurring unreasonable costs, and using common 
communications medium like SMS is a solution that can deliver on all the State's goal to 
better assist clients. In addition, DHHS needs a system that can relieve staff by reducing 
phone calls to the call enters --- calls that often result because of untimely filings. The 
system will proactively remind clients and thus cut down on the phone calls. 

DHHS has effectively communicated the purpose of the project, especially the 
connectivity and integration to backend data sources like CHART and NFOCUS. In 
addition, web interfaces and security requirements are well-defined. 

Concerns 

One issue that concerns us is the unknown number of programs and departments that 
may use the system, and whether they'll want any specific customization. While we 
support the concept of a phased approach, we also see a project that can drag on too 
long because of the long list of stakeholders (program/department representatives). 
Competing priorities, political considerations, union rules, and IT policies also contribute 
to the risk of missing deadlines. We strongly recommend, and are pricing as such, a 
standard model for SMS communications that any agency can use but not change. With 
this in mind, it's important to have a vendor that will surface any challenging issues and 
resolve them before the system is completed. 

Approach 

In order to mitigate issues and complete the project on-time and to the satisfaction of 
DHHS, we offer the following information that should shed light on our approach: 

1. One of the single greatest elements of success is an engaged project manager on the 
customer side, working as a member of DiRAD's team. This customer-appointed 
project manager should be able to command IT, software, telephony and network 
resources from the State if necessary. 

2. During the project, weekly conference calls/webex sessions should be held to ensure 
the project stays on track. In parallel, Joint Application Development (JAD) sessions are 
held to build the applications. 

3. Di RAD provides a secure, dedicated web portal for the project. This allows customers, 
DiRAD staff, and third-party vendors to collaborate on the project and be aware of all 
tasks, milestones, due-dates and project changes. 

4. DiRAD includes custom web interfaces for reporting, administration, and any dial-out 
applications. The customer will be given an opportunity to jointly design the interfaces 
with DiRAD. Often an afterthought, web design should remain a crucial aspect of the 
overall design. 

5. Active engagement of third-party vendors is key, especially during mainframe 
integration development, if necessary. 



Di 
TECHNOLOGIES 

State of Nebraska 

Solicitation 5965 Zl 

37 I Page 

6. A realistic project schedule should be defined with as much detail as possible, including 
threats such as key staff vacations, vendor issues and third-party delays (for example, 
carrier lead time). 

7. The application should be developed using a team approach with DiRAD. The customer 
should build time into the project for review by stakeholders who aren't necessarily 
part of the project (i.e. Press Office). 

8. SMS script development is often a work in progress, even after cutover. DiRAD 
customers often receive fresh feedback from their clients, necessitating changes to the 
application. As a government contractor, DiRAD expects such changes and offers them 
free-of-charge for 30 days after go-live. 

b. FUNCTIONAL BUSINESS AND TECHNICAL REQUIREMENTS TRACEABILITY MATRIX 
Bidders must complete Attachment 1 for the proposed solution and include it with 
their bid. Detailed responses to the technical and functional requirements of the 
proposed solution must be provided in the response matrices. 

DiRAD Response: We have included the completed Traceability Matrix. 

c. DRAFT PROJECT WORK PLAN 
Provide a draft work plan identifying tasks, resources/staffing needed, 
deliverables, dependencies, timelines, and milestones. 

DiRAD Response: this is included below and is very high-level : 
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3 

4 

5 

6 

7 

8 

9 

10 

Task 1'4ame 

PROJECT PLAN FOR SMS PROJECT !Phase ) - HIGH LEVEL 

Kickoff Meeting 

Introductions/ Roles & Responsibilities Identified 

Overview of requtements 

Discussion of current notification process 

Discussion of DiRAO's solution 

Technical discussion (Web services/ SFTP 

Action items / Kext steps 

11 DiAAD development of preliminary data and contact flow 

12 Pretiminary SMS Message Scripts provided to OHHS for review 

13 Submit Short Code Application ASAP - waiting period expected 

14 Script review/ revision period (meetings, calls, emails geared toward finalizing the SMS scripts and business rules) 

15 

16 SFTP Sandbox Created by this date 

17 SMS message &Cf1)tS ore co~le!ed 

18 Web services developed (if applicable) by DHHS & specs provided to DiRAD 

19 Database design fnalized / Database creation completed 

20 DiRAD develops SMS applicotion 

21 DiRAD develops Web application 

22 DHHS to provide test data by this dote, in preparation for DiRAD QA 

23 DIRAD QA and load test of SMS backend integration 

24 DIRAD QA of Web application 

25 Load test of all oppicatoins 

26 DiRAD train major project participants in preparation for general train ing - via web 

27 DHHS rr testing of Web and SMS applications 

28 Feedback/ Modif1cation I Retest period for solution 

29 

30 Training 

31 Onslte System Administrator Training 

32 Onsilte Power User Training 

33 

34 Begin cutover of Appticotion in specific program areas within DHHS 

35 DHHS user acceptance testing of solution 

., )uration ., 

81 d.ays 

1 day? 

1 day 

1 day 

1 day 

1 day, 

1 day 

1 day 

1 day 

6doys 

1 day 

1 day? 

15 da11, l 

1 dayl 
1 day 

1 day 

1 day 

15 days 

10da11& 

1 day 

8dB)IS 

10days 

Sdays 

1 day 

Sdays 

Sdays 

1 day? 

1 day? 

1 day? 

1 day 

S days 
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Re110urce 
Start ___ F_inish • I Namet • 1 Predeceuors ., 

Fri 2/1119 Thu 5123/19 

Wed 12J28118 

Fri2/1119 

Fri 2/1tl9 

Fri 2/1119 

Fri2/1/19 

Frf 2/1/19 

Fr12/1/19 

Fri2/1/19 

Mon 2/4119 

Mon 2/11/19 

Mon 2/4119 

Thu 2/14119 

Fri 2/28/20 

Fri 3/22/19 

Thu 2/28119 

Mon 3/25/19 

Mon 3/25/19 

Sat 3/9119 

Mon 3/11119 

Mon 3/16120 

Mon 3/18119 

Mon 411119 

Mon 4/8119 

Wed 4110/19 

Sat 4120/19 

Mon 7124123 

Wed S/1/19 

Wed 5/1119 

Thu 5/2/19 

Wed 5/1/19 

Wed 12/26118 

Fri 2/1119 OIRAll/OHHS 

Fri 2/1/19 DIRADIDHHS 

Fri 211/19 DIRAOIDHHS 

Fri 2/1/19 DIRADIDHHS 

Fri 2/1/19 DIRADIDHHS 

Fri 2/1/19 DIRADIDHHS 

Fri 2/1/19 DIRADIDHHS 

Mon 2/11119 DiRAD 

Mon 2/11/19 DiRAD 

Mon 2/4119 

Wed 3/6119 DIRAO/DHHS 

Fri 2/28/20 DIRAOIDHHS 

Fri 3/22/19 DRAl).l[)HHS 

Thu 2/28119 DHHS 

Mon 3125/19 DiRAO 

Fri 4112/19 DiRAD 

Fri 3/22/19 DiRAD 

Mon 3/11/19 DHHS 

Wed 3/25120 l rnRAD 

Fri 3129119 DiRAD 

Fri 4/5119 DiRAD 

Mon 4/8119 DIRAD/DHHS 

Tue 4/18/19 DHHS 

Thu 412S/19r RAO/DHHS 

Mon 7/24123 

Wed !ot1/191DiRAD 

Wed 5/1/19 DiRAD 

Thu 5/2/19/DiRAD 

Tue 5/7/19 DHHS 

13 

14 

18 

25 

32 

~ ~ 
37 ,-_0_pe_ n_cut_ ov_e_r_co_n_i_er-e-nc_e_b_rid---,_ -ge---------------------------------Th- u- S/9/--19---T-hu_ S/9/_ 1_9,,.!D-iRAD-----'"-••-----2-8-

1 1 day 

38 Confirm active traffic in production env~onment Thu 519/19 Thu S/9/1910IRAD/DHHS 28 1 day 

39 Confirm solutiion is responding properly/ providing correct data Thu S/9/19 Thu 519/19 DIRADIDHHS 28 I day 

40 Confirm report data being logged Thu S/9/19 Thu 5/9119 DIRADIDHHS 28 1 day 

41 1 
42 

Confirm web application showing report data 

~mo.11.!!L ofl~! ~Ll~ ~ ionrgll!!._le &11£.cuto.ver - ~ i:~i!!! 

38 I Page 

_J 1 day 

1 day 

Thu 519/19 Thu S/9/19 •DIRAO/DHHS 

Thu 5/9/1_9 __ Th1!._ S/9/19t DiRAD 

28 

28 
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Ill. COST PROPOSAL REQUIREMENTS 

This section describes the requirements to be addressed by bidders in preparing the State's Cost 
Proposal. The bidder must use the State's Cost Proposal. The bidder should submit the State's Cost 
Proposal in accordance with Section I Submission of Proposal. 

THE STATE'S COST PROPOSAL AND ANY OTHER COST DOCUMENT SUBMITIED WITH THE 
PROPOSAL SHALL NOT BE CONSIDERED CONFIDENTIAL OR PROPRIETARY AND IS CONSIDERED A 
PUBLIC RECORD IN THE STATE OF NEBRASKA AND WILL BE POSTED TO A PUBLIC WEBSITE. 

A. COST PROPOSAL 
This summary shall present the total fixed price to perform all of the requirements of the 
RFP. The bidder must include details in the State's Cost Proposal supporting any and all 
costs. 

The State reserves the right to review all aspects of cost for reasonableness and to request 
clarification of any proposal where the cost component shows significant and 
unsupported deviation from industry standards or in areas where detailed pricing is 
required . 

B. PRICES 

39 IP age 

Prices quoted shall be net, including transportation and delivery charges fully prepaid by 
the bidder, F.O.B. destination named in the RFP. No additional charges will be allowed for 
packing, packages, or partial delivery costs. When an arithmetic error has been made in 
the extended total, the unit price will govern. 





Attachment 1 

Functional Business/Technical Requirements Traceability Matrix 

Request for Proposal Number 5965 21 

Bidders are instructed to complete a Functional Business/Technical Requirements Traceability Matrix for RFP 5965 
21 Text Messaging Solution. Bidders are required to describe in detail how their proposed solution meets the 
conformance specification outlined within each Functional Business/Technical Requirement. 

The Traceability Matrix is used to document and track the project requirements from the proposal through testing to 
verify that the requirement has been completely fulfilled. The awarded Contractor will be responsible for maintaining 
the contract set of baseline requirements. The Traceability Matrix will form one of the key artifacts required for testing 
and validation that each requirement has been complied with (i.e., 100% fulfilled). 

The Traceability Matrix should indicate how the bidder intends to comply with the requirement and the effort required 
to achieve that compliance. It is not sufficient for the bidder to simply state that it intends to meet the requirements 
of the RFP. DHHS will consider any such response to the requirements in this RFP to be non-responsive. The 
narrative should provide DHHS with sufficient information to differentiate the bidder's technical solution from other 
bidders' solutions. 

The bidder must ensure that the original requirement identifier and requirement description are maintained in the 
Traceability Matrix as provided by DHHS. Failure to maintain these elements may be grounds for disqualification. 

How to complete the Traceability Matrix: 

Column Description Bidder Responsibility 

Req# The unique identifier for the requirement as assigned by DHHS, 
followed by the specific requirement number. This column is dictated 
by this RFP and must not be modified by the bidder. 

Requirement The statement of the requirement to which the bidder should 
respond. This column is dictated by the RFP and must not be 
modified by the bidder. 

(1) Comply The bidder should insert an "X" if the bidder's proposed solution 
complies with the requirement. The bidder should leave blank if the 
bidder's proposed solution does not comply with the requirement. 

If left blank, the bidder should also address the following: 

. Capability does not currently exist in the proposed system, but is 
planned in the near future (within the next few months) . Capability not available, is not planned, or requires extensive 
source-code design and customization to be considered part of the 
bidder's standard capability . Requires an extensive integration effort of more than 500 hours 

(a) Core The bidder should insert an "X" if the requirement is met by existing 
capabilities of the core system or with minor modifications to existing 
functionality. 

(b) Custom The bidder should insert an "X" if the bidder proposes to custom 
develop the capability to meet this requirement. Indicate "custom" for 
those features that require substantial or "from the ground up" 
development efforts. 
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(c) 3rd Party The bidder should insert an "X" if the bidder proposed to meet this 
requirement using a 3rd party component or product (e.g., a COTS 
bidder, or other 3rd party) . The bidder should describe the product, 
including product name, its functionality and benefits in their 
response. 

Introduction 
The State realizes that not all of the requirements stated in this specification may be in the bidder's solution. While 
it is hoped that many of the functions and tasks are available, the State encourages bidders to note any 
modifications necessary to provide the functions required in this specification, and to meet the design needs of the 
system. 

12/26/2018 
Texting Software Functional Business/Technical Requirements 

Nebraska Department of Health and Human Services Page2 



Texting Software Functional Business/Technical Requirements 

The functional requirements listed below are those that DHHS staff deem essential. Bidders should note if their application meets each specific requirement, and 
describe how their software will meet each requirement. Bidders should also define and describe any additional functionality available in their software, beyond 
what is listed in the functional requirements. 

Each requirement is identified by the following first three characters: 

GEN General System Requirements 
TXT Texting System Requirements 
RPT Reoortinq Requirements 
DBM Database/Data Management Requirements 
TEC General Technical Requirements 
ERR Error Handling Requirements 
BKP Backup and System Recovery Requirements 
SEC Security Requirements 
DOC System and User Documentation 
TRN Training 
PIT Production, Test and Training Requirements 
INT Interfaces/Imports/Exports Requirements 
PER System Performance Requirements 

General System Requirements 

This section represents the overall business requirements that apply to the software. Describe in the response how the proposed solution meets the requirement. 

Req# 

GEN-1 

1 ?/?R/?n1 R 

Requirement 

Describe overall functionality of the bidder's Short Messaging Service (SMS) Texting solution. Provide a 
description and diagram of the solution including the architecture, hardware, and software, including location of 
the solution (cloud solution, vendor site, host site, etc) . 

Texting Software Functional Business/Technical Requirements 
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(1) 
Comply 

X 

(a) (b) (c) 
Core Custom 3rd Party 

X 
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Req# Requirement (1) I (a) I (b) I (c) 
Comply Core Custom 3rd Party 

Response: DiRAD is providing a customized, turn-key solution built to the specifications of DHHS. The proposed solution is cloud-based, with Twilio handling 
the messaging and Microsoft Azure hosting the web applications. There is no direct utilization of hardware or software. The proposed application 
utilizes "Serverless Computing" to achieve redundancy, reliability, elasticity, and security. Our solution provides the following components: 

GEN-2 

1. Automated process(s) to pull and push data between CHARTS and N-FOCUS. 

2. 2-Way SMS messaging services running on the Twilio Super Network 

3. File Import/Export functions 

4. User web interfaces via the DiRAD web portal 

5. Standard and customized reports 

6. Access to the Twilio API 

Describe the bidder's connectivity and relationship to Wireless Service Providers (Carriers). Include how the 
proposed solution handles message content, delivery scheduling, and message routing services via multiple 
cellular network carriers/vendors. Include a list of your current Carriers and any known gaps in coverage in the 
State of Nebraska. 

X X 

Response: DiRAD is leveraging Twilio, a cloud-based communications platform that handles the relationships and network traversal for all SMS carriers in the 
Nebraska area (and in the world). To make this possible, Twilio created the Super Network, which has abstracted the complexities of routing among 
different carriers. The Super Network saves you from managing carrier complexities, piecing together connectivity, and building redundancy. Now, 
you can leverage a reliable global ecosystem of Tier 1 carriers with a few clicks. Twilio's strategy for providing the highest-quality communications 
network centers around taking a provider-agnostic approach to how traffic is routed . 

Twilio finds the best providers to work with, continually test and evaluate all providers to determine their performance and capabilities, and route traffic to deliver 
the best quality for its customers. With this in mind, DiRAD's Twilio Solution can route SMS messages to any SMS carrier in the State. 

DiRAD is a Twilio Gold-Certifed Partner, the highest partner designation. 

® • 

GEN-3 

1?/?F;/?nHl 

Describe the bidder's proposed solution ability to interface with DHHS backend applications (NFOCUS and 
CHARTS) via API or web service. DHHS will be managing the phone numbers and text messages within the 
DHHS applications and providing data to the texting solution. In return the texting solution must provide data 
back to the DHHS applications via the same method. 

Texting Software Functional/Business Requirements 
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Req# Requirement (1) (a) (b) (c) 
Comply Core Custom 3rd Party 

Response: This is our understanding: the NFOCUS and CHARTS applications will first apply its own logic or programming which produces the lists of people to 
text, and hosts it for consumption by the DiRAD solution. This can be push or pull - the DiRAD system can react to an event, or it can institute a 
"watcher" service that looks for text messages to send. When it has a call to make, it writes to various DB records and launches the campaign on 
the record data. After the call is made, data is written to the DHHS backend with the results. DiRAD also records results for reporting purposes, if 
required. DiRAD's solution supports many different data exchange methods, including web service/APl's and S/FTP. 

Describe the bidder's proposed solution to provide a file import/export interface to allow text messaging requests 

GEN-4 
from DHHS from a XML(Extensible Markup Language), JSON (JavaScript Object Notation), and CSV (Comma-

X X separated Value) files to be sent via SFTP, Email, and Web Upload. In return, the texting solution must provide 
a file back to DHHS via the same method . 

Response: Related to GEN-3, there are a few ways to do this, and DiRAD's experience is that each customer has their own preferences and security 

GEN-5 

1 ?/?R/?n1~ 

concerns. In the case of DHHS, we look at HIPAA compliance in the storage of the data and the transfer of the data. Here's how we would do the 
(3) different methods:1. SFTP: Either DiRAD or DHHS would spin up an SFTP server, and DiRAD would automate the process of obtaining the 
files from DHHS (which DHHS posts to the SFTP Server). During the SFTP session, data can be scrubbed for errors and duplicates, and also for 
comparison to any Do-Not-Call database that has been established. 2. Email: DiRAD setups up a email box that receives the updates via email 
attachments.DiRAD's software can strip the attachment and parse the data - the file can be either XML, CSV, or JSON and the software is 
designed to automatically determine the file type. This option is NOT secure .. 3: Web Upload: DiRAD can create a secure web frontend that is 
part of the DiRAD Dashboard which will allow for manual file upload. The file is validated and scrubbed before being imported in the DiRAD 
JSON File or database. 

Describe how the bidder's solution supports a secured, front-end Web Portal for the texting system. DHHS 
requires a front-end, web based system with an easy-to-use portal for authorized staff to create text messages, 
define receiving groups, define settings and view or query information for reporting. Please submit screenshots 
and descriptions of your solutions front end portal. 

Texting Software Functional/Business Requirements 
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Req# Requirement (1) 
Comply 

(a) 
Core 

(b) I (c) 
Custom 3rd Party 

Response: DiRAD develops and hosts custom portals that leverage Microsoft Azure's innate security features . DiRAD designs portals that are easy to use, 
and require little to no training . Below are some examples - Keep in mind that DHHS will be able to choose the screen layout, design, data 
elements, security,and functionality. DiRAD's web application provides real-time and historical reporting, manual file upload, and 
control of the application functionality. DiRAD abstracts the technical configuration to provide a "fly-by-wire" overlay that gives users much 
power over the application, without the complexity. 

Real Time Dashboard 

SMS Activity 

'I I 
I 

--_·~--• 
· ~ 

Realtime Statistics 

e Comptam!S and Concerns: 1896 
• C001pUments: 88 

• Fare ano Ticket lntormatian: 89 
• General lnfomlation: 190 

• Lost and Found: 95 

e Repeat Touch Tone Main Menu: 48 

• Sc-.. <JI Rol<oond SIOO 
Information: 793 

• Ticket Locations: 29 

150 

100 

50 

Sent Texts Report - Designed to Customer Specifications 

Texts Received 

12 12 

Texts Sent Detail Report @ 
Start Datemme End Datemme Phone Number Court Event Type Court Source 

[ 2018-09-1012:00AM I 2011Hl9-12 12:00 AM ·I 
Custom Location µfl.lCffl to recip~t 

Test Sent Court Date Phone Number Ewent ID Coun Ewent Type Court ID 
Total Records Returned: 4 

Court Source 
Sep 10, 2018, 6:30:01 

PM 
Sep 12. 2018, 10.00-00 

AM 
Sep 10, 2018, 6:30:02 Sep 12. 2018, 10:00:00 

PM AM 

Sep 11. 2018. 6:30:01 Sep 12 2018, 10:00:00 
PM AM 

Sep 11 , 2016. 6:30:02 Sep 12. 2018, 10:00:00 
PM AM 

• 

7.04122354 

8434603303 

7404122354 

8434603303 

Sent Texts Summary Report - Custom 
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1461 

7605 

1461 

7605 

Plea 40 General Sessions Court Reminder. 9/1212018 2 00 00 P~ General Sessions Court httpsl /goo gtlrMP"12rMTAM1>qcfu Questions call 8439585000 orgo 
Court h1:psJ/b4 I 

Plea 40 General Sesstons Court Reminder. 9/1212018 2:00:00 PM: General Sessions Court httpsJ/goo gVmaps/2rMTAMbqcfu Preguntas name 8439585000 o vis~e 
Court httpsJ/bil.lyl2AZEkQj 

Plea 40 General Sessions Court Reminder. 911212016 2:00:00 PM General Sessions Court hHps:llgoo gVmapsl2rMTAMbqcFu Quesl10r1s call 8439585000 or go to 
Court httpsJ/bil.lyl2AZEkQj 

Plea 40 General Sessions Court Reminder. 9/12/2018 2:00:00 PM: General Sessions Court httpsJ/goo.gllmaps/2rMTAMbqcfu Preguntas name 8439585000 o visrte 
Court httpsJ/bil.ly/2AZEkQj 
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Texts Sent Summary Report 

Start Date/Time End Date/Time 

2018-12-0112:00 AM 2018-12-2112:00 AM 

Total Number of Texts Sent: 2593 

Number of Texts Sent in English: 91 

Number of Texts Sent in Spanish: 3 

Number of Texts Sent for Initial Appearance: 52 

Number of Texts Sent for Jury Trial: O 

Number of Texts Sent for Motion: O 

Number of Texts Sent for Plea: 3 

Number of Texts Sent for Status Conference: 39 

Number of Texts Sent for Status Conference Req: O 

Number of Texts Sent from City of Charleston Municipal: O 

Number of Texts Sent from General Sessions Court: 94 
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DiRAD's Own AlertRT Production Notification System 

Alert~T DI~ 
T£CHNCLOGICS 

Hello adrrin' Log off 

~ Notification ~ Organizational Un~s ~ \few Reports ~ Manage Settings Manage Portal Users 

Send Notification 

Send Notification From Template -- Select Template - • 

Notification Name: Click to Add Name 

Notification Datemme '.<{! Send Now (Einefgency) 

Select Organizational Unit(s) l ___ : Select All Organizational Units 

~ DiRAO 

Select Delivery Method(s) Choose All Deliv"I)' Methods 

I~ phone ~ -' email Ci : sms 

Select Specific Endpoint(s) Notify All Endpoints 

Select an Organizational Unit 1- Select One - • I 

Filter search by: (.~ Groups '~) People --~ Email i,_ , SMS j Phones 

GEN-6 Describe any Federal and/or State entities that are currently using the bidder's solution(s) and how the solution is 
used by the entity. 

1 ?/?l>/?nHl 
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Response: DiRAD has many government entitities using our solutions. Below are select customers: 

• New York City Administration for Children's Services - IVR, Call Center, Web, Emergency Notification 

• New York City Department of Information Technology and Telecommunications -AlertRT Emergency and Day-to-Day Notification System 

• New York City Criminal Justice Agency - Defendant Reminder System 

• Charleston County Courts - Hearing Reminer System 

• New York City Police Department- lVR, Call Center, Outbound Notification 

• City of Minneapolis - Utilities IVR and Notification System 

• South Carolina Department of Social Services - Inbound IVR/Outbound Notification System 

Describe how the bidder's solution complies with regulations - TCPA (Telephone Consumer Protection Act) , FCC 
GEN-7 (Federal Communications Commission), FTC (Federal Trade Commission), MMA (Mobile Marketing Association), X X 

and CTIA (Cellular Telecommunications Industrial Association). 

Response: DiRAD leverages Twilio and various security options in Microsoft Azure to ensure compliance. TCPA compliance involves scrubbing against the 
Do-Not-Call List, plus any DNC list the DHHS wishes to provide. In addition, Di RAD can offer the message recipients the ability to opt out of the 
messaging system. DiRAD adheres to CTIA and MMA best practices and will consult with DHHS on compliance. DiRAD confirms that our 
applications are in compliance with all federal and state laws regarding outbound notification. 

GEN-8 Describe any system or user customization preferences available with the bidder's proposed solution. X X 

Response: The DiRAD/Twilio solution is entirely customizable, but runs on a proven core service. DiRAD offers customization for web interfaces, as well as 
report data - custom fields are included in the solution . 

Req# Requirement (1) (a) (b) (c) 
Comply Core Custom 3rd Party 

Describe the customer support availability and process for obtaining help from the bidder's proposed solution. For 
GEN-9 example, Help Desk, live chat, knowledge base, FAQs, video tutorials, etc. Include the hours that customer X X 

support is available. 

Response: DiRAD provides live support via telephone, email, live chat and the customer's web dashboard. DiRAD provides emergency technical support 

1?/?R/?nHl 

24x7, with live answer 6am to 8pm 7 days a week. As part of the solution, and in alignment with contracted DHHS deliverables, Di RAD provides 
detailed documentation on call flows, databases, operations and procedures. 
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Describe the software licensing model of the solution, including any required third party licensing. Include a 
description of setup, a general description of what is included with the "base" product, system components or 

GEN-10 "extras". Describe if short codes are included with the bidder's proposed solution. Describe how the Bidder's X X 

maintains licensed software no more than two supported versions behind the latest release and updated with 
latest security patches. 

Response: 

DiRAD is providing this solution as a service --- there are no licensing requirements on DHHS, nor are there any software licenses agreements with Twiliio. All 
software is the responsibility of DiRAD. The solution is being implemented as specified, and any necessary updates to the code or software are the 
responsibility of DiRAD . . Short Code pricing is being provided as an option. DHHS may also choose a dedicated long code or a toll-free number. 

Texting System Requirements 

This section represents the overall texting requirements that apply to the software. Describe in the Response how the proposed solution meets the requirement. 

Req# 

TXT-1 

1 ?/?F,/?n1 R 

Requirement 

The bidder's proposed solution must have the ability to support two-way communication both sending and 
receiving text messages. Describe how your solution meets this requirement. 
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Req# Requirement (1) I (a) I (b) I (c) 
Comply Core Custom 3rd Party 

Response: The DiRAD solution leverages the Twilio Super Network's ability to receive text messages as well as sending. Twilio utilizes webhooks for this 
function. When a caller sends a text message to the DHHS SMS number, Twilio triggers a webhook running on a DiRAD web service, where it is 
processed. 

TXT-2 Describe how the bidder's proposed solution supports both individual and broadcast messaging. Broadcast 
messaging is defined as the ability to send a message to thousands of clients. 

X X 

Response: Both individual messages and broadcast messages are sent using the Twilio Super Network, which has the capacity to send to thousands of 
clients as specified. In both cases, the messages can contain information specific to each individual being messaged. 

TXT-3 

1?/?f./?nHl 

Describe how the bidder's proposed solution handles OPT IN and OPT OUT functionality. 
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Req# Requirement (1) (a) (b) (c) 
Comply Core Custom 3rd Party 

Response: DiRAD can provide several options for this functionality: For opt-in, clients can text the SMS number with a key word just as YES. For opt out, a 
client could send a NO. Other options for this feature include a web interface for clients to sign up for the service and manage their account and 
preferences. In this web interface, clients can specify business rules for time of day/day of week reminders. DHHS system administrators can 
also set this information on an individual, group, or global basis. 

Describe how the bidder's proposed solution handles incoming texts from the client when no response is 
TXT-4 expected. For example, if a text response is received from a client that was not solicited. What happens and X X 

where does the text message go? 

Response:lncoming texts are matched agains the database of existing clients. If there is no match, the the number is stored as a record in the database 
which can thusly be reported on. DHHS may choose a number of options for how to respond to this message, if at all. DiRAD's solution provides 
the flexibility to implement whatever decision functionality is desired by DHHS. 

TXT-5 
Describe how the bidder's solution assures DHHS that the text or group of texts was delivered to the intended 

X X 
client phone number. Describe how DHHS is notified of text messages delivered. How does this work? 

Response: Twilio provides Programmable SMS outbound message status tracking with Status Callbacks. These callbacks can be helpful to see if a message 
has been delivered, failed, or ran into some other delivery issues. This allows DiRAD to develop advanced analytics to see the state of all 
messages .. Once a message is created, it progresses through multiple states until it is finally completed. Outbound messages initiated via the 
REST API cycle through these states in order: 

• Queued or Accepted: Twilio has accepted your API request, and has queued your message to be sent. 

• Sending: Twilio is forwarding your message request to one of our Super Network partners . 

• Sent: Twilio has received a confirmation from our Super Network partner advising they have accepted the message . 

• Delivered: Twilio has received a confirmation from our Super Network partner advising the message has been delivered . 

• Other statuses include Undelivered and Failed, with associated error codes (where applicable) 

TXT-6 Describe how the bidder's proposed solution handles texts that fail to get delivered to the intended recipient. Is the 
X X 

text retried , and if so, how many times? Describe how DHHS is notified of failed text messages. 

Response: Leveraging the analytics described above, DiRAD provides configurable options for retries in the web portal. Notification of failed messages is 

TXT-7 

1?/?f;/?n1$l 

also configurable, with the ability to run reports and receive email and web notifications. 

Describe how the bidder's solution has the ability to schedule text messages to be sent at specific timeframes. 
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Response: Time of day settings are configured in the web portal and stored in the database. As the application runs, it looks for messages to send, and 
compares against the time of day settings. It will only send the messages if they meet specific criteria; time being just one of them. 

TXT-8 
Describe the bidder's proposed approximate length of time for delivery for individual and bulk text messages. X X 
Provide the volume and timeframes for bulk messages. 

Response:lndividual messages are sent instantly according to the criteria describe in TXT-6. Bulk messages default send time is (1) Call Per Second (CPS) or 
60 calls per minute/3,600 calls per hour. With a short code, that CPS increases dramatically to 100 messages per second. This is especially 
useful for emergency situations when dealing with a large list of recipients. DiRAD is including a short code in this solution. 

TXT-9 
Describe any messaging limitations including the maximum number of characters that can be used for texts sent X X 
with the bidder's proposed solution. 

Response: The character limit for a single SMS message is 160 characters, however most modern phones and networks support concatenation and segment 
and rebuild messages up to 1600 characters. Messages not using GSM-7 encoding are limited to 67 characters. 

(1) (a) (b) 
(c) 

Req# Requirement Comply Core Custom 
3rd 

Party 

Describe how the bidder's proposed solution handles multiple text messages going to the same recipient during 
TXT-10 the same timeframe. Is there any ability to prioritize messages or setup a predetermined order? Does the solution X X 

limit the number of text messages sent to a client in a specified timeframe? 

Response: Twilio cannot guarantee that SMS messages will arrive in order. While we will send the SMS messages you pass to us in the order that you've 
queued them, the SMS messages are delivered individually with no association to each other. The order of delivery depends on the carrier. 

To help your users understand the order of your messages, we recommend that you append a page reference following each message, for example 1/3, 2/3, 

TXT-11 
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3/3e: 

Describe how the bidder's proposed solution allows the use of long codes and short codes. If short codes are 
available in the bidder's proposed solution, describe if the solution offers both dedicated and shared short codes. 
Describe the estimated timeline for setting up new short codes. 
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Response: Both long codes and short codes are available from the Twilio SMS platform. Twilio only offers dedicated short codes, as shared short codes can 
be shut down if another vendor is using the code inappropriately. To start the process, you can DiRAD fills out an application on behalf of 
DHHS. The application will allow you to choose either a US, UK, or Canada short code, as well as to indicate your use case and message flow. 

Once the application is submitted to Twilio, the Short Code Team will review it and advise you of any changes you may need to make in order to be compliant 
with carriers' requirements. Once Twilio has reviewed and approved the application, you will be able to start the carrier approval process. Here is 
a more detailed timeline of the process: 

1. Twilio Review Process (1-3 Days): Twilio reviews your application and helps you refine it before it can be submitted to carriers. 

2. Once our team has approved your application, we will notify you that you can log in here and pay for your short code. (for more information about how 
payment works, see How Twilio bills for Short Codes) . 

3. Mobile Carriers review process (8-12 weeks on average)*: Twilio submits a provisioning request to carriers and it enters their review and testing process 
before being connected and ready for use. 

*Note that carriers require payment before they begin the review process. Short code provisioning can vary considerably depending primarily on the time that it 
takes for mobile carriers to review and approve your short code. 

TXT-12 
Describe how the bidder's proposed solution can perform functions based on keyword responses from a client. 
Can keywords be customized? Are certain keywords included with the base solution? Is there a maximum 
number of keywords that can be used? Can the use of keywords be tracked in the solution? 

X X 

Response: Text responses are essentially text that can be parsed, and keywords acted upon. Keywords are managed in the web portal, and there is no limit 
of keywords. Keywords are tracked via historical reportino. 

TXT-13 
Describe how the bidder's proposed solution has the ability to send out an automated response or series of 
responses to a specific incoming text messages from a client. 

X X 

Response: DiRAD leverages IBM Watson Assistant to intelligiently digest incoming messages and respond appropriately in the given context. This Artificial 
Intelligence (Al) -assisted feature allows for a natural language SMS exchange, and can also be used in the application of chat bots in web apps 
and social media. The example below is from a transit application and an appointment reminder: 
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®tw11o 

SMS ~ 

"When's the next 
u.in :okuivv,ile7" 

"11,e nut tn,Jn will 
arrive at~ 
Willets Point station 
In 2 minutes-

DiRAD 

COJ 
SmartSpeech 

PSTH inLocfoKe 
Wt.b Ol:lhboatd 

SQL Database 
Error Handline 

API Connections 

6U11IMI INfQ * ~ 1SM watson 

JReolTime 
Tr.:ainStatus 

A 
GTFS 

Automated 
reminder 

Integration with 
backend systems 
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TXT-14 
Describe how the bidder's proposed solution avoids having a large batch of distributed messages caught in spam 

X X 
filters. 

Response: Carriers in the U.S. and Canada appear to be using adaptive (machine learning) software systems to protect their users. These systems factor in 
both the rate of send, as well as the content of the messages and behave very much like email filtering systems. Messages receive a cumulative 
score based on how many messages have come from a phone number during a time period, how many similar messages have transited the 
carrier's network, or if the message contains content that makes it a high match for spam. Time periods are measured by the second, minute, hour 
and day. 

The us·e of Short Codes virtually prevents the messages from being filtered . Short codes are essentially numbers which have been 
whitelisted for a particular type of pre-approved traffic. If you are sending many messages with identical content to a large number of users, you 
are at high risk of having your messages filtered by carriers and should consider the DiRAD Short Code option. 

TXT-15 Describe the security methods used by the bidder's proposed solution to prevent and eliminate spam replies. X X 

Response: DiRAD's solution will check each SMS inbound number and assign it to an exception list that is stored in the database. Subsequent messages by 
these numbers can be rejected. 

(1) (a) (b) (c) 
Req# Requirement 3rd 

Comply Core Custom Party 

TXT-16 
Describe how the bidder's proposed solution allows an active URL link within the text that can direct clients to a 
website. 

X X 

Response: DiRAD's solution natively supports this feature, as illustrated in the response to GEN-5. 

TXT-17 
Describe the bidder proposed solution's capability to send surveys to clients and create reports of voting results 

X X 
and number of responses. 

Response:Our suggestion would be to send a URL of the survey and have the respondents answer the questions from there. Reports are then available on 
the web portal. 

TXT-18 
Describe how the bidder's solution supports text messages sent and received in foreign languages. Describe the 

X X 
foreign languages supported. 

Response: Any foreign language that is in an SMS-friendly format can be used. Taken further, DiRAD can again leverage IBM Watson to translate the 

TXT-19 

1?1?i:;1?n1i:1 

message from English to the language specified in the database. 

Describe how the bidder's solution supports an unlimited number of contacts or contact groups. 
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Response: There is virtualy no limit to the number of contacts or contact groups. Any "limit" would be dicatated by database size limitations, which are far 
great than in the DHHS use case. 

TXT-20 Describe the bidder solution's capability to allow standard text messages to be stored in the solution and available 
X X 

for use when sending out messages. 

Response: Standard text responses are merely database records with records that assign their use. Each message stored has a unique GUID that can be 
tracked throughout the life cycle of the message. 

TXT-21 Describe the bidder solution's capability to trace inbound response rate from text messages. X X 

Response: SMS inbound messages are time-stampted in the database, thus allowing users to produce reports revealing the response rate. 

Describe all the information that is stored in the texting system database, and the length of time that the 
information is stored in the system database. Describe the bidder's ability to store message information 
(metadata) including but not limited to: 

• Sender Telephone Number; 
TXT-22 X X 

• Recipient Cellular Telephone Number; 
• Message data that was sent/received; 
• Date and time that the message was sent; and, 

• Whether the text message was successful or failed to be received . 

Response: Each of the above data elements can be stored indefinitely, or through the length of the contract. Also, depending on the users' settings, location 
data may be also be available in the form of coordinates (LAT/LON) that can be overlaid on a map in the report output. Mapping functionality in 
this case would be an option available for an additional cost. 

Reporting Requirements 

This section represents the reporting requirements that apply to the software. Describe in the Response how the proposed solution meets the requirement. 

Req# Requirement (1) (a) (b) (c) 
Comply Core Custom 3rd Party 

Describe how the bidder's solution provides access to reporting/statistical information. It must allow access to 
RPT-1 reporting via the Web portal along with the ability to export the reporting/statistical information in XML, JSON, and X X 

CSV file formats to DHHS via SFTP, Email, Web Download, API, and/or Web Service. 

Response: Reporting and statistical information is stored in SOL databases for web portal access. Reports can then be exported to one of the formats listed 

1 ?/?R/?n1 ~ 

above, or the data itself can be sent directly to DHHS data stores via SFTP, Email and APl's. 
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Describe any online web based dashboards and metrics available in the bidder's proposed solution. Reporting 
should include, but is not limited to, the following: 

• Monthly inbound and outbound traffic reports; 

RPT-2 • Successful vs Failed Messages; X X 

• Uptime and downtime of services; 

• Error code messages; and, 

• Opt out rates . 

Response: DiRAD's solution provides the above data elements in reporting as detailed and summary reports. In addition, real time views will show current 
traffic, current status of system, and number of inbound/outbound texts in a given period. 

Describe how the bidder's solution has the ability to produce reports including, but not limited to: 

RPT-3 • DHHS clients that have "opted in" and "opted out" of receiving information via text message; and, X X 

• Keywords that are being used along with statistics on their use . 

Response:During the implementation period, DHHS will have the opportunity to choose custom reports in addition to the standard reports. DiRAD will also 

1?1?1=:1?n1~ 

provide exception reports (messages from unknown numbers). The reports listed above will be included with the solution. 
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Database/Data Management System {DBMS) Requirements 

DHHS requires the benefits inherent with a relational database management system (RDBMS). The accessibility, flexibility and maintainability achieved 
through normalized data structures are essential to achieving the business objectives outlined in this RFP. 

Req# Requirement (1) (a) (b) 
Comply Core Custom 

Describe what DBMS is used for storage of data with the bidder's proposed solution. If the bidder's proposed 
DBM-1 solution requires any DHHS data to be stored off-site (including data "in the cloud") describe how and where the X X 

data is secured and stored within the continental United States. 

Response:Data is stored in encrypted databases in Microsoft Azure. These database instances are confined to US-based Microsoft data centers. 

Describe how the bidder's proposed solution maintains an automated history of all transactions, including but not 
DBM-2 limited to: date and time of change, "before" and "after" data field contents, and operator identifier or source of the X X 

update. Describe how long the history is maintained. 

(c) 
3rd Party 

Response: Included with DiRAD's web portal package is user auditing that takes place in real time. System administrators can run historical reports to reveal 
the data on the changes. The history is maintained for the life of the contract. 

DBM-3 Describe how long text messaging data is maintained in the bidder's proposed solution. X X 

Response: Data is retained for the length of the contract. During a transition to a new vendor, DiRAD would provide the data as part of the transition process. 

General Technical Requirements 
This section presents the overall technical requirements that apply to the software. Describe in the Response how the proposed solution meets the requirement. 

(1) (a) (b) (c) 
Req# Requirement 3rd 

Comply Core Custom 
Party 

Describe how the proposed solution is scalable and flexible enough to accommodate any changes required by the 
TEC-1 State and/or federal statute, mandate, decision or policy. Describe the upgrade and maintenance process for the X X 

proposed solution. 

Response: As a government-specialized vendor, DiRAD designs solutions to provide the ultimate in flexibility should conditions or requirements change. In 

TEC-2 
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addition, the Twilio platform is truly elastic in nature - scalability happens in real time, providing the resources DHHS needs during times of heavy 
usage. 

Describe any redundancy built into the proposed solution to limit any downtime in the bidder's proposed solution. 
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Response: The Twilio cloud communications platform runs on the Twilio Super Network, the world's most reliable and resilient communications network. The 
geographically distributed and scalable platform powers 50,000+ businesses and billions of interactions. Twilio has been recognized by DMG 
Research as the third largest cloud contact center infrastructure platform (by the number of seats), powering innovative Saas providers such as 
Zendesk, Talkdesk, and Serenova as well as large enterprise contact centers at companies like ING and Zillow. 

From the world's largest public companies to early-stage startups, people rely on Twilio's cloud communications platform to exchange millions of calls and 
messages every day from web and mobile apps. These communications facilitate deliveries, power customer support, and keep mission-critical 
applications running without outages. 

DiRAD's web portal, webhooks and SQL data reside in Microsoft Azure Geo-Redundant Storage and backed by multiple instances across the US. 

TEC-3 J Describe what industry standard browsers are supported by the bidder's solution. 
I I I 

Response: DiRAD's web portal runs primarily HTML, Javascript and React. By default, the application supports all modern browsers. 

Error Handling Requirements 
The management of the system requires that all occurrences of errors be logged for review and that critical errors be accompanied by appropriate alerts. 
Authorized users need to be able to query and review the error log and configure the alerts. 

(1) (a) (b) Req# Requirement Comply Core Custom 

ERR-1 
Describe how the bidder's proposed solution provides edits at the point of data entry in the web portal to minimize data 

X X 
errors and provide immediate feedback in order for incorrect data to be corrected before further processing. 

I 

(c) 
3rd 

Party 

Response: The solution is designed to accept automated data from DHHS, plus manually-uploaded data via the web portal. In both instances, data validation 

ERR-2 
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is used to inspect the file . If input is rejected, any error messages are communicated back to the user, or logged in the case of the automated file 
transfer. Validation uses Regular Expressions for validation, which can be customized for the use of DHHS. 

Describe how the bidder's proposed solution provides edits on text messages sending and receiving. The solution 
should provide a comprehensive set of error messages with unique message identifiers. Please provide a list of error 
messages. 
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Response: Given that most outbound SMS messages will be template-based with variable data inserted, the body of the message should be relatively error­
free. However, missing or bad data in the variable fields will throw errors that will be logged for reporting. In addition, there are SMS and web API 
errors that are tracked and logged. An overview of the error messages is below. 

As a RESTful API, Twilio's Verify API will return HITP responses and error codes which will help verify normal behavior as well as contextualize exceptions. 

Return Codes 

The following status codes are used: 

200: OK Response is correct. The body of the response will include the data requested. 

400: Bad Request There was an error with the request. The body of the response will have more info. 

401: Unauthorized Token is invalid. If your API key is wrong a 401 will be generated. Please check the API key. 

429: Too Many Requests API usage limit. If you reach API usage limits, a 429 will be returned. Please wait until you pass the limit and attempt the call again. 

503: Service Unavailable There are multiple possible reasons for a HTTP 503 error. 

Internal Twilio error. 

Your application is accessing an API call you don't have access to. 

Error Codes 

When the API returns a status other than 200, we add an error code in the message body. This table enumerates and describes all of the possible error codes. 

Error Code HTTP Status Error Message Description Category 

60000 400 An error occurred Default error message when an error is not configured correctly. ALL 

60001 401 Invalid API key When the given API key does not correspond to any Authy app ALL 

60002 400 Invalid request A request containing invalid parameters or invalid data ALL 

60003 429 DoS protection Client has reached the maximum number of requests per time unit on the given endpoint ALL 

60004 400 Invalid parameter The given parameter is not valid ALL 

60005 400 UTF-8 invalid Client sending request with UTF-8 invalid characters ALL 

60021 403 Phone verification couldn't be created 

1?/?F,/?nHl 

An error occurrin_g creating phone verification Phone Verification 
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Req# 

60022 401 Verification code is incorrect 

60023 404 Phone verification not found 

60032 400 SMS was not found 

60033 400 Phone number is invalid 

Requirement 

60042 400 Either uuid or country_code and phone number are required Invalid parameters in phone verification 

60046 400 Missing dashboard account ids to process 

60060 503 Your account is suspended Twilio account is suspended 

60064 403 Failed to enable One Touch Can't update application settings on enabling onetouch 

60065 403 Needs to enable OneTouch first 

60066 403 Error saving the callback information 

60069 400 Access key can not be saved 

60070 400 Application was not valid 

60071 404 Access key not found 

60072 404 Invalid access key 

60073 400 Invalid application API key 

60074 400 Access key doesn't have enough permissions 

60075 400 Delete application failed 

60078 403 Invalid country code 

60082 403 Can not send SMS to landline phone numbers 

60083 403 Phone number not J)rovisioned with any carrier 

ERR-3 
Describe how the bidder's proposed solution ensures all errors are written and categorized to an error log. Describe 
how the bidder's proposed solution allows for a user to view, filter, sort, and search the error log. 

{c) 
(1) I {a) I {b) I 3rd 

Comply Core Custom Party 

X X 

Response: The DiRAD solution writes every Twilio code received to the database, whether from a successful transaction, or an error. The error codes are 
timestamped and accompanied with metadata to identify the transaction, System administrators can run reports that search by error code, phone 
number, date/tim e, and other criteria. 

ERR-4 
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Describe how the bidder's proposed solution provides for the generation of standard and customizable error reports. 
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Req# I Requirement (1) (a) (b) 3rd I I ~ I 
(c) 

Comply Cor:_ Custom Party 

Response:DiRAD's solution provides open access to the data and call metadata. This data is highly accessible via standard and custom reports. In addition, 
DiRAD provides an ad-hoc report generator that allows system administrators to build custom reports on-the-fly. 

Ad-Hoc Report Generator 

Design your Report 

a Choose Report Type 

!::'I 
~ 
lisl 

~ 
Line 

~ Choose Data for Report 

Choose Section .. 

Report Name H:::, )! t !'\cFnP 

Report Description Cr: :r:zl r-:cp·)~: De~c~1P!;Qi 

0 Include Subtotals 

!I Save Report 

Sort By Please Choose 

·­·­·-summary 

a 
Show on Dashboard 

ld!!. 
Bar 

Di~ 
TECHNDl..OGIES 

~, 
p;e 

Backup and System Recovery Requirements 
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(1) (a) (b) 
(c) 

Req# Requirement 3rd 
Comply Core Custom 

Party 

Describe the bidder's proposed Backup and System Recovery plan and readiness. Describe the bidder's Service 

BKP-1 Level Agreement (SLA) on returning the solution to service from a backup. Describe the bidder's proposed backup X X 
retention schedules - daily, weekly, monthly, quarterly, etc. Bidder must submit a copy of their SLA with their 
response. 

Response: The DiRAD/Twilio solution offers a guaranteed SLA of 99.95%. All web interfaces, portals and dashboards run on secure instances of Microsoft 
Azure. Also utilizing Availability Zones, backups occur in real time via clusters, with images constantly being synchronized. The DiRAD/Twilio 
SLA is attached. 

BKP-2 
Describe the bidder's proposed Disaster Recovery Plan. Describe the bidder's SLA on returning the solution back to X X 
operational service. 

Response: Twilio (and DiRAD) both run on a serverless architecture (also known as serverless computing or function as a service, FaaS) which is a software 

BKP-3 

1 ?/?n/?nHl 

design pattern where applications are hosted by a third-party service, eliminating the need for server software and hardware management by the 
developer. Applications are broken up into individual functions that can be invoked and scaled individually. Twilio utilizes AWS Lambda, and 
DiRAD leverages Azure Functions. Thus, the solution leverages the vast resources and know-how of Azure and AWS to provide an extremely 
High-Availability environment. DiRAD also provides off-site physical copies of all code and databases. 

Describe how backups of the bidder's proposed solution are able to be scheduled without user intervention and 
without interruption to the system. 
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Req# Requirement (1) I (a) I (b) I i~~ 
Comply Core Custom Part 

Response: DiRAD utilizes Azure to maintain its application, including backup and security functions. Azure provides High Availability sets in their datacenters, 
as well as High-Availability Zones that span geographies. 
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Req# (1) (a) (b) 
(c) 

Requirement Comply Core Custom 
3rd 

Partv 

BKP-4 Describe how the bidder's proposed solution provides testing and validation processes for all of the backup X X 
requirements listed previously (BKP-1, BKP-2, and BKP-3). 

Response: As a Microsoft Azure partner, DiRAD leverages Azure's High Availability Sets and Availability Zones, which fall under Microsoft's SLA- which is 
continuously validated. 

BKP-5 If there is a backup failure or downtime, describe the bidder's proposed method and timing of communication to X X 
DHHS. 

Response: Di RAD monitors the solution 24x7. In the event of an interruption in either web or SMS services to the DHHS application, DiRAD staff are notified. 
An automated email is sent to DiRAD company staff as well as DHHS, with updates as they occur. 

Security and Audit Requirements 

Req# 

SEC-1 

1?/?RJ?nrn 

Requirement 

Describe the bidder's proposed security safeguards integrated into their application and how these safeguards address 
DHHS security. 

Refer to DHHS Information Technology (IT) Access Control Standard (DHHS-IT- 2018-001 B) for specific requirements: 

httg://dhhs.ne.gov/Pages/fin ist golicies.asgx 
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Req# Requirement 
(c) 

(1) I (a) I (b) I 3rd 
Comply Core Custom Party 

Response: As a web application with secure file exchange with DHHS, the DiRAD solution's vulnerability is relatively less than on-premise software solutions. 

SEC-2 

However, there are certain items that the solution complies with, that would relate to the DHHS IT Access Control Standard, such as (but not 
limited to): 

1. The DiRAD solution will comploy with the DHHS Acceptable Use Policy with respect to data exchanged between systems. DHHS should only 
deliver the data necessary to complete SMS calls. This includes phone number, and associated codes with respect to which program and 
what type of message is being sent. Such data is encrypted in transit and at rest, in accordance with DHHS policy. 

2. Security in Contracts, Agreements, RFPs/RFls, and SOWs 

3. Encryption Standards: DiRAD complies with the FIPS 140-2 standards or equivalent level of protection data associated with the SMS solution. 

4. Changing of Default Passwords 

5. Applicaton Development Security Standards (within the scope of the application) It is preferable that the DiRAD solution integrates with DHHS 
Managed Authentication Source. 

6. Change Management Process 

7. Storage of data in a FedRAMP certified cloud environment by using various Azure product offerings. 

Describe how the bidder's proposed solution meets the DHHS requirements for unique user ID access. Include: 

• Specification on configuration of the unique user ID; 

• How the unique user ID is assigned and managed; X X 

• How the unique user ID is used to log system activity; and, 

• How the system handles the creation of duplicate user ID accounts. 

Response: More discussion is warranted here --- it should be determined if DiRAD will utilize DHHS Authentication Management. Notwithstanding this, below 

1 ?l?F.J?nHl 

are DiRAD IT Policy standards for user IDs: 

• Each DHHS user on the system receives a unique User ID. 

• There are no shared accounts. 

• User ID's are tracked via the web application at login. All navigation and page edits are recorded for historical reporting. 

• Duplicate accounts are prohibited will throw an error if attempted. 
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(1) (a) (b) Req# Requirement Comply Core Custom 

Describe how the bidder's proposed solution meets the DHHS standard for administering passwords: 

• Initial Password assignment; 

• Strong Password Requirements; 
SEC-3 • Password reset process; X X 

• Password expiration policy; and, 

• Password controls for automatic lockout access to any user or user group after an administrator-defined number of 
unsuccessful log-on attempts. 

Response: DiRAD's web application will apply DHHS standards (DHHS-IT-2018-001 B) as the password policy for the SMS application. 

SEC-4 
Describe any security processes for managing security updates, and integrated components subject to vulnerability, X X 
including anti-virus. 

Response: There are (2) major entities that would fall under this scope: The Twilio platform and Microsoft Azure. Both entities apply rigorous security 
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standards, given their mission-critical nature. Third-party Twilio security certifications include: 

1. ISO 27001 

2. Privacy Shield 

3. Cloud Security Alliance (CSA) 

4. SOC-2 

5. GDPR 

Microsoft Azure Certifications Include: 

1. ISO/IEC 

2. CSA/CCM 

3. ITAR 

4. CJIS 

5. HIPAA 

6. IRS 1075 

7. GDPR 

8. FedRAMP 

9. SOC1/SOC2 

Texting Software Functional/Business Requirements 
N,::11,hr!:lc:.k:::a n,:i,n::utmi:i,nt nf H,:i,:::alth :::anrl 1-h 1m2n ~~n,ir.,:u::: P::>m•?7 

(c) 
3rd 

Party 



(1) I (a) (b) 
(C) 

Req# Requirement Comply Core Custom 
3rd 

Partv 

SEC-5 
Describe how the bidder's proposed solution provides the ability to maintain a directory of all personnel who currently 

X X 
use or access the system. 

Response: The user list is stored in a .NET-encrypted Azure account database. All accounts are maintained by authorized DiRAD personnel, or customer 
system administrators. 

Describe how the bidder's proposed solution provides role-based security and allows restricted access to system 
features, function, screens, fields, database, etc. Role authentication may occur at the directory level, application 
level, or database level {depending on database solution). Describe the security administration functions integrated 
into the proposed system that manage role-based access to system functions, features, and data. Include a 
description of: 

• How and where the proposed system stores security attributes or roles; 

SEC-6 • How roles are created and security is applied to the role based on how and where security attributes are stored (if 
multiple options describe each); 

• How groups are defined and how roles and security are applied to each group; 

• How access limits are applied to screens and data on screens by role or group; 

• How users are created and assigned to one or more roles or groups; and, 

• How role and group creation and assignment activity is logged . 

Response: DiRAD's web application provides role-based access, which is customizable to the cutomer's specifications. During the implementation process, 

1?/?F\/?n1R 

DiRAD will work with DHHS to develop role-based access that makes sense for the application. 
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Req# 

SEC-7 
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Requirement 

Describe how the bidder's proposed solution provides the capability to monitor, identify, and report on events on the 
information system, detects attacks, and provides identification of unauthorized use and attempts of the system. 
Describe how you alert DHHS of potential violations. 
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Response: DiRAD leverages several tools that are provided by Twilio and Microsoft Azure. DHHS is notified of any issues by Di RAD automated messaging. 
For the SMS monitoring, Di RAD uses Twilio Insight, which is a real time error and status reporting tool (example shown below). Insights lets 
users drill down to individual text messages (shown below). DiRAD also utilizes the Twilio System Status website, at https://status.twiliio.com . 
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(1) (a) (b) 
(c) 

Req# Requirement 3rd 
Comply Core Custom Party 

SEC-8 
Describe how the bidder's proposed solution has defined and deployed strong controls (including access and query 

X X 
rights) to prevent any data misuse, such as fraud, marketing or other purposes. 

Response: As a government contractor, DiRAD has been entrusted with government agency data for the last 20 years. With this in mind, we adhere to the 
following: 

1. Pulling just enough data that is necessary to send the SMS messages - Phone numbers and codes for message handling are all that should 
be sent to the DiRAD SFTP site. 

2. Strict rules regarding employee access of data. 

3. Encryption of data at rest 

4. Adherence to customer Acceptable Use Policies 

5. Adherence to Twilio Acceptable Use Policy: Violation of this policy bars a vendor from the Twilio platform for life. Di RAD is bound by this 
policy. The Twilio Acceptable Use Policy can be found here: htt12s://www.twilio.com/legal/aug 

System and User Docume~ntation Requirements 

Req# 

DOC-1 

1 ?/?F./?n1 SI 

Requirement 

Describe how the bidder's proposed solution provides on-line Hel12 for all web portal features, functions, and data 
element fields, as well as descriptions and resolutions for error messages, using help features including indexing, 
searching, tool tips, and context-sensitive help topics. A sample copy of five (5) screen shots must be included with 
bidder's response. 
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(1) (a) (b) 
(c) 

Req# Requirement Compl 3rd 
y Core Custom Party 

Response: DiRAD is providing the proposed solution as a turn-key, custom web interface. Screens that we should below may not apply to DHHS. The 
application being proposed here is designed for the average user with little or no IT experience - it's intutitve design elimninates the need for 
reems of documentation. During implementation and as part of the deliverables, DiRAD provides electronic copies of all documentation, 
including: 

1. SMS call flow and logic 

2. SMS static verbiage 

3. Database definition 

4. System Administrator Guide 

5. User Guide 

With the included live training, users will be ready to administer the system and run reports within minutes. Sample documentation is included in lieu of 
screen shots. 

Describe how the bidder's proposed solution provides an on-line User Manual with a printable version available. The 
DOC-2 documentation should include full mock-ups of all screens/windows and provide narratives of the navigation features X X 

for each window/screen. A sample copy of five (5) pages must be included with bidder's response. 

Response:DiRAD is providing sample content - please be aware that some screens may not apply to DHHS. Sample documentation is included in lieu of 
screen shots. 

Describe how the bidder's proposed solution will have an on-line Reporting Manual with a printable version available 

DOC-3 
that includes descriptions, definitions, and layouts for each standard report. Include definitions of all selection criteria 

X X 
parameters and each report item/data element, all field calculations defined in detail, and field and report titles. A 
sample copy of five (5) pages must be included with bidder's response. 

Response: DiRAD is providing sample content - please be aware that some screens may not apply to DHHS. Sample documentation is included in lieu of 
screen shots. 

Describe how the bidder's proposed solution will have an On-line Technical System Operation Manual with a printable 
DOC-4 version available. The documentation should include operating procedures to assist technical staff in operation and X X 

working with the Texting solution. A sample copy of five (5) pages must be included with bidder's response. 

Response: DiRAD is providing sample content - please be aware that some screens may not apply to DHHS. Sample documentation is included in lieu of 
screen shots. 
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Training Requirements 

This section presents the overall training requirements that apply to the software. They are not specific to any technology or platform. 

Req# 

TRN-1 

Requirement 

Describe the bidder's proposed solution training plan. Describe how the bidder develops and provides training material 

(1) 
Comp! 

_y_ 

to DHHS for initial training and updates to training material for enhancements and changes made to the system. The I x 
content of these materials should be consistent with the on-line Help, User Manual, and Reporting Manual. 

(a) I (b) I (c) 
Core Custom 3rd Party 

X 

Response: Since the solution will be provisioned via an easy-to-use web application, the training involved is dramatically less than with typical software packages. 
The solution is not a software application, rather it is a solution that is tailored to meet JAUNT's specifications only. All functionality from 
administration to running reports is dedicated to the JAUNT solution. This lack of superfluous information improves the training process and results 
in lower training costs. Training will be added to reflect the specific needs of DHHS, as part of the cost of the proposal. Below is a description of the 
elements of the training program for DiRAD's hosted systems: 

• Onsite training pre-cutover 

• Onsite day-of cutover for supplemental training and customer support 

• Documentation customized to the specifics of the application 

• Dedicated customer portal with resources, help, and support ticket generation 

Production, Test and Training Requirements 
DHHS requires three environments (Production, Test, and Training) in order to work with the new software on an ongoing basis: 

Test Environment - A test environment is required that mirrors the live production environment, including hardware and software. This test environment would 
be used to test application changes before they are deployed to production. This step is an important part of quality assurance, where all changes are tested to 
minimize the risk of adverse reactions in the production environment. While it is necessary to mirror all of the functions of the production environment, it is not 
necessary to maintain the same load capacity. 

Training Environment-A training environment is also required that allows DHHS to provide hands-on training to users. This environment would allow DHHS 
to maintain unique data for use in training and conduct training without interference with the test and/or production environments. This environment would have 
occasional use. 
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(1) (a) (b) (c) Req# Requirement Compl 
Core Custom 3rd Party 

y 

PTT-1 
Describe how the bidder's proposed solution supports several environments, i.e., production environment, test 

X X 
environment, and training environment. 

Response: DiRAD develops using a primary development environment, training environment and a production environment. The development environment 
may contain one or more staging environments, depending on the project. 

PTT-2 
Describe how the bidder's proposed solution provides the ability to refresh any testing or training environment at the 

X X 
request of DHHS. Describe the refresh process and describe how the refresh process occurs. 

Response: In this case, DiRAD manually clears database information and resets any config files (JSON, XML, etc). In addition, new SMS test numbers are 
provisioned for testing . 

Interfaces/Imports/Exports Requirements 

(1) 
(a) (b) (c) Req# Requirement Compl 

Core Custom 3rd Party 
y 

INT-1 
Describe the bidder's proposed automated approach to managing interfaces. The proposed solution must provide 

X X 
necessary APls and/or Web service to allow DHHS to create interfaces to and from the proposed solution. 

Response: DiRAD manages web user interfaces exclusively. However we may host certain web services for reporting and data exchange. Di RAD may also 
make available the Twilio API project under the development and test environments, but not production. The customer may also setup their own 
Twilio account. 

INT-2 Describe how the bidder's proposed solution has the capability to notify System Administrators/ system support staff if 
X X 

an interface is not available for any reason . 

Response: Various monitoring tools are employed, with automated emails sent to customers if necessary. 

System Performance Requirements 

This section describes requirements related to the proposed systems' on-line performance, response times, and sizing from a system architecture standpoint. 
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(1) (a) (b) (c) Req# Requirement Campi 
Core Custom 3rd Party 

V 

PER-1 
Describe the bidder's proposed system performance functionality and monitoring tools. 

X X 

Response: Twilio Insight provides real-time system performance monitoring. Also, current status can be found on https://status.twilio.com. DiRAD web 
applications are monitored in real time using web service tools exposed by Azure. 

PER-2 Describe how the bidder's proposed solution captures system downtimes, along with the causes of the downtimes 
X X 

where applicable. Describe the bidder's proposed method and timing of communication to DHHS on downtimes. 

Response:System downtimes and root causes can be found on https://status.twilio.com and https://azure.microsoft.com/en-us/status/ 

Describe how the bidder's proposed solution supports concurrent users with minimal impact to response time, with the 
PER-3 ability to increase the demand on the system by 50% without modification to the software or degradation in X X 

performance. 

Response: Both the Twilio Platform (messaging) and Microsoft Azure (web apps) are configured to expand elastically to extra demand on the system. There is 
zero disruption in service in this case, and extra system demand is absorbed, then reduced after demand ebbs. 

PER-4 Describe how the bidder's proposed solution is available on line 24 hours a day and 7 days a week, 99.9% of the time 
X X 

each month. Describe any known timeframes or past instances where the system has been unavailable for use. 

Response: Leveraging Twilio and Azure, the system guarantees a 99.5% uptime; however, there are no known instances of when the system was unavailable 
for use. 

PER-5 Describe how the proposed solution has the ability to generate reports and ad hoc queries without performance impact 
X X 

to user access or system response time. 

Response: Users run reports against a central database that is decoupled from the SMS Messaging data processing. The SMS application writes its data to a 

1?/?R/?01R 

web service that manages database insertion and queueing. 

Texting Software Functional/Business Requirements 
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Describe how the bidder's proposed solution provides application performance monitoring and management 
PER-6 capabilities, including any key performance indicators (KPI) or other metrics to measure and report system 

performance for the proposed system. 

Response: Application Performance Monitoring can be achieived in both Twilio Insights, and Azure Status. 

1?/?R/?n1R 
Texting Software Functional/Business Requirements 
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II. TERMS AND CONDITIONS 

Bidders should complete Sections II through VI as part of their proposal. Bidder is expected to read the Terms and 
Conditions and should initial either accept, reject, or reject and provide alternative language for each clause. The bidder 
should also provide an explanation of why the bidder rejected the clause or rejected the clause and provided alternate 
language. By signing the RFP, bidder is agreeing to be legally bound by all the accepted terms and conditions, and any 
proposed alternative terms and conditions submitted with the proposal. The State reserves the right to negotiate rejected or 
proposed alternative language. If the State and bidder fail to agree on the final Terms and Conditions, the State reserves 
the right to reject the proposal. The State of Nebraska is soliciting proposals in response to this RFP. The State of 
Nebraska reserves the right to reject proposals that attempt to substitute the bidder's commercial contracts and/or 
documents for this RFP. 

The bidders should submit with their proposal any license, user agreement, service level agreement, or similar documents 
that the bidder wants incorporated in the contract. The State will not consider incorporation of any document not submitted 
with the bidder's proposal as the document will not have been included in the evaluation process. These documents shall be 
subject to negotiation and will be incorporated as addendums if agreed to by the Parties. 

If a conflict or ambiguity arises after the Addendum to Contract Award have been negotiated and agreed to, the Addendum 
to Contract Award shall be interpreted as follows: 

1. If only one Party has a particular clause then that clause shall control; 
2. If both Parties have a similar clause, but the clauses do not conflict, the clauses shall be read together; 
3. If both Parties have a similar clause, but the clauses conflict, the State's clause shall control. 

A. GENERAL 

Accept 
(Initial) 

~IA./ 

Reject Reject & Provide NOTES/COMMENTS: 
(Initial) Alternative within 

RFP Response 
(Initial) 

The contract resulting from this RFP shall incorporate the following documents: 

1. Request for Proposal and Addenda; 
2. Amendments to the RFP; 
3. Questions and Answers; 
4. Contractor's proposal (RFP and properly submitted documents); 
5. The executed Contract and Addendum One to Contract, if applicable ; and, 
6. Amendments/Addendums to the Contract. 

These documents constitute the entirety of the contract. 

Unless otherwise specifically stated in a future contract amendment, in case of any conflict between the 
incorporated documents, the documents shall govern in the following order of preference with number one (1) 
receiving preference over all other documents and with each lower numbered document having preference over 
any higher numbered document: 1) Amendment to the executed Contract with the most recent dated amendment 
having the highest priority, 2) executed Contract and any attached Addenda, 3) Amendments to RFP and any 
Questions and Answers, 4) the original RFP document and any Addenda, and 5) the Contractor's submitted 
Proposal. 

Any ambiguity or conflict in the contract discovered after its execution, not otherwise addressed herein, shall be 
resolved in accordance with the rules of contract interpretation as established in the State of Nebraska. 
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B. NOTIFICATION 

Accept 
(Initial) 

~ 

Reject Reject & Provide NOTES/COMMENTS: 
(Initial) Alternative within 

RFP Response -

(Initial) 

Contractor and State shall identify the contract manager who shall serve as the point of contact for the executed 
contract. 

Communications regarding the executed contract shall be in writing and shall be deemed to have been given if 
delivered personally or mailed, by U.S. Mail, postage prepaid, return receipt requested, to the parties at their 
respective addresses set forth below, or at such other addresses as may be specified in writing by either of the 
parties . All notices, requests, or communications shall be deemed effective upon personal delivery or three (3) 
calendar days following deposit in the mail. 

C. GOVERNING LAW (Statutory) 
Notwithstanding any other provision of this contract, or any amendment or addendum(s) entered into 
contemporaneously or at a later time, the parties understand and agree that, (1) the State of Nebraska is a 
sovereign state and its authority to contract is therefore subject to limitation by the State's Constitution, statutes, 
common law, and regulation ; (2) this contract will be interpreted and enforced under the laws of the State of 
Nebraska; (3) any action to enforce the provisions of this agreement must be brought in the State of Nebraska per 
state law; (4) the person signing this contract on behalf of the State of Nebraska does not have the authority to 
waive the State's sovereign immunity, statutes, common law, or regulations; (5) the indemnity, limitation of liability, 
remedy, and other similar provisions of the final contract, if any, are entered into subject to the State's Constitution, 
statutes, common law, regulations, and sovereign immunity; and, (6) all terms and conditions of the final contract, 
including but not limited to the clauses concerning third party use, licenses, warranties, limitations of liability, 
governing law and venue, usage verification, indemnity, liability, remedy or other similar provisions of the final 
contract are entered into specifically subject to the State's Constitution, statutes, common law, regulations, and 
sovereign immunity. 

The Parties must comply with all applicable local, state and federal laws, ordinances, rules, orders, and regulations . 

D. BEGINNING OF WORK 

Accept Reject Reject & Provide NOTES/COMMENTS: 
(Initial) (Initial) Alternative within 

RFP Response 
(Initial) 

~iv 

The bidder shall not commence any billable work until a valid contract has been fully executed by the State and the 
successful Contractor. The Contractor will be notified in writing when work may begin. 

E. CHANGE ORDERS 

Accept Reject Reject & Provide NOTES/COMMENTS: 
(Initial) (Initial) Alternative within 

RFP Response 
(Initial} 

-stJ 
The State and the Contractor, upon the written agreement, may make changes to the contract within the general 
scope of the RFP. Changes may involve specifications, the quantity of work, or such other items as the State may 
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find necessary or desirable. Corrections of any deliverable, service, or work required pursuant to the contract shall 
not be deemed a change. The Contractor may not claim forfeiture of the contract by reasons of such changes. 

For all changes, the Contractor shall follow the Change Control Plan set forth in Section V.E.1.c.iv. Any in-scope 
changes will require a written change order that will generate an Amendment to the contract. Changes in work and 
the amount of compensation to be paid to the Contractor shall be determined in accordance with applicable unit 
prices if any, a pro-rated value, or through negotiations. The State shall not incur a price increase for changes that 
should have been included in the Contractor's proposal, were foreseeable , or result from difficulties with or failure of 
the Contractor's proposal or performance. 

No change shall be implemented by the Contractor until approved by the State, and the contract is amended to 
reflect the change and associated costs , if any. If there is a dispute regarding the cost, but both parties agree that 
immediate implementation is necessary, the change may be implemented, and cost negotiations may continue with 
both Parties retaining all remedies under the contract and law. 

F. NOTICE OF POTENTIAL CONTRACTOR BREACH 

Accept Reject Reject & Provide NOTES/COMMENTS: 
(Initial) (Initial) Alternative within 

RFP Response 
(Initial) 

~~r 

If Contractor breaches the contract or anticipates breaching the contract, the Contractor shall immediately give 
written notice to the State. The notice shall explain the breach or potential breach, a proposed cure, and may 
include a request for a waiver of the breach if so desired . The State may, in its discretion, temporarily or 
permanently waive the breach. By granting a waiver, the State does not forfeit any rights or remedies to which the 
State is entitled by law or equity, or pursuant to the provisions of the contract. Failure to give immediate notice, 
however, may be grounds for denial of any request for a waiver of a breach. 

G. BREACH 

Accept Reject Reject & Provide NOTES/COMMENTS: 
(Initial) (Initial) Alternative within 

RFP Response 
~ (Initial) 

0V 
Either Party may terminate the contract, in whole or in part, if the other Party breaches its duty to perform its 
obligations under the contract in a timely and proper manner. Termination requires written notice of default and a 
thirty (30) calendar day (or longer at the non-breaching Party's discretion considering the gravity and nature of the 
default) cure period . Said notice shall be delivered by Certified Mail, Return Receipt Requested, or in person with 
proof of delivery. Allowing time to cure a failure or breach of contract does not waive the right to immediately 
terminate the contract for the same or different contract breach which may occur at a different time. In case of 
default of the Contractor, the State may contract the service from other sources and hold the Contractor responsible 
for any excess cost occasioned thereby. 

The State's failure to make payment shall not be a breach, and the Contractor shall retain all available statutory 
remedies and protections. 

Page 9 
RFP Boilerplate I 12/14/2017 



H. NON-WAIVER OF BREACH 

Accept 
(Initial) 

Reject 
(Initial) 

Reject & Provide NOTES/COMMENTS: 
Alternative within 
RFP Response 
Initial 

The acceptance of late performance with or without objection or reservation by a Party shall not waive any rights of 
the Party nor constitute a waiver of the requirement of timely performance of any obligations remaining to be 
performed. 

I. SEVERABILITY 

Accept 
(Initial) 

/ii,,-/ 1 

Reject Reject & Provide NOTES/COMMENTS: 
(Initial) Alternative within 

RFP Response 
(Initial) 

If any term or condition of the contract is declared by a court of competent jurisdiction to be illegal or in conflict with 
any law, the validity of the remaining terms and conditions shall not be affected, and the rights and obligations of 
the parties shall be construed and enforced as if the contract did not contain the provision held to be invalid or 
illegal. 

J. INDEMNIFICATION 

Accept Reject Reject & Provide NOTES/COMMENTS: 
(Initial) (Initial) Alternative within 

RFP Response 
(Initial) 

~ 
1. GENERAL 

The Contractor agrees to defend, indemnify, and hold harmless the State and its employees, volunteers, 
agents, and its elected and appointed officials ("the Indemnified parties") from and against any and all third 
party claims, liens, demands, damages, liability, actions, causes of action, losses, judgments, costs, and 
expenses of every nature, including investigation costs and expenses, settlement costs, and attorney fees 
and expenses ("the claims"), sustained or asserted against the State for personal injury, death, or property 
loss or damage, arising out of, resulting from, or attributable to the willful misconduct, negligence, error, or 
omission of the Contractor, its employees, subcontractors, consultants, representatives, and agents, 
resulting from this contract, except to the extent such Contractor liability is attenuated by any action of the 
State which directly and proximately contributed to the claims. 

2. INTELLECTUAL PROPERTY 
The Contractor agrees it will , at its sole cost and expense, defend, indemnify, and hold harmless the 
indemnified parties from and against any and all claims, to the extent such claims arise out of, result from, 
or are attributable to, the actual or alleged infringement or misappropriation of any patent, copyright, trade 
secret, trademark, or confidential information of any third party by the Contractor or its employees, 
subcontractors, consultants, representatives, and agents; provided, however, the State gives the 
Contractor prompt notice in writing of the claim. The Contractor may not settle any infringement claim that 
will affect the State's use of the Licensed Software without the State's prior written consent, which consent 
may be withheld for any reason . 
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If a judgment or settlement is obtained or reasonably anticipated against the State's use of any intellectual 
property for which the Contractor has indemnified the State, the Contractor shall, at the Contractor's sole 
cost and expense, promptly modify the item or items which were determined to be infringing, acquire a 
license or licenses on the State's behalf to provide the necessary rights to the State to eliminate the 
infringement, or provide the State with a non-infringing substitute that provides the State the same 
functionality. At the State's election, the actual or anticipated judgment may be treated as a breach of 
warranty by the Contractor, and the State may receive the remedies provided under this RFP. 

3. PERSONNEL 
The Contractor shall, at its expense, indemnify and hold harmless the indemnified parties from and against 
any claim with respect to withholding taxes, worker's compensation, employee benefits, or any other claim, 
demand, liability, damage, or loss of any nature relating to any of the personnel, including subcontractor's 
and their employees, provided by the Contractor. 

4. SELF-INSURANCE 
The State of Nebraska is self-insured for any loss and purchases excess insurance coverage pursuant to 
Neb. Rev. Stat. § 81-8,239.01 (Reissue 2008). If there is a presumed loss under the provisions of this 
agreement, Contractor may file a claim with the Office of Risk Management pursuant to Neb. Rev. Stat. §§ 
81-8,829 - 81-8,306 for review by the State Claims Board. The State retains all rights and immunities 
under the State Miscellaneous (Section 81-8,294), Tort (Section 81-8,209), and Contract Claim Acts 
(Section 81-8,302), as outlined in Neb. Rev. Stat.§ 81-8,209 et seq . and under any other provisions of law 
and accepts liability under this agreement to the extent provided by law. 

5. The Parties acknowledge that Attorney General for the State of Nebraska is required by statute to 
represent the legal interests of the State, and that any provision of this indemnity clause is subject to the 
statutory authority of the Attorney General. 

K. ATTORNEY'S FEES 

Accept 
(Initial} 

/(vJ 

Reject Reject & Provide NOTES/COMMENTS: 
(Initial} Alternative within 

RFP Response 
(Initial) 

In the event of any litigation, appeal, or other legal action to enforce any provision of the contract, the Parties agree 
to pay all expenses of such action, as permitted by law and if order by the court, including attorney's fees and costs, 
if the other Party prevails. 

L. ASSIGNMENT, SALE, OR MERGER 

Accept 
(Initial) 

v.JVV 

Reject Reject & Provide NOTES/COMMENTS: 
(Initial) Alternative within 

RFP Response 
(Initial) 

Either Party may assign the contract upon mutual written agreement of the other Party. Such agreement shall not 
be unreasonably withheld . 

The Contractor retains the right to enter into a sale, merger, acquisition, internal reorganization , or similar 
transaction involving Contractor's business. Contractor agrees to cooperate with the State in executing 
amendments to the contract to allow for the transaction. If a third party or entity is involved in the transaction, the 
Contractor will remain responsible for performance of the contract until such time as the person or entity involved in 
the transaction agrees in writing to be contractually bound by this contract and perform all obligations of the 
contract. 
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M. CONTRACTING WITH OTHER NEBRASKA POLITICAL SUB-DIVISIONS 

Accept 
(Initial) 

- ~ 

Reject Reject & Provide NOTES/COMMENTS: 
(Initial) Alternative within 

RFP Response - ~ 

(Initial) 

The Contractor may, but shall not be required to, allow agencies, as defined in Neb. Rev. Stat. §81-145, to use this 
contract. The terms and conditions, including price, of the contract may not be amended. The State shall not be 
contractually obligated or liable for any contract entered into pursuant to this clause. A listing of Nebraska political 
subdivisions may be found at the website of the Nebraska Auditor of Public Accounts. 

N. FORCE MAJEURE 

Accept Reject Reject & Provide NOTES/COMMENTS: 
(Initial) (Initial) Alternative within 

RFP Response 
(Initial) 

~LV' 

Neither Party shall be liable for any costs or damages, or for default resulting from its inability to perform any of its 
obligations under the contract due to a natural or manmade event outside the control and not the fault of the 
affected Party ("Force Majeure Event"). The Party so affected shall immediately make a written request for relief to 
the other Party, and shall have the burden of proof to justify the request. The other Party may grant the relief 
requested; relief may not be unreasonably withheld. Labor disputes with the impacted Party's own employees will 
not be considered a Force Majeure Event. 

0. CONFIDENTIALITY 

Accept 
(Initial) 

dl,\_/ 

Reject Reject & Provide NOTES/COMMENTS: 
(Initial) Alternative within 

RFP Response 
(Initial) 

All materials and information provided by the Parties or acquired by a Party on behalf of the other Party shall be 
regarded as confidential information. All materials and information provided or acquired shall be handled in 
accordance with federal and state law, and ethical standards. Should said confidentiality be breached by a Party, 
the Party shall notify the other Party immediately of said breach and take immediate corrective action. 

It is incumbent upon the Parties to inform their officers and employees of the penalties for improper disclosure 
imposed by the Privacy Act of 1974, 5 U.S.C. 552a. Specifically, 5 U.S.C. 552a (i)(1), which is made applicable by 
5 U.S.C. 552a (m)(1 ), provides that any officer or employee, who by virtue of his/her employment or official position 
has possession of or access to agency records which contain individually identifiable information, the disclosure of 
which is prohibited by the Privacy Act or regulations established thereunder, and who knowing that disclosure of the 
specific material is prohibited, willfully discloses the material in any manner to any person or agency not entitled to 
receive it, shall be guilty of a misdemeanor and fined not more than $5,000. 

P. OFFICE OF PUBLIC COUNSEL (Statutory) 

If it provides, under the terms of this contract and on behalf of the State of Nebraska, health and human services to 
individuals; service delivery; service coordination; or case management, Contractor shall submit to the jurisdiction of 
the Office of Public Counsel, pursuant to Neb. Rev. Stat. §§ 81-8,240 et seq. This section shall survive the 
termination of this contract. 
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Q. LONG-TERM CARE OMBUDSMAN (Statutory) 

Contractor must comply with the Long-Term Care Ombudsman Act, Neb. Rev. Stat. §§ 81-2237 et seq. This 
section shall survive the termination of this contract. 

R. EARLY TERMINATION 

Accept 
(Initial) 

~v,/ 

Reject Reject & Provide NOTES/COMMENTS: 
(Initial) Alternative within 

RFP Response 
(Initial) 

The contract may be terminated as follows: 
1. The State and the Contractor, by mutual written agreement, may terminate the contract at any time. 
2. The State, in its sole discretion, may terminate the contract for any reason upon thirty (30) calendar day's 

written notice to the Contractor. Such termination shall not relieve the Contractor of warranty or other 
service obligations incurred under the terms of the contract. In the event of termination the Contractor 
shall be entitled to payment, determined on a pro rata basis, for products or services satisfactorily 
performed or provided. 

3. The State may terminate the contract immediately for the following reasons: 
a. if directed to do so by statute; 
b. Contractor has made an assignment for the benefit of creditors, has admitted in writing its inability 

to pay debts as they mature, or has ceased operating in the normal course of business; 
c. a trustee or receiver of the Contractor or of any substantial part of the Contractor's assets has 

been appointed by a court; 
d. fraud, misappropriation, embezzlement, malfeasance, misfeasance, or illegal conduct pertaining 

to performance under the contract by its Contractor, its employees, officers, directors, or 
shareholders; 

e. an involuntary proceeding has been commenced by any Party against the Contractor under any 
one of the chapters of Title 11 of the United States Code and (i) the proceeding has been pending 
for at least sixty (60) calendar days; or (ii) the Contractor has consented, either expressly or by 
operation of law, to the entry of an order for relief; or (iii) the Contractor has been decreed or 
adjudged a debtor; 

f. a voluntary petition has been filed by the Contractor under any of the chapters of Title 11 of the 
United States Code; 

g. Contractor intentlonally discloses confidential information; 
h. Contractor has or announces it will discontinue supp<xt of the deliverable; and, 
i. In the event funding is no longer available. 

S. CONTRACT CLOSEOUT 

Accept 
(Initial) 

---s-V\,, 

Reject Reject & Provide NOTES/COMMENTS: 
(Initial) Alternative within 

RFP Response 
(Initial) 

Upon contract closeout for any reason the Contractor shall within 30 days, unless stated otherwise herein: 

1. Transfer all completed or partially completed deliverables to the State; 
2. Transfer ownership and title to all completed or partially completed deliverables to the State; 
3. Return to the State all information and data, unless the Contractor is permitted to keep the information or 

data by contract or rule of law. Contractor may retain one copy of any information or data as required to 
comply with applicable work product documentation standards or as are automatically retained in the 
course of Contractor's routine back up procedures; 

4. Cooperate with any successor Contactor, person or entity in the assumption of any or all of the obligations 
of this contract; 
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5. Cooperate with any successor Contactor, person or entity with the transfer of information or data related to 
this contract; 

6. Return or vacate any state owned real or personal property; and, 
7. Return all data in a mutually acceptable format and manner. 

Nothing in this Section should be construed to require the Contractor to surrender intellectual property, real or 
personal property, or information or data owned by the Contractor for which the State has no legal claim. 
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Ill. CONTRACTOR DUTIES 

A. INDEPENDENT CONTRACTOR/ OBLIGATIONS 

Accept 
(Initial) 

ifw-

Reject Reject & Provide NOTES/COMMENTS: -~ 

(Initial) Alternative within 
RFP Response 
(Initial) 

It is agreed that the Contractor is an independent contractor and that nothing contained herein is intended or should 
be construed as creating or establishing a relationship of employment, agency, or a partnership. 

The Contractor is solely responsible for fulfilling the contract. The Contractor or the Contractor's representative 
shall be the sole point of contact regarding all contractual matters. 

The Contractor shall secure, at its own expense, all personnel required to perform the services under the contract. 
The personnel the Contractor uses to fulfill the contract shall have no contractual or other legal relationship with the 
State; they shall not be considered employees of the State and shall not be entitled to any compensation, rights or 
benefits from the State, including but not limited to, tenure rights, medical and hospital care, sick and vacation 
leave, severance pay, or retirement benefits. 

By-name personnel commitments made in the Contractor's proposal shall not be changed without the prior written 
approval of the State. Replacement of these personnel , if approved by the State, shall be with personnel of equal 
or greater ability and qualifications. 

All personnel assigned by the Contractor to the contract shall be employees of the Contractor or a subcontractor, 
and shall be fully qualified to perform the work required herein. Personnel employed by the Contractor or a 
subcontractor to fulfill the terms of the contract shall remain under the sole direction and control of the Contractor or 
the subcontractor respectively . 

With respect to its employees, the Contractor agrees to be solely responsible for the following: 

1. Any and all pay, benefits, and employment taxes and/or other payroll withholding; 
2. Any and all vehicles used by the Contractor's employees, including all insurance required by state law; 
3. Damages incurred by Contractor's employees within the scope of their duties under the contract; 
4. Maintaining Workers' Compensation and health insurance that complies with state and federal law and 

submitting any reports on such insurance to the extent required by governing law; and 
5. Determining the hours to be worked and the duties to be performed by the Contractor's employees. 
6. All claims on behalf of any person arising out of employment or alleged employment (including without limit 

claims of discrimination alleged against the Contractor, its officers, agents, or subcontractors or 
subcontractor's employees) 

If the Contractor intends to utilize any subcontractor, the subcontractor's level of effort, tasks, and time allocation 
should be clearly defined in the bidder's proposal. The Contractor shall agree that it will not utilize any 
subcontractors not specifically included in its proposal in the performance of the contract without the prior written 
authorization of the State. 

The State reserves the right to require the Contractor to reassign or remove from the project any Contractor or 
subcontractor employee. 

Contractor shall insure that the terms and conditions contained in any contract with a subcontractor does not 
conflict with the terms and conditions of this contract. 

The Contractor shall include a similar provision, for the protection of the State, in the contract with any 
subcontractor engaged to perform work on this contract. 
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B. EMPLOYEE WORK ELIGIBILITY STATUS 

Accept 
(Initial) 

-:f~ 

Reject Reject & Provide NOTES/COMMENTS: 
(Initial) Alternative within 

RFP Response ·- ~ - -

(Initial) . 

The Contractor is required and hereby agrees to use a federal immigration verification system to determine the 
work eligibility status of employees physically performing services within the State of Nebraska. A federal 
immigration verification system means the electronic verification of the work authorization program authorized by 
the Illegal Immigration Reform and Immigrant Responsibility Act of 1996, 8 U.S.C. 1324a, known as the E-Verify 
Program, or an equivalent federal program designated by the United States Department of Homeland Security or 
other federal agency authorized to verify the work eligibility status of an employee. 

If the Contractor is an individual or sole proprietorship, the following applies: 

1. The Contractor must complete the United States Citizenship Attestation Form, available on the 
Department of Administrative Services website at http://das.nebraska.gov/materiel/purchasinq.html 

The completed United States Attestation Form should be submitted with the RFP response. 

2. If the Contractor indicates on such attestation form that he or she is a qualified alien, the Contractor agrees 
to provide the US Citizenship and Immigration Services documentation required to verify the Contractor's 
lawful presence in the United States using the Systematic Alien Verification for Entitlements (SAVE) 
Program. 

3. The Contractor understands and agrees that lawful presence in the United States is required and the 
Contractor may be disqualified or the contract terminated if such lawful presence cannot be verified as 
required by Neb. Rev. Stat. §4-108. 

C. COMPLIANCE WITH CIVIL RIGHTS LAWS AND EQUAL OPPORTUNITY EMPLOYMENT/ 
NONDISCRIMINATION (Statutory) 

The Contractor shall comply with all applicable local, state, and federal statutes and regulations regarding civil 
rights laws and equal opportunity employment. The Nebraska Fair Employment Practice Act prohibits Contractors 
of the State of Nebraska, and their subcontractors, from discriminating against any employee or applicant for 
employment, with respect to hire, tenure, terms, conditions, compensation, or privileges of employment because of 
race, color, relig ion, sex, disability, marital status, or national origin (Neb. Rev. Stat. §48-1101 to 48-1125). The 
Contractor guarantees compliance with the Nebraska Fair Employment Practice Act, and breach of this provision 
shall be regarded as a material breach of contract. The Contractor shall insert a similar provision in all subcontracts 
for services to be covered by any contract resulting from this RFP. 

D. COOPERATION WITH OTHER CONTRACTORS 

Accept 
(Initial) 

~~ 

Reject Reject & Provide NOTES/COMMENTS: 
(Initial) Alternative within 

RFP Response 
(Initial) 

Contractor may be required to work with or in close proximity to other contractors or individuals that may be working 
on same or different projects. The Contractor shall agree to cooperate with such other contractors or individuals, 
and shall not commit or permit any act which may interfere with the performance of work by any other contractor or 
individual. Contractor is not required to compromise Contractor's intellectual property or proprietary information 
unless expressly required to do so by this contract. 
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E. PERMITS, REGULATIONS, LAWS 

Accept Reject Reject & Provide NOTES/COMMENTS: 
(Initial) (Initial) Alternatlve within 

RFP Response = ~-= 

(Initial) 

,(fvi./ 

The contract price shall include the cost of all royalties, licenses, permits, and approvals, whether arising from 
patents, trademarks, copyrights or otherwise, that are in any way involved in the contract. The Contractor shall 
obtain and pay for all royalties, licenses, and permits, and approvals necessary for the execution of the contract. 
The Contractor must guarantee that it has the full legal right to the materials, supplies, equipment, software, and 
other items used to execute this contract. 

F. OWNERSHIP OF INFORMATION AND DATA/ DELIVERABLES 

Accept 
(Initial) 

.-<fV\---

Reject Reject & Provide NOTES/COMMENTS: 
(Initial) Alternative within 

RFP Response 
(Initial) 

The State shall have the unlimited right to publish, duplicate, use, and disclose all information and data developed 
or obtained by the Contractor on behalf of the State pursuant to this contract. 

The State shall own and hold exclusive title to any deliverable developed as a result of this contract. Contractor 
shall have no ownership interest or title, and shall not patent, license, or copyright, duplicate, transfer, sell, or 
exchange, the design, specifications, concept, or deliverable. 

G. INSURANCE REQUIREMENTS 

Accept 
(lnltlal) 

/~ 

Reject Reject & Provide NOTES/COMMENTS: 
(Initial) Alternative within 

RFP Response 
(lnitlal) 

The Contractor shall throughout the term of the contract maintain insurance as specified herein and provide the 
State a current Certificate of Insurance/Acord Form (COi) verifying the coverage. The Contractor shall not 
commence work on the contract until the insurance is in place. If Contractor subcontracts any portion of the 
Contract the Contractor must, throughout the term of the contract, either: 
1. Provide equivalent insurance for each subcontractor and provide a COi verifying the coverage for the 

subcontractor; 
2. Require each subcontractor to have equivalent insurance and provide written notice to the State that the 

Contractor has verified that each subcontractor has the required coverage; or, 
3. Provide the State with copies of each subcontractor's Certificate of Insurance evidencing the required 

coverage. 
The Contractor shall not allow any subcontractor to commence work until the subcontractor has equivalent 
insurance. The failure of the State to require a COi, or the failure of the Contractor to provide a COi or require 
subcontractor insurance shall not limit, relieve, or decrease the liability of the Contractor hereunder. 

In the event that any policy written on a claims-made basis terminates or is canceled during the term of the contract 
or within one (1) years of termination or expiration of the contract, the Contractor shall obtain an extended discovery 
or reporting period, or a new insurance policy, providing coverage required by this contract for the term of the 
contract and one (1) years following termination or expiration of the contract. 
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If by the terms of any insurance a mandatory deductible is required, or if the Contractor elects to increase the 
mandatory deductible amount, the Contractor shall be rersponsible for payment of the amount of the deductible in 
the event of a paid claim. 

Notwithstanding any other clause in this contract, the State may recover up to the liability limits of the insurance 
policies required herein. 

1. WORKERS' COMPENSATION INSURANCE 
The Contractor shall take out and maintain during the life of this contract the statutory Workers' 
Compensation and Employer's Liability Insurance for all of the contactors' employees to be engaged in 
work on the project under this contract and, in case any such work is sublet, the Contractor shall require 
the subcontractor similarly to provide Worker's Compensation and Employer's Liability Insurance for all of 
the subcontractor's employees to be engaged in such work. This policy shall be written to meet the 
statutory requirements for the state in which the work is to be performed, including Occupational Disease. 
The policy shall include a waiver of subrogation in favor of the State. The COi shall contain the 
mandatory COi subrogation waiver language found hereinafter. The amounts of such insurance shall 
not be less than the limits stated hereinafter. For employees working in the State of Nebraska, the policy 
must be written by an entity authorized by the State of Nebraska Department of Insurance to write 
Workers' Compensation and Employer's Liability Insurance for Nebraska employees. 

2. COMMERCIAL GENERAL LIABILITY INSURANCE AND COMMERCIAL AUTOMOBILE LIABILITY 
INSURANCE 
The Contractor shall take out and maintain during the life of this contract such Commercial General 
Liability Insurance and Commercial Automobile Liability Insurance as shall protect Contractor and any 
subcontractor performing work covered by this contract from claims for damages for bodily injury, including 
death, as well as from claims for property damage, which may arise from operations under this contract, 
whether such operation be by the Contractor or by any subcontractor or by anyone directly or indirectly 
employed by either of them, and the amounts of such Insurance shall not be less than limits stated 
hereinafter. 

The Commercial General Liability Insurance shall be written on an occurrence basis, and provide 
Premises/Operations, Products/Completed Operations, Independent Contractors, Personal Injury, and 
Contractual Liability coverage. The policy shall include the State, and others as required by the 
contract documents, as Additional lnsured(s). This policy shall be primary, and any insurance or 
self-insurance carried by the State shall be considered secondary and non-contributory. The COi 
shall contain the mandatory COi liability waiver language found hereinafter. The Commercial 
Automobile Liability Insurance shall be written to cover all Owned, Non-owned, and Hired vehicles. 
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REQUIRED INSURANCE COVERAGE 
COMMERCIAL GENERAL LIABILITY 

General Aqqreqate $2 ,000,000 
Products/Completed Operations $2,000,000 
Aaareqate 
Personal/Advertisinq Injury $1 ,000,000 per occurrence 
Bodily Injury/Property Damaqe $1 ,000,000 per occurrence 
Medical Payments $10,000 any one person 
Damaqe to Rented Premises (Fire} $300,000 each occurrence 
Contractual Included 
Independent Contractors Included 

If higher limits are required, the Umbrella/Excess Liability limits are allowed to satisfy the higher 
limit. 
WORKER'S COMPENSATION 

Employers Liabilitv Limits $500K/$500K/$500K 
Statutory Limits- All States Statutorv - State of Nebraska 
Voluntary Compensation Statutory 

COMMERCIAL AUTOMOBILE LIABILITY 
Bodily Injury/Property Damaqe $1 ,000,000 combined sinqle limit 
Include All Owned, Hired & Non-Owned Included 
Automobile liability 
Motor Carrier Act Endorsement Where Aonlicable 

UMBRELLA/EXCESS LIABILITY 
Over Primary Insurance $5 000,000 oer occurrence 

PROFESSIONAL LIABILITY 
All Other Professional Liability (Errors & $1,000,000 Per Claim/ Aggregate 
Omissions} 

COMMERCIAL CRIME 
Crime/Employee Dishonesty Including 3rd $1,000,000 
Party Fidelity 

CYBER LIABILITY 
Breach of Privacy, Security Breach, Denial $10,000,000 
of Service, Remediation, Fines and 
Penalties 

MANDATORY COi SUBROGATION WAIVER LANGUAGE 
"Workers' Compensation policy shall include a waiver of subrogation in favor of the State of 
Nebraska." 

MANDATORY COi LIABILITY WAIVER LANGUAGE 
"Commercial General Liability & Commercial Automobile Liability policies shall name the State of 
Nebraska as an Additional Insured and the policies shall be primary and any insurance or self-
insurance carried by the State shall be considered secondary and non-contributory as 
additionally insured." 

If the mandatory COi subrogation waiver language or mandatory COi liability waiver language on the COi 
states that the waiver is subject to, condition upon, or otherwise limit by the insurance policy, a copy of the 
relevant sections of the policy must be submitted with the COi so the State can review the limitations 
imposed by the insurance policy. 

3. EVIDENCE OF COVERAGE 
The Contractor shall furnish the Contract Manager, with a certificate of insurance coverage complying with 
the above requirements prior to beginning work at: 

Economic Assistance 
Attn: Administrative Assistant II 
301 Centennial Mall S. 
Lincoln , NE 68508 

These certificates or the cover sheet shall reference the RFP number, and the certificates shall include the 
name of the company, policy numbers, effective dates, dates of expiration, and amounts and types of 
coverage afforded. If the State is damaged by the failure of the Contractor to maintain such insurance, 
then the Contractor shall be responsible for all reasonable costs properly attributable thereto. 
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Reasonable notice of cancellation of any required insurance policy must be submitted to the contract 
manager as listed above when issued and a new coverage binder shall be submitted immediately to 
ensure no break in coverage. 

4. DEVIATIONS 
The insurance requirements are subject to limited negotiation. Negotiation typically includes, but is not 
necessarily limited to, the correct type of coverage, necessity for Workers' Compensation, and the type of 
automobile coverage carried by the Contractor. 

H. ANTITRUST 

Accept 
(Initial) 

/("V--

Reject Reject & Provide NOTES/COMMENTS: 
(Initial) Alternative within 

RFP Response 
(Initial) 

The Contractor hereby assigns to the State any and all claims for overcharges as to goods and/or services provided 
in connection with this contract resulting from antitrust violations which arise under antitrust laws of the United 
States and the antitrust laws of the State. 

I. CONFLICT OF INTEREST 

Accept 
(Initial) 

~LA-, 

Reject Reject & Provide NOTES/COMMENTS: 
(Initial) Alternative within 

RFP Response 
(Initial) 

By submitting a proposal, bidder certifies that there does not now exist a relationship between the bidder and any 
person or entity which is or gives the appearance of a conflict of interest related to this RFP or project. 

The bidder certifies that it shall not take any action or acquire any interest, either directly or indirectly, which will 
conflict in any manner or degree with the performance of its services hereunder or which creates an actual or an 
appearance of conflict of interest. 

The bidder certifies that it will not knowingly employ any individual known by bidder to have a conflict of interest. 

The Parties shall not knowingly, for a period of two years after execution of the contract, recruit or employ any 
employee or agent of the other Party who has worked on the RFP or project, or who had any influence on decisions 
affecting the RFP or project. 

J. STATE PROPERTY 

Accept 
(Initial) 

oLv 

Reject Reject & Provide NOTES/COMMENTS: 
(Initial) Alternative within 

RFP Response 
(Initial) 

The Contractor shall be responsible for the proper care and custody of any State-owned property which is furnished 
for the Contractor's use during the performance of the contract. The Contractor shall reimburse the State for any 
loss or damage of such property; normal wear and tear is expected. 
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K. SITE RULES AND REGULATIONS 

Accept 
{Initial 

-j"V 

Reject Reject & Provide NOTES/COMMENTS: 
(Initial) Alternative within 

RFP Response - - - --- .. 

(Initial) 

The Contractor shall use its best efforts to ensure that its employees, agents, and Subcontractors comply with site 
rules and regulations while on State premises. If the Contractor must perform on-site work outside of the daily 
operational hours set forth by the State, it must make arrangements with the State to ensure access to the facility 
and the equipment has been arranged. No additional payment will be made by the State on the basis of lack of 
access, unless the State fails to provide access as agreed to in writing between the State and the Contractor. 

L. ADVERTISING 

Accept Reject Reject & Provide NOTES/COMMENTS: 
(Initial) (Initial) Alternative within 

RFP Response 
{Initial) 

~~ 

The Contractor agrees not to refer to the contract award in advertising in such a manner as to state or imply that the 
company or its services are endorsed or preferred by the State. Any publicity releases pertaining to the project 
shall not be issued without prior written approval from the State. 

M. NEBRASKA TECHNOLOGY ACCESS STANDARDS (Statutory) 

Contractor shall review the Nebraska Technology Access Standards, found at http://nltc.nebraska.gov/standards/2-
201.html and ensure that products and/or services provided under the contract are in compliance or will comply with 
the applicable standards to the greatest degree possible. In the event such standards change during the 
Contractor's performance, the State may create an amendment to the contract to request the contract comply with 
the changed standard at a cost mutually acceptable to the parties. 

N. DISASTER RECOVERY/BACK UP PLAN 

Accept Reject Reject & Provide NOTES/COMMENTS: 
(Initial) (Initial) Alternative within 

RFP Response 
(Initial) 

I~~, 

The Contractor shall have a disaster recovery and back-up plan, of which a copy should be provided upon request 
to the State, which includes, but is not limited to equipment, personnel, facilities, and transportation, in order to 
continue services as specified under the specifications in the contract in the event of a disaster. 

Page 21 
RFP Boilerplate 112/14/2017 

~ 



0. DRUG POLICY 

Accept 
(lnitlal) 

((~ 

Reject Reject & Provide NOTESICOMMENTS: 
(Initial) Alternative within 

RFP Response 
(Initial) 

Contractor certifies it maintains a drug free work place environment to ensure worker safety and workplace integrity. 
Contractor agrees to provide a copy of its drug free workplace policy at any time upon request by the State. 

Page 22 
RFP Boilerplate I 12/14/2017 

-



IV. PAYMENT 

A. PROHIBITION AGAINST ADVANCE PAYMENT (Statutory) 

Payments shall not be made until contractual deliverable(s) are received and accepted by the State. 

B. TAXES (Statutory) 

The State is not required to pay taxes and assumes no such liability as a result of this solicitation. Any property tax 
payable on the Contractor's equipment which may be installed in a state-owned facility is the responsibility of the 
Contractor. 

C. INVOICES 

Accept 
(Initial) 

<Si/\/-

Reject Reject & Provide NOTES/COMMENTS: 
(initial) Alternative within 

RFP Response 
(Initial) 

Invoices for payments must be submitted by the Contractor to the agency requesting the services with sufficient 
detail to support payment. Invoices shall include, but not be limited to, details that show text counts, any monthly 
costs, and any other fees. Invoices shall be sent to: 

Economic Assistance 
Attn: Administrative Assistant II 
301 Centennial Mall S. 
Lincoln, NE 68508 

The terms and conditions included in the Contractor's invoice shall be deemed to be solely for the convenience of 
the parties. No terms or conditions of any such invoice shall be binding upon the State, and no action by the State, 
including without limitation the payment of any such invoice in whole or in part, shall be construed as binding or 
estopping the State with respect to any such term or condition, unless the invoice term or condition has been 
previously agreed to by the State as an amendment to the contract. 

D. INSPECTION AND APPROVAL 

Accept 
(Initial) 

(\V\.../ 

Reject Reject & Provide NOTES/COMMENTS: 
(Initial) Alternative within 

RFP Response 
(Initial) 

Final inspection and approval of all work required under the contract shall be performed by the designated State 
officials. 

The State and/or its authorized representatives shall have the right to enter any premises where the Contractor or 
Subcontractor duties under the contract are being performed, and to inspect, monitor or otherwise evaluate the 
work being performed. All inspections and evaluations shall be at reasonable times and in a manner that will not 
unreasonably delay work. 
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E. PAYMENT 

Accept Reject Reject & Provide NOTES/COMMENTS: 
(Initial) (Initial) Alternative within 

RFP Response -- -- --

(Initial) 

--s~ 
State will render payment to Contractor when the terms and conditions of the contract and specifications have been 
satisfactorily completed on the part of the Contractor as solely determined by the State. (Neb. Rev. Stat. Section 
73-506(1 )) Payment will be made by the responsible agency in compliance with the State of Nebraska Prompt 
Payment Act (See Neb. Rev. Stat. §81-2401 through 81-2408). The State may require the Contractor to accept 
payment by electronic means such as ACH deposit. In no event shall the State be responsible or liable to pay for 
any services provided by the Contractor prior to the Effective Date of the contract, and the Contractor hereby 
waives any claim or cause of action for any such services. 

F. LATE PAYMENT (Statutory) 

The Contractor may charge the responsible agency interest for late payment in compliance with the State of 
Nebraska Prompt Payment Act (See Neb. Rev. Stat. §81-2401 through 81-2408). 

G. SUBJECT TO FUNDING/ FUNDING OUT CLAUSE FOR LOSS OF APPROPRIATIONS 

Accept Reject Reject & Provide NOTES/COMMENTS: 
(Initial) (Initial) Alternative within 

RFP Response 
(Initial) 

VS-k./ 

The State's obligation to pay amounts due on the Contract for a fiscal years following the current fiscal year is 
contingent upon legislative appropriation of funds . Should said funds not be appropriated, the State may terminate 
the contract with respect to those payments for the fiscal year(s) for which such funds are not appropriated. The 
State will give the Contractor written notice thirty (30) calendar days prior to the effective date of termination. All 
obligations of the State to make payments after the termination date will cease. The Contractor shall be entitled to 
receive just and equitable compensation for any authorized work which has been satisfactorily completed as of the 
termination date. In no event shall the Contractor be paid for a loss of anticipated profit. 

H. RIGHT TO AUDIT (First Paragraph is Statutory) 

Accept 
(Initial) 

-:r-k_ 

Reject Reject & Provide NOTES/COMMENTS: 
(Initial) Alternative within 

RFP Response 
(Initial) 

The State shall have the right to audit the Contractor's performance of this contract upon a 30 days' written notice. 
Contractor shall utilize generally accepted accounting principles, and shall maintain the accounting records, and 
other records and information relevant to the contract (Information) to enable the State to audit the contract. The 
State may audit and the Contractor shall maintain, the Information during the term of the contract and for a period of 
five (5) years after the completion of this contract or until all issues or litigation are resolved, whichever is later. The 
Contractor shall make the Information available to the State at Contractor's place of business or a location 
acceptable to both Parties during normal business hours. If this is not practical or the Contractor so elects, the 
Contractor may provide electronic or paper copies of the Information. The State reserves the right to examine, 
make copies of, and take notes on any Information relevant to this contract, regardless of the form or the 
Information, how it is stored, or who possesses the Information. Under no circumstance will the Contractor be 
required to create or maintain documents not kept in the ordinary course of Contractor's business operations, nor 
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will Contractor be required to disclose any information, including but not limited to product cost data, which is 
confidential or proprietary to Contractor. 

The Parties shall pay their own costs of the audit unless the audit finds a previously undisclosed overpayment by 
the State. If a previously· undisclosed overpayment exceeds one-half of one percent (.5%) of the total contract 
billings, or if fraud, material misrepresentations, or non-performance is discovered on the part of the Contractor, the 
Contractor shall reimburse the State for the total costs of the audit. Overpayments and audit costs owed to the 
State shall be paid within ninety days of written notice of the claim. The Contractor agrees to correct any material 
weaknesses or condition found as a result of the audit. 
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1. Overview 

Di RAD Technologies has provided Hampton Roads Transit (HRT) with an IVR application and an 
accompanying web portal. This manual contains information on the web portal. 

Via the portal, users may perform the following functions: 

• View and modify the business hours observed by the IVR application 

• View, add, modify and delete the holidays observed by the IVR application 
• Activate, deactivate and schedule special messages 

• View and maintain the telephone numbers the IVR application transfers callers to 

• View, add, modify, delete, activate and deactivate delay messages for specific routes 
and stops 

• Run and export reports on IVR activity and web portal use 

• Manage access granted to the portal 

• View, add, modify and delete the roles/permissions that may be assigned to portal users 
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·2. Accessing the Web Portal 

To access the web portal, navigate to the following URL: hrt.dirad.com. 

At the log in page, shown above, enter your username and password. Please keep in mind that 
your username and password are both case sensitive. All usernames end with '@hrt'. If your 
username and password don't allow you to log in, contact the system administrator. 

The portal's Main Menu is located on the left side of every web page in the dark blue bar. 
When you hover your mouse on the Main Menu, it expands and contains 10 options, as shown 
below. A user may not have access to all features of the portal; access depends on a user's role . 
All features are discussed in this manual. 

0 Rer1lti1rn-, Stc1t1stics 

@ bus1111 )ss Hou, s 

HolicJ,iys 

SpP.c1.:1f Mt-:ssd~1e:--

b Trr111 sfi,1 N11r11h1,is 

A Delay Mcssacw0 

;iii Rc-,pu1b 

• lJsci,, -
~ [,!oles -
? Hdp 
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3. Main Menu Option: REALTIME STATISTICS 

When you select Realtime Statistics from the Main Menu, a page similar to the following is 
displayed. 

Realtime Statistics 

Main Menu Options Chosen Calls Received 

200 

• Fare and iicke1 lnlormalloo: 157 
e CompMments &O I SO 

e Schedulu °' Roule and Stop 
Information: 973 

• TICll:e1 LocatlOM: 21 

• Complaints ano Concems: 1606 
e Ot11tt.a,l lnf0ff'l'UI~ m 
e Losl and Found SS 

e Repeal Tooth Tone M~n MM!u: 47 

100 

50 

800PM 12:00AM alOOAM 800AM 1200PM 400PM 

Total Active Calls: 6 

CaN Bogin Date & nm, 
Sep 12, 2018, 2:04:29 PM 
Sep 12, 2018, 2:04:30 PM 
Sep 12, 2018, 2:04:40 PM 
Sep 12, 2018, 2:05:11 PM 
Sep 12, 2018, 2:05:28 PM 
Sep 12, 2018, 2:05:48 PM 

Caller ID 
+17577361000 
+17579448432 
+17577596374 
+17572011379 
+17572027667 
+17577906907 

Current Menu 
20010 
21069 
20010 
20000 
20000 
20000 

Monu Do1ortptlon 
Main Menu ~ Say a Slop/Route/Street/Station/Dock 

Provide Stop n or say Repeat 
Main Menu - Say a Stop/RoutefSlreeVStation/Oock 
Greeting 
Greeting 
Greeting 

The Realtime Statistics page, shown above, contains: 
• On the upper left side of the page, a pie chart showing the distribution of the IVR 

application's main menu options for the previous seven days. In the example above, 
you can see that the two most popular options for the past week were 'Complaints and 
Concerns' and 'Schedules or Route and Stop Information' . 

• On the upper right side of the page, a bar graph showing the distribution of calls 
received for the last 24 hours. This chart can be used to spot times of peak call volume. 
When you hover your mouse on one of the bars, the exact number of calls received for 
that time period is displayed. 

• On the bottom half of the page, a list of all calls that are currently active on the IVR 
application, including: 

o The time the call started 
o The caller ID, if available 
o The prompt number/menu number the caller is currently listening to 
o A description of the menu/prompt 

Additional information on calls received by the IVR application may be obtained under the 
Reports option on the Main Menu. See the Reports section of this manual, which starts on page 
16, for more information. 
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4. Main Menu Option: BUSINESS HOURS 

When you select Business Hours from the Main Menu, a page similar to the following is 

displayed. 

ComplaintsandConcerns 

Open? Day ose Tlme 

i;;,1 Sunday 8:30:00AM 8:30:00AM 

[-ZJ Monday 7:00:00 AM 5:00:00 PM 

[l] Tuesday 7:00:00AM 5:00:00 PM 

[!] Wednesday 7:00:00 AM 5:00:00 PM 

[.jj Thursday 7:00:00AM 5:00:00 PM 

t;t] Friday 7:00:00AM 5:00:00 PM 

Rl Saturday 7:00:00 AM 7:00:00AM 

~ Partial_Holiday 9:00:00AM 4:00:00 PM 

.... 

On the Business Hours page, shown above, select the department you're interested in from 
the dropdown menu at the top of the page (circled above). 

To change the business hours, click on the day in which you're interested. A sample edit page is 
shown below. 

X 
You Are Editing Compliments Hours for Monday 

Open Time Close Time 

7:00AM I ~I _s:_oo_P_M---~ 

Open 

L?I 

Confirm Hours 

On the Editing Business Hours page, shown above, change the Open and Close times as 
desired. To indicate the department should be closed, you may set the Close Time equal to the 
Open Time, and/or you may uncheck the 'Open' checkbox. Be sure to select the 'Confirm 
Hours' button before navigating away from this web page or your changes will not be saved. 
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5. Main Menu Option: HOLIDAYS 

When you select Holidays from the Main Menu, a page similar to the following is displayed. 

Active? Description Partia l? 

I : ., Labor Day r;;.,1 

l~ l Thanksgiving Day I J 
l-1-l Day after Thanksgiving l~ I 
r;;;;1 Christmas l I 

J 

G,,,J New Year's Day u 
['.'(] Martin Luther King, Jr. Day 1;,,1 
1-./.1 President's Day [..(J 

k l Memorial Day 1..;1 
tyJ Independence Day ; J 

Di 
TCCH N O 

Holidays 

Date 

Mon Sep 03 2016 

Thu Nov 22 2016 

Fri Nov 23 2018 

Tue Dec 25 2016 

TueJan012019 

Mon Jan 21 2019 

Mon Feb 18 2019 

Mon May 27 2019 

Thu Jul 04 2019 

I 

I 
_J 
I 
I 

0 
To add a holiday, select the Add icon (0 ) found in the lower right corner of the Holidays web 
page. A sample New Holiday page is shown below. 

X 

Holiday Name 

Holiday Date 

Active Partial 

r u 
I 

Confirm New Holiday 

To add a holiday: 

• Enter a holiday name. 

• Select a date from the calendar that appears when you click your mouse in the date box. 
• Select the 'Active' checkbox. 

• The 'Partial' checkbox should be selected if HRT has limited business hours on the 
holiday. If HRT is completely closed on the holiday, leave the 'Partial' checkbox 
unchecked. Partial Holiday business hours are displayed and maintained on the 
Business Hours web page. 

• Be sure to select the 'Confirm New Holiday' button before naviagting away from this 
web page or your new holiday won't be saved. 
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To modify a holiday, select the holiday in which you're interested. A sample Edit Holiday page 
is shown below. 

Holiday Name 

Thanksgiving Day 

Holiday Date 

1 2018-11-22 

Active Partial 

0 0 

Confirm Holiday 

X 

On the Edit Holiday page, shown above, you may change the holiday name, select a new date, 
and/or change the 'Active' and 'Partial' designations. Be sure to select the 'Confirm Holiday' 
button before naviagting away from this web page or your changes won't be saved. 

To delete a holiday, select the Delete icon (liil) that appears to the right of the record on the 
main Holidays page when you hover your mouse over the record. After selecting the Delete 
icon, a confirmation message will appear. If you confirm the deletion, the holiday will be 
deleted and it will no longer be applied to the IVR appliation call flow. 
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6. Main Menu Option: SPECIAL MESSAGES 

When you select Special Messages from the Main Menu, a page similar to the following is 
displayed. 

Active? Prompt 

./ 90001 

-, 
90002 

L 90003 

90004 

90005 

i 90006 

Description 

Customizable Special Message 

High Call Volume 

Inclement Weather 

Technical Difficulties 

Emergency 

Customizable Special Message 

Special Messages 

Datemme Range 

9/13/2018, 1 :35:00 PM - 9/16/2018, 4:00:00 AM 

6/6/2017, 12:00:00 AM - 6/6/2018, 12:00:00 AM 

6/6/2017, 12:00:00 AM - 6/6/2018, 12:00:00 AM 

6/6/2017, 12:00:00 AM - 6/6/2018, 12:00:00 AM 

6/6/2017, 12:00:00 AM - 6/6/2018, 12:00:00 AM 

9/11/2018, 4:00:00 PM - 9/17/2018, 12:00:00 AM 

There are six special messages available to use with the HRT IVR application. The verbiage for 
the four pre-recorded special messages, 90002, 90003, 90004 and 90005, may be found on the 
IVR application script. The customizable special messages, 90001 and 90006, may be recorded 
via the recording utility that Di RAD has provided to HRT. Please see separate instructions for 
the recording utility. 

It's recommended that you record the special message before activating it via the portal. This 
prevents an out-of-date special message from being played to callers before the new special 
message is recorded. 

To activate a special message, start by selecting the message you'd like to activate. A sample 
Editing Special Message is shown below. 

You Are Editing Special Message 90002 

Prompt Description 

High Call Volume 

Start 

Active 
r· , _I 

End 

Confirm Special Message 
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On the Editing a Special Message page, select the date and time the message should start 
playing and the date and time the message should stop playing. Be sure to click the 'Confirm 
Special Message' button before navigating away from this page or your changes will not be 
recorded. 

To complete the activation of a special message, click your mouse in the 'Active' checkbox of 
the message you'd like to activate. The message will begin playing when a selected (indicated 
by a green check mark) Special Message's start date/time is reached, and it will automatically 
stop playing when the end date/time has passed. 

To end an activated special message immediately, uncheck the 'Active' checkbox. 

Only one special message may be active at a time. 
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7. Main Menu Option: TRANSFER NUMBERS 

When you select Transfer Numbers from the Main Menu, a page similar to the following is 
displayed. 

Di 
T £ CHNCLC G I CS 

Transfer Numbers 

Active? Description Language Telephone Number 

0 Lost and Found English 7572226141 

0 Lost and Found Spanish 7572226179 

0 General Information English 7572226104 

0 General Information Spanish 7572226179 

0 Complaints and Concerns English 7572226113 

0 Complaints and Concerns Spanish 7572226179 

0 Compliments English 7572226163 

0 Compliments Spanish 7572226179 ---
The Transfer Numbers page, shown above, displays the telephone numbers the IVR application 
transfers callers to when certain options are selected. Refer to the IVR application script for 
details on when callers are transferred to each department. 

To change a transfer telephone number, select the record in which you are interested. A 
sample 'Edit Transfer Number' page is shown below. 

You Are Editing the English Transfer Number for 

General Information 

Telephone Number 

7572226104 

Active 

0 

Confirm Trnnsfer Numher 

X 

On the 'Edit Transfer Number' page, you may enter any 10-digit telephone number. When 
entering the teelphone number, please do not include any symbols, such as parentheses, 
hyphens or periods. Be sure to select the 'Confirm Transfer Number' button before navigating 
away from this web page or your changes won't be saved. 
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8. Main Menu Option: DELAY MESSAGES 

When you select Delay Messages from the Main Menu, a page similar to the following is 
displayed. 

DiR.«0 
TECHNOLOGIES 

Delay Messages 

Nexl3? StoplD Stop Name RoulelD Route Name Datemme Range 

j;.,J 

!ii 
[IJ 
[.i i 

Iii 
0 
1.11 

L?l 
[,(] 

f~ 
1/J 
[;.tJ 

030 ATLANTIC AVENUE TROLLEY B/3112016, 8:00:00 AM. 101112016, 2:00:00 AM 

031 AQUARIUM AND CAMPGROUND 91412018, 3:01 :00 AM. 101112018, 2:00:00 AM 

035 SHORE DRIVE TROLLEY 91412018, 1:00:00 PM -101112018, 2:00:00 AM 

003 CHESAPEAKE BLVD 9/2012018, 7:00:00 PM. 1013112018, 12:00:00 PM 

004 CHURCH ST 912112018, 7:00:00 PM. 1013112018, 12:00:00 PM 

006 SOUTH NORFOLK 912112018, 7:00:00 PM. 10/3112018, 12:00:00 PM 

009 SEWELLS POINT ROAD 9/2112018, 7:00:00 PM. 10131/2018, 12:00:00 PM 

114 WEAVER ROAD 912112018, 7:00:00 PM. 10/31/2018, 12:00:00 PM 

116 JEFFERSON LEE HALL 9/2112018, 7:00:00 PM. 10131/2018, 12:00:00 PM 

119 OYSTER POINT 912112018, 7:00:00 PM -1013112018, 12:00:00 PM 

121 WILLIAMSBURG 9/2112018, 7:00:00 PM -1013112018, 12:00:00 PM 

403 BUCKROE SHOPPING CENTER. 912112018, 7:00:00 PM -1013112018, 12:00:00 PM 

405 BUCKROE WILLOW OAKS 912112018, 7:00:00 PM. 1013112018, 12:00:00 PM 

012 INDIAN RIVER ROAD 9/21/2018, 7:00:00 PM. 10131/2018, 12:00:00 PM Iii 
[;;ii 

l~I 
1.11 

013 

033 

CAMPOSTELLA 

GENERAL BOOTH BLVD 

912112018, 7:00:00 PM. 10/3112018, 12:00:00 PM 

9/21/2018, 7:00:00 PM. 10131/2018, 12:00:00 PM 
0 

050 ACADEMY PARK 912112018, 7:00:00 PM. 10131/2018, 12:00:00 PM 

The Delay Messages page, shown above, displays the following information for each current 
delay message: 

• If the IVR application should play the next three scheduled departure times after the 
delay message is played to the caller, the checkbox in the column labelled "Next 3?' will 
be checked. 

• The Stop ID associated with delay message, if applicable 
• The Stop Name associated with the Stop ID 

• The Route ID associated with the delay message, if applicable 
• The Route Name associated with the Route ID 
• The date/time range the delay message should play on the IVR application 

To view or modify a delay message's record, select the record in which you are interested. A 
sample 'Edit Delay Message' page is shown below. 
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You Are Editing a Delay Message 

Slop ID 

Message Verbiage 

Route ID 

030 

Labor Day will mark the end of 
the normal season for Route 30. 
After Labor Day until September 
30th, the Route 30 will run on a 
reduced 20 minute schedule. 

1551500 

Start End 

I 2018--00-31 B:00 AM 11 2018-10-01 2:00 AM 

Play Next Three nmes 

l1] 

Confirm Delay Message 

X 

On the Edit Delay Message page, shown above, you may change the Stop ID, the Route ID, the 
Message Verbiage and/or the Start and End dates and times. In addition, you may indicate if 
the IVR application should play the next three departure times for the selected stop/route after 
the delay message is played. 

You may create a delay message for a stop only, for a route only or for a combination of stop 
and route. 

• If you create a delay message for a stop only, the delay message will be played to each 
caller who selects that stop, regardless of the route they select. 

• If you create a delay message for a route only, the delay message will be played to each 
caller who selects that route, regardless of the stop they select. 

• If you create a delay message for a combination of stop and route, the delay message 
will be played only to callers who select both the stop and the route. If a caller selects 
the stop and a different route or the route and a different stop, they will not hear the 
delay message. 

The Message Verbiage will be read to the caller using text-to-speech. When writing the delay 
message, it's recommended that you don't include abbreviations in the verbiage. In addition, 
it's important to use correct spelling, punctuation and grammar. When refering to HRT's 
website, please write it as "go HR T dot com" to ensure it is read correctly to the caller. 

Be sure to select the 'Confirm Delay Message' button before navigating away from this web 
page or your changes won't be saved. 
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To add a new delay message, select the Add icon ( 0 ) found in the lower right corner of the 
main Delay Message web page. A sample Add a New Delay Message page is shown below. 

X 
You Are Adding a New Delay Message 

Stop ID Roule 10 

Message Verbiage 

01500 

Start End 

._________.I[ _ ___. 
Play Next Three Times 

Add New Delay Message 

To add a new delay message page: 

• Enter a Stop ID, if desired 

• Enter a Route ID, if desired 
• Enter up to 500 characters of text for the message verbiage 

• Select a start date and time 

• Select an end date and time 
• Check the 'Play Next Three Times' box if the IVR application should play the next three 

scheduled departure times to the callers who listen to this message 

Please remember: You may create a delay message for a stop only, for a route only or for a 
combination of stop and route. 

• If you create a delay message for a stop only, the delay message will be played to each 
caller who selects that stop, regardless of the route they select. 

• If you create a delay message for a route only, the delay message will be played to each 
caller who selects that route, regardless of the stop they select. 

• If you create a delay message for a combination of stop and route, the delay message 
will be played only to callers who select both the stop and the route. If a caller selects 
the stop and a different route or the route and a different stop, they will not hear the 
delay message. 

Please remember: The Message Verbiage will be read to the caller using text-to-speech. 
When writing the delay message, it's recommended that you don't include abbreviations in the 
verbiage. In addition, it's important to use correct spelling, punctuation and grammar. When 
refering to HRT's website, please write it as "go H RT dot com" to ensure it is read correctly to 
the caller. 
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Be sure to select the 'Add New Delay Message' button before navigating away from this web 
page or the new delay message won't be saved. 

To delete a delay message, select the Delete icon (Iii) that appears on the right side of the 
main Delay Message web page when you hover your mouse over the record. After selecting the 
Delete icon, a confirmation message will appear. If you confirm the deletion, the delay message 
will be deleted and it will no longer be played to IVR application callers. Please note: Deletion of 
delay messages cannot be undone. 
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9. Main Menu Option: Reports 

If you select Reports from the Main Menu, a page similar to the following is displayed. As 
shown below, there are 10 reports available for this system. 

• Incoming Calls Detail Report 
• Incoming Calls Summary Report 

• Menu Options Detail Report 
• Menu Options Summary Report 

• Transfer History Detail Report 

• Transfer History Summary Report 

• IVR Call Duration Report 
• DiRAD Advanced Response Processing Report 

• Web Activity Report 

• Web Access Report 

Incoming Calls Detail Report 

Incoming Calls Summary Report 

Menu Options Detail Report 

Menu Options Summary Report 

Transfer History Detail Report 

Transfer History Summary Report 

IVR Call Duration Report 

DIRAD Advanced Response Processing Report 

Web Activity Report 

Web Access Report 

Each report is described in this manual. 
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A. Incoming Calls Detail Report 

If you select Incoming Calls Detail Report from the Reports menu, a box similar to the following 
is displayed. 

Start Date/Time End Datemme 

Incoming Calls Detail Report 

Caller ID Language Selected 

X 

' Stw l 

.-,=--m \'~;.(tt' ~#Iii a."""""''~--------------------------------===,,.,11 
To run the Incoming Calls Detail Report, select the dates and times in which you are interested 
and then select the 'Start' button. You may narrow the results returned by entering a Caller ID 
and/or selecting a Language, if desired. When you click your mouse in the date boxes, a 
calendar pops up, as shown below. After you select a date, you'll be able to select a time. 

S.ptember 2018 

'"" """ ... Wod '"" 

10 ,, 12 13 

10 17 18 19 20 

23 24 20 20 'IT 

'" 
7 : 
14 

21 

28 

'" 

" 
22 

29 

Incoming Calls Detail Report 

Caller ID 

A 

A sample Incoming Calls Detail Report is shown below. 

Start Da1emme End Datemme 

I 2018-09-10 12:00 AM I 2018-09,1112:00 AM 

C.1111 IO Ca• 1"'11 Dolt I 'llm• 
•1757270523tl Sep 10, 2018, 12:S0:11 AM 

•17579076585 Sep 10. 2018 Ue:56 AM 
•17579075505 Sep 10, 20!11, 1:17:0AM 

•1757~1213 Sep 10. 20t8, 1:27:33 AM 
•1757098147 .. Sep 10, 2018, 1:-49 :10 AM 

•17676981474 Sep 10, 2018, 1:55:08 AM 

•1757553284-1 Sep 10, 1018, 2:15 :lJ AM 

•17578073179 Sep 10, 2018, 3:33:32 AM 

+17578073179 5ep 10. 2018, 3·3-4 :35 AN 
+171'i7MA1?11 ~t1J.'1n t .11 , 04n t1,,1 

Incoming Calls Detail Report 

Caller ID 

Total Records Returned: 1763 
0111 Ind 0.111 & 1lnlo 

Sap 10, 2018 12 52 06 AM 

Sep 10, 2018, 1:17 31 AM 

5ep 10, 2018, 1 19 05 AM 

Sep 10, 2018, 1:28 08 AM 

sep 10, 2018 1 52 00 AM 

Sep 10, 2011!1 , 1 5& 27 AM 
Sep 10 20,e 2 ,e 2e AM 

Sep 10, 201~. :, 34 32 AU 

Sep 10 2018 3 3fl 21 AM 
~,n .,n,,., ,11tnau 

X 

Language Selected 

Stan 

a 

X 

Language SeleC1ed 

Callll<nUOn La--00 0 1 S4 Engliln 
00 00 3' Engllsh 
00 01:25 Engllh 
00c0030 Englllh 
00 02:4-4 Engh$h 

ooo, ,e Engfftn 
00 03 12 English 

0001 00 EngllOh 

00:00:'4ti Engltlri 
rY\M 4.1 ....... 
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For the selected criteria, the Incoming Calls Detail Report, shown above, displays: 

• The total number of calls received 
• The caller ID associated with each call, if available 

• The date and time each call began 

• The date and time each call ended 

• The duration of each call 
• The language the caller selected 

Default display of this report is ascending by Call Start Date and Time, but you may sort the 
data by selecting any column heading. 

The data displayed on the report may be exported by selecting the Excel icon, which may be 
found on the right side of the report page. 

To close this report, select the 'X' in the upper right corner of the report page. 

8. Incoming Calls Summary Report 

If you select Incoming Calls Summary Report from the Reports menu, a box similar to the 
following is displayed. 

X 

Start Datemme 

l 
Incoming Calls Summary Report 

End Dateffime 

Start 

To run the Incoming Calls Summary Report, select the dates and times in which you are 
interested and then select the 'Start' button. When you click your mouse in the date boxes, a 
calendar pops up, as shown below. After you select a date, you'll be able to select a time. 

stanDatemme 

l 201Ml841 12:00 AM 
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EndOatemme 

1201~0131 U 00 AM 

AUgU11 2018 
Su Mon Tu~ Wed t hu Fn ~ 

1 2 1 4 

3 t 1 I g 10 , , 

12 ,, u 15 ,e 11 ,e 

19 Hi 21 22 23 2,4 25 

26 27 28 ~ 30 . 
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A sample Incoming Calls Summary Report is displayed below. 

Start Dateffime 

l 101&~9011200AM 

Total Number or caus Received: 44126 

Average Durauon ofCaHs on lhe IVR Appllcatlon: 00:01:13 

Number of Calls Where English Was Selec\ed: 43704 

Number of Call!!! Where Spanish Was Selected: 869 

Number ol Calls That Defaulted to Engllsh: 33 

Number of Calls Which Were Tran,rerred: 16679 

Percentage of Calls Translerred: 37% 

Percentage ol Calls Handled Excluslvefy by me IVR AppllcaUon: 63% 

Incoming Calls Summary Report 

EndOalelTime 

X 

Sim i 

On the Incoming Calls Summary Report, shown above, the following information is provided: 

• Number of calls received 
• Average duration of calls, shown in HH:MM:SS format 

• Number of calls where the caller selected English 

• Number of calls where the caller selected Spanish 
• Number of calls where the caller didn't select a language and the call continued 

in/defaulted to English 

• Number of calls which were transferred to a call center representative 
• Percentage of calls which were transferred to a call center representative 

• Percentage of calls handled exclusively by the IVR application 

The data displayed on the report may be exported by selecting the Excel icon, which may be 
found on the right side of the report page. 

To close this report, select the 'X' in the upper right corner of the report page. 

C. Menu Options Detail Report 

If you select Menu Options Detail Report from the Reports menu, a box similar to the following 
is displayed. 

Start Datemme End Datemme 

Menu Options Detail Report 

Caller ID 

X 

Menu Name 

Start 

To run the Menu Options Detail Report, select the dates and times in which you are interested 
and then select the 'Start' button. You may narrow the results returned by entering a Caller ID 
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and/or selecting Menu Name, if desired. When you click your mouse in the date boxes, a 
calendar pops up, as shown below. After you select a date, you'll be able to select a time. 

X 

StartOatemme 

f 21> t M~011200NA 

EM Datemme 

~fol .. ~26\;0IAM -
< September 2018 
S Mon Tue Wed Th • fn Sal 

~ 10 11 11 13 14 15 

,, 17 ft ,s. W 21 22 

~ 24 2S . 27 29 

,0 

00 AM 

l 
Menu Options Detail Report 

CatlerlO 

A sample Menu Options Detail Report is shown below. 

Start Oate!Time End Oatemme 

1 2015-08-11 12:00 AM 

Menu Options Detail Report 

Caller ID 

20UWJ,D,,10 12:00AM 

Total Records Returned: 3743 
Dt10and11me Cailf(IO M,nu N•ffll Menu Do1Grlptlon 

Aug 10, 2018, 12:10:03 .. , 757:J.483333 90010 Tgl.li(h Tonci M4\n Monu AM 
AUV 10, 2018, 12':49:45 •17~73258610 21160 Cu11omer Service - How can the rep help? AM 
Aug 10, 2018, 1:31:51 

+18048350072 90010 Touef' ronc MM\ tJtnu AM 
Aug 10, 201&, 1:32:30 +180483~072 90010 Toue,h font M~ tJaru AM 
Aug 10, 2018. 1:33:07 

+18046350072 21014 No Malefles - Try AgalntSlar1 Over/Speak. wMh a Rep? AM 
Aug 10, 2018, 1:34:48 

+17573382561 90010 Touch Tone Main Menu 
AM 

Aug 10, 2018, 1:54:00 
.. 1757:J382561 90010 Toocl'I Tone Main M~ 

AM 
Aug 10, 2018, 1:54:51 

•17573382561 21056 Slop Not Found - Pro'Ade Ano1Jler1Start Over/Speak with a Rep? AM 
Aug 10, 2018, 1:55:07 

•17573382561 21160 Customer SeMCe - How can lhe rep help? AM 

Menu Name 

Menu Name 

11t,1pont1 at Mtnu 

General lntormaUon 

Stan 

St;irl 

Opllon IIHc:rlpUon 

Lo!11 and Found 

F:.to and f~o1 1n1orrn11;iet1 

Schetlule-1 oc A°"tn .;anc.1 s1c,p 
~N:lon 

Complalnts an<S concerns 

Sehedule!I or Roule and Slop 
lntOJmatlon 

Complalnls and Concerns 

X 

For the selected criteria, the Menu Options Detail Report, shown above, includes information 
on the following statistics for each menu selection that was made: 

• The date and time the menu was visited 
• The caller ID associated with the call, if available 

• The name/prompt number of the menu (Full text for each menu/prompt may be found 
on the IVR application script.) 

• A description of the menu 

• The response the caller made at the menu 
• A description of the response, if available 

Default display of this report is ascending by date and time, but you may sort the data by 
selecting any column heading. 
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The data displayed on the report may be exported by selecting the Excel icon, which may be 
found on the right side of the report page. 

To close this report, select the 'X' in the upper right corner of the report page. 

D. Menu Options Summary Report 

If you select Menu Options Summary Report from the Reports menu, a box similar to the 
following is displayed. 

Menu Options Summary Report 

Start Datemme End Oate/Time Menu Name 

S ta rt 

X 

To run the Menu Options Summary Report, select the dates and times in which you are 
interested and then select the 'Start' button. You may narrow the results returned by selecting 
a Menu Name, if desired. When you click your mouse in the date boxes, a calendar pops up, as 
shown below. After you select a date, you'll be able to select a time. 

May 2018 
lun Mon fv• W.d Thu Fri Stl 

1 2 3 4 5 
Reports 

8 9 10 11 12 

13 14 10 17 18 

20 21 22 23 2< 2• ,. ,;,,;Sum= ,,..= ' .:.aR=:..._----------~---------
27 28 28 30 31 X 

Menu Options Summary Report 

" 00 End Dale/Time Menu Name 

2018-05-15 t200AM Start 

A sample Menu Options Summary Report is shown below. 
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Menu Options Summary Report 

Start Datemme EndDatemme 

1 201~-0!l-07 12,00 AM 

Menu Name 

201S-09-03 12,00 AM 

Total Records Returned: 16 
Menu Ntrnt Menu O.scrtpUon RHponH•l ... nu Option DffcrlpUon 

21160 C1.1s1omer Service • How can lhe rep help? 1 Gene,al Information 

21160 Customer Service - t-iow can the rep help? 2 Los! and Found 

21160 Cus1ome1 Servtce - How ~n !he rep help? Complaints and Concerns 

21160 Cu9tomer Service - How can lhe rep help? Compllmenl an Operalor or Olher HRT Personnel 

26002 Tickal LocaUons. Touch Tone Menu Newport New5 Transit Center 

2B002 Ticket Locations - Touch Tone Menu Hamplon Transit Genier 

28002 TIQAt 1.~ -1ouc:n tane 1.t:e,11., Downlown Norft>II Transit Genier 

80010 Touch Tone Matn Menu Schedules or Roule and Slop lnformalJon 

90010 Touch Tone Main Menu Fare and Tldl.et lnlormalton 

90010 Touch Tone Main Menu LO!ol and Found 

90010 Touch Tone Main Menu General Information 

D0010 Toucn Tone Main Menu Complalnts ancJ Concerns 

80010 Touch Tone Mnl11 Menu Compliments 

90010 l~ Tono Main ,.,rnu Tlckel Locallons 

900,0 Touch Tone Main Menu 9 Repeal Toueh Tone Main Menu 

01200 O;hln"116t.llonMenu 11 HO?AcwnRoad 511b 

Star1 

Total Count 
B&I 
44 ,,, 
30 

44 

29 ,, 
51l 
65 

47 

134 

1,173 

49 

22 

35 

For the selected criteria, the Menu Options Summary Report, shown above, displays: 

• Each menu that was visited 
• A description of the menu 
• The response that was made at the menu 
• A description of the response 
• The number of times each response was selected 

X 

If a menu and/or menu option doesn't appear on this report, that means no callers visited that 
menu or selected that menu option within the selected time period. 

Default display of this report is ascending first by Menu Name and then by Response at Menu, 
but you may sort the data by selecting any column heading. 

The data displayed on this report may be exported by selecting the Excel icon, which may be 
found on the right side of the report page. 

To close this report, select the 'X' in the upper right corner of the report page. 

E. Transfer History Detail Report 

If you select Transfer History Detail Report from the Reports menu, a box similar to the 
following is displayed. 

X 
Transfer History Detail Report 

Start Datemme End Oatemme Caller ID From Prompt Transfer Number 

·I S tart 
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To run the Transfer History Detail Report, select the dates and times in which you are 
interested and then select the 'Start' button. You may narrow the results returned by entering 
a Caller ID and/or selecting a From Prompt and/or a Transfer Number, if desired. When you 
click your mouse in the date boxes, a calendar pops up, as shown below. After you select a 
date, you'll be able to select a time. 

Start Oalefllme 

r ) ~\.Hlttt tJ CttAM 

< September 2018 
r 

~ M Tue Wed Thu r: Sal 

• . • • ' I 

• IO " 12 " " " 
16 " 18 " 20 21 22 

23 " 25 I,~ .: " " " 
30 

Ill 00 A" 

Transfer History Detail Report 

End Date/Time Caller ID From Prompt Transfer Number 

l f 

A sample Transfer History Detail Report is show below. 

Start Date/Time 

2018,-09-0312:00AM 

Transtar DIie and Timi 
Sep 6, 2018, 6:59 :12 PM 

Sep•. 201e. ue,2e PM 
Sep 6. 2018, 6:57:12 PM 

Sep 6, 2018 , 6:55:40 PM 

Sep 5, 201a , e:51 :S1 PM 

Sep 8, 2018, 8:50:32 PM 

Sep 8, 2018, 8:50:18 PM 
Sep 6, 2018, 8:49:39 PM 

End Date/Time l 2018-08-07 12a00AM 

C.llorlD 
+17579718342 

• 17578757639 
+17572649877 

•17579983152 

+14344212116 

+17!579983152 
+1252&981304 

+17579983182 

Transfer History Detail Report 

Caller ID From Prompt Transfer Number 

·I 
Total Records Returned: 3175 

from Prompt 
90010 

20012 
21056 

20012 

80010 
20012 

20012 

20012 

~rompt Description 
Touch Tone M.aln Menu 

Ad<IMlonal Main Menu OpUons. Fare lruoll.o,I and Found, elc 

Stop Not Found . Provide Another/Start Ovu/SpoaJl Wt\h a Rep? 

Addlllonal Malo Menu OptJons. Fa,e lnro/lost and Found, etc. 

Touch Tone Main Menu 
Addltlonal Main Menu Opllons. Fare Info/Lost and Found, elc 
Addltlonal Main Menu Opllon5. Fare Into/Lost and Found, etc. 

Addlllonal Main Menu OpHons. Fare lnfO!Losl .and Found, e1c 

St,ut 

Stc1rt 

'TNntfw Number 
7672226104 

7572220104 
7572226\04 

7512226104 
7572226104 

101222e104 

7572226104 

7572220104 

X 

X 

For the selected criteria, the Transfer History Detail Report, shown above, includes information 
on the following statistics: 

• The total number of calls transferred 
• The date and time of each transfer 
• The caller ID associated with each transfer, if available 

• The prompt number from which the caller was transferred (Full text for each prompt 
may be found on the IVR application script.) 

• A description of the prompt 
• The telephone number the call was transferred to 

Default display of this report is descending by date and time, but you may sort the data by 
selecting any column heading. 
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The data displayed on the report may be exported by selecting the Excel icon, which may be 
found on the right side of the report page. 

To close this report, select the 'X' in the upper right corner of the report page. 

F. Transfer History Summary Report 

If you select Transfer History Summary Report from the Reports menu, a box similar to the 
following is displayed. 

Transfer History Summary Report 

Start Datemme EndDatemme From Prompt Transfer Number 

~ l St,llt 

X 

To run the Transfer History Summary Report, select the dates and times in which you are 
interested and then select the 'Start' button. You may narrow the results returned by selecting 
a From Prompt and/or Transfer Number, if desired. When you click your mouse in the date 
boxes, a calendar pops up, as shown below. After you select a date, you'll be able to select a 
time. 

< September 2018 
Sun Mon Tue W1d Thu Fri Sat 

Reports 

,~ 17 18 19 20 21 22 X 
23 2~ 26 26 27 28 29 Transfer History Summary Report 

30 ,d Datemme From Prompt Transfer Number 

·I Sta,t 

........ '""""""'''""""'"_,,, _____________________________ _ 
A sample Transfer History Summary Report is shown below. 
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r 
Start Date/Time 

20111-0ll-03 12:00 AM 

l"rom Prompt 
90010 

20012 

20012 
21058 

21014 

20012 

20012 

21094 

23010 

20060 

90010 

90010 

20012 

22040 

26110 

21047 

90010 

23010 

21056 

20060 

Transfer History Summary Report 

End Datemme 

1 2016.09.0T 12:00 AM 

Tr1n1ftr Number 
7572226104 
7672226104 

7572226113 

7572226104 

7572226104 

7672226163 
7572226141 

7572226104 

7572226141 

7572226104 

7572226113 

7572226179 

7572226179 

7572226104 

7572226104 

7572226104 

7572226163 
7572226104 

7572226163 

7572226163 

From Prompt Transfer Number 

·I 
Calls by Transfer Number 

• 7572226104 : 2686 

• 7672226113: 1il6 

7572226141 : 123 

• 7672226163: 114 

e 7672226179: 86 

Total Records Returned: 62 

Number ol Cells Percentage of 1t1n1rert 
1,200 37.80% 
1,110 34.96% 

110 3.46% 

83 2.61% 
72 2.27% 

66 2.06% 
61 192% 

61 192% 

46 1.45% 

311 1.20% 

37 1.17% 

37 1.17% 

31 098% 
27 0.65% 

26 0.79% 

23 0.72% 

22 0.69% 
16 0.50% 

7 0.22% 

0.22% 

Star t 

Poroontago or Tolal Calla 
16A9% 

1625% 

1.51% 
1,14% 

0,99% 

0.91% 

0,84% 

0,64% 

0,63% 

0.52% 

0.51% 

0.61% 

0.43% 

0.37% 

0.34% 

0.32% 

0 30% 

0 22% 

0.10% 

0.10% 

For the selected criteria, the Transfer History Summary Report, shown above, displays: 
• A pie chart and key displaying the number of calls and the percentage of calls 

transferred to each telephone number. 
• A list of each unique combination of From Prompt (the point in the IVR application 

where the call was transferred) and Transfer Number (the telephone number the call 
was transferred to), along with the number of calls transferred, the percentage of 
transfers and the percentage of total calls 

Default display of this report is descending by number of calls, but you may sort the data by 
selecting any column heading. 

X 

The data displayed on the report may be exported by selecting the Excel icon, which may be 
found on the right side of the report page. 

To close this report, select the 'X' in the upper right corner of the report page. 
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G. IVR Call Duration Report 

If you select IVR Call Duration Report from the Reports menu, a box similar to the following is 
displayed. 

X 

Start Datemme 

IVR Call Duration Report 

End Datemme 

To run the IVR Call Duration Report, select the dates and times in which you are interested and 
then select the 'Start' button. When you click your mouse in the date boxes, a calendar pops 
up, as shown below. After you select a date, you'll be able to select a time. 

< September 2018 ) 

••• Mon Tu• Wo d Thu Fri .... 
Reports 

8 

ij 10 11 12 13 14 16 

IU 17 18 19 20 21 ,12 

~ 24 25 26 27 28 29 IVR Call Duration Report 

30 EndDatemme 

A sample IVR Call Duration Report is shown below. 

I Start Datemme 

' 2016-09-03 12:00 AM 

Duration 
0-9 Seconds 

10-29 Seconds 
30-58 seconds 

60-119 Seconds 

120+ Seconds 

Last Revised 10.08.2018 

IVR Call Duration Report 

End Datemme 

l 2018-09..,712:00 AM 

Calls by Duration 

Total Records Returned: 5 
Numbor ol Qallo 

889 
19,438 

36,785 

32,204 
17,141 

e 0-9 Second• 

• 10-29 Second• 

30-59 Soconda 

e 60·119 Seconds 

e 120+ Seconds 

S t.ir t 

Start 

Porco~ ol 'll>tal C11i1 
0.93% 
18.24% 

34.52% 

30.22% 
16.09% 

X 

X 

26 



For the selected date range, the IVR Call Duration Report, shown above, displays: 
• A pie chart and key displaying the percentage of calls in each call duration range. (The 

call duration doesn't include time spent with call center representatives; it refers to 
time spent on the IVR application only.) 

• The number of calls within each call duration range, along with the respective 
percentages 

The data displayed on this report may be exported by selecting the Excel icon, which may be 
found on the right side of the report page. 

To close this report, select the 'X' in the upper right corner of the report page. 

H. DiRAD Advanced Response Processing Report 

If you select DiRAD Advanced Response Processing Report from the Reports menu, a box 
similar to the following is displayed. 

DiRAD Advanced Response Processing Report 

Start Datemme End Datemme Menu Name 

Star! 

X 

To run the DiRAD Advanced Response Processing Report, select the dates and times in which 
you are interested and then select the 'Start' button. You may narrow the results returned by 
selecting a Menu Name, if desired. When you click your mouse in the date boxes, a calendar 
pops up, as shown below. After you select a date, you'll be able to select a time. 

X 
DiRAD Advanced Response Processing Report 

Start Datemme End Datemme Menu Name 

T Starl 

< September 2018 
IWI Mon Tut \\',d 11'\il Fri S1I 

Proc,10(119 Report 
2 3 4 6 8 7 8 

0 10 11 12 1,3, 14 HS 

10 t7 18 19 ~ 21 22 

232<2&'627 2828 

--~&= o1110itslman1MnH>_ Gor1_ - _ 1 ____ a __ ••~ Ml'~~-.....,;111 ___ _ c+ 

A sample DiRAD Advanced Response Processing Report is shown below. 
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X 
DiRAD Advanced Response Processing Report 

Start Date/Tlme End Date/Time Menu Name 

1 2018-09-0312:00AM 1 2018-09-0712:00.:_ 

~--------~ 
Total Records Returned: 7 

Menu 
20010 
20010 

20010 

20010 
20010 

20010 
20010 

Menu De1criplion 
Main Menu - Say a Stop/Roule/StreeVStalion/Oock 

Mein Menu - Say a StoplRoute/StreeVStation/Dock 

Main Menu - Say a StoptRoule/StreeVStetionlDock 

Main Menu - Say a StoplRoule/SlreeVSlatoo/Oock 

Mein Menu - Say e StoplRouteJStreetlStation/Oock 

Main Menu - Soy a Stop/Route1Street1Slationf0ock 

Main Menu - Say o Stop!Route1Street1StationfDock 

ResponH 
hello 

S6MC8 

mformation 

okay 
customer 

summer service 

zero 

Number or Utterances 
15 

14 

11 

9 

5 

5 

For the selected date range, the DiRAD Advanced Response Processing Report, shown above, 
displays a list of invalid spoken responses provided at specified menus and the number of times 
each response was provided. 

The data displayed on this report may be exported by selecting the Excel icon, which may be 
found on the right side of the report page. 

To close this report, select the 'X' in the upper right corner of the report page. 

I. Web Activity Report 

If you select Web Activity Report from the Reports menu, a box similar to the following is 
displayed. 

Start Datemme End Datemme Username 

Web Activity Report 

First Name 

·I ·[ 
Last Name Activity 

· l ·-
X 

To run the Web Activity Report, select the dates and times in which you are interested and 
then select the 'Start' button. You may narrow the results returned by selecting a Username, 
First Name, Last Name and/or Activity, if desired. When you click your mouse in the date boxes, 
a calendar pops up, as shown below. After you select a date, you'll be able to select a time. 
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X 

Start Daternme End Daternme Username 

< September 2018 
Sun Mo• Tu, Wod Thu Fri '" 

1 ~ Proceaal1111 Rapor.1 
5 

10 ,, I 12 ; 13 14 15 

16 17 18 18 20 21 22 

23 24 25 26 21 28 29 

30 IIIMIJ> Tm,,,.. 

Web Activity Report 

First Name 

·l { 

A sample Web Activity Report is shown below. 

Web Activity Report 

Start Datemme End Datemme Usemame First Name 

2018,(lt,U 12 00 Mt 1 2016-08-3112:00 Ml ·I ·I 
Total Records Returned: 43 

DalOMdlllM UNffllfflO FlnitNMII UIIINlmo 
AUg 22, W1B, 6 54 "45 Mt """""" Meua Mas!UI 

Aug 22, 2018, 6 54 SJ AM mmas,a Mana ...... 
Aug 22, 2018 6 55 11 AM ........ Mano ...... 
Aug 22, 2018, 6 55 34 AM mmas,e Marta ...... 
Aug 22 2018 6 55 54 AM mmassa Mana ...... 
Aug 22, 2018, 6 58 10 Mt """""' Mana Messa 
Aug 22 :xne. 124 23 Mt Mar,a Masse 

Aug 22 2018, 7 24 27 Mt .......... Mana ....... 
Al.922, 2018 ., 24 JOAM hll'IM ..... .. 
Aug "ll. , 2018, 7 24 34 AM ......... Mana Masso 
Aug 22 2018, 7 24 50 Mt Mano Masso 
JWg 22 2019, 7 25 10 Al.I ,rrnas,e ...... ...... 
Aug 22 2018, 7 2!i ~ Mt "'""""' ·- Mctssa 

Aug 22 2018, 7 26 32 AM ..... ...... 
Aug 24 . 2018, 5 13 18 AM """""' Mana Ma!iosa 
Aug 2-4 2018. 5 13 53 At.I mmosso Mana Masse 
~W2" 10l0 ~1 .. -4 M l nvnassa Mana Mmsa 

Aug24 2018,514'46AM ......... Mario ...... 

Last Name 

Lest Name 

Activity 

·l ·-

AcLivity 

·I ·-Adlvl1y 
M.1*1 t• \MC' I.Wtl1Uff tlulflOlloll'WI 

Oel9tod Usot • MSulhortand@hrl 
Mded New tJ,er ·- M&l1hew Suthertood 

Added New User - Ba/balo Blocil:man 
Added New UW • iraya Wllgtll 

Added New l.Mf Monie Ros" 
Dulo!AdlJw, ·· mros.s@M 

Delo!ed lJ59( • lmllth(Mlond@hr1 

Delefed User •• IWf'1ht@hr1 ---~ .... N,c,,,trdf N !,KliM • Ufll'MII A.X, 

~ '~ "'- r.w,.,...Suh111an1 
Addod New UsOI Traye Wlgtlt 

h>JOl1"*"' ll- ~W'l18'o.lN!" 
AaMd lW.W/ - ~1 1~ 
Oe6eled t,&obd.tly •• Tesl tlolmy 

Toggied liOhdll,y - lodependeooe Day ·· Off 

li>;ul<u ........ ·--1).,y Ou 

For the selected criteria, the Web Activity Report, shown above, displays: 
• The date and time of the activity 

• The username that was used to log in 
• The first name of each user who performed an action 
• The last name of each user who performed an action 
• A description of the activity that the user performed 

X 

Default display of this report is descending by the date and time of the activity. You may sort 
the data in this table by selecting any column heading. 

The data displayed on the report may be exported by selecting the Excel icon, which may be 
found on the right side of the report page. 

To close this report, select the 'X' in the upper right corner of the report page. 
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J. Web Access Report 

If you select Web Access Report from the Reports menu, a box similar to the following is 
displayed. 

Web Access Report 

Start Datemme End Datemme Usemame First Name Last Name 

1~ . __J Start 

X 

To run the Web Access Report, select the dates and times in which you are interested and then 
select the 'Start' button. You may narrow the results returned by selecting a Username, First 
Name and/or Last Name, if desired. When you click your mouse in the date boxes, a calendar 
pops up, as shown below. After you select a date, you'll be able to select a time. 

May 2018 

"" e Reports 
I fl, 10 11 12 

13 14 I 10 1 16 17 16 19 

27 28 29 )0 31 

Web Access Report 

Ill 00 AM atemme Usemame First Name 

L ·I 

A sample Web Access Report is shown below. 

Start Datemme End Datemme 

2016-09-09 12 OONA I 20,S-09-1112:00 M1 

u ......... FlrwtNtrn. 
ogertelmen Annie 

agartelman Annie 

11Qertelman Annie 

jclerk Josh 
agartelman Annie 

Jc-Jarl< Josh 

agartelman Annie 

l.Mt-
Gattelman 

Gertelman 

Gartelman 

Clark 

Gertelman 

Clark 

Gartelman 

Web Access Report 

Username First Name 

·I 
Total Records Returned 7 

Loga.cfW'I 
Sep 9, 2016, 9:52:35AM 
Sep 9, 2018, 3 00 27 PM 

Sep 10, 2018, 5 42 38 AM 
Sep 10, 2016, 7:00:51 AM 

Sep 10, 2018, 6:23:JO AM 

... ,0, >0111.DIO!l>MI 
S&p 10, 2018, 12 20 30 PM 

Last Name 

·J 

Last Name 

·l 

For the selected criteria, the Web Access Report, shown above, displays: 
• The username of each user who logged in 

• The first name of each user who logged in 
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X 

Start 

X 

StcJrt 

-""' Sep 10, 2018, '4 :45:11 AM 

Sep 10, 2018, 7 36:37 AM 

Sep 10, 2018, 1214:25 PM 

30 



• The last name of each user who logged in 
• The date and time the user logged in 
• The date and time the user logged out (Log out date and time may only be recorded if 

the user selects the 'Log out' link, which may be found in the lower right corner of each 
web page of the portal. If the user simply closes the browser window, or navigates to 
another URL, log out date and time cannot be recorded.) 

Default display of this report is ascending by the date and time the users logged in. You may 
sort the data in this table by selecting any column heading. 

The data displayed on this report may be exported by selecting the Excel icon, which may be 
found on the right side of the report page. 

To close this report, select the 'X' in the upper right corner of the report page. 
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10. Main Menu Option: USERS 

If you select Users from the Main Menu, a page similar to the following is displayed. 

Di 
TECHNOLOGIES 

Users 

Username Name Slalus Time 

bblackman@hrt Barbara Blackman 

acaln@hrt Alesia Cain 

kchowdhary@hrt Kamlesh Chowdhary 

jclark@hrt Josh Clark 

rdavis@hrt Rodney Davis 

agartelman@hrt Annie Gartelman Online 00:06 

RHachem@hrt Rami Hachem 

mmassa@hrt Maria Massa 

mross@hrt Minnie Ross D 
< Cormoctod OO!J Hamplo,1 Roads Transil A agi'H1clman !Anmo Ga11e1man) Q Ch<mao My PassM:Jrd 

The Users table displays all individuals who are authorized to use the portal. The Users page, 
shown above, displays: 

• The username of each user 
• The first and last name of each user 

• The status of the user ("Online" indicates the user is currently signed in.) 

• The length of time the user has been Online, if applicable 

Default display of the Users table is alphabetical by last name. You may search for a record by 
entering data into the search boxes under the column heading, as shown below. 

Users 

Username Name Status Time 

I_ 
agartelman@hrt Annie Gartelman Online 06:29:49 

To add a new user, select the Add icon ( 0 ) in the lower right corner of the main Users page. A 
sample Add a User page is shown below. 
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X 

User nnrne 

Password 

First Nrn no 

Lasl Name 

Create New User 

On the Add a User page, enter the username, password, first name and last name of the new 
user, and then select the 'Create New User' button. Please note: The domain name (@hrt) will 
automatically be added to all usernames and will appear on the page after you select the 
'Create New User' button. 

Users will automatically be assigned the Default user role. The Default user role allows users to 
view Reports, including Realtime Statistics, and the Help page. There is currently only one other 
user role available on this application: Admin. For more information on Roles, including how to 
add additional roles, please see the Roles section of this manual, starting on page 37. 

To change a user's role, select the Roles icon (D ) that appears when you hover your mouse 
on the appropriate record, as shown below. 

Di~ 
TECHNOLOGIES 

Users 

Username Name Status Time 

' 
bblackman@hrt Barbara Blackman 

acain@hrt Alesia Cain 

kchowdhary@hrt Kamlesh Chowdhary 

Jclark@hrt Josh Clark 

rdavis@hrt Rodney Davis 

agartelman@hrt Annie Gartelman Online 06:31:16 

RHachem@hrt Rami Hachem 

00!! Hampton Roads Transi t 6 agartelman (Annie GartelmanJ Q Change My Password [+ Logout 
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When you select the Roles icon, a page similar to the following is displayed. 

X 
Edit Roles for Maria Massa 

Available Roles Selected Roles 

Admln Default 

Confirm Roles 

The Edit Roles page, shown above, displays all available roles (left side of page) and the roles 
currently assigned to the user (right side of page). To assign a new role to the user, click on the 
desired role in the Available Roles section. In the example above, you could click on Admin 
under Available Roles. When that is done, the Role moves to the Selected Roles section. As 
shown below, the Admin Role is now shown in the Selected Roles section. 

X 
Edit Roles for Maria Massa 

Available Roles Selected Roles 

Admin 

Default 

Confirm Roles 
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Be sure to select the 'Confirm Roles' button before navigating away from this page or your 
changes will not be saved. 

To reset a user's password, select the Reset Password icon (- ) that appears when you 
hover your mouse on the appropriate record, as shown below. 

Users 

Username Name Status Time 

L =1 
kchowdhary@hrt Kamlesh Chowdhary 

1clark@hr1 .Josh Clark ,e l, 0 
rdavis@hrt Rodney Davis 

agartelman@hrt 

RHachem@hrt 

mmassa@hrt 

Annie Gartelman 

Raml Hachem 

Maria Massa 

Online 06:40:36 

When you select the Reset Password icon, a box similar to the following is displayed. 

X 
Reset the Password for Maria Massa 

Enter a New Password 

Reset Password 

When you enter a new password and select the 'Reset Password' button, the user will be 
required to enter the new password the next time they sign in to the portal. 

To delete a web user, select the Delete icon (Ill) that appears when you hover your mouse 
over the appropriate record, as shown below. 
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Di 
"r£ CHNOLOGIES 

Users 

Username Name Status Time 

I 
kchowdhary@hrt Kamlesh Chowdhary 

Jclark@hrt Josh Clark 

rdavis@hrt Rodney Davis 

agartelman@hrt Annie Gartelman Online 06:41 :53 

RHachern@hrl Ram, Hactiern ~ , 1 0 
mmassa@hrt Maria Massa 

When you select the Delete icon, a confirmation message will be displayed. A sample 
confirmation message is shown below 

You Are Removing User 

Maxwell Toby 

Delete This User 

X 

When you select the 'Delete This User' button, the user will be deleted and they will no longer 
have any access to the portal. Please note: Deletion of users cannot be undone. 

To log a user out of the portal, click on the user's record. A box similar to the following will be 
displayed. 

X 
Change Status for Maria Massa 

- Log Out -

If you select the 'Log Out' button, the user will immediately be logged out of the portal. 
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11. Main Menu Option: ROLES 

If you select Roles from the Main Menu, a page similar to the following is displayed. 

Admln 

Default 

DIR«D 
TECHNOLOGIES 

Roles 

Role Name 

0 
«=: Connocted rntJ Hamplon Roac.Js T1 ansi1 & ag.'lrtolman (Anmo Gartotman) Q C:l1ango My Password [+ Logout 

On the Roles page, shown above, all existing Roles are displayed. The Default role is the role 
that all users are assigned when they are added as a user of the portal. Default users have 
access to Reports, including Realtime Statistics, and the Help page. 

If you hover your mouse over a Role's record, options appear to the right of the record, as 
shown below. 

01R«o 
T f:CHNOL Cit.IL~ A 

Roles 

Role Name 

Default 

0 
A a oa1l<'.llr11,1r) (Armm G;irlfJlmanl (+ Lonout 

To view and/or modify the permissions associated with a role, select the Roles icon (D ). A 
sample Editing Permissions page is shown below. 
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X 
Editing Permissions for "Admin" Role 

View 

Realtime Statistics [.Z] 

View Edit Activate 

Special Messages l-Z1 [?] r~ 
View Edit 

Business Hours [ll fl] 
View Edit 

Transfer Numbers i~1 ~ ~-- - ) ~-·-·) 

View Add Edit Delete 
Transfer Numbers bl] l-il 6/J Ell 

View Add Activate Edit Delete 
Holidays ~ -~ [;;;,J ,-------, f.j] i~] ./; b(J l. -

View Add Edit Delete 
Users l?J [.(] 0 bf] 

View Add Edit Delete 

Roles [?] r~J [~ [j 
L .. - ~ 

View 

Reports [;jl _, 

View 

Help [;z] 

Confirm Perm1ss1ons 

As shown above, the Admin role currently has all permissions enabled. To remove a permission 
from a role, uncheck the desired box. 

Be sure to select the 'Confirm Permissions' button before navigating away from this web page 
or your changes will not be saved. 

You may change an individual user's role via their record in the User's section of the portal 
(see page 32 of this manual). In addition, you may change the users associated with a specific 
role via the Roles section of the portal. To view, add or remove the users associated with a 

particular role, select the Members icon (Hi) for the desired role. A sample Add or Remove 
"Adm in" Role from Users page is displayed below. (Note: The number next to the Edit Roles 
icon, "5" in the example above, is the current number of users who are assigned to that role.) 

Last Revised 10.08.2018 38 



Add or Remove "Admin" Role From Users 

Maria Massa 

Minnie Ross 

USC/'l! WIIM UI Tnls Raio 

Traya Wright 

Barbara Blackman 

Users Assigned This Role 

Joshua Clark 

Annie Gartelman 

Rodney Davis 

Richard WIiiiams 

Alesia Caln 

Mo(lhcw Sutherland 

Raml Hachem 

Confirm User RolP. 

Ass1gnn1e11ts 

X 

To move users from the "without this role" column to the "assigned this role" column, select 
the desired user(s). Be sure to select the 'Confirm User Role Assignments' button before 
navigating away from this page or your changes will not be saved. 

To add a role, select the Add icon (0 ) found in the lower right corner of the main Roles page. A 
sample Add a New Role page is shown below. 

X 

Add Ne.w Role ~Jarne 

\liew 

Realtime Statistics ~ 

"'""' Edit Activate 

Special Messages 

View Edit 

Business Hours 

View Edit 

Transfer Numbers 

\liaw Add Ed1t Delete 

Transfer Numbers 

'MW Aad A~V.J CI- Edit Delete 

Holidays 

Via.w Add Edrl Delete 

Users 

Vrew Add Edit Delete 

Rotes 

View 

Re1>011S ~ 

View 

Help ·~ 

Ueatfl New Role 
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On the Add a New Role page, enter a name for the Role and then assign permissions for the 
role by checking the appropriate boxes. The boxes that are pre-checked are those associated 
with the Default role. Be sure to select the 'Create New Role' button before navigating away 
from the page or the role will not be saved. 

To delete an existing role, select the Delete icon ( ) for the appropriate role. When you select 
the Delete icon, a box similar to the following is displayed. 

You Are Removing Role 

Level 1 

Delete This Role 

X 

If you select the 'Delete This Role' button, the role will be deleted and users' permissions will 
immediately be affected if they have been assigned that role. Please note: Deletion of roles 
cannot be undone. 
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13. Help, Change My Password, Logout and more 

If you select Help from the Main Menu, a page similar to the following is displayed. 

Contact Technical Support 

Phone: (518) 438-8000 , oplion 4 
Toll Free: 1-800-778-2927, opUon 4 
Emall: ~pRQa.@!11GllLl:!!!n 

Download Technical SYRPOrt Documentation 

Help 

The Help page contains information on contacting Di RAD Tech Support as well as a copy of this 
web manual. 

The bottom of every web page, sample below, contains information on current user 
information. 

~ Connacled ml!J Hampton Roads Transit & agarlolman (Anilie Gartolman) Q ChangG My Passwo1d (+ Logout 

• Connected - Indicates the portal is connected to the Internet and the web server. If 
anything other than 'Connected' appears, you may want to check your Internet 
connection. In addition, you may want to try logging out of the portal and logging back 
in. 

• Hampton Roads Transit - Name of the application 
• User name (First Name, Last Name) - In the example above, agartelman is the 

username and Annie Gartelman is the First Name, Last Name 

• Change My Password - You may change your password at any time by selecting this 
link. 

• Logout - Select this link to log out of the portal. It is recommended that you log out 
when you are done using the portal. 
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TWLL!<J r:L<Jl'D COt\L\!I "\'IC,\Tl<J1'S SEC(.'HITY 

SECURITY ORGANIZATION & PROGRAM 
While security is a high priority for all teams, a dedicated Security Team manages Twilio's security program. 

The Twilio security framework is based on the 150 27001 Information Security Standard and includes 

programs covering: Policies and Procedures, Asset Management, Access Management, Cryptography, 

Physical Security, Operations Security, Communications Security, Business Continuity Security, People 

Security, Product Security, Cloud and Network Infrastructure Security, Security Compliance, Third-Party 

Security, Vulnerability Management, as well as Security Monitoring and Incident Response. 

Security is represented at the highest levels of the company, with our Chief Information Security Officer 

meeting with executive management regularly to discuss issues and coordinate company-wide security 

initiatives. Information security policies and standards are approved by management and available to all 

Twilio employees. 

PEOPLE SECURITY 
The people creating Twilio products are important; we've implemented processes to ensure we're 

bringing in the right people and keeping them up to date on the latest security trends. Here are some of 

the processes we have in place: 

BACKGROUND CHECKS 

All candidates in the USA must pass stringent background checks by a specialized third­

party before being offered a position. For domestic candidates, these checks include: SSN 

trace, criminal county search (7-Year address history), multi-state instant criminal, National 

Sex Offenders Public Registry, OFAC, professional references, and education verification. For 

international new hires, the background check includes (where legal): international criminal 

search and education verification. 
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INFOSEC TRAINING 

All new Twilio employees attend a "Security 101" training during the onboarding process. In 

addition, all Twilio employees must take the Twilio Security and Privacy training once a year, 

which covers the Information Security Policies, security best practices, and privacy principles. 

CONTINUOUS EDUCATION CAMPAIGN 

The Twilio Security Team provides continuous communication on emerging threats, performs 

phishing awareness campaigns, and communicates with the company regularly. 

ETHICS HOTLINE 

Twilio implemented an anonymous1 tip line for employees to report any unethical behavior. 

1 Twilio employees can anonymously report issues in geographies where anonymous reporting is legal 

PRODUCT SECURITY 
The mission of Twilio Product Security program is to enable the product teams to build solutions that are 

best in class when it comes to security. The following activities help us to achieve this mission: 

APPLICATION SECURITY STANDARDS AND GUIDELINES 

The Twilio Security Development Lifecycle (TSDL) standard defines the process by which we 

create secure products and the activities that the product teams must perform at different 

stages of development (requirements, design, implementation, and deployment). 

SECURE BY DESIGN 

Twilio security engineers continuously perform numerous activities to ensure that our products 

are secure, including: 

Internal security reviews before products are launched 

Regular penetration tests performed by third-party contractors 

Continuously running bug bounty program 
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• Continuously running internal and external security tests 

• Regularly conducted threat models 

For more information on Twilio bug bounty program, please visit: https.//bugcrowd.com/twilio 

BUILDING SECURITY DNA 

At Twilio, we implement and conduct technology-specific software security trainings. The 

training material is developed in house and is highly Twilio-specific to ensure our developers 

get the most out of these trainings. All our developers must pass the final tests to confirm 

comprehension. We've also embedded security champions within our development teams to 

amplify the efforts of the Security Team. 

CHANGE MANAGEMENT 

Twilio has a formal change management process where all changes are tracked and are 

approved. A change is reviewed before being moved into a staging environment where it is 

further tested before finally being deployed to production. 

ENCRYPTION IN TRANSIT 

Twilio supports TLS 1.0, 1.1 and 1.2 to encrypt network traffic between the customer application 

and Twilio. 

PENETRATION TESTING 

Twilio regularly performs third-party penetration tests. Additionally, our bug bounty 

program encourages ongoing testing and responsible disclosure of vulnerabilities from the 

security community. 

ACCOUNT SECURITY 

Twilio secures your secrets using industry best practice methods to salt and repeatedly hash 

your credential before it is stored. Users can also add another layer of security to their account 

by using two-factor authentication (2FA) for the Twilio console. 
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TWILIO SECURITY DEVELOPMENT LIFECYCLE (TSDL) 

Twilio's developers follow the TSDL while developing our products, ensuring products are secure 

by design, in development, and after they have been deployed. 

CLOUD & NETWORK INFRASTRUCTURE SECURITY 
The security of our infrastructure and networks is critical. Creating a safe platform for Twilio applications 

and customer innovation is the mission of our cloud security program. 

Twilio's Cloud Security Standard (TCSS) comprises best-in-class security practices. We've open-sourced 

the security policy framework on which our own standard is based. All requirements in the TCSS are 

driven by four key principles: 

ASSET MANAGEMENT AND OWNERSHIP 

All cloud assets must have a defined owner, security classification, and purpose. 

INFRASTRUCTURE MANAGEMENT 

Direct access to infrastructure, networks, and data is minimized to the greatest extent 

possible. Where possible, control planes are used to manage services running in production, 

to reduce direct access to host infrastructure, networks, and data. Direct access to production 

resources is restricted to employees requiring access and requires approval, strong multifactor 

authentication, and access via a bastion host. 

DEFENSE•IN·DEPTH 

Twilio's production environment, where all customer data and customer-facing applications sit, 

is a logically isolated Virtual Private Cloud (VPC). Production and non-production networks are 

segregated. All network access between production hosts is restricted using firewalls to only 

allow authorized services to interact in the production network. 
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NETWORK MONITORING FOR TWILIO STANDARDS 

Twilio logs high risk actions and changes in the production network. We leverage automation 

to identify any deviation from our technical standards and raise issues within minutes of the 

configuration change occurring. 

For more information on Twilio's Cloud Security Standard, please visit: https://github.com/twilio/cloudsec 

CONTINUOUS MONITORING AND VULNERABI LI TY MANAGEMENT 
At Twilio, the security and resiliency of our products and infrastructure is a top priority. The Continuous 

Monitoring program builds on our "secure by design" principles. The Continuous Monitoring program 

develops processes and procedures for leading incidents and designing proactive and detective 

capabilities for the Twilio Platform. The Vulnerability Management program establishes how we identify, 

respond, and triage vulnerabilities against the Twilio platform. To ensure security of our platform, Twilio 

continues to mature the following capabilities: 

CONTINUOUS MONITORING PROGRAM 

Twilio approaches continuous monitoring through the development of proactive and detective 

capabilities. Through the ongoing awareness of vulnerabilities, incidents, and threats, Twilio is 

poised to respond and mitigate accordingly. 

INCIDENT RESPONSE PROGRAM 

Twilio maintains an incident response program in accordance to NIST SP 800-61. The program 

defines conditions under which security incidents are classified and triaged. Twilio Security 

Incident Response Team, or T-SIRT, assesses the threat of all relevant vulnerabilities or security 

incidents and establishes remediation and mitigation actions for all events. 
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SECURITY LOG RETENTION 

Security logs are retained for 180 days. Access to these security logs is limited to T-SIRT 

DISTRIBUTED DENIAL-OF-SERVICE (DDOS) PREVENTION 

Twilio leverages industry leading platforms and T-SIRT to detect, mitigate, and prevent DDoS attacks. 

PHYSICAL SECURITY 
Physical security is an important part of Twilio's security strategy. We're committed to securing our facilities. 

DATACENTER SECURITY 

Twilio leverages AWS data centers for all production systems and customer data. AWS follows 

industry best practices and complies with an impressive array of standards. 

For more information on AWS Data Center Physical Security, see the A WS Security Whitepaper: 

https://dO.awsstatic.com/whitepapers/aws-security-whitepaper.pdf 

OFFICE LOCATION SECURITY 

Twilio has a security program that manages visitors, building entrances, CCTVs, and overall 

office security. All employees, contractors and visitors are required to wear identification badges 

which distinguish their respective role. 

BUSINESS CONTINUITY/ DISASTER RECOVERY 
Twilio uses a variety of tools and mechanisms to ensure best-in-class resiliency. 

RECOVERY PLANNING 

Twilio maintains formal Business Continuity and Disaster Recovery plans that are regularly 

reviewed and updated. 
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GLOBAL RESILIENCY 

Hosting our services on AWS gives Twilio the ability to remain resilient globally even if one 

location goes down. AWS spans multiple geographic regions and availability zones, which allow 

Twilio servers to remain resilient in the event of most failure modes, including natural disasters 

or system failures. 

CUSTOMER DATA BACKUPS 

Twilio performs regular backups of Twilio account information, call records, call recordings and 

other critical data using Amazon S3 cloud storage. All backups are encrypted in transit and at 

rest using strong encryption. Backup files are stored redundantly across multiple availability 

zones and are encrypted. 

TH IRD-PARTY SECURITY 
In today's interconnected business environment, maintaining visibility into the software supply chain is 

of utmost importance. Twilio has implemented the following programs: 

VETTING PROCESS 

Third-parties used by Twilio are assessed before onboarding to validate that prospective third­

parties meet Twilio's security requirements. 

ONGOING MONITORING 

Once a relationship has been established, Twilio periodically reviews security and business 

continuity concerns at existing third parties. The program takes into account the type of access 

and classification of data being accessed (if any), controls necessary to protect data, and legal/ 

regulatory requirements. 

OFFBOARDING 

Twilio ensures that data is returned and/or deleted at the end of a vendor relationship. 
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SECURITY COMPLIANCE 
Twilio is committed to mitigating risk and ensuring Twilio services meet regulatory and security 

compliance requirements: 

REGULATORY ENVIRONMENT 

Twilio complies with applicable legal, industry, and regulatory requirements as well as industry 

best practices. 

TOP TIER INFRASTRUCTURE PROVIDER 

Twilio's cloud communications platform is hosted at Amazon Web Services (AWS) data centers, 

which are highly scalable, secure, and reliable. AWS complies with leading security policies and 

frameworks, including SSAE 16, SOC framework, ISO 27001 and PCI DSS. 

ISO 27000 SERIES 

Twilio has obtained our ISO/IEC 27001:2013 certification, showing our maturity within the 

Information Security space. Security is a top priority for Twilio, and this achievement demonstrates 

our commitment to information security, data protection and continuous improvement. 

EU - U.S. PRIVACY SHIELD FRAMEWORK 

Twilio is self-certified under Privacy Shield as a part of our commitment to comply with EU 

data protection requirements when transferring personal data from the European Union to the 

United States. 

SOC2 TYPE II 

Authy (Two-Factor Authentication by Twilio) has recently completed its SOC2 Type II audit for 

the Trust Services Principles of Security and Availability. 
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SUMMARY 
Twilio cloud communications platform enables businesses to deliver superior customer experiences 

by easily incorporating voice, video, and messaging into their customer-facing applications. Security 

mechanisms to protect physical, network and application components of the platform, coupled with 

transparency about security practices and compliance best practices, give customers the confidence 

they need to move communications to the cloud. 

For further details and steps to secure your Twilio-powered application, check out the API docs security 

page. Lastly, if you have more questions, or need more detailed answers, feel free to get in touch with our 

Security Team via the contact form at https://www.twilio.com/he/p/sa/es. 

AP/ docs security details can be found here: 

https;//www.twilio.com/docs/api/security 
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Twilio API Service Level Agreement 

LAST UPDATED DECEMBER 1, 2018 

This Twilio Service Level Agreement ( "SLA ") governs the use of the Twilio API pursuant to the terms of 

the Twilio Terms of Service ( "TOS") between Twilio Inc. ( "Twilio", "us", or "we") and any user ofthe 

Twilio API ( "you", "your", or "Customer"). To the extent you have more than one Twilio account, this SLA 

applies to each Twilio account individually. Except as otherwise set forth in this SLA, this SLA is subject to 

the terms of the TOS and capitalized terms will have the meaning specified in the TOS. Twilio reserves 

the right to change the terms of this SLA in accordance with the TOS. 

1. Definitions 

a. "Monthly Uptime Percentage" means the difference between 100% and the percentage of 

Unavailable Time for the applicable month. 

b. "Service Credit" means a dollar credit, equal to 10% of your usage fees in the month in which the 

Unavailable Time (as defined below) occurred, that Twilio will credit back to an eligible Twilio 

account. 

c. "Unavailable Time" means the Twilio API for the applicable product is not available for use, as 

measured in continuous 5-minute increments. Unavailable Time does not include any 

unavailability resulting from any Exclusion (as defined below). 

Monthly Uptime Percentage Service Credit 

<99.95%1 10% 

1 If you purchase the Twi/io Enterprise Plan, then Twilio will make the Twilio AP/ available 99.99% of the 

time each month and all references to a 99.95% Monthly Uptime Percentage in this SLA shall be replaced 

with a 99.99% Monthly Uptime Percentage. If you are no longer subscribed to the Twilio Enterprise Plan, 

then the Monthly Uptime Percentage shall revert to 99.95%. 

2. Service Commitment 

Twilio will make the Twilio API available 99.95% of the time each month. lfTwilio's Monthly Uptime 

Percentage is below 99.95% in a given calendar month, then you will be eligible to receive a Service 

Credit as described in Section 3 below. Availability of the Twilio API is measured by the third party 

performance and monitoring services contracted by Twilio (the "Monitoring Service"). The Monitoring 

Service reports of availability are currently available at http://status.twilio.com. Twilio may adjust the 

measure of availability by the Monitoring Service to account for any Exclusions applicable to such 

period. 

3. Credit Request and Payment Procedures: 



To receive a Service Credit, you must submit a request to Twilio as described in this Section 3. You must 

make the submission to Twilio Customer Support within thirty (30) days from the time you become 

eligible to receive the applicable Service Credit. Such submission must include : (a) "SLA Claim" as the 

subject of the ticket; (b) the dates and times of Unavailable Time for which a credit is being claimed; (c) 

any documentation of the applicable outage. Each Service Credit will be applied to future amounts 

payable by you in connection with the applicable Twilio product. No refunds or cash value will be given. 

Service Credits may not be transferred or applied to any other Twilio account. 

4. Exclusions 

Notwithstanding anything to the contrary, no Unavailable Time shall be deemed to have occurred with 

respect to any unavailability of the Twilio API or any other Twilio API performance issues, that (a) are 

caused by factors outside of Twilio's reasonable control, including, without limitation, any force majeure 

event, telecommunications provider-related problems or issues, or Internet access or related problems 

occurring beyond the point in the network where Twilio maintains access and control over the Twilio 

Services; (b) result from any actions or inactions of you or any third party (other than Twilio's agents and 

subcontractors); (c) result from any Customer Application(s), equipment, software or other technology 

and/or third party equipment, software or other technology (except for equipment within Twilio's direct 

control); or (d) occurs during Twilio's scheduled maintenance for which Twilio will provide at least 

twenty-four (24) hours prior notice; or (e) problems or issues related to alpha, beta or not otherwise 

generally available Twilio features or products (collectively, the "Exclusions" ). 

5. Entire SLA Liability 

This SLA states Twilio's sole and entire liability to you and your sole remedy with respect Twilio's failure 

to meet the Monthly Uptime Percentage. 

DiRAD SLA for Technical Support Response Time 

No. 

1 

2 

3 

4 

As a government vendor, Di RAD holds itself to strict SLA requirements with credits provided 

should the system downtime exceed the required threshold. Below is a typical DiRAD SLA; 

however, DiRAD welcomes any changes that are mutually acceptable to DiRAD and HRT: 

Service Measurement Service Level SLA Credit 
Requirement Agreement 

Problem Average Response Time for 98% <15 1% 
Response Time High Priority Problems. minutes 
-High 

Problem Average Response Time for 98% <2 hours 1% 
Response Time Normal or Low Priority Problems 
-Normal 

Problem Resolution Time for each 98% <4 hours 1% 
Resolution Time High Priority Problem 
-High 

Problem Resolution Time for 98% <24 hours 1% 
Resolution Time Normal Priority Problems 
- Normal 



5 Problem Resolution Time for Low Priority 98% <72 hours 1% 
Resolution Time Problems 

-Low 

6 Service All application functionality and <99.5% Additional 
Availability accessibility shall be maintained at credits per 

99.9% uptime performance levels. contract 
Contractor shall minimize or 
eliminate unscheduled network 
downtime to .5% or less. 


