


REQUEST FOR PROPOSAL FOR CONTRACTUAL SERVICES FORM

By signing this Request for Proposal for Contractual Services form, the bidder guarantees
compliance with the procedures stated in this Request for Proposal, and agrees to the terms and
conditions unless otherwise indicated in writing and certifies that bidder maintains a drug free
work place.

Per Nebraska's Transparency in Government Procurement Act, Neb. Rev Stat § 73-603 DAS is required
to collect statistical information regarding the number of contracts awarded to Nebraska Coniractors. This
information is for statistical purposes only and will not be considered for contract award purposes.

NEBRASKA CONTRACTOR AFFIDAVIT: Bidder hereby attests that bidder is a Nebraska
Contractor. “Nebraska Contractor” shall mean any bidder who has maintained a bona fide place of
business and at least one employee within this state for at least the six (6) months immediately preceding
the posting date of this RFP.

| hereby certify that | am a Resident disabled veteran or business located in a designated
enterprise zone in accordance with Neb. Rev. Stat. § 7@ 07 and wish to have preference, if applicable,
considered in the award of this contract.

| hereby certify that | am a blind person licensed by the Commission for the Blind & Visually
Impaired in accordance with Neb. Rev. Stat. §71-8611 and wish to have preference considered in the
award of this contract.

FORM MUST BE SIGNED USING AN INDELIBLE METHOD (NOT ELECTRONICALLY)

FIRM: WellSky Corporation

COMPLETE ADDRESS: 11711 W. 79% Street, Lenexa, KS 66214
TELEPHONE NUMBER: 855.WELLSKY (855.935.5759)

FAX NUMBER: 703.674.5151

DATE:

SIGNATURE:

TYPED NAME & TITLE OF | Stey fent, |
SIGNER: FIUTHAI & wwtim s v s
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Request for Proposal Number 5948 Z1

Form A should be completed and submitted with each response to this RFP. This is intended to provide the State with
information on the bidder's name and address, and the specific person{s) who are responsible for preparation of the

bidder's response.

Preparation of Response Contact Information

Bidder Name:

WellSky Corporation

Bidder Address:

11711 W. 78V Street
Lenexa, KS 66214

Contact Person & Title:

Jason Fowler, Regional Sales Manager, Central

E-mail Address:

Jason fowler@wellsky.com

Telephone Number {Office):

703.657.1433

Telephone Number (Cellular):

443.758.5378

Fax Number:

703-674-5151

Each bidder should also designate a specific contact person who will be responsible for responding fo the State if any
clarifications of the bidder's response should become necessary. This will also be the person who the State contacts
to set up a presentation/dermonstration, if required.

Communication with the State Contact Information

Bidder Name:

WellSky Corporation

Bidder Address:

11711 W, 79" Street
Lenexa, KS 66214

Contact Person & Title:

Jason Fowler, Regional Sales Manager, Central

E-mall Address:

Jason fowler@wellsky.com

Telephone Number (Office};

703.657.1433

Telephone Number (Cellular):

443.758.5378

Fax Number:

703-674-5151
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client record on a single, integrated solution; (ii) data to follow the person, (iii) workers to
view the data, and (iv) for a holistic view of a consumer, a service, and a program, while
providing single sign-on and role-based security.

The functionality in the WellSky Aging and Disability (formerly known as Mediware
SAMS) software also provides user insights enabled by analytics that helps ensure the
most effective delivery of care and services to the broadest in-need populations. The
system allows customers to use data to evaluate populations holistically and to
administer the proper services at the proper time in the proper care setting.

In addition to market-leading core functionality, the WellSky solutions also include
robust add-on modules. For example, the WellSky Ombudsman nursing home
complaint tracking software was developed as a separate, stand-alone system. This
was done thoughtfully and in conjunction with our Long-Term Care Ombudsman
(LTCO) customers who desired the additional security layer of a separate database to
ensure the privacy and anonymity that is expected in this line of work. We believe this
separate database layer is unique and is a reason that our offering is the market-leader.

In addition to the Ombudsman functionality, WellSky offers solutions for ADRCs, SHIP,
Advanced Reporting, congregate meal tracking, Protective Services, waiver
management, homeless management information systems, 2-1-1 solutions, behavioral
health, and many others. The breadth of our offerings allows us to meaningfully
contribute to the growing missions of our customers and helps our customers address
all the social determinants of health.

WellSky competitors strive to convince sales prospects that their products are
comparable to WellSky Aging and Disability or that they can simply build functionality
that they lack. DHHS can be certain that the WellSky software solution is superior to
competitors’ offerings in functionality because we have spent the last 20 years
partnering with our customers to ensure our software meets their needs.

Over 20 years ago, WellSky partnered with the state of Vermont to develop a system
designed specifically to manage Vermont's Older Americans Act program and National
Aging Program Information System (NAPIS) reporting. Over the years we have worked
to continuously improve the functionality and to innovate new solutions to meet
customer needs. As a result, we now serve 27 SUAs and over 300 AAAs. WellSky and
its products and services are the national standard for successful management of
NAPIS.
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The trend toward integrated, statewide systems has spread through the national Long-
Term Services and Supports network, including SUAs. Because of the superior
functionality of our software, WellSky software is the most experienced provider of
statewide solutions. State after state have chosen WellSky to help assure success with
their complex initiatives. WellSky has customers with the following statewide programs:

Older Americans Act
o NAPIS: 27 SUA and associated AAAs
o Ombudsman Program: 35 State Long Term Care Ombudsman offices
Balancing Incentive Program (BIP)-related initiatives: 4 states
ADRC/NWD: 15 states
Medicaid Waivers for:
o Frail Elders and People with Disabilities: 9 states
o Intellectually/Developmentally Disabled: 4 states
Adult Protective Services: 10 states
SHIP/HIICAP: 8 states
Care Transitions: 6 programs in 5 states including Virginia, Michigan, Louisiana,
lllinois and Pennsylvania
Information and Referral (Information and Assistance): 21 states plus 1 current
implementation

A description of relevant customer deployments includes the following:

Massachusetts Office of Elder Affairs uses WellSky software to manage
providers, AAAs (known as ASAPs in MA), Medicaid waivers, state funded
programs, Older Americans Act, and Adult Protective Services. By combining
assessment data from nearly two million interRAl HomeCare Assessments and
other data within its WellSky system with Medicaid data, EOEA can measure an
“HCBS dividend,” or the money saved through its HCBS interventions.

Georgia Division of Aging Services (DAS) uses WellSky software to manage
Older Americans Act (including an integrated Annual Fiscal Area Planning and
Reimbursement solution), Adult Protective Services, Public Guardianship, ADRC,
AAA’s, and a Medicaid Waiver. DAS’s goal was to replace a legacy system with
a single system that could evolve over time to help it manage all its programs.
Pennsylvania’s Department of Aging has used WellSky software for more than
18 years across its department and all 52 AAAs to help manage its programs for
older adults, including Older Americans Act programs and Adult Protective
Services.

Arkansas’ Division of Aging and Adult Services has elected not to have a single
consolidated database, though all eight of its AAAs use WellSky software to
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manage their day-1o-agay operations. This is the approach we will recommend for
DHHS based on our understanding of your desired approach.

¢ WaellSky administers the NAPIS and NORS reporting process through a contract
with the Administration for Community Living (ACL). WellSky wrote the federal
NAPIS SRT and the NORS tool, which maintains, hosts and supports the Aging
Network’s data community. WellSky's Older Americans Act (OAA) customers
enjoy the peace of mind that comes from knowing their client-level data is hosted
by the same vendor that maintains the OAA reporting enterprise for ACL.

In the spring of 2017, the National Association of States United for Aging and
Disabilities (NASUAD) surveyed state aging and disability agencies to determine which
provider had the most clients. According to the results, WellSky is the leader.
WellSky's closest competitor had no more than five clients. WellSky understands how
complex these programs are to manage and has the most experience implementing
successful statewide solutions.

Recently, a WellSky statewide solution was supposed to be replaced by a cheaper,
competitor's solution. However, the “cheaper” competitor was unable to successfully
deploy their solution, and the state has returned to the WellSky solution and extended
our statewide deployment.

Our depth of experience is unmatched in this market and uniquely positions WellSky to
meet your current needs and gives us the experience and breadth of industry
knowledge to partner for your long-term success.

WellSky understands that DHHS' new system must have the ability to handle up to 250
users across multiple teams. Those teams inciude the State Unit on Aging, Area
Agencies on Aging, and Information Systems & Technology. Of the eight AAAs, six will
be utilizing the solution exclusively while two, Eastern Nebraska AAA (ENQA) and
Aging Partners {(Lincoln), will continue to utilize WellSky Aging and Disabifity. By
choosing WellSky, DHHS will gain a partner that has unparalleled experience serving
SUAs and the most direct experience with Nebraska AAAs.

This experience matters because SUA have unique concerns beyond OAA reporting.
DHHS manages a variety of programs and services across a large state with urban and
rural areas. WeliSky Aging and Disability software is in use in Nebraska's two largest
AAAs. We not only helped ENOA and Aging Partners implement OAA nutrition
programs in their implementations, but we have also assisted ENOA to expand use of
our solution to manage volunteer programs. WellSky understands conditions “on the
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ground” in Nebraska, which will ensure that we can effectively and efficiently implement
an aging information management system that will manage DHHS' programs and
Nebraska’s unique conditions today and to expand to address new challenges
tomorrow.

Partnering with a well-resourced, financially sound and growing company like WellSky
minimizes many serious risks to DHHS which also contributes to overall best value.
WellSky is a financially stable company with a track record of growth in an industry
where many vendors are “bootstrapped” with few resources. This fact is important in
the rare instance that something goes wrong. WellSky's headquarters is in Lenexa,
Kansas just 200 miles from Lincoln, enabling us to quickly bring resources to bear
should it be warranted. WellSky also maintains an office in Reston, VA, just outside
Washington, DC. Its proximity to federal offices, including the Administration on
Community Living and the Centers for Medicare and Medicaid Services, has allowed us
to forge strong, long-term relationships with key funders and policy makers. For more
than a decade, we have been a premier financial sponsor of the National Association of
Area Agencies on Aging (N4A) and the National Association of State Units on Aging
and Disabilities (NASUAD). We are proud to be one of two premier sponsors of N4A’s
Leadership Institute which provides coaching and guidance to thought leaders
throughout the national Aging Network. With the benefit of a large and diverse
customer base, and strong financial backing of TPG Capital, WellSky typically re-invests
more than $100,000 each year back into LTSS associations and their programs.

WellSky has served this market for more than 20 years. We are excited to be a leader
in the space and are committed to accelerating our investment and growth in our SUA-
related products and customers. In fact, we believe our strong financial position
(especially compared to the small competitors in the market) and our commitment to the
market, makes WellSky the most attractive long-term partner for DHHS.

Over time WellSky customers frequently develop innovative ideas on how to better
serve their citizens through the introduction of new programs and the use of new
technology. As customers’ needs have grown, WellSky has enhanced existing products
and added modules and solutions to its suite of software. Many customers now use
WellSky solutions to manage Older American Act programs as well as their Aging and
Disability Resource Centers, Adult Protective Services, state-funded programs,
Ombudsman, Medicaid waivers, Incident Management, Public Guardianship programs,
and many more. As WellSky has continued to grow, we have always remained true to
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our core focus of building solutions that help our customers efficiently and effectively
serve persons who are aging or those who have a disability.

In the long-term, we believe data and analytics will be key to the success of all our
customers. Therefore, WellSky is making a $50 million investment in growing our
capabilities in data analytics. This investment will help us create products and
solutions that will assist agency- and state-level customers to use data to improve
outcomes and provide better, more efficient care.

WellSky has also expanded our business into managed care, adding competencies that
SUA customers may leverage as they help their AAA partners integrate their
organizations with MCO payers in the broader healthcare and human services fields.

As noted, as a value add in this proposal, WellSky offers Wel{Sky Ombudsman, the
most comprehensive and widely used ombudsman case management system available.
Part of WellSky's integrated suite of social service software products, WellSky
Ombudsman provides intuitive and comprehensive nursing home complaint
management and fully automated federal NORS reporting. WellSky Ombudsman
automates the management and tracking of ombudsman program workloads; generates
flexible, powerful reports across many variables; and integrates ombudsman information
management across regions throughout the state.

We have also recently expanded our offerings within the traditional Older Americans Act
programs by adding functionality to help SUAs manage Area Plans. The We//Sky
Human Services Area Plans module allows SUAs and their AAAs to easily create,
manage, approve, and amend annual fiscal plans and associated reimbursement
requests. This new functionality is already in use at one SUA and its 12 AAAs. The
module was specifically designed to alleviate common pain points including exchange
and management of spreadsheets (templates), lengthy and labor intensive manual
review and approval cycles, manual syncing and population of delivered services data,
and repeated exchanges of documents between AAAs and the SUA. This WellSky
module uses “smart automation” to simplify or eliminate manual data entry and/or
review where possible. This allows staff to focus on tasks that require human expertise
and experience. Smart automation includes tasks such as automatically populating
data wherever possible, limiting data entry errors by presenting the user with only valid
options, automatically enforcing business policy and regulations (including match and
in-kind requirements), maintaining a clear separation of duties, and a pristine audit trail.
This methodology results in rapid review cycles, timely and accurate payments, reduced
churn, and improved data for reporting and business/trend analysis.
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The Area Plans module is part of the WellSky product suite and, as such, can be fully
integrated with other modules, including WeliSky Aging and Disabifity. This means that
a state unit on aging can implement the Area Plans module without requiring existing
AAAs that already use WellSky Aging and Disability to make any changes; a standard
interface would allow them to connect to the module, giving the state a single location
from which to approve and manage all area plan fiscal plans, budgets, and
reimbursements. Additionally, implementation of the Area Plans module opens the door
to easily adding/implementing other major programs in the future. This module is
offered as a value-added option in our proposal.

Seamless Interoperability with AAAs

Aging Partners and Eastern Nebraska Office on Aging (ENOA) have been utilizing
WellSky Aging and Disability to manage their Older Americans Act business for nearly
four and two years, respectively. The combined deployments of Aging Partners and
ENOA handle 55% of the 65+ population in Nebraska today.

If WellSky is selected, DHHS data management with its largest AAAs will not be an
issue. The WellSky solution is the same product with the same data structure that
ENOA and Aging Partners use. The exchange of information will be seamless.
WellSky’s competitors routinely claim they have successfully integrated data from the
WellSky Aging and Disability solution or that they “know [the WellSky] database better”
than WellSky does. Obviously, nobody knows the WellSky system and data structure
better than we do, and we are truly the only provider able to ensure the successful
exchange of information between systems.

Proven Value

While DHHS is in many ways unique among its peer

agencies across the country, the challenges faced by

DHHS are not unique. In 2008, the Massachusetts

Executive Office of Elder Affairs (EOEA) found itself

overseeing more than $150 million in Long Term

Services and Supports (LTSS) spending with access

to virtually no data about how the funds were utilized at the local level and without the
ability to measure outcomes. In fact, the 27 regional Aging Services Access Points
(ASAPs)/AAAs each housed standalone databases and reported aggregated data to the
state only occasionally. EOEA was determined to create a statewide data system for
three primary purposes to — (i) provide the tools needed to responsibly oversee the
Older Americans Act, two state-funded home care programs and a large Medicaid
waiver; (ii) provide technology for the AAAs for efficiency and improved outcomes; and
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(iii) have access to data which would allow it to prove the efficacy of home and
community-based services once and for all. Through an RFP process, EOEA selected
WellSky to achieve these goals. Today WellSky supports nearly 5,000 end users in
Massachusetts and houses a remarkably deep data store for EOEA, including more
than 2 million MDS HC Level 2 assessments for more than 400,000 consumers
receiving more than $1 billion in home care services. EOEA affirms it not only
accomplished its goals, but also successfully expanded them over time.

Software Reliability, Secure Infrastructure

WellSky Aging and Disability has been in continuous, productive use for more than 20
years without ever causing a customer to experience significant downtime. WellSky
serves hundreds of customer agencies with thousands of users with an average uptime
exceeding 99.9%. WellSky has the proven infrastructure to support DHHS’s current
and growing need for reliable software. We believe WellSky is alone in our ability to
make these claims.

As a longstanding expert in health and well-being information technology, WellSky
monitors and reacts to trends in the market. Data breeches and cyber-attacks
specifically targeting healthcare and the human services space will increase over time.
The Federal government will likely respond with increased rules and regulations that will
affect agencies such as DHHS. WellSky continues to make significant investments in
its security and infrastructure. WellSky uses SSAE-16 SOC 2 certified data centers
which are increasingly required by auditors and demonstrate a commitment to strong
and well-maintained security practices. Additionally, our user roles and access controls
are among the most configurable in the market, ensuring that only the right person has
the right access to the right data at the right time. As DHHS knows, CMS has
significantly increased the number of fines for HIPAA violations over the past 18
months. These fines can be substantial, result in adverse impact to citizens, and garner
unwanted public attention for agencies such as DHHS. WellSky is well-positioned to
protect DHHS' data. While there can never be a guarantee of data security, DHHS
should consider whether other vendors are able to invest enough in security when
calculating best value to the State.

On-time and On-budget Delivery

As part of the original WellSky project with the Texas HHSC, WellSky delivered, on-time
and on-budget, to its goal of consolidating 28 AAA databases into one statewide
database to perform care management, care coordination, care planning, service
authorization and service delivery, information and referral (I&R), enterprise-level
reporting, and SHIP reporting.
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More recently, WellSky tully implemented its LTSS management solution to five MCO's
in Texas for a new Managed Medicaid Program in a highly-compressed timeline (under
six months for one MCQ). Each of these MCOs required multiple interfaces to their
core systems, and all were delivered on time. This proven ability to deliver on
commitments is another way WellSky delivers value and minimizes risk for DHHS.

The process of transitioning to a new software system is challenging and inherently
risky. Because of WellSky's substantial experience, large customer base, investments
in security and our products, and our commitment to partner with DHHS, we believe that
WellSky is a very good and safe choice for DHHS.

WellSky’s long history of commitment to aligning with the needs of Aging and Disability
agencies has resulted in a unique shared success with our customers. These
collaborative, ongoing relationships have helped WellSky to become one of the most
experienced vendors in Home and Community-based Long-Term Services and
Supports. This level of experience allows WellSky to deliver value back to our
customers and partners.

For the reasons outlined above, WellSky knows that its proposed solution represents
the best value for DHHS. In the spirit of understanding limited state budgets, WellSky
has priced this proposal very competitively. However, we will not price our proposal in a
way that sub-optimizes our approach and resources proposed to ensure DHHS's
success, nor limit our reinvestment back into our software to make sure DHHS
continues DHHS' success long into the future. As a result, WellSky is often not the
lowest price bidder.

WaellSky is excited to begin our partnership with DHHS to make the NAMIS replacement
project a reality. As our proposal will make clear, DHHS can rest assured that WellSky
has carefully considered DHHS’ requirements and devised a plan, based on our
extensive experience delivering similar projects for SUAs that will provide DHHS a
highly capable, best-of-breed solution delivered on schedule and within budget. As
important, DHHS and WellSky will forge a strategic partnership for the future which will
enable DHHS to plan for and flexibly respond to the challenges as the population of
seniors, frail elders, and those with disabilities increases every year as the Baby
Boomer generation ages. The LTSS world is evolving quickly. ACL will soon be rolling
out changes to the SPR and other required reports. State budgets are stagnant or
shrinking. WeliSky is helping our partners prepare for these challenges now and we
look forward to enabling DHHS to fuffill their mission of helping Nebraskans live better
lives.
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{Initial)

Reject
{Initial)

Reject & Provide
Alternative within
RFP Response
{l

NOTES/COMMENTS:

The Contractor shall throughout the term of the contract maintain insurance as
specified herein and provide the State a current Certificate of Insurance/Acord
Form {COl) verifying the coverage. The Contractor shall not commence work on
the contract until the insurance is in place. If Contractor subcontracts any portion
of the Contract the Contractor must, throughout the term of the contract, either:

4+~ Provide eguivalent-insurance-for each-subcortracierand providea
iy boontractor;
12. Require each subcontractor io have equivalent insurance and provide
written notice to the State that the Contractor has verified that each
subcontractor hae the required coverage; or,

The Contractor shall not allow any Subcontractor to commence work until the
Subcontractor has equivalent insurance, The faiture of the tto require a COl,
or—the failure—of the—Contractorfe—provide—a—GOL or 1eyuire subcontractor
insurance shall not limit, relieve, or decrease ihe liability of the Contractor
hereunder.

In the event that any policy written on a claims-made basis terminates or is
canceled during the term of the contract or within five {5) years of termination or
expiration of the contract, the contractor shall obtain an extended discovery or
reporting period, or a new insurance policy, providing coverage required by this
contract for the term of the contract and five (5) years following termination or
expiration of the coentract.

If by the terms of any insurance a mandatory deductible is required, or if the
Contraclor elects 10 increase the mandatory deductible amount, the Contractor
shall be responsible for payment of the amount of the deductible in the event of
a paid claim.

Notwithstanding any other clause in this Contract, the State may recover up to
the liability timits of the insurance policies required herein.

2. WORKERS' COMPENSATION INSURANCE

The Contractor shall take out and maintain during the life of this contract the
statutory Workers' Compensation and Employer's Liability Insurance for all of the
contactors’ employees to be engaged in work on the project under this contract
and, in case any such work is sublet, the Contractor shall require the
Subcontractor similarly to provide Worker's Compensation and Employer's
Liability Insurance for all of the Subcontractor's employees to be engaged in such
work. This policy shall be written to meet the statutory requirements for the state
in which the work is to be performed, including Occupational Disease. The policy
shall include a waiver of subrogation in favor of the State. The COI shall
contain the mandatory COl subrogation waiver language found hereinafter.
The amounts of such insurance shall not be less than the limits stated hereinafter.
For employees working in the State of Nebraska, the policy must be written by an
entity authorized by the State of Nebraska Department of Insurance to write
Workers' Compensation and Employer's Liability Insurance for Nebraska
employees.

COMMERCIAL GENERAL LIABILITY INSURANCE AND COMMERCIAL
AUTOMOBILE LIABILITY INSURANCE

The Contraclor shall take out and maintain during the life of this contract such
Commercial General Liability Insurance and Commercial Automobile Liability
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vJorkers’ Compensation policy shall include a waiver of subrogation in favor
of the State of Nebraska.”

MANDATORY COt LIABILITY WAIVER LANGUAGE

“Commercial General Liability & Commercial Automobile Liability policies shall
rame-include the State of Nebraska as an Additional Insured and the policies
shall be primary and any insurance or self-insurance carried by the State shall
be considered secondary and non-contributory as additionally insured.”

If the mandatory COl subrogation waiver language or mandatory COJ liability
waiver language on the CCI states that the waiver is subject to, condition upon,
or otherwise limit by the insurance policy, a copy of the relevant sections of the
policy must be submitted with the COIl so the State can review the limitations
imposed by the insurance policy.

EVIDENCE OF COVERAGE
The Contractor shall furnish the Contract Manager, with a certificate of insurance
coverage complying with the above requirements prior to beginning work at:

Depariment of Health and Human Services
State Unit on Aging

Medicaid and Long Term Care

Attn: Contract Manager

PO Box 95026

Lincoln, NE 68509

These cerlificates or the cover sheet shall reference the RFP number, and the
certificates shall include the name of the company, policy numbers, effective
dates, dates of expiration, and amounts and types of coverage afforded. If the
State is damaged by the failure of the Contractor to maintain such insurance, then
the Contractor shall be responsible for all reasonable costs properly aitributable
thereto.

Reasonable notice of cancellation of any required insurance policy must be
submitied to the contract manager as listed above when issued and a new
coverage binder shall be submitted immediately to ensure no break in coverage.

DEVIATIONS

The insurance requirements are subject io limited negotiation. Negotiation
typically includes, but is not necessarily limited to, the correct type of coverage,
necessity for Workers® Compensation, and the type of automobile coverage
carried by the Contractor.
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WellSky is pleased to respond to the requirements of Section 2 Corporate Overview in

Sections 2.a through 2.j below.

Full Corporate Name;

WellSky Corporation

organization?:

Headquarters Address: 11711 W. 79" Sireet
Lenexa, KS 66214
_L....‘, i g lization: Corporation
State of Incorporation: New York
Year of Organization: 1970
Has named changed since initial Yes
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WellSky, founded in 1980 and headquartered in Lenexa, Kansas, is a leading provider
of enterprise software, providing critical technology solutions to a broad spectrum of
healthcare clients that operate in complex environments. WellSky was acquired by
TPG Capital in February 2017. TPG Capital headquartered in Fort Worth and San
Francisco, TPG now has over $94 billion under management with investment and
operational teams in 16 offices around the world.

Under TPG ownership, the Company has pursued profitable, responsible growth
through the implementation of both organic and strategic initiatives; growing EBITDA by
$41 million (or 59%) since TPG’s acquisition. The Company has completed the highly
strategic acquisitions of Kinnser, Fazzi, BlueStrata and Rock Pond, which served to
further diversify the business and increase recurring revenue.

WellSky had a strong start to the fiscal year with YoY growth in bookings, revenue and
EBITDA. For the twelve months ended 9/30/2018, the Company generated Pro Forma
Revenue and Pro Forma Adjusted EBITDA of $266 million and $113million,
respectively. Recurring revenue represented 83% of total revenue for the quarter
ended 9/30/2018. Consolidated revenue for Q1 (9/30/2018) finished at $69 million
compared to $64 million in Q1 prior year, a YoY increase of 7%.

WeliSky has several banking partners used for day to day operations (e.g. payroll,
payment processing) and for financing. WellSky would be pleased to provide contact
information for one or more of our partners based on the purpose of the RFP evaluation
team's inquiry.
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As of the proposal due date, WellSky Corporation does not anticipate any change in
ownership or control of the company during the twelve (12) months following the
proposal due date.

WellSky's office location responsible for performance of this contract is:
11711 W. 79" Street
Lenexa, KS 66214

WellSky's predecessor Mediware was contracted with:
State of Nebraska Department of Health & Human Services
Start Date: 2/1/07

Term End: 1/31/17

Annual Amt: $8,184.00
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more than the Older Americans Act, including Medicaid Waivers, adult protective
services, critical incident management, care transitions, housing and homelessness,
behavioral health, medication management, electronic visit verification and more. As
care models evolve, and agency missions expand, WellSky is the only software vendor
that offers a highly extensible and modular platform to meet its customers’ current and
future needs. WellSky has the experience and scale to provide solutions that address
the fact that many service recipients are receiving services from multiple agencies and
funders. WellSky's products are designed to manage consumer care coordination
across multiple entities and up and down the eco-system of care, allowing collaboration
among payers, care managers, providers, and other stakeholders accessing a global
consumer record.

Customer Agency: Oklahoma Department of Human Services
Contact:

Karen Poteet

Director, Aging Services

2401 NW 23rd Suite 40

Oklahoma City, OK 73107
4NR-521-6206

Project Dates: 2016 — Present; Actual: 2016 — Present

Contractor’s Responsibilities:

The Oklahoma Department of Human Services is implementing WellSky Human
Services. The 4 core functional areas included in this implementation are as
follows: Consumers, Incidents and Inquiries, Providers, & Financials. Interfaces to
and from the WellSky application are as follows: EVV, MMIS, Referral Data (Clinical
and Financial), and Consumer Directed Assistance Applications. The Oklahoma
Department of Human Services project is on track o be successfully completed within
16-18 months. Oklahoma in 2018, moved forward with expanding to include Older
Americans Act programs which has extended the project.

Project role: Prime contractor
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Customer Agency: vwY Uepartment of Health, Aging Division

Contact:

Jeanne Scheneman
Program Manager

6101 Yellowstone Road
Thavanna WY 890011

(3Uf) {1 {-BDOD

Project Dates: Planned: 2013 — 2014, Actual: 2013 — Present

Contractor’s Responsibilities:
WellSky provides the following solutions to support Wyoming’s operational and
reporting needs —

- L4 » - L ] L] »

SAMS

NAPIS State Reporting (to support the National Aging Program Information
System)

SAMS Information & Referral (2015)

SAMScan

Mobile Assessments

Assessment Designer

OmbudsManager

ORT Reporting - to support the National Ombudsman Reporting System
Adult Protective Services, APS (February 2014)

Project role: Prime contractor

Page 42



Customer Agency: Eastern Nebraska Office on Aging (ENOA)

Contact:

Dennis Loose
ENOA Executive Director

4780 S. 131% Street
Nmaha NF AR137

(4U2) 444-49U2

Project Dates: Planned: 2017 — Present; Actual: 2017- Present

Contractor’'s Responsibilities: -

ENOA currently utilizes the SAMS system daily for their Home Delivered Meals
program. ENOA purchased the SAMS Case Management system to replace the
antiquated, unreliable and unsupported program that was being utilized. ENOA
coordinates the delivery of over 700 home delivered meals per day to our
community’'s most vulnerable adults, so it is imperative that they have a system that is
unfailing. Due to the complexities of a daily home delivered meals program the initial
configuration, mapping, set-up, testing and validation took approximately six months
to ensure the system met ENOA’s needs. Now the SAMS system enables ENOA to
plan, track and manage the Meals on Wheels program by including client intake, call
management, screenings, assessments, care planning, service delivery,
reassessment and reporting capabilities. Because State and Federal mandates
require compliance with reporting requirements for National Aging Program
Information Systems (NAPIS) and other aging and adult services program
regulations, this system provides ENOA with accurate and timely reporting that is
essential to secure continued funding for agency tasks and enables ENOA to
continue to serve our clients.

ENOA is in the final implementation process of utilizing the SAMS system for one of
our volunteer programs. The configuration, set-up, testing and validation are
complete. The SAMS system will enable ENOA to do volunteer and client intake, call
management, screenings, assessments, care planning {matching), service delivery,
reassessment and reporting capabilities.

Project role: Prime contractor
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WellSky's implementation would anticipate a project team consisting of various roles
including, but not limited to:

« Project Director — Max Wilcox, Manager Implementations

o Project Manager — Jennifer Duwall, Project Manager

* Implementation Consultant — Jeff Benjamin, Sr. Implementation Specialist
» Technical Analyst — Dan Jolly, Technical Consultant

The detailed project plan that will be developed at the project initiation will provide
timing and resourcing dependent upon those modules being deployed. The early
stages of the project primarily involve project managers and implementation consultants
and analysts where there is a heavy focus on project planning and requirements
analysis.

The WellSky team will include a core team of experienced professionals to work with
the DHHS project team. To move DHHS toward its transformation goals with great
software delivered on time and within budget, the WellSky team is fully prepared to
staff, manage, control, and execute the project in accordance with the proven
implementation methodology. Qur staffing model focuses on bringing resources to bear
only when required, managing time “on the ground” at the customer site, which reduces
costs and improves efficiency. The management and leadership structure is also lighter
than custom Design-Develop-Install teams, relying on proven tools and processes to
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and post-implementation support to monitor support issues and ensure good
communication between the State and the WellSky project team.

WellSky’s Team

WellSky's key project team members will be skilled personnel bringing a range of
talents to support staffing continuity throughout the project. The key members are the
Project Manager, Implementation Consultant, and Technical Analyst. Other important
resources may include integration developers, and quality analysts. All of WellSky's
resources are experienced in their assigned project roles and all have served on several
implementation teams. WellSky's proposed team also brings extensive relevant
experience and knowledge from other assignments involving the HHS network that can
be leveraged to optimize the WellSky solution and to help achieve the initiative’s goals
and objectives. For example, Jeff Benjamin, the implementation consultant expected to
be assigned to this project serves as a vendor system administrator for the Hawaii
Executive Office on Aging (SUA). Experience from that role will be invaluable as he
works with the DHHS team to configure the WellSky solution.

WellSky's Project Manager will lead the project with the assistance of a State Project
Manager, involving project resources when appropriate during each phase of the
project. In addition, the WellSky Project Manager performs typical project control and
execution oversight tasks including issue management, communications management,
status reporting, and project planning and scheduling. The Project Manager also
provides special consulting to the DHHS project team to help ensure successful
business integration and an appropriate functional design for the system.

WellSky’s Implementation Consultant is responsible for assessing the requirements of
the in-scope system and translating these requirements into a design that meets current
needs with flexibility for future changes. The Implementation Consultant is responsible
for process analysis, configuration, validation, training, and deployment of the proposed
solution. The Implementation Consuitant will contribute advanced expertise and
assistance to address any issues that may arise during the “Go Live” transition and
subsequent support period.

The Technical Analyst is accountable for guiding and ensuring successful delivery of
the collaborative work of the “technical team.” The technical team is comprised of
resources from both WellSky and DHHS’ organization, with responsibility for
requirements, SQL queries and scripts, integration design, data-related tasks, and
testing. In this engagement, the technical analyst will primarily be responsible for data
exchanges with the ENOA and Aging Partners systems.
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The Account Manager 1s a member of the services organization and assists with the
transition from “Go Live” to ongoing (regular) support and maintenance operations. The
Account Manager will coordinate handoffs between vendor groups to ensure a smooth
transition from the project's implementation team to the Customer Care Analysts. In
addition to the WellSky Support team, an Account Manager will be assigned to DHHS to
assist with the overall customer relationship, serving as the voice of the customer to
WellSky's line of business teams. Escalation: WellSky Customer Care Analysts
(CCAs), WellSky Support Management, and or the Account Manager will be escalation
points of contacts for escalated issues, questions or suggestions related to support for
application functionality that has been deployed tc production.

Other Roles

Project Director (Executive escalation path; not a project resource)

The WellSky Project Director will participate in checkpoint meetings, monitor the
quality of the project, and helps ensure that WellSky resources are made available to
the project as needed on the required timelines. Having extensive experience, the
Project Director also will provide mentoring and specialized assistance to help the
Project Manager and the project team in solving complex problems and achieving all in-
scope objectives.

Resumes

Resumes for Key Staff anticipated for this project are on the pages following. Page
numbering is non-sequential.
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programs. The projects extended intake, service planning, and billing responsibilities to end
users at more than 25 provider sites.

Business Process Reconflguration, Schenectady County, NY-03/11 to 06/11

As a senior consultant and product experl, Max lead a consulting project to reconfigure the
customer's administretive structure and workflows and better fit their business processes to
improve usability, efficiency and reporting capabilities for end users. This involved extensive
business process analysis, data remapping, workflow and training manual updates, and end
user training.

Bachelor in Science Degree in Business Management - Champlain Collage, Burington, VT
12/88 M









Normalization of and Migration to the Standardized SAMS NY Admin Structure 3/11
through 5/12 (Albany, Washington, and Schenectady]

As Lead Technical Analyst, primary duties included providing senlor level assislanca in
developing a standard NY SAMS Admin struciure to help to more effectively utilize SAMS
and Improve daily use of the system and reporling to NYSFQA. Additional tasks include
devalopment of the data conversions plan to the new admin structure, support end users
and management in understanding and using SAMS standard reports, managing all
migration and converslon 1asks, weekly team meetings, continuai communications with the
agencies' technical and business contacts, and post ga live suppart for end users and state
reporting naeds.

Statewide Aging Reporting Database, Arkansas Division of Aging and Adult Services
~10/12 to present

As Lead Technical Analyst, | am coordinating a collaborative effort to create an
axport/import pratacol for agencies to submit data to a centralized Harmony for Aging
system for state reporling and analysis. This entails collaborating with ten agencies to
maka unifonm decisions based on comprehensive data creating a single peint of information
ensuring consistency across all agencies throughout the state. | am also responsible for
perfonming the merges and consolation tasks associated with the agency and siate
databases.

Harmony for APS Implementation, Vermont Agency for Human Services = 4/13 to
Pragent

As the Hanmony Advanced Reporling managed service SQL Reporl Writer and Technical
Analyst, for Hanmeny's ad hoc reporling solution; | am providing requirements gathering,
specification development as well as being the reporl developer responsible for creating
SQL reporis using SQL Server Reporting Services integrated with Sharepoint and Report
Builder.

| coniinue to play an aclive role in supporling this customer on a regular basis. Providing
technical consultation whan needed.

Harmony Advanced Reporting Report Writer, Broome County Office for Aging — 613
to 7113

As the Harmony Advanced Reporling SQL Repor Writer, for Harmony's ad hoc reporling
solution; | provided specification development as well as reporl development and QA for
creating SQL reports using SQAL Server Reporting Services integrated with Sharepoint and

Reporl Builder. Supported end-users with ad hoc queries and report development,

Statewide Aging Database Consolidation, Malne Office for Aging and Disahility
Services = 9/12 to 3113

As Lead Technical Analyst, | led a successful effort to consolidate five agency databases
into one statewide system. This involved collaborating with system administrators at the
agencies and state, assisting with configuration changes, performing the imporl / exporl
functions, overseeing and praducing validation documentation and procedures, praviding
post go live support and clean-up scripts.

WellS.com -2-



Statewide Aging Database Consolidation, Vermont Department of Disabilities Aging
and Dependent Living (VT DAIL} — 8/11 to 3/12

As Lead Technical Analyst, | participated in the data preparation, test consolidation and live
consalidation task for a project that consolidated five agency databases into one statewide
system. Consolidation activity involved the alignment and remapping of cansumer
trangactions hased on a defined standard SAMS Administrative structura.

Lead Technical Analyst, Technical Analyst and Trainer, Maine Office of Elder
Services: 07/2012 — 04/2013

As Lead Technical Analyst, my primary duties include requiremenls gathering, business
analysis and technical assistance for the consolidation of 5 Agency SAMS databases in the
State of Maine into a single consolidated database. This technical analysis included working
closely with Agency Administrators to identify a common administrative structure for use in
the new SAMS database environment, performing the mapping support as well as the
mergas and consolidations of the databases.

Lead Technical Analyst, Texas Department of Aging and Disability Services: 02/2010 — 10/2010

As Lead Technical &nalyst, primary duties included providing senior level assistance for 28 Area Agencies on Aging systems; AlM,
SAMS, Q, and SABER data conversions. Additional tasks include development of the data conversion plan, support end-users and
management in u danding and using SAMS standard reporis as well as ad hoc query and report development, weekly team
meetings and continual communications with tha technical contacts at each of the 28 Area Agencies on Aging.

Lead Business Technical Analyst, New Jersey Division of Aging and Community Servicas: 01/2009 - 07/2012

As Lead Technical Analyst, primary dulies included data conversion, mapping support, creating and implementing data converston plan
for 21 Area Agencies on Aging, developing and documentation to support data validation, conversion reporls and data clean-up

activilias. Also assisted with ad-hog queries and report development.

New Hampshire Technical Institute, Computer Information Science

MCP ~ Windows NT 4.0 Server



complete a custom assessment and cusiom report.
Business Analyst, lowa Department of Aging (May 2016 — Feb 2017)
Products: SAMS, Mobile Assessment

Jennifer was responsible for business process analysis, configuration
documentation and mapping, setup and configuration, validation, training and
deployment for a successful and timely Go-Live of lowa's state-wide
implementation of SAMS and Mobile Assessments.

For more than 15 states, Jennifer worked as the client's advocate to build a
strong business partnership for success at all levels; including Strategic level,
systemn admin level and users’ level. Also, acted as the central point of contact
or escalation, as needed, for all clients.

Database Administrator 2008 to 2012
Allegheny Area on Aging (Great Lakes Behavioral Instiluts)

Database administrator for SAMS (Social Assistance Management System).
Responsible for installation, support, and training of the SAMS suite of products
for more than 500 users in the Aging Network. Suparvisor over the SAMS Help
Desk for the department of Aging. Created Service Level Agreements for the
current Help desk., Developed and designed the SAMS training curricutum for
the Aging Network, also responsible for all training around the SAMS Suite.
Report directly to the Deputy Director and also work closely with the execulive
staff to establish and maintain standards of service regarding the data integrily
to the SAMS database.

IT Policy and Compliance Analyst 2003 to 2006
Allegheny Energy
IT Policy and Compliance Analyst

Updated architecture modetling tool, organized all aspects of coordinating the
Enterprise Architecture Component reviews including: scheduling meeting with
multiple attendees; follow-ups; running and facilitating the meetings: updating
the modeller tool to recognize the recent changes, publishing {o meeting group
for approval and finally publishing to our intranet site. Project leader for several
projects including: IT 2005 Business plan; Develop 1S Scorecard. Ability to
understand what needs to be changed to implement a more efficient and
smoothly fiowing process associated with my current position. Work closely
with the Director, Enterprise Architecture and Policy 1o prioritize projects.

Support Center Analyst
Allegheny Energy

Support Center Analyst 2/97 to 2/2003

Part of the inifial support center team, contributed to the substantial percentage
of Total percent resolved by Support Center from 51% to 71% over a 2 year
period, actively engaged clienls 1o ensure the completeness of all submitted
tickets, provided ownership of call from initial contact to closure, followed-up



with clients to confirm satisfaction of all stages of suppart, answer all incoming
calls in a friendly and professional manner, comfortable with NT 4.0, Novell
3.11, Windows 95, 98, 2000 and XP, all of the Microsoft Cffice Suite praducts
(Word, Excel, Cutlook & Powerpoint).

Technology Advisor:
Price Waterhouse 2/93 to 6/96

PROJECT COORDINATION: Meet with clients ta determine their needsiwants,
analyse the information, determine what the best means of completing the
praject woltd be: what software to use, what hardware is required, who should
be invotved with the project, what training is needed; develop any databasaes,
spread sheet templates, word processing macros, etc. that would be required
to efficiently complete the project; assist with the implementation to completion
of praject; survey clients afler completion of project ta confirm satisfaction and
look for areas of improvement for future needs'wants of clients.

TRAINING: Analysed the needs of the Pittsburgh office to determine the best
course of action for a training program, Developed an ongoing iraining |

for internal clients on any and all new software; Created manuals, handouts,
and task lisis for classes. Designed and updated training database. Consuited
with ather trainers within other Price Waterhouse branch offices to assist in their
training efforts.

HELPRESK: Established a Helpdesk policy for answering calls, for afl internal
users/clients. Resolved all Helpdesk calls on a daily basis and also developed
a follow-up program to confirm client satisfaction. Established and maintained a
Helpdesk database ta record and track all incoming calis to the Hejpdesk.
Database used for tracking cails to determine when and wha shoutd have
internal training.

Associated degree in Computer Management & Accounting, ICM School of
Business






MFP program requirements to be utilized by Transition Coordinators across the State.
Additional services included remote and ensite training for agency and state staff, as well
as support and consultation for the Project Teams as needed.

Lead Business Analyst, Technical Analyst and Trainer, Maine Office of Elder
Services: 07/2012 - 04/2013

Jefl's primary duties include requirements gathering, business analysis, system
configuration, and technical assistance for the consolidation of 5 Agency WeliSky Aging &
Disability databases in the State of Maine into a single consolidated database. This
analysis included working closely with Agency Adminisirators to identify a common
administrative structure for use in the new database environment. Additional services
included remote and onsite training for agency and state staff, as well as support and
consultation for the Project Teams as needed.

Lead Business Analyst and Trainer, New Jersey Division of Aging and Community
Services: 01/2009 - 12/2015

Jeff's primary duties included requirements gathering, business analysis, system
configuration and development; including the interRAI screening assessment and state-
specific reporls. Addilional services included monthly onslte visits to train state stafl on the
configuration administration, warking with AGIS for coordination of wabsite changes, as
well as onsite visits to AAAS during start-up. Responsibilities included consuttation,
support and analysis for changes to the State’s NJ Choice Assessment process,

Lead Tralner, Texas Department of Aging and Disability Services: 02/2010 - 10/2010

Jeif's primary duties included requirements gathering, creation of training materals and
onsite training for over 500 State, AAA and Provider staff for the Stale-wide NAPIS Aging
System deployment to 28 Area Agencies on Aging.

Businees Analyst and Trainer, Massachusetts Executive Office on Elder Affairs:
2006 — 2007

Jeff's primary duties included regulrements galhering, business analysis, system
configuration and develapment; including the comprehensive assessment forms used for
Intake, Home Care, Mutrition, and Financial data collaclion. Other responsibilities included
the creation of training materials and onsite training for State, AAA and Provider staff for
the State-wide deployment of WelSky Aging & Disabifity Suite of products.

OTHER EXPERIENCE

Essex Meals on Wheels, Board of Directors, Essex Junction, VT: 2011 -
2015

Jeff coordinated a team of EMOW volunteer drivers for WellSky and was
delivering meals himself since 2008.

Operations Engineer, MyWebGrocer.com, Williston, VT: 7/2000 - /2001

= Designed, implemented, modified and tested new and existing Data
Transformation Packages

n Designed and implemented task tracking system

»  Troubleshooting and testing web and intemal middleware applications

= Worked closely with DBA in modifications to labtes, scripts and packages in SQL
Server 7

n Handled incoming data from various remote sources and incorporated into our
data system '

*  Handled ad hoc SQL query data requests

Mediware.com -2-



*  Warked closely with Network Administrator in conversion and maintenance of
internal network infrastructunz
s+ Designed and implemented intemal documentation and data archival systems
¢ Designed, implemenled and documented many internal data handling processes

University of Vermont, Burlington, VT — 5/2000
Bachelor of Science Degree in Computer Science
=  Programming l.anguages {Visual Basic, C/C++, Scheme, HTML,
Turbo Pascal, MASM Assambily Language)
*  Database Languages (Access, Qracle, SQL Server)
= Neftwork Communications
s Software Engineering
Minors in Electrical Engineering and Mathematics
= Clrevit Analysis and Network Functions
Fundamentals of Digital Design
Signals and Systems
Problem Sclving
Basic Combinatorlal Theory and Algarithm Analysis
Applied Probability in Statistics

AMA ¥vebinar. Mmanaging 1 uour ¥rurrivau

Microsofl Project 2007

Programming a Microsofl SQL Service 2000 Database
Crystal Reports 8.0 Fundamentals



WellSky does not intend to subcontract any part of the implementation services in this
engagement.
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As DHHS is aware, State Units on Aging (SUA) and their care network of AAAs,
ADRCs, and providers are being forced to serve more individuals with fewer resources.
As a result, the WellSky solution is focused on providing functionality that enhances
efficiency and improves outcomes. Significantly, the WellSky solution allows (i) a single
client record on a single, integrated solution; (ii) data to follow the person, (iii) workers to
view the data, and (iv) for a holistic view of a consumer, a service, and a program, while
providing single sign-on and role-based security.

The functionality in the WellSky Aging and Disability (formerly known as Mediware
SAMS) software also provides user insights enabled by analytics that helps ensure the
most effective delivery of care and services to the broadest in-need populations. The
system allows customers to use data to evaluate populations holistically and to
administer the proper services at the proper time in the proper care setting.

In addition to market-leading core functionality, the WellSky solutions also include
robust add-on modules. For example, the WellSky Ombudsman nursing home
complaint tracking software was developed as a separate, stand-alone system. This
was done thoughtfully and in ¢onjunction with our Long-Term Care Ombudsman
(LTCO) customers who desired the additional security layer of a separate database to
ensure the privacy and anonymity that is expected in this line of work. We believe this
separate database layer is unique and is a reason that our offering is the market-leader.

In addition to the Ombudsman functionality, WellSky offers solutions for ADRCs, SHIP,
Advanced Reporting, congregate meal tracking, Protective Services, waiver
management, homeless management information systems, 2-1-1 solutions, behavioral
health, and many others. The breadth of our offerings allows us to meaningfully
contribute to the growing missions of our customers and helps our customers address
all the social determinants of health.

WellSky competitors strive to convince sales prospects that their products are
comparable to WellSky Aging and Disability or that they can simply build functionality
that they lack. DHHS can be certain that the WellSky software solution is superior to
competitors’ offerings in functionality because we have spent the last 20 years
parinering with our customers to ensure our software meets their needs.

Depth of Experience
Over 20 years ago, WellSky partnered with the state of Vermont to develop a system

designed specifically to manage Vermont's Older Americans Act program and National
Aging Program Information System (NAPIS) reporting. Over the years we have worked
to continuously improve the functionality and to innovate new solutions to meet
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customer needs. As a result, we now serve 27 SUAs and over 300 AAAs. WellSky and
its products and services are the national standard for successful management of
NAPIS.

The trend toward integrated, statewide systems has spread through the national Long-
Term Services and Supports network, including SUAs. Because of the superior
functionality of our software, WellSky software is the most experienced provider of
statewide solutions. State after state have chosen WellSky to help assure success with
their complex initiatives. WellSky has customers with the following statewide programs:

Older Americans Act
o NAPIS: 27 SUAs and associated AAAs
o Ombudsman Program: 35 State Long Term Care Ombudsman offices
Balancing Incentive Program (BIP)-related initiatives: 4 states
ADRC/NWD: 15 states
Medicaid Waivers for:
o Frail Elders and People with Disabilities: 9 states
o Intellectually/Developmentally Disabled: 4 states
Adult Protective Services: 10 states
SHIP/HIICAP: 8 states ,
Care Transitions: 6 programs in 5 states including Virginia, Michigan, Louisiana,
lllinois and Pennsylvania
Information and Referral (Information and Assistance): 21 states plus 1 current
implementation

A description of relevant customer deployments includes the following:

Massachusetts Office of Elder Affairs uses WellSky software to manage
providers, AAAs (known as ASAPs in MA), Medicaid waivers, state funded
programs, Older Americans Act, and Adult Protective Services. By combining
assessment data from nearly two million interRAlI HomeCare Assessments and
other data within its WellSky system with Medicaid data, EOEA can measure an
“HCBS dividend,” or the money saved through its HCBS interventions.

Georgia Division of Aging Services (DAS) uses WellSky software to manage
Older Americans Act (including an integrated Annual Fiscal Area Planning and
Reimbursement solution), Adult Protective Services, Public Guardianship, ADRC,
AAA’s, and a Medicaid Waiver. DAS’s goal was to replace a legacy system with
a single system that could evolve over time to help it manage all its programs.
Pennsylvania’s Department of Aging has used WellSky software for more than
18 years across its department and all 52 AAAs to help manage its programs for
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older aquits, Inciuoing Vider Americans Act programs and Adult Protective
Services.

« Arkansas’ Division of Aging and Adult Services has elected not to have a single
consolidated database, though all eight of its AAAs use WellSky software to
manage their day-to-day operations. This is the approach we will recommend for
DHHS based on our understanding of your desired approach.

o WeliSky administers the NAPIS and NORS reporting process through a contract
with the Administration for Community Living (ACL). WellSky wrote the federal
NAPIS SRT and the NORS tool, which maintains, hosts and supports the Aging
Network’s data community. WellSky's Older Americans Act (OAA) customers
enjoy the peace of mind that comes from knowing their client-level data is hosted
by the same vendor that maintains the OAA reporting enterprise for ACL.

In the spring of 2017, the National Association of States United for Aging and
Disabilities (NASUAD) surveyed state aging and disability agencies to determine which
provider had the most clients. According to the results, WellSky is the leader.
WellSky's closest competitor had no more than five clients. WellSky understands how
complex these programs are to manage and has the most experience implementing
successful statewide solutions.

Recently, a WellSky statewide solution was supposed to be replaced by a cheaper,
competitor's solution. However, the “cheaper’ competitor was unable to successfully
deploy their solution, and the state has returned to the WellSky solution and extended
our statewide deployment.

Our depth of experience is unmatched in this market and uniquely positions WellSky to
meet your current needs and gives us the experience and breadth of industry
knowledge to partner for your long-term success.

Nebraska Experience
WellSky understands that DHHS' new system must have the ability to handle up to 250

users across multiple teams. Those teams include the State Unit on Aging, Area
Agencies on Aging, and Information Systems & Technology. Of the eight AAAs, six wilt
be utilizing the solution exclusively while two, Eastern Nebraska AAA (ENOA) and
Aging Partners (Lincoln), will continue to utilize WellSky Aging and Disability. By
choosing WellSky, DHHS will gain a partner that has unparalleled experience serving
SUAs and the most direct experience with Nebraska AAAs.

This experience matters because SUA have unique concerns beyond OAA reporting.
DHHS manages a variety of programs and services across a large state with urban and
rural areas. WellSky Aging and Disability software is in use in Nebraska's two largest
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AAAs. We not only helped ENOA and Aging Partners implement OAA nutrition
programs in their implementations, but we have also assisted ENOA to expand use of
our solution to manage volunteer programs. WellSky understands conditions “on the
ground” in Nebraska, which will ensure that we can effectively and efficiently implement
an aging information management system that will manage DHHS’ programs and
Nebraska’s uniqgue conditions today and to expand to address new challenges
tomorrow.

Financial Stability

Partnering with a well-resourced, financially sound and growing company like WellSky
minimizes many serious risks to DHHS which also contributes to overall best value.
WellSky is a financially stable company with a track record of growth in an industry
where many vendors are “bootstrapped” with few resources. This fact is important in
the rare instance that something goes wrong. WellSky’'s headquarters is in Lenexa,
Kansas just 200 miles from Lincoln, enabling us to quickly bring resources to bear
should it be warranted. WellSky also maintains an office in Reston, VA, just outside
Washington, DC. Its proximity to federal offices, including the Administration on
Community Living and the Centers for Medicare and Medicaid Services, has allowed us
to forge strong, long-term relationships with key funders and policy makers. For more
than a decade, we have been a premier financial sponsor of the National Association of
Area Agencies on Aging (N4A) and the National Association of State Units on Aging
and Disabilities (NASUAD). We are proud to be one of two premier sponsors of N4A's
Leadership Institute which provides coaching and guidance to thought leaders
throughout the national Aging Network. With the benefit of a large and diverse
customer base, and strong financial backing of TPG Capital, WellSky typically re-invests
more than $100,000 each year back into LTSS associations and their programs.

WellSky has served this market for more than 20 years. We are excited to be a leader
in the space and are committed to accelerating our investment and growth in our SUA-
related products and customers. In fact, we believe our strong financial position
(especially compared to the small competitors in the market) and our commitment to the
market, makes WellSky the most attractive long-term partner for DHHS.

Unparalleled Added Value
Over time WellSky customers frequently develop innovative ideas on how to better

serve their citizens through the introduction of new programs and the use of new
technology. As customers’ needs have grown, WellSky has enhanced existing products
and added modules and solutions to its suite of software. Many customers now use
WellSky solutions to manage Older American Act programs as well as their Aging and
Disability Resource Centers, Adult Protective Services, state-funded programs,
Ombudsman, Medicaid waivers, incident Management, Public Guardianship programs,
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and many more. As Vvelisky nas continued to grow, we have always remained true to
our core focus of building solutions that help our customers efficiently and effectively
serve persons who are aging or those who have a disability.

In the long-term, we believe data and analytics will be key to the success of all our
customers. Therefore, WellSky is making a $50 million investment in growing our
capabilities in data analytics. This investment will help us create products and
solutions that will assist agency- and state-level customers to use data to improve
outcomes and provide better, more efficient care.

WellSky has also expanded our business into managed care, adding competencies that
SUA customers may leverage as they help their AAA partners integrate their
organizations with MCO payers in the broader healthcare and human services fields.

As noted, as a value add in this proposal, WellSky offers Wel/lSky Ombudsman, the
most comprehensive and widely used ombudsman ¢ase management system available.
Part of WellSKky's integrated suite of social service software products, WellSky
Ombudsman provides intuitive and comprehensive nursing home complaint
management and fully automated federal NORS reporting. WellSky Ombudsman
automates the management and tracking of ombudsman program workloads; generates
flexible, powerful reports across many variables; and integrates ombudsman information
management across regions throughout the state.

We have also recently expanded our offerings within the traditional Older Americans Act
programs by adding functionality to help SUAs manage Area Plans. The WellSky
Human Services Area Plans module allows SUAs and their AAAs to easily create,
manage, approve, and amend annual fiscal plans and associated reimbursement
requests. This new functionality is already in use at one SUA and its 12 AAAs. The
module was specifically designed to alleviate common pain points including exchange
and management of spreadsheets (templates), lengthy and Iabor intensive manual
review and approval ¢ycles, manual syncing and population of delivered services data,
and repeated exchanges of documents between AAAs and the SUA. This WellSky
module uses “smart automation” to simplify or eliminate manual data entry and/or
review where possible. This allows staff to focus on tasks that require human expertise
and experience. Smart automation includes tasks such as automatically populating
data wherever possible, limiting data entry errors by presenting the user with only valid
options, automatically enforcing business policy and regulations (including match and
in-kind requirements), maintaining a clear separation of duties, and a pristine audit trail.
This methodology results in rapid review cycles, timely and accurate payments, reduced
churn, and improved data for reporting and business/trend analysis.
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The Area Plans module i1s part of the WellSky product suite and, as such, can be fully
integrated with other modules, including WellSky Aging and Disability. This means that
a state unit on aging can implement the Area Plans module without requiring existing
AAAs that already use WeliSky Aging and Disability io make any changes; a standard
interface would allow them to connect to the module, giving the state a single location
from which to approve and manage all area plan fiscal plans, budgets, and
reimbursements. Additionally, implementation of the Area Plans module opens the door
to easily adding/implementing other major programs in the future. This module is
offered as a value-added option in our proposal.

Low Risk

Seamless Interoperability with AAAs

Aging Partners and Eastern Nebraska Office on Aging (ENOA) have been utilizing
WeliSky Aging and Disability to manage their Older Americans Act business for nearly
four and two years, respectively. The combined deployments of Aging Partners and
ENOA handle 55% of the 65+ population in Nebraska today.

If WellSky is selected, DHHS data management with its largest AAAs will not be an
issue. The WellSky solution is the same product with the same data structure that
ENOA and Aging Partners use. The exchange of information will be seamless.
WellSky's competitors routinely claim they have successfully integrated data from the
WeliSky Aging and Disability solution or that they “know [the WellSky] database better”
than WellSky does. Obviously, nobody knows the WellSky system and data structure
better than we do, and we are truly the only provider able to ensure the successful
exchange of information between systems.

Proven Value

While DHHS is in many ways unique among its peer

agencies across the country, the challenges faced by

DHHS are not unique. In 2006, the Massachusetts

Executive Office of Elder Affairs (EOEA) found itself

overseeing more than $150 million in Long Term

Services and Supports (LTSS) spending with access

to virtually no data about how the funds were utilized at the local ievel and without the
ability to measure outcomes. In fact, the 27 regional Aging Services Access Points
(ASAPs)/AAAs each housed standalone databases and reported aggregated data to the
state only occasionally. EOEA was determined to create a statewide data system for
three primary purposes to — (i) provide the tools needed to responsibly oversee the
Older Americans Act, two state-funded home care programs and a large Medicaid
waiver,; (ii} provide technology for the AAAs for efficiency and improved outcomes; and
{iii} have access to data which would allow it to prove the efficacy of home and
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community-based services once and for all. Through an RFP process, EOEA selected
WaellSky to achieve these goals. Today WellSky supports nearly 5,000 end users in
Massachusetts and houses a remarkably deep data store for EOEA, including more
than 2 million MDS HC Level 2 assessments for more than 400,000 consumers
receiving more than $1 billion in home care services. EOEA affirms it not only
accomplished its goals, but also successfully expanded them over time.

Software Reliability, Secure Infrastructure

WeliSky Aging and Disability has been in continuous, productive use for more than 20
years without ever causing a customer to experience significant downtime. WellSky
serves hundreds of customer agencies with thousands of users with an average uptime
exceeding 99.9%. WellSky has the proven infrastructure to support DHHS’s current
and growing need for reliable software. We believe WellSky is alone in our ability to
make these claims.

As a longstanding expert in health and well-being information technology, WellSky
monitors and reacts to trends in the market. Data breeches and cyber-attacks
specifically targeting healthcare and the human services space will increase over time.
The Federal government will likely respond with increased rules and regulations that will
affect agencies such as DHHS. WellSky continues to make significant investments in
its security and infrastructure. WellSky uses SSAE-16 SOC 2 ceriified data centers
which are increasingly required by auditors and demonstrate a commitment to strong
and well-maintained security practices. Additionally, our user roles and access controls
are among the most configurable in the market, ensuring that only the right person has
the right access to the right data at the right time. As DHHS knows, CMS has
significantly increased the number of fines for HIPAA violations over the past 18
months. These fines can be substantial, result in adverse impact to citizens, and garner
unwanted public attention for agencies such as DHHS. WellSky is well-positioned to
protect DHHS’ data. While there can never be a guarantee of data security, DHHS
should consider whether other vendors are able to invest enough in security when
calculating best value to the State.

On-time and On-budget Delivery

As part of the original WellSky project with the Texas HHSC, WellSky delivered, on-time
and on-budget, to its goal of consolidating 28 AAA databases into one statewide
database to perform care management, care coordination, care planning, service
authorization and service delivery, information and referral (I&R}, enterprise-level
reporting, and SHIP reporting.

More recently, WellSky fully implemented its LTSS management solution to five MCQO's
in Texas for a new Managed Medicaid Program in a highly-compressed timeline (under
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six months for one MCOQ). Each of these MCOs required multiple interfaces to their
core systems, and all were delivered on time. This proven ability to deliver on
commitments is another way WellSky delivers value and minimizes risk for DHHS.

The process of transitioning to a new software system is challenging and inherently
risky. Because of WellSky’s substantial experience, large customer base, investments
in security and our products, and our commitment to partner with DHHS, we believe that
WellSky is a very good and safe choice for DHHS.

Implementation Approach
WellSky has demonstrated over 20 years of successful deployments of the Well Aging

and Disability software. While federal requirements may be the same from state to
state, WellSky understands that each state may have its own unique programs or
business requirements. Therefore, while WellSky uses a standardized implementation
process, the approach includes the time to complete analysis and discovery of DHHS’
specific business requirements to incorporate into this streamlined process.

WellSky's extensive client base has been using many of the assessments mentioned in
the document for years. Those assessments include: interRAl, SLUMS, caregiver
assessments and Web Intake/NWD assessments and WellSky can provide guidance on
actual use of these assessments using the WellSky Aging and Disability software.

Leveraging WellSky's existing presence in Nebraska allows for a seamless data
integration between the AAAs using the WellSky Aging and Disability solutions and
DHHS. Other vendors will have to translate the data that is exported from the AAAs into
formats accepted by their application. While this may be a routine technical process, it
would require additional time and validation from DHHS resources that can add time
and complexity to the deployment process. Despite competitors’ claims to the contrary,
several of WellSky's AAA customers in the few states where WellSky does not provide
the statewide system have complained that data feeds to the competitor system have
routinely experienced problems or inaccuracies. In WellSky’s proposed solution, two
instances of the same solution will communicate — using ENOA’s configuration as a
base. WellSky's solution is the lowest risk approach to interfacing with ENOA and
Aging Partners.

WellSky's experienced implementation consultants can make technology
recommendations based on workflow and business needs leveraging knowledge from
similar implementations for Nebraska’'s peers. Likewise, WellSky has a strategic
advantage over other vendors since we can begin reviewing documentation from the
Omaha and Lincoln deployments which covers 55% of the 65+ population in Nebraska.
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By partnering with wellsky, DHHS will have a partner that has experience at a national
level, experience with NE AAAs and an approach that has been tested and refined over
years of practice.
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WellSky's approach to meeting the requirements of the Scope of Work is for DHHS to
deploy the WellSky Aging and Disability solution already in use in the two largest Area
Agencies on Aging in Nebraska. By leveraging the WeliSky Aging and Disability
configuration already implemented by Eastern Nebraska Office on Aging as a base,
WellSky will further expand the configuration of the solution to meet DHHS's
specifications. For this reason, WellSky’s approach represents the lowest risk for
DHHS. Other competitor solutions will not seamlessly integrate with the WellSky
solutions already deployed and other vendors cannot leverage the robust configurations
already successfully in use to capture essential data in Nebraska.

As DHHS may be aware, since the WellSky approach centers on the use of the WellSky
Aging and Disability solution, configuration management and version control are
markedly different than in a custom development project.

The software modules in the solution are versioned as part of their development, but
DHHS’s specific implementation is not dependent on version, as configuration is
completed through buiit-in administrative configuration tools — not changes to software
code. Any updates to the software code for new functionality and defect corrections,
are coordinated and collaborated through a change control process that WellSky has
established with the team of DHHS System Administrators that defines how software
upgrades are deployed in the non-production and production environments.

Our approach to configuration requires close collaboration within the combined Project
Team; which includes selected members from WellSky as well as the customer. Our
experience has proven this to be an effective way to minimize project risks and ensure a
positive outcome. This approach is also an effective means of knowledge sharing and
creating “shoulder-to-shoulder” experiences that enable selected customer personnel to
develop a deep understanding of the solution’s configuration and options. Mapping
sessions lead to configuration, which allows DHHS to become intimately familiar with
the product solution. This positions DHHS's system administration personnel to remain
self-sufficient long after the project has been launched. DHHS's familiarity with the
WellSky Aging and Disability product tools will allow DHHS to adjust configurations
themselves to meet future requirement changes without needing to reengage WellSky,
and without any software development.

During the Configuration Phase the project team conducts Content Validation sessions

to review the configuration components of the system. The configuration of the solution
is guided by the adopted project documents referred to as the Configuration Workbook.
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These templated documents are used by WellSky in all product implementations and
Validation occurs against those project document artifacts as well.

During the Configuration Phase WellSky also conducts the initial data conversion
exercise as defined on the Data Conversion Plan. Training materials and any test case
documentation are prepared during this phase, too. As the project transitions from
Configuration to Validation phases, changes are tracked, approved by the DHHS
Project Team and training of the DHHS Validation Team will occur, as defined in the
Training Plan.

The proposed solution is based on a COTS product, purpose-built for organizations that
manage long-term care services and supports. The solution has already been tailored
using built-in configuration tools and controls to meet the needs of AAAs in Nebraska.
The requirements mapping and configuration efforts in this project will ensure that
DHHS needs are also met.

As described in detail here and in other sections of this proposal, mapping DHHS's
requirements to functions within the solution, operationalizing those requirements
through configuration, and validating the configured solution are key processes in the
overall implementation methodology in an active implementation. This configuration
methodology follows the same paradigm as WellSky's software development
methodology. However, source code is not changed; WellSky uses our COTS
configuration tools to tailor application behavior to meet DHHS requirements.

The proposed WeliSky Aging and Disability solution offers features designed specifically
to enable States and AAAs to assess, plan, track, manage, and invoice for services
delivered to its consumers. Used by over half of the AAAs across the country, WellSky
Aging and Disability has been optimized for Area Agency on Aging use with tools that
have been created based on feedback from the user community.

Utilizing an easy-to-use interface, staff members are alerted to new referrals and
consumers through reai-time, customizable dashboards, ensuring that important
activities, tasks, and events are never missed. Staff members can work with assigned
consumers to conduct in-depth assessments using the customizabie WellSky Aging and
Disability Assessments, determining eligibility and driving proper program enroliment.
These assessments provide a historic view of all previous answers given by the
consumer and immediate insight into the consumer’s evolving status.

Once enrolled in the appropriate service program, consumers can work with care
managers to collaborate on the care they receive and the providers they choose to work
with. Service plans are created and can generate service order authorizations, giving
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provigers tne necessary intormation needed in order to complete the service delivery

cycle.

Service deliveries can then be recorded for one consumer at a time, or through various
bulk service delivery tools, designed to facilitate data entry, reducing errors, and
promoting consistency of data tracking. Once deliveries are recorded, invoices can be
created, as necessary, allowing providers to bill agencies for services rendered, or
organizations can bill consumers directly. . In addition, agencies can monitor provider
activity in real-time via the contract functionality, ensuring delivered services do not
exceed contracted limits without necessary intervention.

Efficacy of programs and services can be evaluated using various included reports, as
well as via WellSky's Advanced Reporting solution, providing direct access to raw data
for custom reporting needs.

Key aspects of the proposed solution include:

Intake — Comprehensive call tracking module allows for easy collection of
contact related data, integrating seamlessly with other modules within WellSky
Aging and Disability.

Task Management—WellSky Dashboards will alert users to overdue, upcoming,
and incoming tasks and activities, giving care managers control of their
caseloads.

Assessments—Assessment forms are available to case workers to assess and
reassess client needs. The forms reside in the consumer record and can be
completed during periodic checkpoints. Forms can be custom configured and
added to the solution, without any vendar intervention, in order to replicate the
paper forms in use throughout the state today. In addition, WellSky's Mobile
Assessment solution allows for assessments to be conducted remotely, with or
without Internet connectivity, with a seamless integration with the centralized
case management database.

Case Management—Advanced features provide detailed service planning and
budgeting, progress notes, real-time monitoring of service deliveries and
outcomes for a comprehensive management and oversight of a Case Manager's
caseload of clients.

Care Planning, Service Authorization, and Service Delivery—Care planning
and case management tools aliow care managers to record diagnoses and
overall goals, plan and authorize a consumer’s complete schedule of services,
and record service delivery. WellSky’s bulk data entry tool allows for services to
be recorded swiftly, accurately, and efficiently.
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Activities and Reterrals—Staff members are able to assign referral follow-ups,
consumer visits, and other tasks. Activities and referrals can be shared among
staff workers, allowing communication within the organization.

Multi-Program Support—Track multiple programs and funding sources to
reduce administrative overhead and increase reimbursement rates.

Communication and Collaboration—WellSky's integrated global consumer
record model promotes streamlined communication and collaboration among
workers.

Integrated Fiscal Management - Fiscal management features include
enforcement of contracts, identification and distribution of funding sources, and
invoicing/claiming functionality.

Word Template Integration — Create custom printouts using Microsoft Word
Merge documents, complete with custom graphics and a personalized layout,
that can be placed throughout the application, as needed, and automatically
populated with WellSky Aging and Disability database.

Automated Workflows — Administrators can utilize the powerful Workflow
Design tool to create workflow triggers that automatically execute based on data
entered by various users, ensuring data entry and process consistency from
worker-to-worker and ultimately improving the overall quality of care.

Resource Directory — Manage provider resource data in the WellSky Aging and
Disability database for use internally with integrated call tracking functionality, as
well as creating a public facing website environment with the WeliSky Resource
Directory. Resource information includes, but is not limited to, resource
addresses, phone numbers, contacts, services offered, descriptions, hours of
operation, and services areas, and provides robust search features for finding
data and creating referrals.
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WellSky uses a structured implementation methodology which involves nine phases:

l.

Il.
.
V.
V.
vl
VII.
VIl
1X.

Project Planning

Requirements

Configuration

Design

Development, [nterfaces and [ntegration
Data conversion

Testing

Training/Validation

Final Preparation, Deployment & Go-Live

WellSky's collaborative implementation approach involves strong customer participation
throughout all project phases. Benefits of this approach include:

Developing customer project management and training capacity

Integrating the WellSky Aging and Disability solution workflow into the
customer business process workflow

Hands-on application of system administration skills through customer
participation in configuration work

Building a foundation for customer organization post-go-live support through
hands-on validation and end user training

Measuring customer satisfaction against project success criteria shaped by
customer input
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As WellSky and DHHS progress through the project, WellSky will request written
acceptance of deliverables and milestones by DHHS to verify that WellSky's products
and services meet expectations and satisfy requirements.

WellSky has provided with this proposal a preliminary project plan in Microsoft Project
format that details:

» Project Phases and Tasks required for the entire project,

o Timeframes for each Task and Phase

¢ Assigned resources by Role

» Deliverables and Deliverable Sign-Off Milestones

The narrative below describes WellSky's proven standard implementation process for
configuration and deployment of the proposed software solution.

l. Project Planning

The first implementation phase includes project planning and project management
activities. WellSky will use its standard project management strategies and templates to
build and maintain a detailed project plan. WellSky utilizes Microsoft Project as the
primary tool for planning project tasks, resource assignments, and schedule.

The initial project plan, which is based on the preliminary project plan submitted with
this proposal, is finalized following the execution of the contract and used to frame the
project task schedule and establish a baseline. The WellSky project manager will
maintain and update the overall project plan with input from the DHHS project manager
throughout the implementation and augment it by developing smaller plans focused on
targeted phases, deliverables or project components, including plans for
communication, risk management, training, and deployment.

Tasks
s Conduct Project Introduction Meeting
« Establish WellSky and Client Project Team Members and Roles
o Conduct Project Kick Off Meeting
« Develop Project Communication Plan
+ Develop Risk Management process/documentation
» Develop detailed Project Plan
e Review Project Plan Scope and Timeline
Resources
WellSky: Project Director, Project Manager, Implementation Consultant(s)
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LDHHS: Froject manager, State team members

Il. Requirements
In the second implementation phase, WellSky and DHHS will collaborate to:
« Review the WellSky Aging and Disabifity templates and features
» Complete interface design discussions
o Capture the DHHS setup and configuration data for WellSky Aging and
Disability
+ Document interface requirements

As part of the kickoff activities, the WellSky team will conduct a review meeting which
will demonstrate WeliSky Aging and Disability to DHHS. During the walk-through,
WellSky will point out the areas requiring decisions and configuration and will help
DHHS identify the information needed to complete the configuration as identified in the
questionnaire completed by DHHS.

During this phase, WellSky technical analysts would meet with DHHS, state, and/or
third-party vendor resources to document requirements relative to planned integrations.

The requirements documents developed from these meetings will be reviewed and
approved by the project team and will then serve as the template for step-by-step
testing instructions in the validation phase of each new implementation.

Tasks
¢ WeliSky Aging and Disability demonstration
» Documentation of configuration decisions
« Regquirements gathering and integration design decision making sessions
o Documentation of integration decisions

Resources
WellSky: Project Manager, Technical Analyst(s) and Implementation Consultant
DHHS: Project Manager, State Project Team
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lll. Conhiguration

Once requirements are documented, WellSky will:
s Create a new site and install the WellSky Aging and Disability
s Perform base configuration

Tasks:
¢ Conduct Discovery Meetings
+ Create and configure WellSky Aging and Disability site
+ Create Configuration/Fit-Gap Workbooks
Resources
WellSky: Project Manager, Implementation Consultant, Technical Analyst
DHHS: Project Manager, DHHS Project Team
IV. Design i

During the Design phase, WellSky will use the Agile Sprint methodology to gathered
detailed requirements definitions and documents, configure, test, demonstrate and
validate. All system details will be documented in a standard configuration document.
Discussion of the Testing Plan will also start during this phase.

Tasks:
s« Document System Details
¢ Discuss Testing Plan
« Implement changes using the Agile Sprint Methodology

Resources:
WellSky: Project Manager, Implementation Consultant, Technical Analyst
DHHS: Project Manager, DHHS Project Team

V. Development, Interfaces and Integration

The WellSky technical analyst will assist with the integration plan for the existing

AAA’s. An integration setup plan will be finalized and approved. The final step in this
phase will be to develop the interface and complete testing. WellSky proposes using the
Aging and Disability AP solution to manage the integration points for the existing
AAA's. WellSky's APl allows for bi-directional exchange of data between Aging and
Disability databases and/or third-party systems. The team will determine the data
points to be included in the solution. WellSky currently supports a standard set of data
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points. Any additional element outside the standard set might be subject to additional
development costs to expose and integrate against.

Standard Aging and Disability Data Points:
o Consumer Demographics
» Care Enrollments
* Fund Identifiers
» Consumer Activities
+ Locations
¢ Phones
+ Contacts
» Care Managers
s Providers
» Ethnic Groups
» Custom Fields
» Consumer Assessments
« Consumer Calls

Tasks:

o Write the requirements/technical specs to determine the exact data elements to be
integrated

» Development of interface

¢ Integration Testing/Fixing defects

Resources:

WellSky: Project Manager, Implementation Consultant, Technical Analyst,
Developer

DHHS: Project Manager, DHHS Project Team

V1. Data Conversion

Data conversion is critical to any successful implementation. WellSky will convert
demographic data from the NAMIS and ADRC referral dashboard system. Working with
DHHS and other stakeholders to develop a Data Conversion Plan that addresses all
components of the data conversion process.

Tasks:
¢ Mapping Sessions:
o Determination of data elements to be migrated
o Mapping documentation between the two systems
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« Creation of data collection spreadsheets

* Submission of populated data collection templates; test data

¢ Submission cleansing and normalization

+ Import of test data into testing environment

* Validation and QA of testing environment

« Submission of populated data collection templates: production data
¢ Submission cleansing and normalization

« |mport of production data into live environment

« Validation and QA of production data

Resources:
WellSky: Project Manager, Implementation Consultant, Technical Analyst
DHHS: Project Manager, DHHS Project Team

VIl. Testing/Validation

The WellSky project manager will be responsible for developing a testing plan. The
DHHS project manager will provide consultation and assistance in development of the
testing plan so that it addresses topics such as validation objectives, the DHHS
resource assignments, validation instructions, testing activity agenda, testing schedule,
validation results reporting, and validation acceptance criteria.

The overall objectives of validation are to test the product and interface configuration as
documented. Testing activities may also include use case scenarios based on tasks
and processes

DHHS testers will document validation findings and communicate results to the project
team. Validation findings may include variances between requirements documentation
and configuration setup as well as gaps between the WellSky solution workflow and the
DHHS user expectations or preferences. The project team will review and assess
validation findings and agree upon a resolution response to all items.

Upon acceptance of the validation results, the project will move into the training phase.
Tasks:
»  WellSky develops testing scripts/plan

¢ Team performs configuration validation of CommunityPoint site
e DHHS validation signoff
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Resources

WellSky: Project Manager, Implementation Consultant, Technical Analyst
DHHS: Project Manager, DHHS Project Team, DHHS SME Users for User
Acceptance training

VIl Training

The training plan will outline the subject matter to be covered, the method of delivery,
the training timetable, and the students to be trained. The purpose of the plan will be to
assure that the training is properly scoped and delivered in a timely, effective manner.
The training dates will be detemined jointly by the WellSky Project Manager, the DHHS
Project Manager and the WellSky Implementation Consultant in order to best leverage
the training for orientation of the users. Training will be the train the trainer
methodology. Training will be onsite for approximately twelve (12) trainers at a single
DHHS location in Lincoln, Nebraska. Training materials for the train-the-trainer session
will be provided to DHHS a minimum of three (3) weeks before the onsite training
session(s). DHHS will be responsible for securing training facilities for students being
trained. Facilities must provide each student and the trainer with a workstation and a
hardwired, high speed internet connection.

WellSky will provide DHHS with electronic copies of standard training materials that will
be used in the classes (DHHS will be responsible for printing the materials for the
students). Training materials are the intellectual properties of WellSky. DHHS may
reuse the materials as needed to train additional students only and may not otherwise
distribute proprietary information.

Tasks:
¢ Develop Training Plan
* Provide Standard Training Materials
e Schedule Training
» Conduct end-user training

Resources
WellSky: Project Manager, Implementation Consultant/Trainer
DHHS: Project Manager
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IX. Deployment

The DHHS project manager will develop a deployment plan that addresses topics such
as go-live criteria, user workstation requirements, site connectivity requirements, user
business process logistics, data entry expectations and standards, final production site
preparation, and go-live support approach. The WellSky project manager will provide
consultation and assistance in developing the deployment plan.

Information captured during the validation phase, especially confirmation of technical
and functional readiness, will serve as milestones to production deployment. WellSky
will also provide DHHS with the WellSky SaaS Service Catalogue which contains
documentation about our standard hosting Disaster Recovery Plan and site security
documentation.

Upon completion of training, the project team will hold a go-live checkpoint meeting to
review go-live criteria and confirm the scheduled go-live event. On the scheduled go-
live date, end users will begin using the system at which point the system will be
considered “live”. For a period of at least two weeks after Go Live, the WellSky Project
team will monitor the system for any issues and will serve as the first line of support with
responsibility for triaging and managing any necessary corrective actions. Once the
system has been deemed stable and operational, the Project Team will transition
support responsibilities to WellSky's Customer Care team.

Tasks:
s Golive
e Post Live Project Team support
¢ Transition to WellSky Customer Care

Resources
WellSky: Project Team
DHHS: Project Team

Project Timeline
On the page following, WellSky has provided a draft project timeline reflecting the tasks
and phases in the proposed draft project plan provided in Section 3.e.
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System Testing, end to end, helps ensure that the solution performs in accordance with
the approved specifications and design documents for the solution. System testing will
begin during the Design Phase of the implementation within the sprint-based work plan
and will consist of WellSky and Department team members reviewing and validating
incremental configuration. In addition to validation that occurs during the sprint-based
work, user acceptance testing (UAT) will be conducted separately.

WellSky with create and document multiple test scenarios as well as test cases during
multiple phases of the project. WellSky's testing methodology includes updating test
cases throughout the Sprints within the Design phase. This allows for several
opportunities to adjust and refine each case for the most complete testing in the final
phase, User Acceptance testing.

The primary objectives of User Acceptance Testing are to test DHHS business process
workflows and system configuration based on requirements documentation. The project
team will prepare test cases and provide orientation for testers. In addition to validating
workflow processes and configuration settings, testing activities will also include
validating user role security, reports and outputs, data conversion, and interface data
exchange.

/ :ant project risks and a description of proposed
each risk. This assessment also includes a
: associated with any identified potential failures.

i ngaing approach to the identification of potential
il risks, and provision of information to DHHS that
suppul e wis ey OF risk across the project.
Risk Resnnnse Plan
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WellSky takes a proactive ana open approach to dealing with project risks and issues.
The risk management plan will be finalized and submitted to DHHS Project Team during
the planning phase of the implementation. It will be updated as needed throughout the

length of the project.

The Risk Management Plan identifies strategies for identifying, monitoring and
responding to potential project issues and opportunities.

Typical risk categories:

« Budget risks are noted for material variances where actual progress is
measured against estimates.

s Work progress risks are noted when work products are delayed or time
expended exceeds estimates for work completion.

o External risks are noted when the provision of hardware, software, or other
technical obstacles provided by third party vendors hinder project completion.
These risks are largely transparent to customers in a hosted solution such as
the one planned for DHHS.

« Internal risks are noted when factors such as over allocation or loss of key
personnel affect the project or the assigned resources.

Identified project risks will be monitored through project meetings and status reports,
and the project team will plan and implement responses as appropriate. Response
options include:
¢ Avoidance: eliminate the risk by eliminating the cause
s Acceptance: take no action, allowing any impact to occur
« Mitigation: find a way to reduce the possibility or impact of the risk. Mitigation
strategies may include:
o ldentify, quantify, and develop a risk response
o Develop workarounds
o Implement contingency plans for risks that were anticipated

Below is an example of a common risk:

Risk Provider and local Area Agency on Aging (AAAs) resistance to the
new system
Impact Adoption by providers and local Area Agency on Aging (AAAs) is critical

to ensure accurate and complete information about payments and
budget utilization.

Solution wellSky will ensure that provider stakeholders participate in the project
steering committee and as subject matter experts (SMEs) during
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requirements gathering phases to ensure that provider concerns are
identified and addressed.

WellSky has experience in addressing this issue as encountered in
implementing a statewide system for the Massachusetts Executive
Office of Elder Affairs and New Mexico Aging and Long-Term Services
Department.

WellSky brings the expertise of our team to the project and the implementation of the
software. DHHS project team members will be relied upon for their business knowledge
and understanding of DHHS workflows. The combination of skill sets will be essential in
issue management and forms the foundations for the Issue Management Team (IMT).

WellSky's approach to Issue Management is to work collaboratively with the DHHS
project team to identify, communicate, and resolve issues efficiently in an effort to
minimize impact to project timelines, and thus project success. Issues that arise are
varied by type, and thus may be managed differently according to the situation.
Whether it is a software, process, resource, change request, or project timeline issue,
the key stakeholders for both DHHS and WellSky shall address together.

Issue Identification
The identification of project related issues is key to preventing an impact to project
success. The varied types of issues that may arise may come from varying sources.
Our project team’s experience allows for early identification and assessment of issue
severity to avoid impact regardiess of the nature of the report:
» Steering Level -~ The steering team assesses and manages risks that may turn
into issues.
+» Weekly Status Meeting - Any identified issues are brought up and discussed
during the meeting.
¢ Project Analysts —identify and report issues.
« Users —reports issues to be managed by the IMT.

In each scenario the Project Manager will be responsible for documentation and
communication of issues. As such the PM is required to have a thorough understanding
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of the issue, which requires project, software and business experts to collaborate and
communicate.

Issue severity or priority is an important aspect of issue identification and management.
The priority of an issue is a measure of the business impact and thus a guideline for
timeline of required resolution. The priority descriptions below demonstrate business
impact.

Priority | Priority Level Description
Level
Medium | Low project/ business impact, minor operational issue or
question, product or operational questions, product issue
which a reasonable workaround exists, training questions,
or enhancement suggestion; resolution not required for
continuity of customer’s operation

High One or more features/processes do not seem to be working
as designed; workarounds may be available, timely
resolution wili prevent manual process or lost business
value.

Urgent | Urgent project/business impact, solution or processes are
not functioning at an acceptable level for the majority of
users: customer’s operation is being seriously impacted OR
may refer to a request where resolution is key to a business
critical time-sensitive task.

Critical | Mission Critical Business Impact, Project has been halted
due to a process or solution that is completely unavailable
or unresponsive; the customer’s operation is severely
impacted.

Issue Communication

The Project Manager will maintain an issues log. The log details the issue, the person
reporting the issue, the type of issue (e.g., software, process, resource, change
request), and any related information that supports decision making.

Any identified issues are included in the weekly status meeting agenda and discussed
during the meeting. Progress on their resolution is tracked, and updates provided to the
Issue Reporter(s) and issue escalation procedures implemented if warranted. The
issues log serves as a record of identified issues and their resolution. Items requiring
project sponsor level decisions will be escalated to the steering committee for
resolution.
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I he tollowing intormaton wii pe tracked for each identified issue:
o Issue Title
» |ssue Description
e Reported by
¢ Reported date
e Priority (Medium, High, Urgent, Critical)

*» Impacts
¢ Mitigation approaches
» Status

¢ Target Resolution date or release number
+ Resolution description

Resolution Planning

The IMT will assess the priority or business impact of the issue, and thus begin to
coordinate the need and timelines for resolution. It is important that each team member
bring their relative skill sets and overall project knowledge to coordinate a plan to
resolve reported issues and minimize business/project impact.

The team will contemplate the course of action required to resolve the issue, whether it
be a change to resources, a software change or update, changing timelines, or even
business processes. Individuals on the IMT will present ideas within the group for
consideration. The team will agree upon a resolution and begin to identify the timeline
for the response. Once the timeline and solution have been identified it will be
communicated to the issue reporter and overall project team along with a statement as
to the overall impact to the project.

Organizational change of a strategic nature requires a clear vision, relentless focus,
vocal sponsorship, and the collective effort of many individuals to ensure success. The
envisioned project is no simple undertaking, possibly involving multiple offices,
providers, and numerous other stakeholders whose daily lives will be impacted by the
project. The magnitude of the planned change is material, changing the way work has
typically been done in order to capture and use critical data to reduce and prevent
homelessness.
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The WellSky Team has a deep understanding of how to manage change to achieve
desired business transformation. A major systems project crosses funding sources,
functional areas, organizational units, and even external organizations in the provider
network. The status quo may be antiquated, inadequate, and even frustrating at times,
but to the user base, the existing system is a known variable in their very busy
operational lives. It will be challenging to help stakeholders feel engaged and excited
about the changes unless they can clearly understand the change and ultimately see
themselves as beneficiaries.

The WellSky Team approaches organizational change management using a goal-
oriented methodolegy based on the ADKAR change management model, first published
by Prosci in 1998. The ADKAR model was initially developed to help assess the
effectiveness of communication and training during organizational change. ADKAR
provides a framework for evaluating an organization’s readiness for change and a
model for mitigating gaps in change management progress.

ADKAR is an acronym that translates to a progression of steps that must be achieved to
implement and sustain a successful change. Change happens on two dimensions — the
business dimension and the people dimension. The model assumes that stakeholders
begin in a state of “unawareness” at the start of business change, and they then must
move from that position to “Awareness” of the need for change, followed by “Desire” to
participate and support the change, “Knowledge” on how to change, “Ability” to
implement required skills and behaviors, and “Reinforcement” to sustain change where
stakeholders are expected to adapt to new ways of performing work activities. The
objective is to identify where stakeholders are at the beginning of the project and track
their progression through to Reinforcement as the business change moves from
identification of the business need to post-implementation.

Our project managers understand the importance of business integration when
replacing a legacy system. They achieve and maintain alignment, agreement, and
timely action on project matters through direct engagement with stakeholders and the
organization's leaders, sponsors, and key influencers. Communication is a significant
part of the Project Manager’s ongoing responsibility, often involving more than 70% of
time spent in any given week. Communication is critical, because in order to accept
change, stakeholders first and foremost need information. Providing adequate detail
regarding the proposed change leads to understanding, which can dramatically improve
the level of user cooperation.
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As noted previously, in WellSky’'s methodology, the project plan drives the project team
to hold periodic discussions about upcoming events, to identify the milestones and
targets that keep the initiative on track, and to continually reassess how best to achieve
a successful completion. This approach is essential, because discovery actually occurs
throughout the initiative rather than exclusively within the Discovery Phase. The “Plan”
therefore, is not one huge artifact. It is a series of mini-plans that are typically focused
on a slice of the overall work, presenting a targeted view of the necessary details by
phase.

The Project Plan will be finalized following execution of the contract and will be utilized
for the duration of the project.

In addition to comprehensive Communication and Risk Management Plans, WellSky will
collaboratively develop plans and schedules for each phase of the implementation.

WellSky's project management approach is aligned with the Project Management
Institute (PMI)’s most current (5™ Edition) Project Management Body of Knowledge
(PMBOK®). The PMBOK recognizes five process groups (Initiating, Planning,
Executing, Controlling, and Closing) that are typically navigated during a project’s
lifecycle, and nine related knowledge areas that support the project through its life cycle.
Risk Management, Knowledge Area #8, is another essential element in attaining the
stated goals and objectives for this project. WeliSky’s approach for this initiative
incorporates four steps:

» Risk Identification

s Quantitative Risk Analysis

¢ Risk Response Planning

+ Risk Monitoring and Control

Project control is also an essential element. Routine matters include setting procedures
for time tracking, expense management, status reporting, meeting protocols, and
communications. WellSky uses a number of tools for project control and reporting,
including Microsoft Project (tracking to plan), Unanet (time and milestone tracking),
spreadsheets, scorecards, Instant Messenger, SharePoint, and a variety of other
options.
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The Project Management | eam meets at least weekly to discuss project progress. In
these meetings, the Project Managers and participating decision-makers identify
potential deviations from the project plan and variances to budget. They also identify the
potential need for change order(s) or contractual changes that may need escalation to
the Steering Committee.

Status reports are an important part of the communication plan and essential to drive
project progress. The WellSky project manager will send a month end status report to
executives, key stakeholders, and the broader project team tracking all activities,
deliverables, and significant issues noted during the reporting period. Sample topics
below:

+ Summary of recent accomplishments
+ Documentation of critical issues and risks
» Activities planned for the next reporting period
e Summary of the project progress
o Schedule
o Budget
o Task list
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The Change Management Plan will be created during the planning stage for the overall
project and will be updated if needed throughout the project. Significant changes to
project scope, schedule, or costs will be managed through a change control process.
Change requests may be initiated by the WellSky team or DHHS whenever there is a
perceived need for a change that will affect the contract of work, such as schedules,
functionality or cost. Change requests will be documented using a change request form
{(CRF) and entered in a change request log. Change requests must be approved by the
steering committee. Where apblicable, changes request that impact contract terms will
invoke a contract amendment.

Once the change request has been approved, the WellSky and DHHS will amend the
contract, if needed, and revise the project plan to incorporate the agreed upon changes.
Once the contract amendment and revised project plan are approved, WellSky will
begin work to implement the change. Progress on the change request will be reported
at progress meetings. Change request completion will be formally documented. The
change request log will be reviewed at progress meetings to check on changes that
have not been completed.

Page 9






Status Reports

The WellSky project manager will generate monthly project status reports as a tool to
inform executives, key stakeholders, and the broader project team of all activities,
deliverables, significant issues, and additional metrics and status information as
required by the contract. The report will include information about planned activities for
the next reporting period and potential schedule changes. Project financial status,
budget utilization, and cost variance will be communicated to the appropriate
stakeholders as needed.

Project Status Meetings

The project management team will plan to meet weekly to discuss project status. In
these meetings, the project managers and participating decision-makers will review task
progress and identify potential variances to scope or schedule. If necessary, the project
team will identify change request items for escalation to the steering committee and/or
executive leadership. The project managers will also address any significant risks or
emerging or open issues and corresponding resolution plans.

Steering Committee Meetings

A steering committee will be established as a key component to project governance.
Steering committee meetings will be scheduled monthly. In these meetings, attendees
will review project progress and address any key issues that are beyond the scope of
the project team, including discussion of program or organizational policy issues that
impact the project. Project sponsors are included in the membership of the steering
committee. The WellSky project manager will lead these monthly meetings. Executive
sponsors may participate from time to time as well. The WeliSky team will present a
summary of the preceding month’s activities and future planned activities. An agenda
and presentation will be prepared and provided to the steering committee in advance of
the meeting.
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Minutes and Notes
WellSky’s standard practice for implementation is to conduct a Project Team Meeting on
a weekly basis. The agenda is provided in the meeting minutes from the prior week tot
allow for all team member to prepare for the most current items. Meeting minutes are
sent within 24 hours of the project meeting and contain:

+ Attendees
Next Meeting date and time
Actions items
Notes
Next steps
The appropriate distribution of these items will be determined on a case-by-case basis;
however, the team will promote openness and transparency to enhance general
awareness of the project’s progress.

WellSky will host a SharePoint site for the project as an electronic document repository
for all project deliverables and documentation utilizing version control. SharePoint lists
may also be used for tracking action items and change requests. WellSky will also
contribute project artifacts and documentation to DHHS' designated collaboration site.
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As detailed in SEC-1 of Attachment D, WellSky follows a comprehensive, mulii-level
security program to ensure integrity and protection of customer data from unauthorized
access. This program is based on an organizational commitment to the security of
customer data and regulatory compliance with HIPAA. Our security program consists of
best practices technical measures and is complemented by internal operational policy
and procedures.

System and Application Security

At the application level, WellSky solutions provide robust organizational- and role-level
security that allows for very granular security management. This configurable
application security infrastructure controls which functions a user can access as well as
what data a user can access down to the field level.

WellSky Aging and Disability’s role-based security allows a System Administrator to
create groups that define the chapters, pages and fields that will be available to users in
a specific division or functional business area (e.g., finance) and roles that further refine
the areas of the application available to users with specific job functions, and their edit
privileges (e.g., view, add, edit, delete, etc.). These features allow an organization to
define an unlimited number of roles to help ensure that users are able to access data
appropriate to their line of business and job function.

Saa$S Operations Security
WellSky has a comprehensive set of internal corporate HIPAA policies, including access
control policies and procedures to secure PHI. These policies include an approach that
provides access to data only by essential personnel according to job requirements. All
employees complete annual HIPAA training. Below are some highlights of the HIPAA
policies and procedures now in place at WellSky:
o WellSky maintains on staff a Chief Security Officer, responsible for developing,
monitoring, and enforcing security practices, including implementation of policies
and procedures to prevent, detect, contain, and correct security violations.

Page 13



Response protocols in the event of an emergency or other occurrence that
damages systems that contain EPHI, including data backup plan, DR plan,
emergency mode operation plan, testing, and revising procedures.

WellSky screens all personnel by performing reference and background checks,
and by requesting information about a candidate’s former work and, if any,
criminal history.

All WellSky employees, contractors, and sub-contractors are required to read,
understand, and abide by Information Security policies including those noted
above in 4.1, and are trained at [east annually on the following requirements:

o Protect PHI/PII - All WellSky employees, contractors, and sub-contractors
are required to protect sensitive data from accidental or intentional
unauthorized access, maodification, disclosure, or destruction.

o Report Violations - All WellSky employees, contractors, and sub-
contractors are required to report any known or suspected violations
and/or security concerns to management, Information Security, or the
HIPAA Privacy Officer. All WellSky employees, contractors, and sub-
contractors are required to report faulty physical controls/equipment
(shredders, door locks, etc.) as well.

Below are some of the services provided as part of WellSky's Saa$ solution:

NN VRN

Up to date, automated real time antivirus scanning

Firewall management/monitoring

Hosting in a SSAE-16 SOC | and SOC Il Audited Data Center

Limited access to hosting infrastructure enforced by facility security system
Regularly scheduled patching and security updates to the operating system,
application, core network infrastructure

Data is encrypted in transport using a third party SSL/TLS certificate, employing
2048 bit keys for digital signatures, and Counter with Cipher block chaining mode
(CCM), with AES-256 for message authentication and a SHA2-256 bit hash for
secure hashing.

Data is encrypted at rest on disk for both OLTP databases and database
backups using AES-256 bit encryption.

Additional and secure network procedures to maintain security of the hosting
environment

Off site, secure storage of encrypted database backups

Appointment of a Chief Security Officer, responsible for development, monitoring
and enforcement of security practices

WellSky provides several layers for security protection in the system architecture,
including:
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v Perimeter defense at the network edge with firewall architecture and port/IP
blocking to guard against unknown/unnecessary protocols and/or traffic from
entering the production network;

v" Deploying and maintaining antivirus software, operating system patches,
hardware, firmware patchesfupgrades;

v Routine review of system logs for security issues on network hardware and
perimeter devices;

v" Maintenance of Windows security group policies to prevent unnecessary
execution of applications/activities in our hosted solution environment;

v" User authentication to assure that users are properly authenticated in the
network environment;

v" User application security roles that allow access only to customer designated
system resources and data based.

Physical Security
Facility entry is monitored with security cameras providing 24x7x365 electronic video
surveillance of entry and exit to and from the hosting facility.

Access to the data center and hosting facility equipment is controlled by on site staff
24x7x365. WellSky employees must check in with facility security, sign a security log,
and present valid government identification. Facility security staff then validate access
is granted for the individual. WeliSky staff are then assigned a security badge and
escorted by facility security to the WellSky cabinets. Facility security staff then unlocks
the WellSky assigned cabinets and grants access. All customer data and equipment is
stored in locked cabinets and keys to these cabinets are provided only to the authorized
personnel. An overview of each of the data centers can be found in Section 3A Data
Center Specifications.

Equipment Security

Equipment is physically protected from security threats and environmental hazards. All
hosting facility equipment is stored in locked cabinets. Keys are provided to the
authorized personnel only.

» Power Supplies. The power supplies of the hosting facility equipment on which
customer data is located are stored in locked cabinets. Keys are provided to
authorize personnel only.

¢ Cabling Security. The network cabling located in each rack of the hosting facility
equipment are stored in locked cabinets. Keys are provided {o authorize
personnel only.

e Equipment Maintenance. WellSky personnel perform equipment maintenance in
secure areas in the hosting facility or transport systems to WellSky corporate
offices for maintenance. In the rare circumstance requiring eguipment outside of
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the hosting tacility, vwellSky encrypts all customer data using AES-256 Bit
encryption.

» Off-Premise Equipment. All non-production hosting equipment is stored in a
WellSky facilities, protected by electronic key card access systems.

» Secure Disposal. All media containing customer data is destroyed securely by a
NAID certified third party vendor. As needed, WellSky provides a full accounting
including a certification of secure destruction and a full inventory of the media
destruction by serial number.

o Facility is masonry constructed with ballistics resistant glass.

Software changes or software updates deployed in our SaaS environments are
managed by our change control process. This ensures integrity of the operating
environments. Change to actual source code is managed through our source code
management tool and audit/build reports that describe exactly what was modified in the
repository as well as any given build of the software package. Also, only certain
individuals based on their role are privileged to have access to the source code
repository. Based on their role, users may not be allowed to make functional builds of
the software. This ensures that rogue builds are not created. Only authorized users are
provisioned with accounts to this system and the system forces users to authenticate
before gaining access. Further, log in, check outs, changes and check-ins of all files is
auditable. When authorized individuals leave the organization for any reason, our
corporate employee exit procedures involve disabling the individual's account.

Security Architecture
The WellSky Saa$S network is segmented into three logical networks as follows:
¢ Application and Web Services. This network is isolated and contains all
web/applications servers, including Internet Information Services and SharePoint
Services, Active Directory Federation Servers, and load balancer virtual
addresses. These servers and services are all provided private |IP addresses.
Public facing web services URLs are assigned a publicly routable IP address,
which is mapped to a private LAN address. Web services addresses are allowed
to communicate inbound and outbound on port 443. SFTP services are
restricted to port 22 inbound on a public facing IP address and server, but cannot
communicate with the LAN, except via a channel on port 1180 which is restricted
to communications only with the public facing SFTP server.
» Database Services. All database servers are segments on a subnet which is
isolated from the applications and web services subnet.
» Management Subnet. A management subnet is in place to allow remote
administrative access to all server infrastructures. This subnet is only accessible
via SSL VPN or with direct console access.
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The ports and communications between the isolated subnets are restricted to the
minimal necessary ports and services to enable the WellSky SaaS application
environment to function properly.

Perimeter Security

WellSky maintains redundant firewalls and intrusion detection at the perimeter. These
firewalls are configured to allow traffic on only ports 443/22 and those required for Citrix
connectivity for WellSky applications delivered via the Citrix ICA protocol on port 443.
The firewalls are configured to block all other traffic and enforce the network
segmentation indicated above. The intrusion detection appliance detects malicious and
traffic and other traffic and as needed, WellSky configured IDS policies and firewall
policies to secure the environment based on IDS monitoring, cyber risk threat feeds
such as NIST and best practice configuration approaches.

Auditing and Logging

WellSky provides application audit logs for each end user's access or modification of
transactional data. The audit record identifies the user by unique system identifier, time
and date of action, and the transactional data values before and after changes. This
audit information is readily available for reporting by authorized users and provides the
necessary forensics to reconstruct data manipulation sequences over time and identify
the user(s) who performed the manipulation.

In addition to the application logs provided in WellSky for Aging and Adult Services,
WellSky also monitors the production hosting environment for anomalies and error
detection/correction. Logging is accomplished through a variety of third party and native
tools. Examples include, but are not limited to:

¢ Internet Information Server logs

s Custom application event logs

» Windows Operating System event logs

¢ SharePoint logs

Vulnerability and Patch Management

WellSky conducts monthly vulnerability scans for operating system vulnerabilities using
third party vulnerability management scanners, including Microsoft Windows System
Update Server and Kaspersky Systems Management module. These monthly results
are remediated by the WellSky SaaS team as part of the SaaS maintenance schedule.

On a monthly basis, the WellSky SaaS Team WellSky applies critical and security
updates to operating systems and third party software in the WellSky SaaS
environment. WellSky deploys critical Microsoft and other third party service patches to
the production environment each month, as follows:
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Emergency patch procedures for security related issues:

WellSky manitors vendor alerts, trusted third party advisories, vulnerability reports, and
other sources to identify valid security alerts/issues. The resultant service patches are
introduced into our testing and quality assurance process and are introduced into our
release schedule as they become available.

WellSky installs emergency security patches immediately if the patch is deemed so
important by the vendor, or by industry experts, that without it the Saa$ environment
would be exposed to attacks, which threaten operational integrity. Every effort is made
to install these patches during regularly scheduled maintenance windows, but in some
circumstances these patches are necessary on an emergency basis without prior
customer notification to prevent viruses in the wild or other high security risks. As
necessary, WellSky can back out these patches through restoration of the operating
system to its state prior to the patches.

WeliSky tests all application deployments against the latest critical and important
patches from Microsoft and tests and deploys critical and important patches for the
entire Microsoft platform stack (OS/SQL//SharePoint) on which WellSky products are
deployed.

Personnel Security
WellSky screens all personnel by performing reference and background checks, and by
requesting information about a candidate’s former work and, if any, criminal history.

Security Training

All WellSky employees, contractors, and sub-contractors are required to read,
understand, and abide by Information Security policies, and are trained at least annually
on the following requirements:

* Protect PHI/PII - All WellSky employees, contractors, and sub-contractors are
required to protect sensitive data from accidental or intentional unauthorized
access, modification, disclosure, or destruction.

« Training - All WellSky employees, contractors, and sub-contractors are required
to attend annual awareness training.

+« Report Violations - All WellSky employees, contractors, and sub-contractors are
required to report any known or suspected violations and/or security concems to
management, Information Security, or the HIPAA Privacy Officer. All WellSky
employees, contractors, and sub-contractors are required to report faulty physical
controls/equipment (shredders, door locks, etc.) as well.
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Security Compliance & Audaits

WellSky conducts various security audits of the WellSky Saa$ platform infrastructure
and associated Saa$S applications. The audits generally consist of penetration and
vulnerability scanning and a review of the architecture and operational practices and
procedures performed by WellSky and its supporting third party vendors. WellSky takes
aggressive action to address any issues or recommendations resulting from the audits.
In addition, WellSky collaboratively works with customers who would like to conduct
similar scans.

The above measures result in a comprehensive set of security tools and procedures
that ensure the protection and security of customer data and the overall SaaS
infrastructure. During the Software Development Lifecycle (SDLC) we perform various
levels of design reviews which includes a security evaluations as appropriate.
WellSky's security strategy is heavily influenced by widely recognized industry standard
sources including:

o HIPAA Guidelines on Information Privacy and Security

e HI-TECH

» NIST Special Publication {SP} 800-53, Revision 4 Information Security Controls

« Open Web Application Security Project (OWASP)

Security validation continues to play an important role throughout implementation
deployment. Before the system is placed into production, functional requirements,
security requirements, default settings, and configured controls need to be verified
through systems testing. Testing needs to verify that security requirements were
implemented as specified, that security controls work as intended, and that
documentation has been developed for managing future changes to any of the system’s
security settings. Post cutover, re-testing of security should be performed before
deploying updates and approved changes to the system’s configuration. As an added
measure, training curriculum normally includes security awareness recommendations to
prepare the workforce to operate, support, and maintain the system with controls and
protections in place for sensitive or private information. Training normally occurs after
testing is completed and before access to the system is permitted.

Finally, we also consult our customers for their specific security requirements, and

remain committed to evolving our security practices to meet the ever-changing security
landscape.
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Logging / Auditing controls

The System Security Plan (SSP) plan will address audit
control methods and requirements,

Incident Management

The System Security Plan (SSP} plan will address the
methods for detecting, reporting and responding to an
incident, vulnerabilities and threats.

Vulnerability / Security
Assessment

The System Security Plan (SSP) plan will address the
products and methods used for scanning WellSky's
infrastructure for vulnerabilities and remediation of the
vulnerabilities. ldentify and define methods used for initiating
and completing security assessments.

Anti-virus / malware
controls

The System Security Plan (SSP) plan will address the
products and methods for anti-virus and malware controls that
meet industry standards. The SSP inciudes policy statements
that require daily and weekly anti-viral software checks of the
system to preclude infections and set forth its commitment to
periodically upgrade its capability to mainiain maximum
effectiveness against new strainsg of software viruses.

Firewall

The System Security Plan (SSP) plan will address .
products and methods for firewall change control process and
intrusion detection methodology.

Database

The System Security Plan (SSP) plan will address the
products and methods for safeguarding the database(s),
including access control, auditing, change control and
monitoring.

Server and infrastructure

The System Security Plan (SSP) plan will address the
products and methods for "hardening" of the hardware’
operating systems, including baseline configuration and
routine and emergency patching

Transmission

The System Security Plan (SSP) plan will address how
WellSky products and transmission methods meet or exceed
encryption standards fusing TLS 1.2 and secure ciphers. and
communication transmission, access and message validation.

Data Integrity

The System Security Plan (SSP) plan will address the how
WellSky products assure the integrity of all stored data and
the electronic images, and the security of all files from
unauthorized access.

Security Plan Tasks & Deliverables

Task Details Deliverables
Timeling, Overview, SISP plan 1) Timeline, 2) Overview
review, stakeholder identification | presentation, 3) SSP plan
and task timeline. Includes review, 4) stakeholder

Kickoff Meeting | preparation time. identification and task timeline.

Revise standard SISP, update
architecture section to match NE
infrastructure. Includes all
WellSky modules

Revise WellSky
Standard SISP
Document

5) SSP Draft #1 with NIST 800-
53, Rev 4 Controls documented
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unusable. The architecture ot the DR site is a scaled down replica of the production
architecture.

The required level of redundancy and capacity is not as high for the non-production
environment such as development and training and as a result, the footprint has been
scaled down accordingly.

The disaster recovery site is hosted in a geographically disperse data center (TierPoint
located in Lenexa, KS) by WellSky. This would serve as failover site in the event of
disaster at the WellSky contracted Zayo primary hosting facility, in McLean, VA. This
DR site is on standby in case a catastrophic event occurred that rendered the WHS
hosting facility inaccessible or unusable. The architecture of the DR site is a scaled
down replica of the production architecture.

The production environment will be housed in the Zayo Data Center in Mclean, VA. The
non-production environment will be located in the TierPoint facility in Lenexa, KS.

The WellSky contingency plan involves the following key components:

¢ Routine Business Impact Analysis (BIA). This exercise inventories all critical
components of the SaaS operation and results in a prioritization of risk to the
Saa$ operation. WellSky also conducts a BIA for corporate systems including
customer service, finance, human resources, and corporate email.

¢ Redundant SaaS architecture;

» Backups stored locally in the production data center. Replication of backups
nightly to our DR data center.

» Two site data center design for Disaster Recovery (DR), designed for recovery in
the event of a disaster affecting the production data center

e A contingency/ Continuity of Operations Plan (COOP) that enables WellSky
workers to work remotely or in alternate offices in the case of damage affecting
the Reston or Essex Junction WellSky offices.

» Designation of key personnel assigned to DR procedures with routine updating of
contact lists.

o Collection of key vendor and supplier and contract information in case needed
to support recovery efforts.

¢ Detailed technical recovery strategies, disaster declaration procedures outlined in
the WellSky SaaS DR plan.

¢ Annual tabletop exercise conducted for the WellSky SaaS operation by an
independent third party specializing in business continuity and disaster recovery.
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WellSky maintains non-production hardware and virtual infrastructure at the secondary
facility. These environments are on standby and in the case of a disaster, are
repurposed as production environments.

Below is an explanation of Figure 1:

»  WellSky has provisioned an MPLS circuit for connectivity between data centers,
enabling site to site replication of domain information and backups;

s Active Directory domain information is replicated real time between the primary
and secondary data centers.

+» WellSky web/application servers are on standby at the non-production data
center. Each time a new production application deployment takes place, WellSky
updates the DR environment web servers to match the production version. The
intent is to maintain the same version of application code/build deployed in both
the DR and production environments.

+ WellSky database (DB) servers are on standby at the non-production data, ready
to receive database restoration from the replicated backups of production data.

In the event of a catastrophic disaster at the production data center, WellSky confirms
domain replication status of Active Directory. Existing capacity at the secondary site is
used for initial application installation and restoration of the most recent database
backups. Additional capacity is then provisioned. Once the initial footprint is
operational, WellSky initiates a DNS change to redirect the production application URL
to the new production instance of the application running at the secondary data center.
Until full DNS propagation is complete, WellSky provides the customer with a direct
interim IP address. Incremental capacity is provisioned until either:

* we reach full production capacity,

» we roll back to the original production data center, or

s areplacement footprint is established at another location

WellSky modifies its disaster recovery process as the state of technology, industry best
practices and operational needs change.
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Requirements Approval

During the Solution Mapping process, WellSky will deliver process and configuration
documentation incrementally for Department review and approval prior to configuration.
Upon completion of Solution Mapping, WellSky will compile the process and
configuration documentation for formal deliverable review and acceptance prior to User
Acceptance Testing.

WellSky's approach to requirements mapping and traceability will include a fit/gap
analysis documenting the disposition of each requirement and the resolution of
identified gaps. As noted previously, WellSky’s approach includes assisting DHHS in
identifying appropriate business process improvement opportunities, documenting the
recommended changes, and planning and implementing approved business process
changes.

WellSky plans to leverage successful implementations of the WeliSky Aging and
Disability software in use by existing NE AAAs by utilizing configuration points and
components to produce a State Database. By further analyzing the current use with
existing AAAs as pilot prototypes, WellSky will be better positioned to identify
configuration needs to expand the system usage as necessary.
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system. When useful, vellSky will create design or configuration prototypes as proof-of-
concept to facilitate requirements and design approval.

WellSky will take an integrated approach to discovery and design, addressing technical
deliverable requirements in conjunction with functional and process requirements,
defining system and interface workflows in conjunction with user workflows, and
analyzing reporting and data output needs in conjunction with data input and collection
requirements.

Through discovery and requirements definition activities, WellSky will produce the
process and configuration documentation.

Solution Mapping: Configuration

Building on the design inputs from requirements discovery, the WellSky team wiill
conduct configuration. The WellSky team will actively manage configuration tasks and
assign tasks to the sprint schedule for target completion. Implementation consultants
and technical consultants will configure system and technical deliverables and perform
unit testing in preparation for validation by DHHS in preparation for User Acceptance
Testing.

Based on the functional and technical requirements as outlined in Attachments B and D
of the RFP, WellSky does not anticipate any new software development or product
enhancement as part of this engagement.
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If DHHS identifies additional requirements during implementation and development is
contracted via change order, WellSky will comply with the requirements of this section
of the scope of work.

Requirements for integration of the WellSky solution to other DHHS and State systems
are addressed through a collaborative process in which WellSky works closely with
DHHS in requirements discovery, design, construction, validation, and delivery.
Collectively, the WellSky team members and DHHS team members working on
integration development are considered the “Integration Team.”

Integration design involves discussions with team members from DHHS and/or other
State agencies who are familiar with the systems that will need to be integrated to the
WellSky system. These discussions will involve designing the most effective integration
technique based on the nature of the integration requirements, such as data volume,
frequency of request, and capabilities of the systems being integrated. The integration
techniques will cover details on:

e Data Transport (e.g., HTTPS, SFTP)

¢ Data Format (e.g., XML, formatted flat file, ED!)

* Catalyst (e.g., is the integration event driven, time driven)

« Call flow (i.e., inbound, outbound, or bi-directional)

Page 31



Further, design decisions may bring to light changes that may need to be made to either
the WellSky system or State system to support the integration. Error and exception
handling also are defined to address how each system will deal with abnormal situations
such as the target system being unavailable for a period of time. This should address
any required “retry” logic, notifications, and data synchronization that may need to occur
as a result.

Integration Approach

These and other design details are documented in the Integration Design Document.
The document will be presented to DHHS for review and feedback. lIterative cycles of
review and modification to the document will continue until it is ultimately approved by
DHHS. Time limits for review feedback will be established at project kickoff. The
review involves tracing design elements back to the requirements matrix.

WellSky uses a proven Agile methodotogy for the development of interfaces. The
process is highly collaborative and uses standard Agile sprints.

Requirements Phase ~WellSky works closely with interface stakeholders within DHHS
and individuals who are knowledgeable about the functional and technical details of the
DHHS system that WellSky will interface with. The resulting artifact is a requirements
specification that outlines the detailed functional, technical, and performance
requirements for the interface.

Design Phase — In this phase WellSky collaborates with DHHS and the DHHS system
owners to design the most appropriate interface to meet the requirements established
during the requirements phase. In this phase, technology and architectural decisions
are made and a requirement tracing step is performed to ensure the design aligns with
requirements. A design specification is produced which provides specific details about
the design and highlights important development and testing considerations which
should be accounted for in later phases. WellSky supports the following integration
approaches.

s Web Services using XML or JSON as the data format and HTTPS as the
transport: WellSky implements its web services using a proprietary
message broker implemented in .NET. This module is used to expose
web services for systems calling the WellSky system and used by the
WellSky system to call web services exposed by other systems.

e Character delimited flaf files exchanged using SFTP or FTPS as the
tfransport: The data is loaded into the WelfiSky solution using Microsoft
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SWL Server integration Services (8SI1S). For outbound integrations, data
is extracted from the WellSky solution database using S5IS.

« HIPAA compliant EDI transactions: WellSky uses the Altova MapForce
tool to consume and produce HIPAA compliant EDI transactions such as
837/835s for claims and 270/27 1s for eligibility information.

Development Phase — In this phase the interfaces are coded based on the design. Unit
test cases are documented, executed and stored in the test system. Unit test results
are also documented.

Test Phase — In this phase final test cases are agreed upon and documented in the test
case management system. Tests are executed and results documented. Test cases
are traced back to the details in the requirements specification and failed tests are
logged in the defect tracking system. The WellSky implementation team would work
closely with the owners of the DHHS systems to coordinate iterations of test execution
and defect corrections until the interfaces are confirmed to be working as specified.

The process is collaborative and anticipates DHHS involvement. The process requires
DHHS to formally approve and accept all artifacts and work products completed in each
phase prior to moving to the next phase.

When scoping a data conversion project, WellSky employs the use of the most
appropriate tools and technologies to support migration and transformation of data from
external systems. The data conversion goals lead to a single consolidated database
while maintaining the integrity and business functionality driven by the migrated data
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elements. WellSky's standard data conversion methodology involves a specific set of
procedures and controls that result in a predictable and repeatable process that ensures
timely and accurate results.

Data Conversion Methodology

As noted in WellSky’s response to DBM-5 in Attachment D, WeliSky performs data
conversion in almost every implementation of a system, and, therefore, brings to this
engagement experience in hundreds of successful data conversion efforts. The
methodology and processes outlined below have been honed and refined to align
specifically with the implementation of the WellSky solution proposed.

The data conversion methodology refers to the specific set of procedures and tasks
used to manage and control conversion of data into the WelfiSky solution SQL database
using SQL scripts. The data conversion process is vital to the success of an
implementation and should be planned carefully with committed data conversion team
members from both WellSky and DHHS. This methodology helps ensure that the entire
data conversion task results in an accurate migration, ultimately resulting in a more
comfortable user group and a more manageable end-user learning curve. WellSky's
Data Conversion Plan comprises an orientation phase, a review and test phase, and a
final live conversion phase.

To facilitate conversion, WellSky relies upon a standard, single, prescribed data
conversion schema submission file for data conversions. This standardized single file
format and its data elements are a product of lessons learned through years of data
conversions. Use of the conversion template provides the following benefits:

» Predictability — A single file format with prescribed data elements naturally
lends itself to an increased success rate for live conversion because it helps
ensure data consistency across disparate systems. WellSky is able to take a
sample of client data, test convert it, work through possible data source issues,
and provide higher predictability of a successful live conversion.

s Cost Efficiency — A single file format and prescribed data set reduces the risk
of incomplete data submissions or multiple data source conflicts, which can result
in unplanned data cleanup or multiple data conversions. The single file also
permits easy mapping of DHHS data to WellSky’s schema through a data
crosswalk exercise.

» Time Efficiency — Use of the conversion template eliminates the need for
custom scripting to import the data to the new system.

WellSky's approach is predicated on close collaboration with DHHS resources to
complete data conversions. If needed, WellSky's role in conversion may be expanded
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under a change order to include providing additional assistance or staffing to complete
tasks required of DHHS.

Approach

1.

Solution mapping sessions (SMS) are conducted to determine how the customer
will use WellSky Aging and Disability and, therefore, the critical data elements
that are needed.
Based on the data gathered in the SMS, WellSky's implementation services and
data conversion specialists work with the customer to identify the subset of data
elements available in a standard data conversion that will be used in the current
implementation.

o This is documented in the WellSky Data Conversion Workbook
The customer populates the Data Schema provided by WellSky with the
information agreed upon in the Workbook.
The data is imported into a non-production site and reviewed by WellSky and the
customer. Several iterations may be required to identify and resolve data issues.
Prior to go live, data is imported into the customer’s production site and a final
review is done.

Migration Assumptions

WellSky will make reasonable efforts to accommodate customer-specific data
conversion needs within a standard data conversion but retains the right to make
the final decision as to whether or not a given field is included in a standard data
conversion.
Customer will provide data in the format prescribed by WellSky.
Customer will “scrub” data prior to submission to ensure a clean conversion.
Includes, but is not limited to
o Removing/merging duplicate records
o Removing or editing data that contains inappropriate values and/or special
characters
o Removing records that should not be imported
o Aligning or mapping values in legacy data to allowable values in WellSky
o Editing records/values to match destination data types in WeliSky (e.g.,
cannot import alphabetic characters into a numeric field)
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requirements defined during requirements gathering. DHHS wiil be responsible for
providing business case scenarios to illustrate the user — defined tasks and steps.

The Project Team will be responsible for facilitating the system UAT conducted for the
deployment. DHHS and WellSky will collectively be responsible for testing the
application with the use of the standard testing and business case scenario scripts
described above. DHHS will continue to perform its testing and validation of the system,
reporting issues encountered in accordance with the defined Testing Plan.
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& onsite 2) for approximately twelve (12) irainers at a
.incain, Training materials for the train-the-trainer
7 DHHS 1of three {3) weeks before the onsite training
shall proviae ieave-behind materials specific to the trainer group
ted on-going advice ta ensure the success of the train-the-trainer
approacn.
The contractor shall provide, at no additional cost to the State, supplemental training for the
trainer group if the State rdetermines that significant system updates occurred. This
supplemne trainin " onsite or via video conference, web portal, manual, or
other mut agree method.

c. VIDEO TRAINING MATERIALS (7.3)
The contractor shall make available video training for those who need a refresher lesson
after the training. Multiple instances of each function will need 1o be developed if there are
variations between the parlicipating AAA's as each may have a slightly different view of the
system {menus, options, and workflow differ based on user log in). These video sessions
may be provided via web portal, CD, or other mutually agreeable delivery meihod.

d. TRAINING MANMUALS (7.4)
The confra shall provide manuals for each type of training (such as new user and
adminigtratc cluding quick start guides and FAQs. These manuals may be provided via
web portal, CO, or other mutually agreeable delivery method.

WellSky follows a specific process in developing and delivering our solution training, as
follows.

Development of a Training Program Plan

During the training plan process, we work with the customer’s Training Lead to review
the available budget, contracted deliverables, and training approach, as well as the
related assumptions, available resources (e.g., program specialists, business analysts),
and any known constraints in developing a plan and schedule to getting end users
through their Preparatory training. It is essential to know how many users need training
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and the role(s) of those users in their post-deployment work. Some users may have
multiple roles. We will know how many users are licensed, and DHHS must confirm the
various roles to be trained and identify which users need which feature(s). This analysis
helps to shape the overall training scope for the project, which may be unclear or even
unknown at the time of contracting.

Qur typical plan ouflines all of the role-based classes needed, any specific custom
content to be developed by the team, the estimated counts of sessions and students to
be accommodated, and the dates, times, and locations of the training deliveries to be
made. A comprehensive schedule is created with customer’s involvement, although the
customer is responsible for facility arrangements and printing of any training materials to
be distributed in hard copy.

To gather the essential information needed, our implementation consultants will perform
a discovery and needs analysis process to elicit and assess:
* The key roles to be trained
+ The general technical proficiency of the stakeholders in those roles
The knowledge required to ensure role-based proficiency with the new system
» Locations and localized requirements for training

The information collected is used to define the training program management approach
for managing scope, quality, risk, schedule, and deliverables.

The Training Program Plan provides the information needed to help generate
organizational support for end-user training participation, including a preliminary timeline
in alignment with the overall project plan. The plan identifies any known risks of
relevance and identifies contingency planning to avoid or minimize delays in end user
training should the risks come to pass. The Plan outlines the approach to delivery (train
the trainer as well as end user) sequencing and scheduling, with attention to delivery
logistics and constraints, such as the ability to group training participants into cohorts for
assignment to modules, courses, tracks, and/or classes as applicable. The timeline
generally places end-user training close 1o the planned deployment dates to enable
users to “go live” while their training is still “fresh” in their minds.

A final section of the Training Program Plan includes a manifest of training materials to
be developed and/or customized for the project rollout.

Production of In-Scope Courseware and Materials

From our perspective, teaching is more than providing instruction on which buttons to
push and when; it is an interactive process that can make or break system adoption.
QOur approach to curriculum in general involves a role-based instructional design
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philosophy that users need training based upon the specific features or functions related
to their work role(s).

Some subjects, including system navigation, display options, and how to run reports,
are universally applicable to all users of those features. Other courses are needed by
only some users. For instance, Care Managers usually have a different set of needs
than Contract Administrators. Good curriculum is based on an understanding of these
differences. “Care Manager” may have differing job tasks from State to State, from
regional office to regional office, and from provider to provider. An essential part of
planning for end-user training is to discover general details about “typical” roles as they
are structured within a particular organization and to identify any distinct roles that may
fall outside of the traditional list.

A key goal of role-based curriculum is to give users the education they need with
minimal distraction by exposure to content that is not applicable to them. For example,
delivering a single class for “providers” is likely to be ineffective. Providers of certain
services will use different system features and work flows than other providers
delivering different services. When both are trained together, each group spends extra
time learning about features they will never use. Ultimately, both groups end up
somewhat confused about what they learned, and neither group may be properly
prepared to use the systern. WellSky's approach therefore aligns the various modules
needed by each role into separate “tracks” that enable users to take the courses that
matter most to them as individuals.

Our “standard” curriculum reflects the practical application of role-based expertise
developed over years of assessing what worked well in previous implementations, with
updates to reflect customer-specific workflows and emerging trends in program
operations. Standard materials are an excellent foundation for any organization’s end-
user training phase. Combined with the customer's knowledge of their own policies,
standards, and program operations, our curriculum provides an excellent “head start”
towards developing customized, role-based materials.

In the training production activity, learning objectives are evaluated, tested, and refined
to ensure that trained users will be sufficiently proficient in using the system for their
specific work roles. We outline the targeted content for each course or learning module
to be developed. For instructor-led classes, such as for project team training, UAT
training, Technical Training, and support and administration training, the next step
involves producing the initial course descriptions, agendas, and training manuals.
Components for each course, regardless of format, are augmented or combined with
other in-scope learning elements as per the Training Program Plan. These elements
may include webinar presentations, e-learning materials, online simulations, and/or
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video tutorials. A blended approach enables the team to create comprehensive
courseware customized for the project's specific needs. Developed materials are
reviewed internally for quality by our staff. When cleared for release, materials may be
submitted to customer resources for independent validation and verification or
acceptance review as applicable per the project plan.

Plan and Execution of Training Delivery to End Users

Training Delivery is the actual instruction provided to participants by any of the planned
delivery methods. We offer instructor-led classes either on sife or online, as well as on-
demand courses available via Internet. Other options include webinars, conference
calls, and ont  « ne knowledge transfer and coaching. Training Design specifies the
delivery method for each course to be produced, and courses often combine different
types of delivery for blended |learning.

Delivery includes development of a Training Delivery Plan that outlines course
enroliments for scheduled events (traditional classes), as well as the timing and
sequencing for delivery of on-demand courseware and training-related materials.

Each student for training sessions will need to have access to a workstation that meets
the hardware, software, and configuration requirements as outlined in the WellSky
Computer Configuration Requirements document provided by WellSky, including a high-
speed internet connection.

Training Quality Management

Our Education Services team has a systemic approach for measuring and managing
training quality and effectiveness across the entire Training Phase. Post-training
debriefs between instructors, compilation of post training surveys, and anecdotal insight
from informal discussions are used to measure, control, and manage training guality.
Survey instruments are designed to elicit feedback about program design and planning,
instructional design, and training delivery.

Training Design quality is measured by the following:
¢ Soundness of approach (was approach successful in prior deployments?)
¢ Accommodation of essential business needs, requirements, and constraints
» Completeness of coverage (are all standard design elements fully addressed?)
* Timely delivery of the design document deliverable (if applicable)

Training Development quality is measured by the following:
¢ Conformance to requirements in the design phase
» Clearance for release by internal reviewers
o Customer acceptance of any materials that undergo formal review
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s Training participant ratings in post-training survey(s)

Training Delivery Quality is measured by post-training surveys and/or anecdotal
discussions with the customer throughout the training delivery phase.
* Participants are asked to provide feedback about everything from the training
facility to content to instructor quality
»  WellSky uses this feedback to actively enhance its training on a continual basis

Implementation Plan

Rolling out a new system is a major business milestone and organizational change
event. The system solution business fit, stability, security, and performance must be
validated in advance of go-live, and the stakeholders must be prepared for and
supported through the business transition. WellSky will effectively plan and execute the
series of production system deployments planned for the project’s multiple phases and
releases and provide support to ensure operational stability and realization of the
project benefits.

The Implementation Plan will address and define operational readiness criteria,
operational readiness evaluation, stage gate review process and checkpoints leading up
to go-live, production deployment logistics, communication plans, and user support
plans. The Implementation Plan will reflect WellSky's best practice approaches as well
as consider DHHS’ specific programs and releases.
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A Problem Analysis and Resolution Plan will be created during the implementation
stage and will be updated if needed throughout the project. Significant changes to
project scope, schedule, or costs will be managed through a change control process.
Problems may occur at any point of the process and could affect the contract of work,
such as schedules, functionality or cost. Issues will be documented using a Problem
Analysis and Resolution Plan and could involve notice to the steering committee. Where
applicable, issues that impact contract terms may invoke a contract amendment.
WellSky brings the expertise of our team to the project and the implementation of the
software. DHHS project team members will be relied upon for their business knowledge
and understanding of DHHS workflows. The combination of skill sets will be essential in
issue management and forms the foundations for the Issue Management Team (IMT).

WellSky's approach to Issue Management is to work collaboratively with the DHHS
project team to identify, communicate, and resolve issues efficiently in an effort to
minimize impact to project timelines, and thus project success. Issues that arise are
varied by type, and thus may be managed differently according to the situation.
Whether it is a software, process, resource, change request, or project timeline issue,
the key stakeholders for both DHHS and WellSky shall address together. The IMT is
comprised of DHHS program area experts with specific business function knowledge,
combined with the WellSky project analysts. The marriage of skill-sets will maximize
the ability to identify and resolve project issues.

Issue Identification
The identification of project related issues is key to preventing an impact to project
success. The varied types of issues that may arise may come from varying sources.
Our project team's experience allows for early identification and assessment of issue
severity to avoid impact regardless of the nature of the report:
o Steering Level — The steering team assesses and manages risks that may turn
into issues.
¢ Weekly Status Meeting - Any identified issues are brought up and discussed
during the meeting.
e Project Analysts —identify and report issues.
« Users —reports issues to be managed by the IMT.
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In each scenario the Project Manager will be responsible for documentation and

communication of issues. As such the PM is required to have a thorough understanding
of the issue, which requires project, software and business experts to collaborate and
communicate.

Issue severity or priority is an important aspect of issue identification and management.
The priority of an issue is a measure of the business impact and thus a guideline for
timeline of required resolution. The priority descriptions below demonstrate business

impact.

[Pr._ ity
Level

Priority Level Description

Medium

Low project/ business impact, minor operational issue or
question, product or operational questions, product issue
which a reasonable workaround exists, training questions,
or enhancement suggestion; resolution not required for
continuity of customer’s operation

High

One or more features/processes do not seem to be working
as designed; workarounds may be available, timely
resolution will prevent manual process or lost business
value.

Urgent

Urgent project/business impact, solution or processes are
not functioning at an acceptable level for the majority of
users; customer’s operation is being seriously impacted,
OR may refer to a request where resolution is key to a
business critical time-sensitive task.

Critical

Mission Critical Business Impact, Project has been halted
due to a process or solution that is completely unavailable
or unresponsive; the customer’s operation is severely
impacted.
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i An Assessment Summary that includes the analysis completed, risks, and mitigation
associated with implementation and a recommendation for proceeding

Operational Readiness
WellSky will define operational readiness criteria, perform testing, review, and
documentation to meet the criteria, and then present the qualifying results to DHHS to
validate that the system is ready for implementation. Readiness criteria will address
hardware, software, resources, procedures, and documentation, and will include:
Security plan established

Performance testing successfully completed

Data conversion validated

Integration testing successfully completed

Workflow, functionality, and configuration validated

Users trained

Status of data migration/conversion efforts and its completion

An assurance that Disaster Recovery, where applicable, is documented and
ready

Dacumentation of user acceptance testing approval by DHHS

Knowledge transfer sign-off by DHHS

Assurance that all focations, system users, and security profiles have been
identified and set up

Documentation that Help Desk is ready and staffed for deployment
Confirmation that training participants designated in 7.2 {Onsite Train-the-Trainer
session{s)) are available and ready to assist at a central location to be
determined at a later date for initial deployment

ouf th : nt all reguired
‘unctiol | | and technical
ients, . )

User documentation and system documentation delivered
Continuity of operations planned
Contingency plan defined
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As a long-time user of WellSky’s Cloud Service offering, DHHS is surely aware of one of
WellSky's key value propositions in subscribing to the WellSky Aging and Disability
solution. This subscription entitles DHHS to:

o Software Updates — As new versions of the WellSky Aging and Disability
application become available, DHHS has direct access to product upgrades. It
will benefit from new enhancements, defect corrections, and technology updates
on an ongoing basis after the initial launch of the software.

» Second Level application Support Service — Ongoing second leve! support will
be provided through our remote help desk. This help desk is staffed with highly
trained resources that are knowledgeable about the applications and specific
details about the implementation of the WellSky applications in the DHHS
environment. These resources will augment the DHHS end user support staff in
situations where the DHHS support staff are unable to resolve a prablem issue.

These services are included in the annual subscription pricing and remain in effect
starting from the initiation of the contract period. This enables a continuous and high
level of support throughout the subscription period.

WellSky Customer Support Service Level Agreement (SLA)

The WellSky Support SLA guidelines are based on support case priority levels which
are driven by business impact to the WellSky Aging and Disability user community, and
provide guidance to the Customer Support team with regard to response and resolution
timeframes.

Support Case Priority Tracking and Response Guidelines

The priority level of a support case is determined, based on the business impact to the
user community, or affected users and groups. After setting the support case priority,
automated triggers and reporting from the WellSky case tracking system become
available to WellSky Support Team and management on each case entered into the
WellSky Customer Relationship Management system. The case priority tracking levels,
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WellSky Internal SLA Monitoring/Reporting Tool

The WellSky CRM system is equipped with automation to provide support case SLA
alerts and monitoring to the WellSky Support Team. Real time information of SLA
parameters is provided throughout the support case life cycle. For each support case
that has been reported to a WellSky technical Support member and entered into the
WeliSky Support CRM system, SLA dashboard alerts and monitoring are available to
the WellSky Support Team.

To help track adherence to cases, each case is assigned milestones that are hard
coded in the case based on the initial report of the support case. Each milestone has
loaic to meet the SLA.

These milestones are applied on each case and reviewed by the support team and
have count down time remaining alerts.

Response Time Statistics

To ensure WellSky gives clients top performance, we offer the most comprehensive
Service Level Agreements (SLAs) in the industry. Response time statics are measured
in WellSky's customer relationship management system (CRM) Salesforce. The
response time statistics represent monthly achievement meeting each cases priority
SLA. Issues are assigned priorities by the support team, and SLAs apply to each
priority. Support-staff follows industry best practices fo successfully achieve SLA with

Page 50









The CRM also allows us to create and review on a customer by customer basis for
trends and ways to improve our client experience.

Accessing WellSky Support

The WellSky Customer Support team is purposed to ensure successful use of WellSky
products and the WellSky Aging and Disability DHHS Solution, with dedication to
providing outstanding product support to customers. WellSky's support team provides
telephone, email, and Internet-based support. All customer inquiries are logged as
cases in WellSky's Support Center CRM system and assigned unique identification
numbers for tracking.

The WellSky Customer Support Team includes experienced technical support team
members with extensive expertise and ongoing training in all WellSky applications and
LongTerm Care business processes. The WellSky technical support team members
focus on responding to customers’ support needs quickly and accurately, with the goal
of consistently exceeding customers’ expectations.

WellSky's support plan provides the ability for customers to submit support cases
through several methods: the online WellSky User Community, by telephone, or by
email for WellSky Customer Support assistance during standard business hours.
Customers may also submit support cases through these methods 24x7 outside of
business hours, and the WellSky Support Team will follow-up during normal business
hours. The support organization is dedicated customer assistance and will provide help
in many areas, such as answering user questions, logging system enhancement
requests, handling patch and update notifications, and providing assistance in
troubleshooting problems.

Our customers are some of our best advocates:

Here's what some of them recently had to say in our case surveys:
Excellent customer service. Inmediately provided a solution for my issue.

After fighting with the system all morning long, Lee was immediately a refreshing ray of knowledge and skill
as he patiently walked us through the steps to make our laptop compatible with the system. Not only was his
knowledge of the system apparent right off the bat; and he obviously has a vast knowledge of computers in
general and various programs as well. He used language we could understand and follow--being the "un-
techies" that we are--sasily. He was professional during the support session and at the same time he made
us feel at easy with his calm tone of voice--it was almost like we could hear the smile on his face as he
tackled the task at hand.

She was very helpful & friendly. The case was resolved within 5 minutes of calling the Support line.
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WOOOOHHHHHHHOOOOO000000000 had my question answered and all is good

Nearly instantaneous response on a known solution. Worked for both of our users who reporled having the
issue. Fantastic job by Kyle!

Great team of experls.

Dawn was the BEST!! | was so flustered, but she figured out the problem quickly and | was able to get my
reporls out in time. Also, | had no wait time at all.

10 out of 10. Quick and courleous -Baob identified problems and provided solutions to Provider that needs
confidence in SAMS.

Kyle goes to 111 | REALLY hope you get the Spinal Tap reference :)

WellSky Customer Support Hours of Operation
WellSky Customer Support is open Monday — Friday, 7 AM CST - 8 PM CST (excluding
Company Holidays).

Contact and Case Creation Methods

The support team business processes and data recording utilize the support case
record. All assistance provided is recorded in the case as it is tracked through the
various stages to completion. WellSky advises customers to always create a support
case whenever a response is needed from WellSky Customer Support.

WellSky offers three methodologies to create support cases:

WellSky Customer Community

The WeliSky Customer Community is an automated solution for system administrators
to manage support tickets. The community provides system administrators an online
tool to create and manage cases with the WellSky Customer Support team. WellSky
Customer Support uses customer information provided through the community to
understand and effectively respond to customer needs, streamline and simplify support
efforts, improve customer satisfaction, and improve abilities to manage WellSky support
requests in a timely and effective manner. Through the community, system
administrators have around-the-clock access to real-time status of their submitted
support cases.
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Email;

Sending an email to the WeliSky Support Team email address will automatically

mmnnenin o ennnart raca in tha CRM system. Users may email WellSky at any time at
and the WellSky Customer Support Team will

e _including through use of the case reporter, through the

case record Users will receive a response in their inbox and may reply via the email

thread throughout the support case life cycle. All email activity is stored within the case

record.

Phone:

WellSky provides toll-free telephone-based support to customers, recognizing that not
all incidents are easily communicated by online case entry alone. Phone support is
suggested for situations where customers have difficulty articulating a need via the
Customer Community or if they need to speak directly to a support representative
during business hours. WellSky technical support team members answer incoming
calls as designated in a queue to facilitate user responsiveness.

Remoteg Session Sharing Tools
WellSky also provides a collaborative, web-based access tool to allow sharing of
desktops between WellSky representatives and end users during phone conversations.
This ability to demonstrate and view enables WellSky to provide an interactive support
experience that further contributes to an interactive customer experience. In addition to
walking through illustrative examples and results of their analyses, the support team can
use the tool to shadow customer user sessions to further understand the question or
problem under consideration. This tool enables the support team to:

+ Accelerate diagnosis and problem solving.

» Troubleshoot issue on customer hardware and solutions when needed.

» Provide real-time analysis while a problem is occurring.

¢ Demonstrate product features when appropriate.

After Hours Case Submission Support

The WellSky Customer Support Community, email support, and phone-based case
reporting {to voice message) are all available methods to log cases after hours. 24 x 7,
Customers can use the customer community to report/view support cases, and may
report cases via the community, email, and phone methodologies. WellSky Customer
Support will follow-up on cases submitted after-hours during normal business hours.

WellSky also has 24/7 monitoring of the entire hosting infrastructure and responds to
critical alerts after hours. Typically, if a customer were to encounter a critical hosting
issue, WellSky would already be aware and have begun to isolate, troubleshoot and
resolve.
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Client Side Support Model

Through extensive experience in implementation of enterprise software solutions,
WellSky has gained insight into best-practices for support models that provide efficient
and effective support. The Client Side Support Model (CSSM) is critical for enterprise
solutions for the following reasons:

* Visibility: The CSSM gives administrators and key stakeholders at the enterprise
level much-needed visibility into what is happening with system and reported
cases. The model! allows users at the state level to become more familiar with
how the software and the user community are performing.

» Subject Matter Expertise: The CSSM promotes effectiveness by developing
subject matter experts (SMEs) and power users at various levels of the support
matrix.

» Leveraging existing and natural relationships: There is already a living and
breathing culture within the DHHS organization and user base. Within that
culture, working relationships have formed. The CSSM draws upon and
reinforces those working relationships.

¢ Reinforcing data confidentiality: In an era where information and data security is
paramount, the CSSM works under HIPPA compliance best practices. Sharing of
information about an individual consumer is done within the scope of who needs
to know and is authorized to know. While Business Associates Agreements are
in place with WellSky as the vendor, the use of the CSSM is an added layer for
ensuring best practices for data privacy and security.

» Scalability: The CSSM provides a support structure that enables easy scalability
and prevents the need for added administration/overhead. Because the
expertise is cultivated within the user neiwork, the need to have more
representation/assistance in the state office is reduced.

Client Side Support Mode! (CSSM)

Building on customer’s contribution to the system requirements, setup, testing, and
training over the course of the implementation project, the customer —in the capacity of
system administration and user guidance—has a stewardship responsibility to manage
and promote the health and quality of the DHHS solution through data entry quality
initiatives, user provisioning/security management practices, and ongoing user training
and support.

The CSSM uses a layered structure of support within the DHHS organization to
maximize the efficiency and effectiveness of the support provided to system
administrators, power users, and end users. The CSSM relies upon a supporting
network of users providing initial triage and resolution on training and user issues before
escalation to System Administrators or WellSky Customer Suppon.
Client Side Support Model Purpose
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The purpose of the CSSM is to ensure that each end user of the WellSky application
receives the highest quality of support possible. The methodology of the CSSM helps
provide this high standard of support in two ways.

First, the CSSM is designed to protect sensitive client data. WellSky authorizes a team
of primary points of contact (POCs) with each client. These POCs are responsible for
communications with the WellSky Customer Support department. The POCs will be the
DHHS system administrators and power users. This allows WellSky's support
representatives—who are themselves bound by and trained on HIPAA—to discuss
HIPAA-related information, license and maintenance agreement details, and software-
related information with a smaller number of knowledgeable representatives of each
client organization, rather than individual end users. This helps reduce barriers to
support and ensure best practices for data privacy and security. This also helps ensure
both the system administrators and the support representatives are aware and able to
enforce DHHS unigue business processes.

The second benefit of the CSSM is that it ensures that each organizational unit within
DHHS Solution user base can provide tiered support to their end users. This support
should be provided by system administrators and business unit power users. This
helps system administrators and power user to be aware of issues that impact their
users so that training material and/or educational services can be developed to better
prepare all users when needed. The tiered support model, and assistance of DHHS
system administrators and power users, will allow WellSky's Customer Support
department to effectively team with DHHS to triage problems quickly and efficiently.
The network of support within the customer’s user organization combines software
solution knowledge and DHHS business practices knowledge, which helps speed the
triage process and problem resolution, and communications with end users.

DHHS Responsibilities

Under the CSSM, DHHS is responsible for providing program and business knowledge
support to their end users. Additional support provided on this level within DHHS
should be focused on day-to-day WellSky application support. Issues that can occur
with end users’ machines and/or network connectivity are more appropriately handled
by DHHS support.

The customer is responsible for creating and maintaining a tiered support model
charged with identifying and escalating issues to the WellSky Customer Support team.
This model scales easily based on the size and unique needs of the customer user
base.
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The first level of support should be provided by power users, who are designated
personnel within various offices or remote offices that can provide immediate assistance
to end users. This type of support should focus on how-to—type questions and initial
triage of issues that are reported to ensure they are not training related, or easily
resolved with by a subject matter expert.

The second level of support should be provided by DHHS system administrators, who
are designated personnel, responsible for providing support to DHHS solution end users
and power users alike. This type of support should focus on application maintenance
information sharing, acceptance testing of system changes, and detailed evaluation of
reported issues. Additional responsibilities of system administrators include creating
support cases with WellSky Customer Support, application configuration, and
maintaining regular communications with WellSky Customer Support.

The system administrators should implement a method to track the issues that are
reported internally by power and end users. This will enable a simple and proven
method to ensure all issues are afforded proper attention and can be tracked for various
Key Performance Indicators.

Ongoing Support and Account Management

WellSky Customer Support uses a three-tiered support structure that maximizes
efficiencies, speeds response, and aligns the right skillset for the case topic being
reported. The DHHS CSSM team will team with WellSky Support, and will manage
issues with increasing efficacy over time. The main contact methodoelogy outlined in the
Protocol for Accessing Support involves submitting support cases through the WellSky
Customer Community. The first point of contact will be Tier 1 support within the
WellSky support organization. Tier 1 has the ability to manage incoming cases for
triage and resolution and provides immediate access to the Tier 2 and Tier 3 within
WellSky.

Post Go-Live Support

e Direct Support: WellSky technical support team members will provide WellSky
Aging and Disability product support on application questions, issues and
enhancements.

s Escalation: WellSky technical support team members WellSky Support
Management will be escalation points of contacts for escalated issues, questions
or suggestions related to support for application functionality that has been
deployed to production.

WellSky utilizes multiple communication channeis to provide information on system
maintenance and other global communication efforts. WellSky utilizes the WellSky
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Customer Community (Salesforce) to track individual enhancements and software
defects. This online tool is available 24x7 and can be accessed by designated DHHS
members. Public information is available for review at any time as well as any historical
correspondence. As defects and enhancements pass through different stages of the
software development life cycle, updates are sent along the way in the individual
support tickets. Support tickets are closed with the enhancement or defect has been
corrected in the production environment.

Release Notes — Preliminary Release notes are provided to administrators and
available on the WellSky Portal prior to an upgrade. Finalized released notes are
available on the WellSky Portal at any time 24x7.

WellSky Portal WeliSky News — WellSky utilizes the WellSky Portal to provide DHHS
W|th upcoming items such as releases or planned maintenance. These notices are

B TV ey [ itahdA 44 b Fracont
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Marketo — Global Communications are sent to designated contacts in Salesforce.

_I R A N . L TT PRy SR R PPy

Common Process for an upgrade to the software starts with a 2 week notice sent via
Marketo and posted to the WellSky Portal. This communication contains release notes
and a reminder to let the end users know of the changes.

DHHS maintains a WellSky Aging and Disability Sandbox environment. New updates
are pushed to the Sandbox site two weeks prior to an upgrade. This gives the chance
for DHHS to conduct and testing and use the software and any new enhancements and
to adequality train users. If large or new functionality is planned, a release companion
guide will also be sent that goes into further details of the use, functions and changes of
the new release.

After the upgrade a notice is placed on the WellSky Portal alerting users that the
upgrade was completed.
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WellSky is pleased to provide a completed version of Attachment D on the pages
following.
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Attachment D
Technical Requirements Traceability Matrix

Request for Proposal Number 5948 Z1

Bidders are instructed to complete a Technical Requirements Traceability Matrix for Aging Services software replacement. Bidders
are required to describe in detail how their proposed solution meets the conformance specification outlined within each Technical
Requirement.

The traceability matrix is used to document and track the project requirements from the proposal through testing to verify that the
requirement has been completely fulfilled. The contractor will be responsible for maintaining the contract set of Baseline Requirements.
The traceability matrix will form one of the key artifacts required for testing and validation that each requirement has been complied
with {i.e., 100% fulfilled).

The traceability matrix should indicate how the bidder intends to comply with the requirement and the effort required to achieve that
compliance. It is not sufficient for the bidder to simply state that it intends to meet the requirements of the RFP. DHHS will consider
any such response to the requirements in this RFP to be non-responsive and the bid may be rejected. The narrative should provide
DHHS with sufficient information to differentiate the bidder’s technical solution from other bidders’ solutions.

The bidder must ensure that the original requirement identifier and requirement description are maintained in the traceability matrix as
provided by DHHS. Failure to maintain these elements may render the bid non-responsive and result in for rejection of the bidder.

How to complete the traceability matrix:

mey #+ THIE WY US IUSTHUNIE W LS TTYUNTTHIGIIL O3 AT DY LAy DR oy L s St
requirement number. This column is dictated by this RFP and should not be modified by the
bidder.

Requirement The statement of the requirement to which the Bidder should respond. This column is dictated
by the RFP and must not be modified by the Bidder.

(1) Comply The Bidder should insert an "X" if the Bidder's proposed solution complies with the requirement.

Describe in the response how the Bidder's proposed solution meets the requirement. The
Bidder should leave blank if the Bidder's proposed solution does not comply with the
requirement.
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» Capability does not currently exist in the proposed system, but is planned in the near future
{within the next few months)

+ Capability not available, is not planned, or requires extensive source-code design and
customization to be considered part of the Bidder's standard capability

* Requires an extensive integration effort of more than 500 hours

a} Core e bidder should insert an if the requirement is met by existing capabilities of the core
(@) C The bidder should insert an "X" if th i ti t by existi biliti f th
system or with minor madifications or configuration to existing functionality.

(b) Custom The bidder should insert an "X" if the bidder proposes to custom develop the capability to meet
this requirement. Describe and indicate "custom" for those features that require substantial or
“from the ground up" development efforts.

{c) 3rd Party The bidder should insert an X" if the bidder proposed to meet this requirement using a 3rd
party component or product {e.g., a COTS vendor, or other 3rd party). The bidder must
describe the product, including product name, its functionality and benefits in their response.
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TECHNICAL REQUIREMENI 5

The following requirements describe what is needed to support DHHS technical project operations.

Each requirement is identified by the following first three characters:

TEC General Technical Requirements

STN Standards Requirements

ERR Error Handling Requirements

DBM Database/Data Management Requirements
BKP Backup and System Recovery Requirements
SEC Security Requirements

DOC System and User Documentation

TRN Training

PTT Production, Test and Training Requirements
INT Interfaces/Imports/Exports Requirements
PER System Performance :quirements
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General Technical Requirements

This section presents the overall technical requirements that apply to the software. Describe in the Response how the proposed
solution meets the requirement.

@ | &

Req # Requirement commy| o e e
a
Provide a description and diagram of the Bidder's proposed technical architecture. Include alt
TEC-1 database/web/networking hardware, software, tools, and information on where the solution is X X
hosted.
Response:

WellSky's solution architecture has been designed 1o achieve a high degree of redundancy and availability. WellSky complements a robust
and highly available design with attentive monitoring and operational rigor, resulting in our track record of success with our customers. Qur
design and regimented backup procedures are important aspects of the resilience of our Saa$S infrastructure. The WellSky Saa$S operation
is supported by a dedicated team, monitoring the infrastructure events and end user experience performance on 24x7x365 basis.

We endeavor o assure continued preparedness for contingency operations by regularly assessing operational continuity and availability risk
in the design phase. WellSky revisits this over.  architecture and design at least quarterly through a review of performance metrics. We
examine aspects including manageability of the infrastructure and application, r ability of the solution and underlying network and hardware
and our service contracts.

WoellSky provides a robust architecture that ensures high performance, redundancy, and strong security of the production and non-production
environments. The SaaS offering is comprised of both physical and virtual infrastructure and is located in commercial data centers. The
overall hosting model consists of a hybrid private dedicated cloud/co-location design. WellSky contracts with for the production environment
with Zayo zColo to provide colocation services. WellSky maintains a secondary data center for disaster recovery at Tier Point Hosting
Solutions, located in Lenexa, Kansas.

The responsibility for each component of the production infrastructure is detailed in the below charts:

Production Zayo
Availability Configuration/Change Control
Component Managed by Managed by:
Network/ISP Windstream WellSky
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(c)

Req# Requirement Co(rl.)ply C(sl?e Cu(:tzam 3rd

Party
Firewall We  ky WellSky
Load Balancer We  iky WellSky
Network Core Switching We  iky WellSky
VYMWare Hosts WellSky WellSky
Storage for VMWare Hosts WellSky WellSky
Database Servers WellSky WellSky
DB Storage (Pure) WellSky WellSky
Backup Storage (CommVault) WellSky WellSky

Disaster Recovery (Tierpoint)

Availability Configuration/Change Control
Component Managed by Managed by:
Network/ISP TierPoint, KS WellSky
Firewall W Sky WellSky
Load Balancer W 3ky WeliSky
Network Core Switching W 3ky WellSky
ViMWare Hosts/XenServer Hosts WellSky WellSky
Storage for Hosts WellSky WellSky
Database Servers WellSky WellSky
DB Storage {Pure) WellSky WellSky
Backup Storage {CommVault) WellSky WellSky
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{c)
. (1) a) (b}
Req# Requirement Comply CEore Custom P:;rgy

The core components of the architecture include:

¢ Network
o Redundant Internet circuits
o Redundant routers
o Redundant firewalls
¢ Redundancy in the SAN fabric — Each server connected to the iISCS| or fiber network will have dual nort Ethemet or fiber cards. The
SAN switches shall be redundant as well, configured for faifover, such that there are enough port:  accommodate all hosts if one
switch fails.
e Web Server Fam — The application servers would be load balanced across all web servers using a load balancer with Virtual 1P
Address, resolving to the public URL/Web site for SPURS. The load balancer handles SSL accel tion and session affinity.
e SharePoint Farm — The SharePoint farm (SP) in the diagram, provides WellSky Advanced Reporting. Two redundant SharePoint
Servers are configured
» Active Directory — The Active Directory (AD) infrastructure has replicatic  artners within the primary site and at the secondary
disaster recovery site. The backup servers will act as the secondary A servers at the production and disaster recovery (DR) sites
respectively.
« Database Servers =Microsoft SQL Servers with N+1 redundancy to ensure protect against hardware failure.
o One active database instance will be dedicated to transactional processing for the main application.
o One instance for WellSky Advanced Reporting (which is a reporting solution for advanced queries against a nightly refreshed
copy of the OLTP DB and content databases. These instances are isolated from OLTP load purposefully to maintain

performance of the OLTP.
o The architecture includes N+1 redundancy to prepare for database server failures.
Network Segmentation

The WellSky SaaS network is segmented into three logical networks as follows:

» Application and Web Services. This network is isolated and contains all web/applications servers, including Internet Information
Services and SharePoint Services, Active Directory Federation Servers, and load balancer virtual addresses. These servers and
services are all provided private IP addresses. Public facing web services URLs are assigned a publicly routable IP address, which is
mapped to a private LAN address. Web services addresses are allowed to communicate inbound and cutbound on port 443. SFTP
services are restricted to port 22 inbound on a public facing IP address and server, but cannot communicate with the LAN, except via
an channel on port 1180 which is restricted to communications only with the public facing SFTP server.

» Database Services. All database servers are segments on a subnet which is isolated from the applications and web services subnet.

e Management Subnet. A management subnet is in place to allow remote administrative access to all server infrastructures, This
subnet is only accessible via SSL VPN or with direct console access.
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Req# Requirement Comply | Core | Custom| o

TierPoint serves as failover site in the event of disaster at the WeliSky contracted Zayo primary hosting facility, in McLean, VA. This Disaster
Recovery (DR) site is on standby in case a catastrophic event occurs that renders the Zayo hosting facility inaccessible or unusable. The
architecture of the DR site is a scaled down replica of the production architecture.

Data center security

o Redundant state-of-the-art SSAE16 Type 1l secured facilities, with redundant hardware, power and internet connectivity.
e Physical access limited to our own Data ce  r technicians.

s 24 x 7 x 365 onsite security.

s Physical security independently audited.

Facility Security

Facility entry is monitored with security cameras providing 24x7x365 electronic video surveillance of entry and exit to and from the hosting
facility.

Access to the data center and hosting facility equipment is controlled by on site  ff 24x7x365. WellSky employees must check in with facility
security, sign a security log, and present valid govemment identification. Facility security staff then validate access is granted for the
individual. WellSky staff is then assigned a security badge and escorted by facility security to the WellSky cabinets. Facility security staff then
unlocks the WellSky assigned cabinets and grants access. All customer data and equipment is stored in locked cabinets and keys to these
cabinets are provided only to the authorized personnel.

Describe how the solution is designed so that business rule parameters and code lookup tables can X X

TEC-3 be easily updated without changing the overall application program logic.

Response:

As detailed in the response to TEC-8 below, authorized users may make adjustments as business needs and requirements change.
Administrators have the ability to configure workflows, create and maintain all drop down lists, assign user and role permissions, update
system defaults and more in the system.
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Describe the software licensing model of the seclution, including any required third party licensing.
TEC4 Describe how the Bidder's maintains licensed software no more than two supported versions behind | X X
the latest release and updated with latest security patches

Response:

Weh":\)'S‘ky Aging and Disabiiity is delivered in a SaaS model on an annual subscription basis. Updates to new versions of Harmony solutions are
included with the subscription at no additional cost. Harmony's product release cycle generally includes ane major release per year and several
maintenance releases to the COTS praduct. These upgrades are available to DHHS during the course of its licensing of the proposed WellSky
COTS product. This is an added benefit of choosing a true COTS product over a product that relies on a customer-specific code branch. Not
only does DHHS benefit from enhancements, DHHS also receives product updates that are driven by market needs across the Home- and
Community-Based Long-Term Care marketplace. When a new release becomes generally available, the DHHS solution wiil be updated.
WellSky SaaS subscribers are never more than one supported version behind the latest release.  Any third-party products (heyond desktop
hardware and browsers) are inciuded in the subscription fees.

TEC.5 Describe any impact to the solution when customizations are made for upgrades and maintenance

processes. DHHS prefers to minimize downtime and impact to the users. X X

Response:
Common Pracess for an upgrade to the software starts with a 2 week notice sent via Marketo and posted to the WeliSky Portal. This
communication contains release notes and a reminder to let the end users know of the changes.

HHSC will maintain a WeilSky Aging and Disability Sandbox environment. New updates are pushed to the Sandbox site two weeks prior to an
upgrade. This gives the chance for HHSC to conduct and testing and use the sc  rare and any new enhancements and to adequality train
users. If large or new functionality is planned, a release companion guide will also be sent that goes into further details of the use, functions
and changes of the new release.

After the upgrade a notice is placed on the WellSky Portal alerting users that the upgrade was completed.

TEC-6 Describe how the proposed solution is scatable and flexible enough to accommodate any changes
required by the State and/or federal statute, mandate, decision or paolicy.
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Response:

The%VellSky Saa$ platform is architected to scale to accommodate the needs of existing and future customers. WellSky monitors the
workload on servers, disk, network, firewall, database servers and the other elements of the underlying infrastructure to assure that the
application environment is sized properly and is tuned optimally to meet customer demand within existing service level agreements. WellSky
regularly conducts estimates on server and network load and projections on disk storage growth for example to assure that we are scaling our
infrastructure well ahead of demand. As the Saa$S solution environments expand, we also make resource decisions to support the
environment as it grows in size and complexity.

WellSky Aging and Disability is highly configurable, allowing authorized administrators to make adjustments as business needs and
requirements change. Administrators have the ability to configure workflows, create and maintain all drop down lists, assign user and role
permissions, update system defaults and more in the system. Users also have the ability to customize screens to match the way they work.
The following is a high level list of all items that can be created and edited, along with a summary of some important tasks that the user can do
within the entities that they create/maintain:

General Fields
1. Nationalities creation
a. Can map to official NAPIS Ethnic Race.
2. Caregiver Relationships
a. Can map to official NAPIS Caregiver relationships
Consumer languages
User Fields
a. Can choose from many different field types to ensure consistent data entry
b. Can link to assessment questions so information will flow seamlessly between consumer record and assessment form.
5. Status Codes
a. Can create codes for:
i. Activities
ii. Enrollments
iii. Care Plans
iv. Invoice
v. Invoice item
vi. Service Plan
vii. Service Order
viti. Service Suspension
ix. Care Plan Worksheet entry
6. Reason Codes
a. Can create codes for:
i. Consumer inactivation
ii. Agency inactivation

Bow
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n. Actvtes
iv. Enrolliments
v. Care Plans
vi. Invoice
vii. Invoice item
viii. Service Plan
ix. Service Order
x. Service Suspension
xi., Care Plan Worksheet entry
7. Diagnosis Codes
8. Marital Status
9. ADRC Activities
10. Eligibilities
11. Keywords
12. Call Planning
13. Call Priorities
14. Referred By
15. Age Group
16. Payment Sources
17. Contact Types
18. Location Types
19. Phone Types
20. Joumal Types
21. NSIP Meal Types
22. Payment Methods
23. Provider Types
24. Provider Role Types
25. Unit Types
26. Accessibility Types
27. Caller Types
28. Call Types
29. Disability Types

Program Definition Fields:
1. Levels of Care
a. Can associate service programs to Levels of Care (creating a care program/locus of care)
2. Service Programs/Care Programs
a. Can associate services with service programs, along with service rules (requires a care plan, order, efc).
b. Can grant access based on Role
c. Can create cost caps for program and also include co-pay indicators
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Fund Identitiers

a. Can associate multiple services to Fund IDs
Service Categories

a. Can associate multiple services to Service Categories
Services

a. Can associate multiple topics to Services

b. Can associate multiple places to Services

¢. Can assaciate multiple taxonomy codes 1o Services
SubServices

a. Can associate subservices with services
Places of Service
Topic outcomes
Topic categories
Topics

a. Can associate multiple Topic Outcomes with Topics
Programs
Activities/Referrals

Organizations:

1.

2,

3.

States
a. Can establish security for States
b. Can add an unlimited number of contacts for states
¢. Can add an unlimited number of locations for states
d. Can add an unlimited number of phone numbers for states
e. Can add a Staffing Profile to streamline NAP!S Report creation
Agencies
Can link an unlimited number of Providers to agencies
Can establish security foragen s
Can add an unlimited number ot contacts for agencies
Can add an unlimited number of locations for agencies
Can add an unlimited number of phane numbers for agencies
f. Can add a Staffing Profile to streamline NAPIS Report creation
Providers
a. Can link an unlimited number of agencies to providers
b. Can link an unlimited number of subproviders to providers
¢. Can link an unlimited number of services to providers
i. Can establish rates for services, unique to each service, fund and provider
d. Can establish security for providers
e. Can link an unlimited number of sites to providers
Can add an unlimited number of contacts for providers
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wan auu e woee@d NUMber of locations for providers
Can add an unlimited number of phone numbers for providers
Can link an unlimited number of provider roles to providers
Can link an unlimited number of provider types to providers
Can link an unlimited number of languages to providers
Can link an unlimited number of accessibilities to providers
. Can link an unlimited number of eligibilities to providers
Can link an unlimited number of keywords to providers
Can link an unlimited number of service areas to providers
p. Can specify which providers appear on public portal
4. Care Managers
a. Can link an unlimited number of agencies to care managers
b. Canlink an unlimited number of subproviders to care managers
c. Can link an unlimited number of services to care managers
i. Can establish rates for services, unique to each service, fund and care manager
Can link an unlimited number of sites to care managers
Can add an unlimited number of contacts for care managers
Can add an unlimited number of locations for care managers
Can add an unlimited number of phone numbers for care managers
Can link an unlimited number of provider roles to care managers
Can link an unlimited number of provider types to care managers

©co3 -~ mTTIL
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5. Sites
a. Can link an unlimited number of providers to sites
b. Can add an unlimited number of contacts for sites
c. Can add an unlimited number of locations for sites
d. Can add an unlimited number of phone numbers for sites

Care Plans:
1. Functional Categories
2. Functional Areas
a. Can link to functional category
3. Care Plan Goals

Places (populated automatically by default):
1. Countries
a. Can link an unlimited number of states to countries
2. States
a. Can link to a country
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3. Counties
a. Can link an unlimited number of municipalities to counties
4. Municipalities

5. Towns
a. Can link an unlimited number of zip codes to towns
6. Zip Codes
a. Canlink to a county
7. Regions
Reports:

1. Custom Reports
2. Word Merges

Security:
1. User Logins
a. Can associate with an unlimitec  mber of Roles
2. UserRoles
a. Can create system privileges
b. Can create Field Security

The system also has general configuration rules and tools managed by the administrators, allowing administrators to:

Establish various application defaults

Lock service deliveries based on a spe  ed date

Determine how consumer |Ds are generated

Establish automatic numbering for service ordersf/invoices

Enable single sign on

Configure consumer search rules

Customize field level security for assessment questions

Customize assessment expiration rules

Customize complete intake/screening/assessment forms and indicators

CENBO~ON

Additionally, end users can make their own minor configuration changes to assi  with the data entry process, End users can:

Change font size.

Customize columns.

Customize sequence of data entry fields
Set defaults

ALnN-
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Describe how the system stores objects such as pictures, documents, PDF files, etc. If an electronic
TEC-7 document management system is part of the solution, provide a des  »tion of the proposed X X
document system and how it is able to support multiple objects.

Response;
WellSky Aging and Disability allows users with appropriate privileges the ability to attach documents (MS Word, PDF, Text, JPG, Excel, etc.}
to consumer records. This information is stored within the centralized case management database.
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Describe how the proposed solution is responsive to mobile technology and works with mobile
TEC-8 :
devices such as smart phone or tablets.

Response:

WellSky's Mobile Assessment solution allows for assessments to be conducted remotely, with or without connectivity, with a seamless
integration to the centralized case management database. Many WellSky customers use tablets and other mobile devices to collect
assessment data in the field. WellSky's newest version of WellSky Aging and Disability is compatible with all of the most popular browsers
and is available wherever the user has an intemet connection. Portions of the WellSky solution are better suited for larger, full-screen
devices. Optional add-on modules are available which are device-agnostic and support smaller form-factor mobile devices.

TEC-9 Describe what industry standard browsers are supported by the Bidder's solution. X X

Response:

As noted in the response to TEC-8, WellSky Aging and Disability is compatible with all major browsers  cluding Internet Explorer, Edge,
Chrome, and Safari.

Standards Requirements

(c)

. (1 (a) )]
Req # Requirement Comply [ Core | Custom P::rgy
Describe how the Bidder's proposed solution complies witt n ’ C TN
STN-1 tha Stata of Nebraska accessibility requirements located a X X

Response:

WeliSky Aging and Disability aligns with the accessibility requirements of the State of Nebraska and was designed with accessibility for persons
 with disabilities in mind. When used with third-party assistive devices and technology, users with disabilities have equivalent access and control
of the solutions functions and features.
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Comply | Core |Cusiom Party

Req # Requirement

Describe how the Bidder's proposed solution conforms to the sub-parts of Section 508 of the
STN-2 Americans with Dig~1#~~ A~ (ANAY and ~ey gther appropriate State or federal disability X X
legislation. Refer t

Response:

WellSky performs testing and validation using different tools to comply with the Americans with Disabilities Act {ADA}, Section 508 of the
Rehabilitation Act. As part of this process, we generate a Voluntary Product Accessibility Template (VPAT) that contains information on our
compliance with the Section 508 standards. WellSky's VPAT can be provided upon request.

Describe how the Bidder's proposed solution is consistent with all HIPAA and other statutory,
STN-3 Poto— o s el cmien b mn defined and adopted by DHHS. Refer to X X
or policies and standards.

Response:
WellSky follows a comprehensive, multi-level security program to ensure integrity and protection of customer dala from unauthorized access.

This program is based on an organizational commitment to the security of customer data and regulatory compliance with HIPAA. Our security
program consists of best practices technical measures and is complemented by intemal operational policy and procedures.

System and Application Security

At the application level, WellSky solutions provide robust organizational- and role-level security that allows for very granular security
management. This configurable application security infrastructure controls which functions a user can access as well as what data a user can
access down to the field level.

Harmony for Aging and Adult Services’ role-based security allows a System Administrator to create groups that define the chapters, pages
and fields that will be available to users in a specific division or functional business area (e.g., finance) and roles that further refine the areas
of the application available to users with specific job functions, and their edit privileges (e.g., view, add, edit, delete, etc.). These features
allow an organization to define an unlimited number of roles to help ensure that users are able  access data appropriate to their line of
business and job function.

Saa$S Operations Security

WellSky has a comprehensive set of intemal corporate HIPAA policies, including access control policies and procedures to secure PHI.
These policies include an approach that provides access to data only by essential personnel according to job requirements. All employees
complete annual HIPAA training. Below are some highlights of the HIPAA policies and procedures now in place at WellSky:
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Comply | Core |Custom p:irgy

«  WellSky maintains on staff a Chief Sec  y Officer, responsible for develaping, monitoring, and enforcing security practices, including
implementation of policies and procedures to prevent, detect, contain, and correct security violations.

» Response protocols in the event of an emergency or other occurrence that damages systems that contain EPH], including data backup
plan, DR plan, emergency mode operation plan, testing, and revising procedures.

e WellSky screens all personnel by performing reference and background checks, and by requesting information about a candidate’s
former work and, if any, criminal history.

« All WellSky employees, contractors, and sub-contractors are required t¢  ad, understand, and abide by Information Security policies,
and are trained at least annually on the following requirements:

o Protect PHI/PI - All WellSky employees, contractors, and sub-contractors are required to protect sensitive data from accidental
or intentional unauthorized access, modification, disclosure, or destruction.

Req # Requirement

o Report Violations - All WellSky employees, contractors, and sub-contractors are required to report any known or suspected
violations and/or security concerns to management, Information Security, or the HIPAA Privacy Officer. All WellSky employees,
contractors, and sub-contractors are required to report faulty physical controls/equipment (shredders, door locks, etc.) as well.

Error Handling Requirements

The management of the system requires that all occurrences of errors be logged for review and that critical errors be accompanied
by appropriate alerts. Authorized users need to be able to query and review the error log and configure the alerts.

(c)
. 1 b
Req # Requirement compty | Cote |cusom| 5
ERR-1 Describe the Bidder's proposed Error Handling functionality. X X
Response:

WellSky Aging and Disability contains many built-in business rule validations across the application that are invoked during data entry or when
information is saved. When validation rules fail, the user is notified via on-screen prompts with information that describes the problem and
suggestions for resolving the problem where appropriate.

In addition to the business rule validation provided in WeilSky Aging and Disability, WellSky also monitors e production hosting environment
for anomalies and error detection/correction. Logging is accomplished through a variety of third party and native tools, Examples include, but
are not limited to:

+ Internet Information Server logs
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« Custom application event logs
+« Windows Operating System event logs
o Database event logs

Describe how the Bidder's proposed solution provides a comprehensive set of edits at the poi  of
ERR-2 data entry to minimize data errors and provide immediate feedback in order for incorrect data to be X X
corrected before further processing.

Response:

To aid data quality and consistency, WellSky's solutions include field-level edits that prevent users from entering data in a different format than
the required format (e.g. 10-digit telephone numbers). If a user enters incorrectly formatted values, WellSky will notify the user of the mistake
and prompt for comrection. WellSky also relies on dropdown selection lists, check boxes, date selectors, and other field controls to help ensure
that data inputs are compliant with organizational business rules. Text boxes include spell check functionality and cut and paste features.
User permissions may also be set to require supervisory approval of specific screens or forms before they may be saved permanently.

Describe how the Bidder's proposed solution ensures all errors are written and categorized to an
ERR-3 error log. Describe how the Bidder's proposed solution allows for a user to view, filter, sort, and X
search the error log.

Response:

The WellSky Aging and Disability solution displays validation and error messages via the user interface for users fo view in real-time and this
type of information is not stored in a centralized error log repository. Server-side event logs. application logs, and unexpected ermror logs are
stored in a central localion that is accessible by WellSky administrators, which WellSky uses to ensure the application is running in a normal
and efficient manner.

Describe how the Bidder's proposed solution provides for the generation of standard and

ERR-4 customizable error reports.

Response:

The WeliSky Aging and Disability solution does not offer any out of the box set of reports that generate reports for validation errors or error log
information. WellSky would be happy to work with DHHS to understand what type of error reports may be needed and help determine how
best to include these as pari of the implemention,
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ERR-5 Describe how the Bidder's proposed solution has the ability to suppress error messages based upon
user-defined criteria.

Response:

The validation and error messages that the WellSky Aging and Disability solution displays to users are a core port of the application and are
not available to configure. As part of the implementation, if Workflow Triggers are created that display validation or error messages to users,
the system administrator can revise the logic for when and how the messages are displayed.

Database/Data Management Requirements

DHHS requires the benefits inherent with a relational database management system (RDBMS). The accessibility, flexibility and
maintainability achieved through normalized data structures are essential to achieving the business objectives outlined in this RFP.

M| @ | & | @

Req # Requirement Comply | Core |Custom par;y
a
Describe the Bidder's proposed Database architecture including the database software is supported
DBM-14 o X X
by the proposed application.
Response:

The WellSky Aging and Disability solution is designed with a 3-tier architecture; presentation, application, and database. In this model, users
are separated from the data layer thru the presentation {user interface) layer. The application layer {(sometimes referred to as the middle
layer) generates abstracted views for the information in the database and acts as a controller between the presentation and database layer.
One of the primary benefits of this architecture is that it allows WellSky the flexibility to scale the application as needed to help maintain
acceptable performance levels. The database management system currently used with the WellSky solution is Microsoft SQL Server 2014
however WellSky evaluates newer versions of database software as they become available.

DBM-2 | Describe the Bidder's proposed Database Warehouse solution, if applicable. HESHESE |
Response:

The propesed solution includes WellSky Advanced Reporting, a business intelligence and self-service reporting module that allows designated
report developers to dynamically query and extract data without assistance from WellSky.
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Several of our state customers have come te fully rely on and maximize the use of this valuable tool to create agency-defined critical reports to
facilitate programmatic, operational and data integrity reports to support it critical programs. This tool allows customers to report on any data
element captured in the system. This kind of self-service reporting is a high-value tool when DHHS is required to report to the legislature about
its programs.

WeliSky Advanced Reporting is a purpose-built platform in which the complex relational database structure of the Aging and Disability solution
suite is simplified, de-normalized (i.e., “flattened”), and otherwise optimized r reporting. WeliSky Advanced Reporting also includes
dynamically created, cross-labulated assessmenit tables to simplify the use of assessment data. Finally, WellSky Advanced Reporting includes
a full copy of DHHS’ transactional database, ensuring that all data elements are available for inclusion in reports.

Describe how the Bidder's proposed sclution is built upon an integrated data model, such as a
DBM-3 Relational Database Management System (RDBMS), with referential integrity enforced. Desc e X X
the integrated data model.

Response:

The WellSky Aging and Disabilty solution contains a database design that is considered a centralized model where all data resides. The data
structures are normalized to help reduce redundant dala and to ensure that dat:  logically stored. The data structures are designed to take
advantage of referential integrity to ensure that data in child 1ables uses foreign keys to reference associated data in parent tables via the
primary key. This database design, along with the various validations and business rule logic built into the solution, help maintain the
accuracy and consistency of the data.

Describe how the Bidder's propos  solution maintains an automated history of all transactions,
DBmM-4 including, but not limited to: date and time of change, "before" and "after" data field contents, and X X
operator identifier or source of the update.

Response:

WellSky provides application audit logs for each end user's access or modification of transactional data. The audit record identifies the user
by unique system identifier, time and date of action, and the transactional data values before and after changes. This audit information is
readily available for reporting by authorized users and provides the necessary forensics to reconstruct data manipulation sequences over time
and identify the user(s) who performed the manipulation.

DBM-5 Describe the ability for the Bidder to convert data from the current systems utilized into the Bidder's

proposed solution. Describe the technology used to complete the conversion. X X
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Data Conversion Methodelogy

WellSky performs data conversion in almost every implementation of a system, and, therefore, brings to this engagement experience in
hundreds of successful data conversion efforts. The methodology and processes outlined below have been honed and refined to align
specifically with the implementation of the Harmony solution proposed.

The data conversion methodolagy refers to the specific set of procedures and tasks used to manage and control conversion of data into the
Harmony solution SQL database using SQL scripts. The data conversion pracess is vital to the success of an implementation and should be
planned carefully with committed data conversion team members from both WellSky and the Agency. This methodology helps ensure that
the entire data conversion task results in an accurate migration, ultimately resulting in a more comfortable user group and a more
manageable end-user leamning curve. WellSky's Data Conversion Plan comprises an orientation phase, a review and test phase, and a final
live conversion phase.

To facilitate conversion, WellSky relies upon a  ndard, single, prescribed data conversion schema submission file for data conversions.
This standardized single file format and its data elements are a product of lessons learned through years  fata conversions. Use of the
conversion template provides the following benefits:

« Predictability — A single file format with prescribed data elements naturally lends itself to an increased success rate for live conversion
because it helps ensure data consistency across disparate systems. WellSky is able to take a sample of client data, test convert it, work
through possible data source issues, and provide higher predictability of a successful live conversion.

» Cost Efficiency — A single file format and prescribed data set reduces the risk of incomplete data submissions or multiple data source
conflicts, which can result in unplanned data cleanup or multiple data conversions. The single file also permits easy mapping of Agency
data to WellSky's schema through a data crosswalk exercise.

» Time Efficiency — Use of the conversion template eliminates the need for custom scripting to import the data to the new system.

WellSky's approach is predicated on close collaboration with Agency resources to complete data
conversions. If needed, WellSky's role in conversion may be expanded under a change order to
ce or staffing to complete tasks required of the Agency.

Approach
1. Solution mapping sessions (SMS) are conducted to determine how the customer will use Harmony and, therefore, the critical data
elements that are needed.
2. Based on the data gathered in the SMS, WellSky's implementation services and data conversion specialists work with the customer to
identify the subset of data elements available in a standard data conversion that will be used in the current implementation.
o This is documented in the Harmony Data Conversion Schema Data Dictionary
3. The customer populates the Data Schema provided by WellSky with the information agreed upon in the Data Dictionary.
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4. |he dataIs mported Into a non-production site and reviewed by WellSky and the customer. Several iterations may be required to identify
and resolve data issues.
5. Prior to go live, data is imported into the customer's production site and a final review is done.

Scope of Standard Data Migration

» Setup/General
Places data (state, region, county, city, zip code)

o

o ICD-10 CM Diagnosis Codes
o Service Codes
o Users
o Roles
» Core Consumer Demographics
o Name
o Address{es}
o Phone Number(s) / Email Address(es)
o IDs(e.g., SSN, Medicaid #, legacy system ID}
o Mise (e.g., race, ethnicity, gender, DOB)
o Diagnoses
o Program/Provider Enroliments

s Core Provider (Vendor) Demographics
Name
Address(es)
Phone Number({s} / Email Address(es)
IDs (e.g., EIN, Medicaid #s, NPI, legacy system ID}
Service Codes
Core Worker Demographics
» Name
Address
Phone Number/Email Address
Misc {e.g.. SSN, race, ethnicity, gender)
Supervisor

o0 o0 o0

Migration Assumptions
o WellSky will make reasonable efforts to accommodate customer-specific data conversion needs within a standard data conversion but
retains the right to make the final decision as to whether or not a given field is included in a standard data co nversion.
e Customer will provide data in the format proscribed by WellSky.
« Customer will “scrub” data prior to submission to ensure a clean conversion. Includes, but is not limited to
o Removing/merging duplicate records
o Removing or editing data that contains inappropriate values and/or special characters
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o Removing recards that should not be imported
o Aligning or mapping values in legacy data to allowable values in Harmony
o _Editing records/values to match destination data types in Harmony (e.g., cannot import alphabetic characters into a numeric field)

Backup and System Recovery Requirements

DHHS requires the ability to create backup copies of the software and to restore and use those backup copies for the basic
protection against system problems and data loss. This requirement refers to all application system files, data files, and database
data files. The Bidder's proposed solution should provide a comprehensive and easily manageable backup and recovery process
that is responsive to DHHS needs.

The Bidders proposed solution should identify and implement a system recovery plan that ensures component failures do not
disrupt services. The plan should be completed, implemented, and tested prior to system implementation.

The successful Bidder's solution should specify all needed hardware, software, and tools, and the plan should clearly define all
roles, responsibilities, processes, and procedures. The solution should be sufficiently flexible to integrate with existing DHHS
capabilities and accommodate future changes.

W | @ o 9

Req # Requirement Comply | Core |Custom| J°

Describe the Bidder's proposed Backup and System Recovery plan and readiness. Describe
BKP-1 Bidder's service level agreement on returning the solution to service from a backup. Describe the X X
Bidder's proposed backup retention schedules — daily, weekly, monthly, quarterly, etc.

Response:
WellSky provides regular automated backups as part of the standard Saa$S offering. The service is a com bination of automated disk and tape

backup for SQL database {customer data), system configuration, and the WellSky application. Each night, automated backups of all
customer data are encrypted, saved to disk and backed up onto a NAS, and replicated to our secondary data center in Lenexa, Kansas.

The backup and replication process is as follows:
« Nightly differential and weekly full backups are stored to disk in production (Zayo)
« Each night, these disk backups are replicated to Tierpoint-Kansas (the secondary data center) via CommVault infrastructure,
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The WellSky contingency plan involves the following key components:

« Routine Business Impact Analysis (BIA). This exercise inventories all critical components of the SaaS operation and results in a
prioritization of risk to the SaaS operation. WellSky also conducts a BIA for corporate systems including customer service, finance,
human resources, and corporate email.

e Redundant Saa$ architecture;

» Backups stored locally in the production data center. Replication of backups nightly to our DR data center.

« Two site data center design for Disaster Recovery (DR), designed for recovery in the event of a disaster affecting the production data
center

s A contingency/ Continuity of Operations Plan (COOP) that enables Well:  workers to work remotely or in alternate offices in the case
of damage affecting the Reston or Essex Junction WellSky offices.

« Designation of key personnel assigned to DR procedures with routine updating of contact lists.

Collection of key vendor and supplier and contract information in case needed to support recovery efforts.

Detailed technical recovery strategies, disaster declaration procedures outlined in the WellSky Saa$S DR plan.

Annual tabletop exercise conducted for the WellSky SaaS operation by an independent third party specializing in business continuity
and disaster recovery.

The results of these efforts are manifested in WellSky’s proven track record in the following areas: a) application availability, b) excellence in
operational performance, and c) innovation in serving DHHS. Examples include:;
« In2014, WellSky completed a data center move, implementing a geographically dispersed two data center design for our Saas {ootprint.
e We average 64TB of customer data successfully backed up each month across more than 550 databases.
e InQ1 2016, we increased our MPLS circuit throughput for disaster recovery and two site replication by a factor of 10 to address finding
from our review of performance metrics.
» Routine testing of database restores to validate backup success and integrity.
e Executive Summary reports summarizing the DR tabletop exercise.
A high-level DR design topology has been provided below in Figure 1
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Below is an explanation of Figure 1:
» WellSky has provisioned an MPLS circuit for cannectivity between data centers, enabling site to site replication of domain information
and backups;
« Active Directory domain information is replicated real time between the primary and secondary data centers.
»  WellSky web/application servers are on standby at the non-production data center. Each time a new production application deployment
takes place, WellSky updates the DR environment web servers to match the production version. The intent is fo maintain the same
version of application code/build deployed in both the DR and production environments.

» WellSky database (DB} servers are on standby at the non-production data, ready to receive database restoration from the replicated
backups of production data.

In the event of a catastrophic disaster at the production data center, WellSky confirms domain replication status of Active Directory. Existing
capacity at the secondary site is used for initial application installation and restoration of the most recent database backups. Additional capacity
is then provisioned. Once the initial footprint is operational, WellSky initiates a DNS change to redirect the production application URL to the
new production instance of the application running at the secondary data center. Until full DNS propagation is complete, WellSky provides the
customer with a direct interim IP address. Incremental capacity is provisioned until either:

+ we teach full production capacity,

« we roll back to the original production data center, or

» areplacement footprint is established at another location

WellSky modifies its disaster recovery process as the state of technology, industry best practices and operational needs change.

Figure 2 (below) depicts the CommVault backup and disaster recovery topology used in the WellSky Saas Environment.
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Disaster Declaration
¢ At the 16-hour mark after a continuous unanticipated interruption {system downtime), WellSky Executive Management (Recovery
Management Team) will decide whether or not the recovery plan will need to be activated. This decision will be affected by the nature
of the interruption, the conditions in the market and the potential financial and/or operational impacts to the company created by the
interruption and the relative difficulties in activating the recovery versus waiting for resolution.
» Designated HHSC personnel will be notified via email and phone calls as necessary.

DB Backups & Install Packages Shipped
« WellSky shall confirm the last known good offsite backup before the disaster event occurred and confirm the most recent dateftime
stamp of the backup.
« The production application installation packages and associated versions will be confirmed and be shipped if needed to the secondary
data center. WellSky maintains the installation and code base in two locations; however this step is a precautionary measure.

Provision Hardware and Environment
» WoellSky maintains a development/test environment in the secondary Data Center at the TierPoint location which will be repurposed 1o
meet production needs. This is simply a matler of provisioning virtual web and SharePoint servers on WellSky owned private cloud
infrastructure.
e As necessary, WellSky will supplement existing capacity until full production capacity is reached.

install Applications and Restore Databases

e WellSky shall install the WellSky application to the current production bt

¢ WellSky shall confirm the application installation and configuration.

e WellSky shall restore the last known good full database backups to hardware in the Co-Sentry Data Center. As necessary and
applicable, WellSky shall restore the recent transactions logs/ differential backups to restore to the most recent known point in time of
the data (before disaster).

e WaellSky and HHSC to coordinate on reconfiguration of integrations that are dependent on HHSC hosted infrastructure/services.

Install Applications and Restore Databases _
o WeliSky shall perform initial validation to confirm environment at DR location is functional, including confirmation of functionality and
Recovery Point Objective.
WellSky to redirect DNS of Site URLS and Integration URLs, other dependencies.
WellSky shall advise DHHS of alternate access methods as necessary, including direct URL.
Accordingly, DHHS to release to user community when DHHS staff validation has been completed.
As necessary, joint DHHS/WellSky pla  1g to inform user community when full capacity in the DR location will be available.
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Describe how backups of the Bidder's proposed solution are able to be scheduled without user
BKP-3 ; \ ) . .
intervention and without interruption to the system.

Response:
Bacl-?ups are performed by WellSky staff without intervention or assistance from DHHS staff or users. Backup processes are automated,
running in the background, mostly during non-business hours and do not have ncticeable effect on system performance.
The backup and replication process is as follows:
s All backups and processes are configured and automated using CommCell and the CommVault media agents and infrastructure;
» Nightly differential and weekly full backups are stored to disk in production (Zayo).
« Each night, these disk backups are replicated to TierPoint (the secondary data center} via CommVault infrastructure.
+ Archival tapes are used for a duplicate copy of all backups and rotated to a secure off-site First Federal storage facility weekly.
¢«  WellSky maintains tape hardware in both data centers to assure we can restore archival tapes as well as near terms disk backups.

Describe how the Bidder's proposed solution provides information on their test and validation

BKP-4 process for all of the backup requirements listed previously (BKP-1, BKP-2, and BKP-3).

Response;

As noted, backup processes are transparent to end-users and system administrators, occurring within the WellSky infrastructure. When backup
operations are completed, they are logged, but no direct communication is provided to individual customers. On request, WellSky can provide
arecord of these logs. Only in circumstances where a backup failed repeatedly and opposed significant risk to a customer's business continuity
plan would WellSky provide specific information about completion of backups. Ali backup alerts and failures are monitored and alert to our
automated ficketing and escalation tools, where system engineers can respond and repair any backup issues.

If there is a backup failure or downtime, describe the Bidder's proposed method and timing of

BKP-5 communication to DHHS.

X X

Response:

WellSky's infrastructure team completes daily and weekly backup operations on hundreds of customer databases on a daily basis and has
standard operating procedures in place to complete the backup and check the result. If a backup fails, standard operating procedures also
covers logging, alerting, responding to and troubleshooting the problem and repeating the backup pracess once the issue is resolved. All of
these procedures take place and are transpare 5 end-users and without effort by DHHS staff. Typically, an instance of a failure with a
nightly backup would be corrected and would not ne reported fo the customer. A problem that would pose a significant risk to customer
business continuity in the event of a disaster would be promptly reported to the customer and the customer apprised of WellSky's plans and
effort to correct the problem. The customer would be updated periodically un e problem is resolved.
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Describe the Bidder's proposed security safeguards integrated into their application and how these
safeguards address DHHS security.

SEC-A1 Refer to DHHS Information Technology (IT) Access Control Standard (DHHS-IT- 2018-001B) for X X
soecific requirements:

Response:
WellSky follows a comprehensive, multi-level security program to ensure integrity and protection of customer data from unauthorized access.
This program is based on an organizational commitment to the security of customer data and regulatory compliance with HIPAA. Our security
program consists of best practices technical measures and is complemented by intemal operational policy and procedures.

System and Application Security

At the application level, WellSky solutions provide robust organizational- and role-level security that allows for very granular security
management. This configurable application security infrastructure controls which functions a user can access as well as what data a user can
access down to the field level.

WellSky Aging and Disability’'s role-based security allows a System Administrator to create groups that define the areas, pages and fields that
will be available to users in a specific division or functional business area (e.g., finance) and roles that further refine the areas of the application
available to users with specific job functions, and their edit privileges (e.qg., view, add, edit, delete, etc.). These features allow an organization
to define an unlimited number of roles to help ensure that users are able to access data appropriate to their line of business and job function.

Saa$ Operations Security
WellSky has a comprehensive set of intemal corporate HIPAA policies, including access control policies and procedures to secure PHI. These
policies include an approach that provides access to data only by essential personnel according to job requirements. All employees complete
annual HIPAA training. Below are some highlights of the HIPAA policies and procedures now in place at WellSky:
* WellSky maintains on staff a Chief Security Officer, responsible for developing, monitoring, and enforcing security practices, including
implementation of policies and procedures to prevent, detect, contain =nd correct security violations.
» Response protocols in the event of an emergency or other occurrence  at damages systems that contain EPHI, including data backup
plan, DR plan, emergency mode operation plan, testing, and revising procedures.
*« WellSky screens all personnel by performing reference and background checks, and by requesting information about a candidate’s
former work and, if any, criminal history.
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Below are some of the services provided as part of WellSky's SaaS solution:

NN NENEN

ANENENEN

WellSky provides several layers for security protection in the system architecture, including:

v
v
v
v

v
v

Physical Security

Facility entry is monitored with security cameras providing 24x7x365 electronic video surveillance of entry and exit to and from the hosting
facility.

All WellSky employees, contractors, and sub-contractors are required tc  ad, understand, and abide by Information Security policies
including those noted above in 4.1, and are trained at least annually on tne following requirements:
o Protect PHI/PII - All WellSky employees, contractors, and sub-contractors are required to protect sensitive data from accidental
or intentional unauthorized access, modification, disclosure, or destruction.
o Report Violations - All WellSky employees, contractors, and sub-contractors are required to report any known or suspected
violations and/or security concerns to management, Information Security, or the HIPAA Privacy Officer. All WellSky employees,
contractors, and sub-contractors are required to report faulty physical controls/equipment (shredders, door locks, etc.) as well.

Up to date, automated real time antivirus scanning

Firewall management/monitering

Hosting in a SSAE-16 SOC | and SOC |l Audited Data Center

Limited access to hosting infrastructure enforced by facility security system

Regularly scheduled patching and security updates to the operating system, application, core network infrastructure

Data is encrypted in transport using a third party SSL/TLS certificate, employing 2048 bit keys for digital signatures, and Counter with
Cipher block chaining mode (CCM), with AES-256 for message authentication and a SHA2-256 bit hash for secure hashing.
Data is encrypted at rest on disk for both OLTP databases and database backups using AES-256 bit encryption.

Additional and secure network procedures to maintain security of the hosting environment

Off site, secure storage of encrypted database backups

Appointment of a Chief Security Officer, responsible for development, monitoring and enforcement of security practices

Perimeter defense at the network edge with firewall architecture and port/IP blocking to guard against unknown/unnecessary protocols
and/or traffic from entering the production network;

Deploying and maintaining antivirus software, operating system patches, hardware, firmware patches/upgrades;

Routine review of system logs for security issues on network hardware and perimeter devices;

Maintenance of Windows security group policies to prevent unnecessary execution of applications/activities in our hosted solution
environment;

User authentication to assure that users are properly authenticated in the network envirenment;

User application security roles that allow access only to customer designated system resources and data based.

Page 98



m | @ v | @

3rd
Compl Ci
ply | Core ustorn Party

Req# Requirement

Access to the data center and hosting facility equipment is controlled by on site staff 24x7x365. WellSky employses must check in with facility
security, sign a security log, and present valid government identification. Facility security staff then validate access is granted for the individual,
WellSky staff are then assigned a security badge and escorted by facility security to the WellSky cabinets. Facility security staff then unlocks
the WellSky assigned cabinets and grants access. All customer data and equipment is stored in locked cabinets and keys to these cabinets
are provided only to the authorized personnel. An overview of each of the data centers can be found in Section 3A Data Center Specifications.

Equipment Security
Equipment is physically protected from security threats and environmental hazards. All hosting facility equipment is stored in locked cabinets.
Keys are provided to the authorized personnel only.
» Power Supplies. The power supplies of the hosting facility equipment on which customer data is located are stored in Yocked cabinets.
Keys are provided to authorize personnel only.

s Cabling Security. The network cabling lacated in each rack of the hosting facility equipment are stored in locked cabinets. Keys are
provided to authorize personnel only.

« Eqguipment Maintenance, WellSky personne! perform equipment maintenance in secure areas in the hosting facility or transport systems
to WellSky corporate offices for maintenance. In the rare circumstance requiring equipment outside of the hosting facility, WellSky
encrypts all customer data using AES-256 Bit encryption.

¢ Off-Premise Equipment. All non-production hosting equipment is stored in a WellSky facilities, protected by electronic key card access
systems.

» Secure Disposal. All media containing customer data is destroyed securely by a NAID certified third party vendor. As needed, WellSky
provides a full accounting including a certification of secure destruction and a full inventory of the media destruction by serial number.

» Facility is masonry canstructed with be  tics resistant glass.

Software changes or software updates deployed in our SaaS environments are managed by our change control process. This ensures integrity
of the operating environments. Change to actual source code is managed through our source code management tool and audit/build reports
that describe exactly what was modified in the repository as we!l as any given build of the software pa age. Also, only certain individuals
based on their role are privileged to have access to the source code repository. Based on their role, users may not be allowed to make functional
builds of the software. This ensures that rogue builds are not created. Only authorized users are provisioned with accounts to this system and
the system forces users to authenticate before gaining access. Further, log in, check outs, changes and check-ins of all files is auditable. When
authonzed individuals leave the organization for any reason, our corporate employee exit procedures involve disabling the individual's account.

Security Architecture
The WellSky SaaS network is segmented into three logical networks as follows:

« Application and Web Services. This network is isolated and contains ali web/applications servers, including internet Information
Services and SharePoint Services, Active Directory Federation Servers, and load balancer virtual addresses. These servers and
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services are all provided private IP addresses. Public facing web services URLs are assigned a publicly routable IP address, which is
mapped to a private LAN address. Web services addresses are allowed to communicate inbound and cutbound cn port 443. SFTP
services are restricted to port 22 inbound en a public facing IP address and server, but cannot communicate with the LAN, except via
a channel on port 1180 which is restricted to communications only with the public facing SFTP server.

Database Services. All database servers are segments on a subnet which is isclated from the applications and web services subnet,

Management Subnet. A management subnet is in place to allow remote administrative access to all server infrastructures. This subnet
is only accessible via SSL VPN or with direct console access.

The ports and communications between the isolated subnets are restricted to the minimal necessary ports and services to enable the WellSky
Saa$S application environment to function properly.

Perimeter Security

WellSky maintains redundant firewalls and intrusicn detection at the perimeter. These firewalls are configured o allow traffic on only ports
443/22 and those required for Citrix connectivity for WellSky applications delivered via the Citrix ICA protoco! on port 443. The firewalls are
configured to block all other traffic and enforce the network segmentation indicated above. The intrusion detection appliance detects malicious
and traffic and other traffic and as needed, WellSky configured IDS policies and firewall policies to se = the environment based on IDS
monitoring, cyber risk threat feeds such as NIST and best practice configuration approaches.

Auditing and Logging
WellSky provides application audit logs for each end user's access cr modification of transactional data. The audit record identifies the user by
unique system identifier, time and date of action, and the transactional data values before and after changes. This audit information is readily

available for reporting by autherized users and provides the necessary forensics to reconstruct data ma  ulation sequences over time and
identify the user{s) who performed the manipulation.

In addition to the application logs provided in WellSky for Aging and Adult Services, WellSky also monitors the production hosting environment
for anomalies and error detection/correction. Logging is accomplished through a variety of third party and native tools. Examples include, but
are not limited to:

s Internet Information Server logs

« Custom application event logs

+ Windows Operating System event logs

« SharePoint logs
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Vulnerability and Patch Management
WoellSky conducts menthly vulnerability scans for operating system vulnerabilities using third party vulnerabi  management scanners, including

Microsoft Windows System Update Server and Kaspersky Systems Management module. These monthly results are remediated by the WellSky
SaaS team as part of the SaaS maintenance schedule.

On a monthly basis, the WellSky SaaS Team WellSky applies critical and security updates to operating sy ms and third party software in the
WellSky SaaS environment. WellSky deploys critical Microsoft and other third party service patches to the production environment each month,
as follows:

Emergency patch procedures for securily related issues:
WellSky maonitors vendor alerts, trusted third party advisories, vulnerability reports, and other sources to identify valid security alertsfissues. The

resultant service patches are introduced into our testing and quality assurance process and are introduced into our release schedule as they
become available.

WellSky installs emergency security patches immediately if the patch is deemed so important by the vendor, or by industry experts, that without
it the SaaS environment would be exposed to attacks, which threaten operation:  ntegrity. Every effort is made to install these patches during
regularfty scheduled maintenance windows, but in some circumstances these patches are necessary on an emergency basis without prior
customer notification to prevent viruses in the wild or other high security risks. As necessary, WellSky can back out these patches through
restoration of the operating system to its state prior to the patches.

WellSky tests all application deployments against the latest critical and important patches from Microsoft and tests and deploys critical and
important patches for the entire Microsoft platform stack (OS/SQL//SharePoint) on which WellSky preducts are deployed.

Personnel Security

WoellSky screens all personnel by performing reference and background checks, and by requesting information about a candidate’s former work
and, if any, criminal history.

Security Training
All WellSky employees, contractors, and sub-contractors are required to read, understand, and abide by Information Security policies, and are
trained at least annually on the following requirements:

» Protect PHI/PII - All WellSky employees, contractors, and sub-contractors are required to protect sensitive data from accidental or
intenticnal unauthorized access, modification, disclosure, or destruction.

» _Training - All WellSky employees, contractors, and sub-contractors are  juired to attend annual awareness training.
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» Report Violations - All WellSky employees, contractors, and sub-contractors are required to report any known or suspected violations
and/or security concems to management, Information Security, or the HIPAA Privacy Officer. All WellSky employees, contractors, and
sub-contractors are required to report faulty physical controls/equipment (shredders, door locks, etc.) as well.

Security Compliance & Audits

WellSky conducts various security audits of the WellSky Saa$ platform infrastructure and associated SaaS applications. The audits generally
consist of penetration and vulnerability scanning and a review of the architecture and operational practices and procedures performed by
WellSky and its supporting third party vendors. WellSky takes aggressive action to address any issues or recommendations resulting from the
audits. In addition, WellSky collaboratively works with customers who would like to conduct sir  ar scans.

The above measures result in a comprehensive set of security tools and procedures that ensure the protection and security of customer data
and the overall Saa$ infrastructure. During the Software Development Lifecycle (SDLC) we perform various levels of design reviews which
includes a security evaluations as appropriate. WellSky's security strategy is heavily influenced by widely recognized industry standard sources
including:

HIPAA Guidelines on Information Privacy and Security

HI-TECH

NIST Special Publication (SP) 800-53, Revision 4 Information Security Controls

« Open Web Application Security Project (OWASP)

Security validation continues to piay an important role throughout implementation deployment. Before the system is placed into production,
functional requirements, security requirements, default settings, and configured controls need to be verified through systems testing. Testing
needs to verify that security requirements were implemented as specified, that security controls work as intended, and that documentation has
been developed for managing future changes to any of the system’s security settings. Post cutover, re-testing of security should be performed
before deploying updates and approved changes to the system’s configuration. As an added measure, training curriculum normally includes
security awareness recommendations to prepare the workforce to operate, support, and maintain the system with controls and protections in
place for sensitive or private information. Training normally occurs after testing is completed and before access to the system is pemmitted.

Finally, we also consult our customers for their specific security requirements, and remain committed to evolving our security practices to meet
the ever-changing security landscape.

Describe how the Bidder's proposed solution complies with Federal, State, and division-specific
SEC2 security requirements including but not limited to:

e Health Insurance Portability and Accountability Act (HIPAA) of 1996
e Health Information Technology for Economic and Clinical Health Act (HITECH} of 2009
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» Privacy Act of 1974

= 45 CFR Part 164 Security standards for PHI

» Office of the National Coordinator's Nationwide Privacy and Security Framework for Electronic
Exchange of Individually Identifiable Health information

Refer 1o the Nebras’lﬂ NUUC lafArmatian Suetame and Tarchnalnny .qecuri'ly POIiCies and Standards

for more informatior

Response:
As noted in the response to SEC-1, WellSky's security strategy is heavily influenced by widely recognized industry standard sources including:
+ HIPAA Guidelines on Information Privacy and Security
s HI-TECH
s NIST Special Publication (SP) 800-53, Revision 4 Information Security Controls
+ Open Web Application Security Project {OWASP)
The solution is also compliant with the identified security requirements.

Describe how the Bidder's proposed solution meets the DHHS requirements for unique user ID
access. Include:

SEC-3 s Specification on configuration of the unique user ID. X X
¢ How the unique user ID is assigned and managed.
s How the unique user ID is used to log system activity.
+« How the system handles the creation of duplicate user ID accounts.

Response:

WeliSky Aging and Disability requires that each user be assigned a unique user ID through the WellSky user portal. User ID's and temporary
passowrds can be assigned by administrators., The portal permits users to reset passwords at any time, but also enforces agency-specific
password criteria including length, use of upper- and lowercase letters, numeric values, and special characters, as well as how often a password
must be changed. In this implementation, WellSky expects to integrate with Nebraska Directory Services for SSO to manage access to
WellSky's portal,which would place the controld of user ID accounts as the responsibility of Nebraska user provisioning proceses and controls
for duplicate |Ds and unique IDs.

WellSky provides application audit logs for each end user's access or modification of transactional data. The audit record identifies the user by
unique system identifier, time and date of action, and the transactional data values before and after changes. This audit information is readily
available for reporting by authorized users and provides the necessary forensics to reconstruct data manipulation sequences over time and
identify the user{s) who performed the manipulation.

Page 103



(¢}
. (1} (a) (b)
Req # Requirement Comply | Core |Custom P::l:y

Describe how the Bidder's proposed solution meets the DHHS standard for administering passwords:
Initial Password assignment.

Strong Password Reguirements.

Password reset process. X X
Password expiration policy.

Password controls for automatic lockout access to any user or user group after an administrator-
defined number of unsuccessiul log-on attempts.

SEC-4

Response:

WellSky Aging and Disability requires unigue user ID and password combin ns for access. In this engagement, WellSky anticipated
integrating with Nebraska Directory Services for user access to the WellSky portal. In this case, DHHS' policies regarding password strength,
expiry, and reset will control. Access tc the appropriate WeliSky Aging and Disabifity modules will automatically be granted to authorized users
based on their DHHS credentials. Users will not be able to access the WellSky portal untess they have authenticated through DHHS.

In a project that does not use SSO, organizations are able to set strong password requirements, including password length, complexity, and
expiration. The portal enforces an agency-defined policy for consecutive unsuccessfut access attempts, locking out users who exceed that
number of attempts. Password resets are perfermed by users, though access c=r be overmidden by admii  trators.

SEC-5 | Describe how the Bidder's proposed solution supports the use of m  -factor authentication. ] X |X | |

Response:

WellSky Aging and Disability requires unique user |D and password combinations for access. If Nebraska Directory Services requires multi-
factor authentication, such requirements would periain in the passing of credentials to WellSky. Currently, WellSky does not natively support
multi-factor authentication.

SEC-6 Describe any security processes for managing security updates, and integrated components subject

to vulnerability, including anti-virus. X X

Response:

WellSky conducts monthly vuinerability scans for operating system vulnerabilities using third party vulnerability management scanners, including
Microsoft Windows Systern Update Server and Tenable’s Nesus vulnerability scanner. These monthly results are remediated by the WellSky
SaalS team as part of the SaaS maintenance schedule.

On a monthly basis, the WellSky SaaS Team WellSky applies critical and security updates to operating systems and third party software in the
WellSky Saa$ environment. WellSky deploys  ical Microsoft and other third party service patches to the production environment each month,

as follows:

Emergency patch procedures for security related issues:
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WellSky monitors vendor alerts, trusted third party advisories, vulnerability reports, and other sources toide  y valid security alerts/issues. The
resultant service patches are introduced into our testing and quality assurance process and are introduced into our release schedule as they
become available.

WellSky installs emergency security patches immediately if the patch is deemed so important by the vendor, or by industry experts, that without
it the SaaS environment would be exposed to attacks, which threaten operational integrity. Every effort is made to install these patches during
regularly scheduled maintenance windows, but in some circumstances these patches are necessary on an emergency basis without prior
customer nofification to prevent viruses in the wild or other high security risks. As necessary, WellSky can back out these patches through
restoration of the operating system to its state prior to the patches.

WellSky tests all application deployments against the latest critical and important patches from Microsoft and tests and deploys critical and
important patches for the entire Microsoft platform stack {OS/SQL/SharePoint) an which WellSky products are deployed.

SEC.7 Describe how the Bidder's proposed solution provides the ability to maintain a directory of all

X X
personnel who currently use or access the system.

Response:

WellSky Aging and Disabiliy's administrative tools include user management functionality that allows administrators to maintain a directory of
all assigned users. Because this implemertation will rely on Nebraksa's directory store, users in specified AD groups or with other mutually
defined attributes will have access. Therefore, user directories will originate in Nebraska's user store,yet application access and roles can be
confirmed via reporis and audit logs in the WeellSky Aging and Disability Soluti

State of Nebraska requires identification and authorization of users through an enterprise directory
known as the Nebraska Directory Services (NDS) to access web-based applications. Describe how
the Bidder's proposed solution wil! integrate NDS authentication.

Refer to the Nebraska Information Technology Commission Security Architecture — Identification and

[ YT SR . B,

SEC-8

@ AN fae memanifin ramniram andos

Response:
WellSky supporis single sign-on (SSQ) integration using Microsoft Active Directory Federated Services (ADFS) for federated sign-on and
support of the SAML standard. WellSky also has experience implementing other customer specific single sign-on solutions if needed. Our
assumption for this solution is that the Nebraska Directory Services (NDS) will be considered the system of record for all user account
information.
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WoellSky will work with DHHS to understand the SSQO requirements and use a proven methodology for the development of the SSO interface.
The process typically includes the following phases:

The process is highly collaborative and expects DHHS involvement. The process requires DHHS to formally approve and accept all artifacts
and work products completed in each phase prior to moving to the next phase. DHHS is expected to participate in the testing phase.

Requirements Phase — WellSky works closely with stakeholders within DHHS and individuals who are knowledgeable about the
functional and technical details of the DHHS SSO process. The resulting artifact is a requirements specification that outlines the
detailed functional, technical, and performance requirements for the SSO interface.

Design Phase — In this phase WellSky, collaborates with DHHS and the DHHS system owners to design the SSO interface to meet
the requirements established during the requirements phase. In this phase, technology and architectural decisions are made and a
requirements tracing step is performed to ensure the design meets all of the prescribed requirements.

Development Phase — In this phase, the SSO interface is coded based on the design. Unit test cases are documented and executed
and unit test results are also documented.

Test Phase — In this phase, final test cases are agreed upon and documented. The WellSky team would work closely with the owners
of the DHHS systems to coordinate iterations of test executicn and defect corrections until the SSO interface is confirmed to be
working as specified.

SEC-9

Describe how the Bidder's proposed solution provides role-based security and allows restricted
access to system features, function, screens, fields, database, etc. Role authentication may cccur at
the directory level, application level, or database level {depending on database platform). Describe
the security administration functions integrated into the proposed system that manage role-based
access to system functions, features, and data. Include a description of:
s How and where the proposed system stores security attributes or roles (e.g., LDAP atiributes,
dalabase tables, a file). X X
« The interface between the LDAP and the application, if roles are assigned in an LDAP directory.
¢ How roles are created and security is applied to the role based on how and where security
attributes are stored (if multiple options describe each).
 How groups are defined and how roles and security are applied to each group.
How access limits are applied to screens and data on screens by role or group.
¢ How users are created and assigned to one or more reles or groups.
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¢ How role and greup creation and assignment activity is logged.

Response:
At the application level, WellSky solutions provide robust organizational- and role-level security that allows for very granular security

management. This configurable application security infrastructure controls which functions a user can access as well as what data a user can
access down tc e field level.

WellSky Aging and Disability's role-based security allows a System Administrator to create groups that define the areas, pages and fields that
will be available to users in a specific division or functional business area {e.g., finance) and roles that further refine the areas of the application
available to users with specific job functions, and their edit privileges {e.g., view, add, edit, delete, etc.). These features allow an organization
to define an unlimited number of roles to help ensure that users are able to access data appropriate to their line of business and job function.

Roles are assigned to users within the administrative interface. Multiple roles may be assigned to individual users, and access and permissions
will be controlled by which rale is active. Role assignment (and all administrative activity} is logged in an audit trail, recording user name/date
and what data was changed. Only users with access to the administrative tools would be able to assign roles ta users.

Describe how the Bidder's proposed salution automatically disconnects based upon inactivity, as
required by DHHS Policies and Procedures. Describe how the fe  re is administered and what
effect disconnect has on any activity or transaction in process at the time of disconnection.

Refer to DHHS Securing Hardware and Software Standard (DHHS-IT-2018-001A) for specific

raniiiramante

SEC-10

Response:
WellSky Aging and Disability provides a session lock for users after an organization-defined period of inactivity, Users are prompted once the
inactivity paried has been reached and their session can be “restarted” by re-entering their login credentials. Work that may have been in
progress befare the inactivity period (for example, updating a data entry screen) will still be available and the user can continue from that point,
using the normal navigation and features to save data, If the user elects to close the browser, any data that was partially entered will be lost.
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Describe how the BIJaers proposea soluton proects wonnuenuar anu myhly Restricted Data from
unauthorized access during transmission. Describe transmission safeguards that are integrated into
the proposed system to protect data during transmission, including any encryption technology.
Refer to DHHS Information Technology {IT) Security Policy (DHHS-IT-2018-001) for specific

rennirements-

SEC-11

Response:
Data is encrypted in transport using a third party SSL/TLS certificate, employing 2048 hit keys for digitat signatures, and Counter with Cipher
block chaining mode (CCM), with AES-256 for message authentication and a SHA2-256 bit hash for secure hashing. All data is encrupted at
rest via storage level encryption using AES 256 algorithm.

The proposed system will process Confidential and Highly restricted Data. Describe the Bidder's
auditing functions far all data that is viewed or changed. Describe how the Bidder's proposed scluticn
provides System Auditing functions, including but not limited to:

« The user |D of the person who viewed or made the change to the data.

» The date and time of the view or change.

« The physical, software/hardware and/or network location of the person while viewing or making the
change.

» The information that was viewed or changed.

» The outcome of the event.

Refer to DHHS Information Technology {IT) Audit Standard (DHHS-IT-2018-001F) for specific audit

SEC-12
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Response:

WellSky provides application audit logs for each end user's access or modification of transactional data. The audit record identifies all user
create, read, update, delete (CRUD) operations by unique system identifier, time and date of action, and the transactional data values before
and after changes. This audit information is readily available for reporting by authorized users and provides the necessary forensics to
reconstruct data manipulation sequences over time and identify the user(s) who performed the manipulation.

In addition to the application logs provided in WellSky for Aging and Disability, WellSky also monitors the production hosting environment for
anomalies and error detection/correction. Logging is accomplished through a variety of third party and native tools. Examptes include, but are
not limited to:

+ Internet Information Server logs

¢ Custom application event logs

s Windows Operating System event logs

« SharePoint logs

If the Bidder's proposed solution has the ability to override edits, describe how the solution au 3 all

; . L . , X X
overridden edits and identifies information including, but not limited to, the login ID, date, and time.

SEC-13

Response:

WellSky Aging and Disability does not automatically override edits. In circumstances where a user has input inappropriate data (e.g. a
character string in a numeric field) and attempts to save that data, WellSky Aging and Disability will prevent the user from saving and provide
an error message to correct the appropriate field. No change is made in the database (or the audit trail} until the user corrects the error and
saves the changes. Auditing and fogin of such activity is available as described in the response ot SEC-12. Specifically, the audit record
identifies all user create, read, update, delete (CRUD) operations by unique system identifier, time and date of action, and the transactional
data values before and after changes.

Describe how the Bidder's proposed solution produces daily audit trail reports and allows inquiries, X X

SEC-14 showing updates applied to the data.

Response:

As indicated previously, audit information is readily available for reporting by authorized users and provides the necessary forensics to
reconstruct data manipulation sequences over time and identify the user(s) who performed the manipulation. A standard report in WellSky
Aging and Disability can provide daily audit reports.
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Describe how the Bidder's proposed solution provides an auto archive/purge of the log files to X
SEC-15 prevent uncontrolled growth of the log and historical records storage using administrator-set
parameters,

Response:
WellSky Aging and Disability maintains audit records continuously. Many customers have years of audit logs stored without effect on
performance.

Describe how the Bidder's proposed solution supports encryption ta at rest or an equivalent X X
alterative protection mechanism. Describe the proposed encryption of data. If data is not
encrypted, describe in detail comp  ating controls.

Refer to DHHS Information Technology (IT) Security Policy (DHHS-IT-2018-001) i specific
reauirements:

SEC-16

Response:
Dala is encrypted at rest on disk for both OLTP databases and database backups using AES-256 bit encryption. Backup data is also
encrypted using FIP 140-2 validated processes.

Describe how the Bidder's proposed solution adheres to the principle of “Fail Safe’  ensure that a X X
SEC-17 system in a failed state does not reveal any sensitive information or leave any access controls open
for attacks.

Response:
If for some reason the WeliSky Aging and Disability solution becomes unavailable, sensitive information is not available as access to the
system or the data layer requires access to the application and valid login crede ils.

Describe how the Bidder's proposed solution is configurable to prevent corruption or loss of d X X
SEC-18 . o i
already entered into the solution in the event of failure.

Response:

Upon a save command from the user, all changes to the current screenfinput area are saved to the database. In the unlikely event of that
save event failing, no other data in the system is affected. Those intended changes would have to be re-entered, but no other dala would be
lost.
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Uescribe how the Bidder's proposed solution, prior to access of any Confidential or Highly Restricted | X X

Data, displays a configurable warning or login banner. In the event that a solution does not support
SEC-19 i et ) . . . ) .

pre-login capabilities, describe how the solution displays the banner immediately following

authorization.

Response:

The WeliSky Aging and Disability system administrator can use the Global Settings feature to define a custom login banner message that

R S

pDescribe now tne BIaders proposeq SoIUlon recugniLes ol 21U Fyiy nesuiuicy X X
SEC-20 information in screens, reports and views (i.e. PHI and SSN) by restricting distribution and access

based upon system security settings and roles. Describe waming banner on printed and viewed

reports.
Response:

WeliSky Aging and Disability's role-based security permissions restrict unauthorized users from viewing information for consumer records they
are not permitted to see or interact with. Simitarly, role-based security controls access to what reports users can run or print. WellSky
Advanced Reporting reports have a customizable “Description” field that can be used to warn users if a report contains restricted information,
In addition, a customizable warning message can be configured by an adminis r to appear whenever the user logs in to the application.
Several statewide orgs use this functionality to warn users that they may be viewing restricted information after they log in.
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Describe how the Bidder's proposed solution alerts staff authorities identified by DHHS of potential X X
SEC.21 violations of security and privacy safeguards and adheres to the DHHS Information Technology {IT)

Lo o' A RE it tm ik Pl d o] LIS 1T 7IMA4 3_001E) reqwrel'l'lents.
Response:

WellSky implements security incident and breach procedures to consistently detect, respond and report suspected or actual security
incidents, to minimize loss and destruction, mitigate the weaknesses that were exploited, and restore information system functionality and
business continuity as soon as possible. It is WellSky policy to safeguard the confidentiality, integrity and availability of PHI/ePHI,
confidential and intemal information through an established process. WellSky process and procedures address at a minimum:

e Continuous monitoring of threats through reasonable and appropriate intrusion detection systems or monitoring practices.
« Establishment of clear procedures for identifying, responding, assessing, analyzing and follow-up of incidents.
« Workforce training, education and awareness on this policy and procedure.

¢ Facilitation of clear communication of incidents with internal, as well as extemal stakeholders, if applicable.
Describe how the Bidder's proposed solution provides the capability to monitor, identify, and report X X
SEC-22 on events on the information system, detects attacks, and provides ntification of unauthorized use
and attempts of the system.

Response:
WellSky has Implemented procedures to regularly review records of information system activity, such as audit logs, access reports, and

security incident tracking reports. These reviews are achieved via a centralized log correlation tool and additionally, WellSky provides
application audit logs for each end user's access or modification of transactional data. The au  record identifies all user create, read,
update, delete {CRUD) operations by unique system identifier, time and date of action, and the transactional data values before and after
changes. This audit information is readily available for reporting by authorized users and provides the necessary forensics to reconstruct data
manipulation sequences over time and identify the user(s) who performed the manipulation.

In addition to the application logs provided in WellSky for Aging and Disability, WellSky also monitors the production hosting environment for
anomalies and error detection/comection. Logging is accomplished through a variety of third party and native tools. Examples include, but are
not limited to:

= Internet Information Server logs

s Custom application event logs

« Windows Operating System event logs

s SharePoint logs

WellSky participates in annual third party SOC audits to validate our controls, including review of logs and ongoging monitoring of the
roduction environment for security events and anomalies.
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Descnbe how the Biader's proposed solution provides a process for archiving and/or destroying data | X X
and sanitizing storage media in conformance with DHHS data governance policies and subject to
applicable HIPAA, and federal {e.g., Federal Information Processing Standards (FIPS), National
SEC-23 Institutes of Standards and Technology (NIST), and State laws.

Refer to DHHS Securing Hardware and Software Standard (DHHS-IT-2018-001A) for specific

NN o)

Response:

WellSky follows NIST 800-88 for media sanitizatoin/destruction of electronic PHI/PII, with documentation of such actions recorded for each
instance.

Describe how the Bidder's proposed solution has defined and deployed strong controls {(including X X
SEC-24 i . .
access and query rights) to prevent any data misuse, such as fraud, marketing or other purposes.

Response:

Only authorized administrators on the WeliSky Engineering and Hosting Operations teams have access to production environments containing
customer data. Each authorized administrator is bound by administrative policy to maintain confidentiality and act only within their roles,
protection from data misuse, fraud or marketing activities via administrative controls. These administrative controls, combined with moteoring for
security anomalies via log review enables detection of data movement . Access controls within the application control end user role-based
access to data.

Describe how the Bidder's proposed solution supports logging to a common audit engine using the X X
SEC.25 schema and transports specified by DHHS. Describe how the solution exports logs in such a

manner as to allow cofrelation based on time (e.g. Coordinated Universal Time [UTC]
synchronization).

WellSky has a log cotrelation engine which collects all system, security and perimeter IDS/IPS logs in UTC format. Logs are reviewed on a
routine basis for security anomalies and as needed, action is taken to mitigate and/or limit any risk identified base on severity and
exploitability.

Describe how the Bidder's proposed solution supports removal of a user's privileges without deleting | X X
SEC-26 . , N .
the user from the solution to ensure a history of user’s identity and actions.

Authorized system administrators may, though the built-in user management utilities, disable users accou  or change user privileges without
deleting the user record, preserving the entire history of the user's identity and actions in the system.
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Describe how the Bidder's proposed solution provides on-line Help for all features, functions, and
data element fields, as well as desc  tions and resolutions for emor messages, using help features
including indexing, searching, tool tips, and context-sensitive help topics. Provide a sample copy of
five screenshots with on-line help with the bidder's response.

DOC-1

Response:

WellSky Aging and Disability includes online help for all system functions and features. The help interface is indexed and includes advanced
search capabilities. Screenshots are included in Appendix C of this document.

Describe how the Bidder's proposed solution provides an on-line User Manual with a printable
version available. The documentation should include full mock-ups of all screens/windows and X
provide narratives of the navigation features for each window/screen. Provide a sample copy of five
pages of the user manual with the bidder’s response.

DOC-2

Response:

WeliSky Aging and Disability includes an on-line User Manual which may be printed. The manual is avaitable on the user portal and may be
downloaded or printed at any time for use by the agency. Reprinted pages of this manual are provided in Appendix D of this document.

Describe how the Bidder's proposed solution will have on-line Reporting Manual with a printable
version available that includes descriptions, definitions, and layouts for each standard report. Include
DOC-3 definitions of all selection criteria parameters and each report item/data element, all field calculations | X X
defined in detail, and field and report titles. Provide a sample copy of five pages of the Reporting
Manual with the bidder's response.

Response:

WeliSky Aging and Disability includes an on-line Reporting Manual which may be printed. The manual is available on the user portal and may
be downloaded or printed at any time for use by the agency. Reprinted pages of this manual are provided in Appendix E of this document.
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Describe how the Bidder's proposed solution provides a data dictionary which can be viewed online
DOC-4 and kept updated for each modification. Provide a sample copy of five pages of the Data Dictionary
with the bidder’s response.

Response;

WellSky provides a data dictionary that can be viewed online. The data dictionary is updated as needed with each new software release.
WellSky only shares its data dictionary with active subscriptions and only under terms of the standard license agreement or a non-disclosure
| agreement.

Training Requirements

This section presents the overall training requirements that apply to the software. They are not specific to any technology or
platform.

M| @ | o | ©
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Req # Requirement
Party

Describe the Bidder's proposed solution training plan. Describe how the bidder develops and
provides training material to DHHS for initial training and updates to  ining material for
enhancements and changes made to the system. The content of these materials shouid be
consistent with the on-line Help, User Manual, and Reporting Manual.

TRN-1

Response:
WellSky follows a specific process in developing and delivering our solution training, as follows.

Development of a Training Program Plan

During the training plan process, we work with the customer's Training Lead to review the available budget, contracted deliverables, and
training approach, as well as the related assumptions, available resources (e.g., program specialists, business analysts), and any known
constraints in developing a plan and schedule to getting end users through their Preparatory training. It is essential to know how many users
need training and the role(s) of those users in their post-deployment work. Some users may have muitiple roles. We will know how many
users are licensed, and DHHS must confirm the various roles to be trained and identify which users need which feature(s). This analysis
helps to shape the overall training scope for the  sject, which may be unclear or even unknown at the time of contracting.

Our typical plan outlines all of the role-based classes needed, any specific custom content to be developed by the team, the estimated counts
of sessions and students to be accommodated, and the dates, timas, and locations of the training deliveries to be made. A comprehensive
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schedule is created with customer's involvement, although the customer is responsible for facility arrangements and printing of any training
materials to be distributed in hard copy.

To gather the essential information needed, our implementation consultants will perform a discovery and needs analysis process to elicit and
asSess:

The key roles to be trained

The general technical proficiency of the stakeholders in those roles

The knowledge required to ensure role-based proficiency with the new system
Locations and localized requirements for training

The information collected is used to define the training program management approach for managing scope, quality, risk, schedule, and
deliverables.

The Training Program Plan provides the information needed to help generate organizational support for end-user training participation,
including a preliminary timeline in alignment with the overall project plan. The plan identifies any known risks of relevance and identifies
contingency planning to avoid or minimize delays in end user training should the risks come to pass. The Plan outlines the approach to
delivery {train the trainer as well as end user) sequencing and scheduling, with attention to delivery logistics and constraints, such as the
ability to group training participants into cohorts for assignment to modules, courses, tracks, and/or classes as applicable. The timeline
generally places end-user training close to the planned deployment dates to enable users to “go live” while their training is still “fresh” in their
minds.

A final section of the Training Program Plan includes a manifest of training materials to be developed and/or customized for the project rollout.

Production of In-Scope Courseware and Materials

From our perspective, teaching is more than providing instruction on which buttons to push and when; it is an interactive process that can
make or break system adoption. Our approach to curriculum in general involves a role-based instructional design philosophy that users need
training based upon the specific features or functions related to their work role(s).

Some subijects, inciuding system navigation, display options, and how to run reports, are universally applicable to all users of those features.
Other courses are needed by only some users. For instance, Care Managers usually have a different set of needs than Contract

Administrators. Good curriculum is based on an understanding of these differences. “Care Manager” may have differing job tasks from State
to State, from regional office to regional office, and from provider to provider, An essential part of planning for end-user fraining is to discover
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general details about “typical” roles as they are structured within a particular organization and to identify any distinct roles that may fall outside
of the traditional list.

A key goal of role-based curriculum is to give users the education they need with minimal distraction by exposure to content that is not
applicable to them. For example, delivering a single class for “providers” is likely to be ineffective. Providers of certain services will use
different system features and work flows than other providers delivering different services. When both are trained together, each group spends
extra time learning about features they will never use. Ultimately, both groups end up somewhat confused about what they learned, and
neither group may be properly prepared 1o use the system. WellSky's approach therefore aligns the various modules needed by each role into
separate “tracks” that enable users to take the courses that matter most to them as individuals.

Our “standard” curriculum reflects the practical application of role-based expertise developed over years of assessing what worked well in
previous implementations, with updates to reflect customer-specific workflows and emerging trends in program operations. Standard
materials are an excellent foundation for any organization’s end-user training phase. Combined with the customer’s knowledge of their own
policies, standards, and program operations, our curriculum provides an excellent “head start” towards developing customized, role-based
materials.

In the training production activity, learning objec  es are evaluated, tested, and refined to ensure that trained users will be sufficiently
proficient in using the system for their specific work roles. We outline the targeted content for each course or learning module to be
developed. For instructor-led classes, such as for project team training, UAT fraining, Technical Training, and support and administration
training, the next step involves producing the in | course descriptions, agendas, and training manuals. Components for each course,
regardless of format, are augmented or combined with other in-scope leaming elements as per the Training Program Plan. These elements
may include webinar presentations, e-leaming materials, online simulations, and/or video tutorials. A blended approach enables the team to
create comprehensive courseware customized for the project's specific needs, Developed materials are reviewed internally for quality by our
staff. When cleared for release, materials may be submitted to customer resources for independent vé  ation and verification or acceptance
review as applicable per the project plan.

Pian and Execution of Training Delivery to End Users

Training Delivery is the actual instruction provided to participants by any of the planned delivery methods. We offer instructor-led classes
either on site or online, as well as on-demand courses available via internet, Other options include webinars, conference calls, and one-on-
one knowledge transfer and coaching. Training Design specifies the delivery method for each course to be produced, and courses often
combine different types of delivery for blended learning. ’
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Delivery includes development of a Training Delivery Plan that autlines course enrollments for scheduled events (traditional classes), as well
as the timing and sequencing for delivery of on-demand courseware and training-related matenrials.

Each student for training sessions will need to have access to a workstation that meets the hardware, software, and configuration
requirements as outlined in the WellSky Computer Configuration Requirements document provided by WellSky, including a high-speed
internet connection.

Training Quality Management

Our Education Services team has a systemic approach for measuring and managing training quality and effectiveness across the entire
Training Phase. Post-training debriefs between instructors, compilation of post training surveys, and anecdotal insight from informal
discussions are used to measure, control, and manage training quality. Survey instruments are designed fo elicit feedback about program
design and planning, instructional design, and training delivery.

Training Design quality is measured by the following:
e Soundness of approach (was approach successful in prior deployments?)
+ Accommodation of essential business needs, requirements, and constraints
e Completeness of coverage (are all standard design elements fully addressed?)
« Timely delivery of the design document deliverable (if applicable)

Training Development quality is measured by the following:
« Conformance to requirements in the design phase
s Clearance for release by internal reviewers
« Customer acceptance of any materials that undergo formal review
¢ Training participant ratings in post-training survey(s)

Training Delivery Quality is measured by post-training surveys and/or anecdotal discussions with the customer throughout the training delivery
phase.

« Participants are asked to provide feedback about everything from the training facility to content to instructor quality

* WellSky uses this feedback 1o actively enhance its training on a continu. 1asis
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DHHS requires three separate environments (Production, Test, and Training) in order to operate the solution on an ongoing
basis:

Test Environment — A test environment is required that mirrors the live production environment, including hardware and software.
All data should be de-identified. This test environment will be used to test application changes before they are deployed to
production. This step is an important part of quality assurance, where all changes are tested to minimize the risk of adverse
reactions in the production environment. While it is necessary to mirror all of the functions of the production environment, it is not
necessary to maintain the same load capacity.

Training Environment — A Training environ ntis also required that allows DHHS to provide hands-on training to users. This
environment would allow DHHS to maintain uinque de-identified data for use in training and conduct training without interference
with the test or production environments. This environment will have occasional use.

()

. {1t (a) (D)
Req # Requirement Comply | Core |Custom Paar:y
PTT-1 Describe how the Bidder's proposed solution supports several environments, include production X X
) environment, test enviranment, and training environment.
Response;

In this engagement, WellSky is prepared to provide a production environment as well as 2 non-production environments, as required by the
RFP. Both non-production environments will be Joaded with scrambled "dummy” data. WellSky would be pleased to discuss this further as
most of our customers have found that single production environment is sufficient for their needs.

Describe how the Bidder's proposed solution supports non-production environments such as testing
PTT-2 and training environments containing de-identified data and not include Confidential or Highly X X
Restricted data.

Response:

In engagements where the customer has contracted for one or more non-production environment, WellSky manages the various validation,
pre-prod and prod environments using the same tools, staff and processes. WellSky follows DevOps principles where developers do not have
access to production systems, and any server or network admin access follows WellSky's just-In-time, least-privilege model with role-based
access controls. Only de-identified and/or scrambled user data is allowed in Test/Dev/QA environments. Service level targets refiect the fact
that these environments are not critical to business operations.
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Describe how the Bidder's proposed solution provides the ability tc ash any testing or training
PTT-3 environment. Describe whether the refresh process can be completed using DHHS resources or X X
whether the process requires services from the Bidder.

Response:

WellSky can refresh any contracted testing or training environment. A service request would be logged, and a services representative would
then contact the customer for requirements and any necessary approvals. An internal ticket would then be created for the data to be
refreshed, where a DevOps DBA would pick up the case, follow WellSky’s change management process, and communicate with the end user
the time and date of the refresh. The data would then be refreshed, DHHS would validate the refresh and then update the customer that the
data refresh was completed and close the ticket.

Interfaces/imports/Exports Requirements

The proposed software solution is expected to be able to interface with other computer systems as necessary.

(c

. (n (a) (b)
Req # Requirement Comply [ Core |Custom P:erctly

Describe the Bidder's proposed automated approach to managing interfaces. Describe how the
INT-1 proposed solution’s interfaces secure and protect the data and the associated infrastructure from a X X
confidentiality, integrity and availability perspective.

Response:

When interfacing with other systems to transmit or receive data, the WellSky solution will typically transfer data in real-time using web services
or in batch mode using SFTP. When web services are used, data is sent using HTTPS over SSL and authentication with the external system
is required — no end points are left open to anonymous calls. For batch mode interfaces, data is exchanged by transmitting files to an SFTP
site where named accounts are used for access. As an added measure, data can be encrypted {using an application like PGP for example)
prior to being transmistted to the SFTP site. Interface data that is sent to WellSky will be expected to adh.  to the same standards for all
interfaces. If other interface methods are used, WellSky will work with DHHS to use the appropriate mechanisms to ensure that the data is
kept safe, secure, and confidential.
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INT-2 Describe how the Bidder's proposed solution has the capability to nc ¢ System X X
Administrators/system support staff if an interface is not available for any reason.
Response:

As part of interface development, WellSky includes a “keep-alive” end point that can inform calling systems if an interface is not available. In
addition, all interface calls will return a result code that will inform the calling system if a transaction request was successful or not. With
proper error handling on the calling side of the i rface, the result codes can help system administrators determine status of interface.

Describe how the Bidder's proposed solution provides necessary Application Programming Interface

INT-3 (API), Web Services, and/or secure file transfers to create interface:  and from the proposed X X
selution.

Respanse:

Requirements for integration of the WeliSky solution to other DHHS and State systems are addressed through a collaborative process in
which WellSky works closely with DHHS in requirements discovery, design, construction, validation, and delivery. Collectively, the WellSky
team members and DHHS team members working on integration development are considered the “Integration Team.”

Integration design involves discussions with team members from DHHS and/or other State agencies who:  familiar with the systems that will
need to be integrated to the WellSky system. These discussions will involve designing the most effective integration technique based on the
nature of the integration requirements, such as data volume, frequency of request, and capabilities of the systems being integrated. The
integration technigues will cover details on;

Data Transport {e.g., HTTPS, SFTP)

Data Format (e.g., XML, formatted flat file, EDI)

Catalyst {e.qg., is the integration event driven, time driven)

Call flow (i.e., inbound, outbound, or bi-directional)

Further, design decisions may bring to light changes that may need to be made to either the WellSky system or State system to support the
integration. Error and exception handling also are defined to address haw each system will deal with abnormal situations such as the target
system being unavailable for a period of time. This should address any required “retry” logic, notifications, and data synchronization that may
need to occur as a result,

WellSky supports the following integration approaches.
s Web Services using XML or JSON as the data format and HTTPS as the transport: WellSky implements its web services using
a proprietary message broker implemented in .NET. This module is used to expose web services for systems calling the
WellSky system and used by the WellSky system to call web services exposed by other systems.
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e Character delimited flat files exchanged using SFTP or FTPS as the transport: The date  loaded into the WellSky solution
using Microsoft SQL Server Integration Services (SSIS). For outbound integrations, data is extracted from the WellSky sclution
database using SSIS.

« HIPAA compliant EDI transactions: WellSky uses the Altova MapForce tool to consume and produce HIPAA compliant EDI
transactions such as 837/835s for claims and 270/271s for eligibility information.

Describe how the Bidder's proposed solution supports data exchanges between components in real-

time so that data is always synchronous across the entire solution.

INT-4 X X

Response:
As noted in requirement INT — 3, WellSky supports Web Services for real-time d exchanges.

System Performance Requirements

This section describes requirements related to the proposed systems’ on-line performance, response times, and sizing from a system
architecture standpeint.

)
. n {a) (b}
Req # Requirement Comply | Core |Custom Paargy
PER-1 Describe the Bidder's proposed system performance functionality and monitoring tools. X X
Response:

As part of the WellSky Saa$ cloud services offering, the hosting team monitors all aspects of the hosting infrastructure, including application
tier and database tier. WellSky uses a database monitoring too! which records detailed query performance results and captures other
diagnostic information and performance metrics. We also monitor servers for CPU/Memory/Disk and other performance metrics. Our plan for
performance monitoring includes regular, ongoing reviews of these metrics against our experience hosting our application and results in the
fine tuning of the various components of the en  anment including the database and promptly resolves any indications of performance issues.
This system monitoring and capacity analysis is a regular part of the hosting operation and is included in the WellSky SaaS offering.

WellSky also has a series of both active and passive end user experience monitoring toois that give us re ime visibility to system
performance and end user experience. This information is being monitored and analyzed by WellSky SaaS operations and support staff to
identify real time issues and identify possible performance degradation trends so that they can be addressed proactively.

Mediware uses the following tools to monitor the SaaS environment.
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BMC End User Experience Monitoring Monitor end to end transaction time for web page loads for tracking the user performance
experience. This tool allows us to investigate root cause of web page load performance
issues, including customer ISP latency, end user network and Saa$ infrastructure.

Paessler PRTG Monitor network, firewall and core Active Directory Infrastructure.
Sumol.ogic Log aggregation and alerting

IBM BigFix Patching, patching compliance and reporting

NewRetlic Application Performance monitc g and alerting

Describe the Bidder's expected minimum response times for the following functions, even at peak
load. For example, expected response time will be within two (2) seconds 95% of the time, and
under 10 seconds for 100% of the time.

Record Search Time
Record Retrieval Time X X
Transaction Response Time

Print Initiation Time

Subsequent Page Display Response Time
Document Availability

Report Generation and Adhoc Queries

PER-2

Response:
We!fSky Aging and Disability’s expected response time for the following are the within 4 seconds 95% of the time, and under 15 seconds for
100% of the time.

s Record Search Time (using Quick Search; Advanced Search with multiple parameters may take longer)

s Record Retrieval Time

¢+ Transaction Response Time (e.g. saving data on core pages)

+ Prnt Initiation Time {This is dependent primarily on DHHS printer setup; call to printer will occur within expected time frames)

» Subsequent Page Display Response Time

s Document Availahility (This is partially dependent on local software and hardware to display called documents; call to open document

will occur within the expected timeframe)
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Report Generation and Ad Hoc queries are highly dependent on the complexity of the report or queries. For most reports generated in
WellSky Aging and Disability or WellSky Advanced Reporting the expected respanse time is within 10 seconds 95% of the time and within 30
seconds 100% of the time.

Describe how the Bidder's proposed solution captures system downtimes, along with the causes of
PER-3 the downtimes where applicable. Describe the Bidder's proposed method and timing of X X
communication to DHHS on downtimes.

Response:
As part of the WellSky Saa$S cloud services offering, the hosting team monitors all aspects of the hosting infrastructure, including application

tier and database tier. WellSky uses a database monitoring tool which records detailed query performance results and captures other
diagnostic information and performance metrics. We also monitor servers for CPU/Memory/Disk and other performance metrics. Qur plan for
performance monitoring includes regular, ongoing reviews of these metrics against our experience hosting our application and results in the
fine tuning of the various components of the environment including the database and promptly resolves any indications of performance issues.
This system monitoring and capacity analysis is a regular part of the hosting operation and is included in the WellSky SaaS offering.

Utilizing tools like SumolLogic and NewRelic We iky is able to identify and pinpoint bugs and issues, in addition to alerting regular and an-call
staff of any issues affecting performance or that may lead to any un-planned downtime.

WellSky also has a series of both active and passive end user experience monit  1g iools that give us real time visibility to system
performance and end user experience. This information is being monitored and analyzed by WellSky SaaS operations and support staff to

identify real time issues and identify possible performance degradation trends so that they can be addressed proactively.

WellSky uses the following tools to monitor the SaaS environment.

BMC End Us  :zxperience Monitoring Monitor end to end transaction time for web page loads for tracking the user performance
experience. This tool allows us to Investigate root cause  veb page load performance
issues, including customer ISP latency, end user network and SaaS infrastructure.

Paessler PRTG Monitor network, firewall and core Active Directory Infrastructure.
Sumologic Log aggregation and alerting
IBM BigFix Patching, patching compliance and reporting
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| NewRelic | Application Performance moritoring and alerting f

Describe how the Bidder's proposed solution supports concurrent users with minimal impact to
PER-4 response time, with the ability to increase the demand on the system by 50% without modificationto | X X
the software or degradation in performance.

Response:

WeleSky’s solution supports thousands of users and millions of consumer records across hundreds of customers. WellSky regularly tests its
Saa$S solution to ensure scalability and performance. Also, the solution architecture will be designed based on DHHS load and processing
needs and WellSky's experience in similar implementations. As part of this implementation we will conduct load testing with simulated ‘oad
profiles as are expected in the DHHS implementation. These tests will be conducted using automated testing tools and associated monitoring
tools and the results will ensure scalability to meet DHHS processing demands. The tests will occur with the DHHS production environment
prior to production launch. This will ensure that we are testing against actual preduction infrastructure and provide a more realistic test.

WellSky does not rely strictly on load testing for performance management. ( e the system is live, as described previously, WellSky also
does extensive ongoing system performance menitoring ic detect and performance degradation so that corrective measures can be taken.
These actions could consist of adding incremental processing capacity of making system changes.

Describe how the Bidder's proposed solution is available online 24 hours a day and 7 days a week,
PER-5 99.9% of the time each month. Describe any known timeframes where the system will be X X
unavailable for use.

Response;

The infrastructure of the WellSky solution is monitored 24 hours a day, 365 days a year. Operational standards enforced at all levels of the
organization ensure maximum security and system availability with virtually no unscheduled system downtime or service interruption. WellSky
schedules weekly maintenance pericds on Sunday evenings.
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Describe how the Bidder's proposed saolution provides application performance monitoring and
PER-6 management capabilities, including any key performance indicators (KPI) or other metrics to X X
measure and report system performance for the proposed system.

Response:
Please refer to below screen shots from the BMC End User Experience Monitor Tool, which shows: a) page load performance and end user

satisfaction relative pre-established performance criteria (labeled Performance Compliance)}, and b) Average End to End Latency from the
end user desktop to the WellSky Saa$ data center and back to the end userdes  p.

Mediware also Utilizes other tools, including Sumologic and NewRelic WellSky to identify and pinpoint performance bugs and issues, in
addition to alerting regular and on-call staff of any issues affeclting performance or that may lead to any un-planned downtime.
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WellSky is pleased to provide a completed version of Atiachment B on the pages
following.
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Attachment B
Business Requirements Traceability Matrix
Request for Proposal Number 5948 Z1

Bidders are instructed to complete a Business Requirements Traceability Matrix for Aging Services software  placement. Bidders are required to
describe in detail how their proposed solution meets the conformance specification outlined within each Business Requirement.

The traceabiiity matrix is used to document and track the business requirements from the proposal through testing to verify that the requirement has
been completely fulfilled. The coniractor will be responsible for maintaining the contract set of Baseline Requirements.

The traceability matrix should indicate how the bidder intends to comply with the requirement and the effort required to achieve that compliance. It
is not sufficient for the bidder to simply state that it intends to meet the requirements of the RFP. DHHS will consider any such response fo the
requirements in this RFP to be non-responsive and the bid may be rejected. T+ narmative should provide DHHS with sufficient information to
differentiate the bidder's business solution from other bidders’ solutions.

The bidder must ensure that the original requirement identifier and requirement description are maintained in the traceability matrix as provided by
DHHS. Failure to maintain these elements may render the bid non-responsive and result in for rejection of the bidder.

How to complete the traceability matrix;

ey TEISG M EI o 0% 1 TTII I B N i 8 e ss mes s = hm e o o e o - . -

This column is dictated by this RFP and must not be modified by the bidder,

Requirement | The statement of the requirement to which the bidder must respond. This column is dictated by the RFP and
must not be modified by the bidder.

(1) Comply The bidder should insert an "X" if the bidder's proposed solution complies with the requirement. The bidder
should leave blank if the bidder's proposed solution does not comply with the requirement,

If left blank, the bidder must also address the following:

+ Capability does not currently exist in the proposed system, but is planned ir e near future {within four
months from the date of submission of the bid)

= Capability not available, is not planned, or requires extensive source-code design and customization to be
considered part of the bidder's standard capability

* Requires an extensive integration effort of mare than 500 hours
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minor modifications to existing functionality.

(b} Custom The bidder should insert an "X" if the bidder proposes to custom develop the capability to meet this
requirement. Indicate "custom" for those features that require substantial or “from the ground up”
development efforts,

(c) 3rd Party The bidder should insert an "X" if the bidder proposed to meet this requirementu g a 3rd party component

or product {e.g., a COTS vendor, or other 3rd party). The bidder must describe the product, including product
name, its functionality and benefits in their response.
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Req# | Requirement Comply gc))re Custom gn;; r
CLI-1 Describe how software creates a focus on the person receiving the services instead of focus X X

on the sarvices.

Bidder's Response: WellSky Aging and Disability supports the full =cycle of consumer interaction, beginning with the initial

client contacts, whether by phone or over the web, and proceeding through the successive phases of screening and

assessment, care planning, service order and delivery, billing, reassessment, and reporting.

By tracking each client interaction within a single global client record, staff always know where to go to find information about a

client. WellSky Aging and Disability includes many features designed based directly on customer feedback on how to best serve

their clients. A minimal subset of these person-centered features includes:

1} Real-time visibility to all prior contacts within a Call record so that no matter who a person calls, that worker is able to see
all of the details of their prior contacts; allowing the focus of this call to be on what the person called for, not having the
person repeat their entire story again.

2) Efficient and user-friendly data collection tools, including Mobile Assessments, allowing case workers to spend their time
focusing on the person instead of trying to use difficult or confusing technology.

3) Information a person shares in an assessment can be linked directly to their demographic record and directly to their Care
Plan so that the data is in the right place for workers at the right time, but the person only has to tell their story once.

CLI-2 The system must have a unique identifier {client number} for client records besides Social X X

Security Number.

Bidder's Response: Each consumer record in the system is assigned a unique client number when the record is created.
CLI-3 The system must be able to manage and identify possible duplicate clients, merge clients,

and client creation.
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Bidder's Response: As part of the process of adding a new Consumer in WellSky Aging and Disability, the system will
automatically check for potential dup  ate client records and warns the user if any are potential duplicates are found. If the client
already exists the user can select the existing consumer and discontinue creating the new record. If appropriate, the user can
continue with creating the new record. If a user accidentally enters a duplicate consumer record, the system contains
functionality for merging duplicate records.

CLI4 The system must collect all National Aging Program Information System (NAPIS) required X X
demographic fields in the client record.

Bidder's Response: WellSky Aging and Disability stores and presents all NAPIS required demographic details in a dedicated
section on the Client Details section of the client record. Additionally, if demographic information is collected in an assessment
form (e.g. Number of ADLs) this information will automatically populate the client demographic record on save of the
Assessment,

CLI-5 The state must be able to add additional (ad-hoc) fields added to the client record to track X X
non-Qlder Americans Act (OAA) information.

Bidder's Response: Custom Fields can be added to the clientrec: by administrators in WellSky Aging and Disability. Current
customers have used these fields to identify customers in regions impacted by disasters (hurricanes, tornadoes, etc.), to track
veteran status as well as other non-OAA data.

CLI-6 | The system must accommodate adding new fields post implementation. | X | X ] l
Bidder's Response: WellSky has many customers that have added new lines of business or new programs that they wish to
track in their existing WelfSky Aging and Disabifity implementation. This customers have been able to accomplish these goals
with the administrative capability to add Custom Fields to a client record as needed or by creating their own Assessment forms
for additional client-level data capture.

CLI-7 The system must include and track federal Activities of Daily Living (ADLs) and Instrumental

Activities of Daily Living (IADLs) for each client. X X

Bidder's Response: ADL and IADL responses are recorded and automatically scored within a Consumer Assessment in
WellSky Aging and Disabifity and automatically populate the consumer record on save of the Assessment.

Page 133




Req # Requirement ggmpiy ggre gﬁstom gg;rty i

CLI-8 The system must provide historical values for client ADL and IADL indicators. X X
Bidder's Response:; WeliSky Aging and Disability assessments store a longitudinal record of every answer for every consumer
and the history of each response for all questions over time, including ADLs and IADLs. The historical responses can be easily
viewed by a user from within the assessment itself.

CLI-9 [ The system must differentiate between “not answered” and “no” for ADL and IADL responses. | X [ X | |
Bidder's Response: Standard WellSky Aging and Disability assessment question responses, including ADL and IADL
responses, contain “not answered” and “no” as distinct reposnses. Response values and which response values are included in
ADL and JADL scoring are both configurable.

CLI-10 | Describe how the system would accommodate ADLs that are different from the federal ADLs. | X | X [ |
Bidder's Response: WeliSky Assessment Designer allows customers (or WellSky resources if assistance is requested) to create
fully configurable assessment forms  at can include customer-specific questions as well as customer-specific indicators. These
questions can be configured to track and the indicators can calculate ADL scores that are different from federal ADLs. Similar to
the federal ADLs and |ADLs, the customer-specific ADLs can be linked to custom fields in the Consumer Record.

CLI-11 | The system must include a way to manage client status, including but not limited to: active, X X
inactive, and deceased clients,

Bidder's Response: Client statuses and status reasons are configurable within the Administrator area of the WellSky Aging and
Disability application. This allows for known status values of active, inactive and deceased to be configured, as well as providing
flexibility for new statuses that may be required in the future.

CLI-12 | The system must track the care recipient to caregiver relationship with separate client X X
records.

Bidder's Response: Caregivers and Care Recipients are both maintained as Consumers in WellSky Aging and Disability. These
records can be linked in the system, at which time a relationship must be selected.

CLI-13 | Describe how the system tracks out of state caregivers. | X T X | |
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Bidder's Response: QOut of state Caregivers are entered into the system as Consumers and tracked in the same manner as
other Caregivers. If desired, a Custom Field could be configured to specifically designate a Caregiver as “out of state” for
reporting or other purposes.

CLI-14 | The system must be able to manage emergency and other contact information including but X X
not limited to contact name, relationship, and contact information.

Bidder's Response: As many contacts as necessary can be added to a client record. Each contact has a “Type” designation and
allows for the recording of contact name, relationship and contact information.

CLI-15 [ The system must contain a section that allows users to input observations, notes, follow ups,
and other text-based summaries in the client record. All notes must be saved chronologically X X
in a historical log {not over-written with the next update).

Bidder's Response: WeliSky Aging and Disability Consumer Journals allows users to input observations, notes, follow ups and
other text based summaries. These Journal entries can be sorted and filtered based on E  y Date allowing for chronoclogical
viewing or viewing of a subset of Journals entered within a specific time period.

CLI-16 | The system must be able to have multiple files/documents attached to a client record. L x | X ]
Bidder's Response: WeliSky Aging and Disability File Attachments feature allows files and documents to be attached to a
Consumer record. Distinct File Attachment Folders can be added to distinguish between types of files and documents to be
added to the client record. Security Categories are assigned to each File Attachments Folder allowing visibility to types of files
and documents to be limited by User Access Role.

CLI-17 | Describe how an area agency on aging (AAA) would transfer a client to another AAA in the % X
system.

Bidder's Response: An Agency can transfer a client to another Agency by notifying the new AAA via a WeliSky Aging and
Disability Activity that a transfer is needed. In coordination with the new Agency, the client’s record could then be transferred by
changing the Agency association in the record from the old AAA to the new one.

CLI-18 | List fields that users at the AAA or !  te Unit on Aging (SUA) level can search by. List any X X
additional fields that would be considered a customization to the  ndard search fields.
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Bidder's Response: Consumer searches can be done by first name, last name, DOB, SSN,email, |D#, phone number, address,
Medicare #, Medicaid #, Ethnic Race, Default Agency, Default Provider, Consumer Provider, and Care Manager. Rosters and
Routes can be searched by their title. Columns in any of the list views in WeliSky Aging and Disability can be searched by
entering the desired values in the filtering options. In addition, Saved Searches allow users to create customized Activity,
Consumer, Service Delivery, and Episode searches.

b. Services

Req # Requirement gc))mply (C?c):re gﬂstom Eer Party

SER-1 | The system must be able to track federal, state, and local taxonomies. Describe how the
system reconciles different taxornomies. Describe how the system incorporates the AIRS X X
taxonomy.
Bidder's Response: The WellSky Aging and Disabifity software is populated with the AIRS/LA211 Taxonomy code set, which
can then be associated to individual services as necessary to allow for a standardized search of resource elements. In addition
to AIRS, the system allows for a customizable table of Keywords that can be associated +  ectly to resources for use in search
functions.

SER-2 | The system must be able to differentiate between Aging and Disability Resource Center X X
{ADRC) services and OAA services..
Bidder's Response: Services defined in the Adminsitrator area  AellSky Aging and Disability are associated to specific Care
Programs and are associated with either an QOAA service provider, an ADRC provider or both. The services presented to the
worker at the time of selection are dynamically filtered based on the setup in the Administrator area reducing data entry issues
and ensuring accurate service selection and ultimately reporting.

SER-3 | The system must be able to disting  h between service delivery models: self-directed care X X
services and traditionally delivered services.
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Bidder's Response: Multiple existing WellSky Aging and Disability customers manage their self-directed care services as well as
their traditionally delivered services. Both service fypes can be planned, scheduled, ordered and invoiced. While Service Rates
can be defined within the Administrator area for each standard Provider, for self-directed models Consumers identify their own
Providers and can set their own rates so Care Managers are able to manually enter the consumer-directed rate within the
Service Plan, Service Order or Service Delivery.

SER-4 | The system must be able to do rapid or bulk data entry by service and service provider (i.e. X X
entering daily congregate meal recipients at a senior center).

Bidders Response: With the understanding that Service Delivery data makes up a large portion of federal NAPIS reporting
requirements, WellSky Aging and Disability includes numerous solutions for the bulk entry of this data including: Rosters,
Service Delivery Confiramtion Wizard, Consumer Groups and a Service Delivery Upload tool. In addition, WellSky's
ServiceScan allows for the scanning of barcodes to record deliveries. The most efficient solution for recording the bulk service
deliveries is typically determined during the analysis phase of the implementation process in order to consider all of a
customer's specific requirements.

SER-5 | Describe how the system handles canceling or rescheduling authorized services due to X X
inclement weather or other unforeseen circumstances.

Bidder's Response: WellSky Aging and Disability includes a Service Suspension feature that allows authorized users to
suspend scheduled services due to unforeseen cirumstances. Services schedules in the Consumer's Care Plan can then be
updated to reschedule the delivery.

SER-6 | Describe how the system tracks OAA registered service recipients before an intake is X X
received.

Bidder's Response: Consumers can be registered in WellSky Aging and Disability and enrolled in a placeholder Care Program
that identifies them as requiring an intake. After the intake has been completed, the consumer can be registered in the
appropriate Care Program.

SER-7 | Describe how the system administers or customizes eligibility types. Eligibility will differ

between various state and federal programs.
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Bidder's Response: In WellSky Aging and Disability, a Client is assessed and if they meet the eligibility requirements for a specific
program, they are can be enrolled. Automated and configurable Assessment indicators can be used as Program Eligibility tools
that help guide program-level eligibility determinations. WellSky Aging and Disability allows administrators to define Service
Programs with associated Services and Funding Sources based on current and future needs.

SER-8 | The system must be able to track services received by non-OAA eligible individuals. | X | X ] |
Bidder's Response; Services to non-OAA individuals can be tracked by enrolling a Consumer in a non-OAA Care Program and
delivering services that are assaciated with that program. Many customers have used WellSky Aging and Disability for years to
track state or federal (non-OAA) programs and the individuals receiving those services.

SER-9 | The system must include historical eligibility tracking. For example, a 59 year old person can
join their 60 year old spouse for an QAA Congregate Meal. Once the 59 year old spouse turns X X
60, they would qualify for OAA Congregate Meals.

Bidder's Response: The system does allow for manual NS[P Meal Eligibility for clients under 60, which is tracked as part of the
service record at time of service. Once the client turns 60, the Eligibility is automatically updated to the QOver 60 base eligibility,
and will be reported for new services.

SER-10 [ The system must track special diets and delivery notes required fi  Home Delivered Meal X X
service,

Bidder's Response: Special diets can be tracked through the use of subservices so, for example, the service of Home Deliver
Meals could have subservices of “Vegetarian Meal”, “Low Sodium Meal” or “Gluten Free Meal”. Consumer notes can also be
automatically included on printed home delivery meal route sheets that specifically call out dietary restrictions for each
consumer on the list.

SER-11 | Describe how the system would track take-out meals that are taken off senior center/nutrition

site premise.
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Bidder's Response: WelflSky Aging and Disability allows for the creation of subservices, which can be used to further describe
the service being provided to a Consumer. In this example, the service could be described as "Congregate Meals™ and the
subservice as “Take Qut’,

SER-12 | Describe the system’s electronic visit verification capabilities (EVV). P X | I x |
Bidder's Response: WellSky Aging and Disability is being used with similar customers to reconcile EVV data against Service
Plan or Service Delivery data via an intergration between the WeliSky Aging and Disability database and a standalone third
party system.

SER-13 | Describe the system’s routing capabilities for services like transportation and home delivered X X
meal routing. Include a description of GIS mapping, monitoring from a central location, etc.
Bidder's Response: Routes in WellSky Aging and Disabifity can be customized to present the optimal route for making
deliveries. WellSky's ServiceScan solution can be used to record deliveries as they are made and then be synchronized with a
desktop version in a central location, which aliows progress to be monitored.

SER-14 | Describe how the system automates and customizes workflows to determine client eligibility X X
for services. Describe how it can be customized by AAA and service.
Bidder's Response: WellSky Aging and Disability allows authorized administrators to configure customized workflows that will
prompt a user to take specific actions that can include eligibility d rmination. Workflows ¢an be triggered by the entry of
multiple data types, including, but not limited to, assessment, acti 7, consumer and service delivery. If eligibility detemminations
are suggested through assessment indicators, eligibility-specific Workflows can be prompted after completion of the
assessment. in addition, Workflows can be applied to specific agencies, providers, users or user role types,

SER-15 | Describe how the system automates and customizes waitlist and prioritization capabilities

post system impiementation. Describe how it can be customized by AAA and service.
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Bidder's Response: WellSky Aging and Disability allows users to assess consumers, with automated assessment indicators
calculated as data is entered to determine or suggest program eligibility, as well as met and unmet needs. Based on the
assessment outcomes an individual is then enrolled in appropriate programs or placed on wait lists where necessary. WellSky
Aging and Disability allows multiple Care Program Status values and Service Plans with different status values, allowing
waitlists to be managed at the Program level or at the Service level. A service-level waitlist allows for certain services to be
“active” while the consumer is “waiting” to receive other services. Both types of waitlist can be reported on using one of the
solution’s many standard reports.

SER-16

Post implementation, describe the system customizable prior authorization forms. Describe X X
how it can be customized by AAA and service.

Bidder's Response: WellSky's Assessment Designer allows authorized users to create customized forms that can be used to
create prior authorization forms by AAA and service. If prior autho ation data needs to be electronically exchanged and each
AAA requires a unique output this would be setup by the WellSky technical team to ensure the proper data is being exchanged
and updated accordingly.

SER-17

Describe the system’s real time data entry for information & assistance staff to track calls and X X
walk-ins, where staff provide information and referral services.

Bidder's Response: Comprehensive call and walk-in data can be collected in the fully integrated WeliSky Aging and Disability
Information and Assistance module. This module includes a single, comprehensive Calls screen which including the call topic,
assistance provided, and allows for efficient searching and identification of resources and tracking of referrals made.

SER-18

Describe how the system records anonymous clients, referrals made, and level of assistance X X
provided,.

Bidder's Response: The WellSky Aging and Disability Calls screen defaults to an anonymous caller and client, but allows users
to link the call to a known Caller or Consumer if names are provided. Additionally, dedicated fields and are available for tracking
assistance provided and referrals made.

SER-19

Describe how the system supports a “lending library” tracking system. For example, describe
how the AAA would track durable medical equipment that has been lent to a client, including
how it would be administered, such as donations of equipment, loaning, and marked returned
and available for use.
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Bidder's Response: While ‘WellSky Aging and Disability does not include an integrated lending library, WellSky will work with
Nebraska to develop a viable solution by adapting existing functionality to meet this need or by utilizing a third party solution.

c. Assessments
. 1 { (b}

Req# | Requirement {Cgmply C?gre Custom (3% Party

ASMT- | Describe how the State can create and customize assessments in the system. X X

1 Bidder's Response: Assessments can be easily created and managed using WellSky's Assessment Designer. Assessment
Designer grants authorized users the ability to add new and edit existing assessmnents based on an extensive catalog of
questions submitted by NE DHHS’ peers over the past 20 years. Question text, question responses and indicators ¢an all be
configured by the authorized users prior to publishing the assessment forms to end users.

ASMT- | Describe how the system accommodates multiple value choices. | X [ X_| ]

2 Bidder's Response: Assessments in the WellSky Aging and Disability solution may include multi-select questions so, for
example, a question might ask what services a consumer is currently receiving and the assessor would be able to select more
than one of the available responses.

ASMT- | Describe how the system aggregates collected data. [ x | X | |

3 Bidder's Response: WeliSky Aging and Disability Assessments may include customer-specific {or assessment specific)
indicators, which automatically perft 1 calculations and determinations based on data collected within the assessment session.

ASMT- | Newly created assessments must be available to previously created client profiles. | x [ x| \

4

Bidder's Response: Assessments can be added at any time during the Consumer lifecycle.

Describe how the system reconciles data in an old assessment and new assessment. [ X | x| 1
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ASMT- | Bidder's Response: WellSky Aging and Disability Assessments give a user the ability to reassess consumers, which will retain

5 previously entered responses until they are overwritten with new responses. If this occurs, the previously entered value will be
retained in the assessment history. If an entirely new Assessment is created using Assessment Designer, the same questions on
the new assessment will retain the same Question Catalog 1D value which allows for reporting for the same question across
multiple assessments.

ASMT- | Describe how the system would retain previously deleted assessment questions. | X | x ] |

6 Bidder's Response: Assessment questions and potential responses are stored in a catalog in WellSky's Assessment Designer
solution, If a question is removed from an assessment, it can be restored at any time by an authorized user. Data recorded in the
now-deleted assessment question will not be removed from existing client assessments, but the question will no longer be able
to be populated on new assessments added.

ASMT- | Describe how the system provides historical data and trending with previous assessment X X

7 answers,
Bidder's Response: A longitudinal record of every answer is stored for every client and the history of each response can be
viewed by the user in real time, providing instant ability to see how responses to the same question have changed over time,

ASMT- | The system must include the DETERMINE Assessment tool (from the Nutrition Screening

8 Initiative) to evaluate nutrition risk. (Disease; Eating Poorly; Tooth Loss/Mouth Pain; X X
Economic Hardship; Reduced Soci  Contact; Multiple Medicines; Involuntary Weight
Loss/Gain; Needs Assistance in Se.- Care, Elder Years Above Age 80).
Bidder's Response: Assessments that have not already been configured can be configured by the WellSky implementation team
or by the customer using WellSky's Assessment Designer solution.

ASMT- | The system must include the St. Louis University Mental Status  3LUMS) Assessment to X X

9 evaluate cognitive performance.

Bidder's Response: The results of the SLUMS Assessment are currently being recorded by several WeliSky Aging and Disability
customers using a form configured through the Assessment Designer solution,
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ASMT- | Describe how the state care management assessment would be set up in the system. An

10 Avananla Af tha accacemant ran he frnnd at thie LIR] - X X
U nfigured by the WellSky implementation team
or by the customer using WellSky's Assessment Designer solution. Numerous WellSky customers leverage this capability to
utilize consumer assessments for care management.

ASMT- | Describe how the state would administer and customize a caregiver assessment form in the

11 fl LML - e miam - L mmem bm Fmniim A i~

X X

ot 1 At s ¢ s eam e - 3 1 configured can be configured by the WellSky implementation team
or by the customer using WellSky's Assessment Designer solution. WellSky has assisted several customers in the creation of
Caregiver Assessment forms.

ASMT- | Describe how the system supports the administration and customization of an intake form to

12 s - T * online X X
a
B i e, . figured assessment to be presented on a
public-facing webpage. Several WellSky customers, including Georgia and Nevada have used this combination of functionality to
create custom intake forms available via the web as well as an intake form within a Call or Consumer record.

ASMT- | Describe how the system accommodates InterRAl Assessment Instruments. X X

13

Bidder's Response: WellSky has partnered with multiple customers, including Hawaii, South Dakota and New Jersey, to
accommodate InterRAI Assessment Instruments through the use of Assessment Designer. We have developed the interRAlI Home
Care (HC), and the interRAl Community Health Assessment (CHA), with the Functional Supplement (FS) for the CHA form. Plus we
have developed automated algorithms for the Clinical Assessment Protocols (CAPS), Scales, and Triggers for these forms.

Describe how the system accommodates the Supports Intensity Scale {SI18). X X

Page 143




rReqi'il

. (1} (a) {b) (¢}
Requirement Comply | Core | Custom | 3rd Party

ASMT- | Bidder's Response: Assessments that have not already been configured can be configured by the WellSky implementation team
14 or by the customer using WellSky's Assessment Designer solution.
d. Usability

Req # Req"'irement {(;grgl_eiy glre ((?L};stom g}% Party

USE-1 | The system must have copy/paste functionality. X X
Bidder's Response: The system supports standard copy/paste functionality.

USE-2 | The system must be able to print, display, or export any information gathered in the client X X
record, related to service usage, on a form and/or in a report.
Bidder's Response: All of the information in a Consumer record, including service information, can be printed or exported.
WellSky Aging and Disabilily Reports contain an extensive library of report templates that be used to report on Consumer and
Service data. The WellSky Advanced Reporting module allows for any data collected in the system, including data within
assessment forms, to be reported on or exported.

USE-3 | The system date must have 4 digit years. ] X ] X ] I
Bidder's Response: WellSky Aging and Disability supports 4 digit years in all date fields.

USE-4 | The system must have task and date reminder tracking. I X ] X ] |
Bidder's Response: WellSky Aging and Disability uses Activities and Referrals to track ongoing tasks and their associated Due
Dates. There are standard Dashboards available to support task and date reminder tracking. Saved Searches can also be
created by users to view only Activities with specific Actions or due within specified date ranges to be viewed.

USE-& | Describe the system's customizable alerts. Describe how users are able to set alerts for

X X

activities like follow ups and next visits.
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Bidder's Response: Users can create customizable alerts through the use of WellSky Aging and Disability Activities. The user's
dashboard can then be configured to display the aleris based on user selected criteria, such as the create or due date, or activity
type.

USE-6 | Describe the system’s customizable workflows. For example, how a user would select, review,
and document checked case files, service authorizations, service entries, and client X X
demographics.

Bidder's Response: WellSky Aging and Disability allows authorized administrators to configure customized workflows that will
prompt a user to take specific actions that can include instructions to select, review and document checked case files, service
authorizations, service entries, and client demographics. Workflows can be triggered by the entry of multiple data types,
including, but not limited to, assessment, activity, consumer and service delivery. Workflows can be applied to specific agencies,
providers, users or user role types

USE-7 | Describe how the system supports cross-module workflows. For example, client eligibility for a
funding source may be determined in one module by a separate state agency, and the client X X
then referred to the AAA for services.

Bidder's Response: Administrators can utilize the powerful Workflow Design tool to create workflows that automatically execute
based on data entered by various users, ensuring data entry consistency from worker-to-worker and ensuring workers leveraging
one module are notified to alert a worker in a separate module, ultimately improving the overall quality and consistency of care.

USE-8 | Describe client portal products or options that are currently available. A client portal should be
accessible by the client, or any person in their support network (caregiver, family member, X X

| neighbor, or friend). Describe security and access among public users.
Bidder's Response; Caregiver Direct is WellSky's public portal that allows collaboration between care managers, consumers,
caregivers, and loved ones, giving Consumer Care Teams governed visibility into the consumers’ care plans and the services
planned and delivered on their beh: . Caregivers and loved ones from nearby or across the country can login to Caregiver Direct
using a secure ID and Password, and view active care plans and planned services. They can review which services have been
delivered, complete self-assessments and communicate with agency care managers.

USE-9 | Describe service provider portal products or options that are currently available. | X T X | |
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Bidder's Response: Providers have the ability to create accounts in WellSky's Resource Directory and then submit updates and
changes to the information that displays when their organization is shown in search results. The provider's submissions are sent
to a review queue, where an administrator can review them before commiting them to the dadabase. Providers can also be
granted governed access to the WellSky Aging and Disability through the use of an admi trator-defined User Access Role,
limiting their visibility to only their own Clients and limiting their access to only their required job functions.

USE-10

Describe the system’s public service directory. Describe management and reporting options for
information and referral component. Include website hits, validation, tracing incoming links, and | X X
compariscn metrics.

Bidder's Response: Resource Directory provides a method for WellSky customers to publish their resource provider records to an
online community resource directory, resulting in a publicly accessible website that visitors may interactively search to find
information about providers and services within a specified geographic area. Resource Directory provides customers with
comprehensive reporting tools that can track website traffic, searches and search results.

USE-11

Describe how the system manages Rural/Non-Rural designations. | X | x T |

Bidder's Response: WeliSky Aging and Disability follows the Rural/Non-Rural designations as established by the US Census
Bureau. These designations are managed in the Zip Code element to populate new Consumer addresses with the appropriate
NAPIS Rural Status.

USE-12

Describe how an AAA user would use the system to review a senior center's daily congregate X X
meal entry for quality assurance purposes.

Bidder's Response: WeliSky Aging and Disability contains multiple Service reports that can be used to review entries made by
providers, Additionally, WellSky's ServiceScan product enables administrators to review and edit deliveries that have been
scanned prior to uploading them to the WellSky Aging and Disability database.

USE-13

Describe automatic data capture technology capabilities such as bar coding. | X | x | |

Bidders Response: WellSky's ServiceScan allows users fo scan barcodes to record service deliveries with the use of a smart
phone or tablet. Services can then be reviewed and edited, if needed, before being uploaded into the individual consumer
records.
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F1S-1 Describe how the system tracks multiple funding sources for services, including Non-OAA
funding sources. A client’'s meals may be originally paid for by one funding source, but then X X
receive back-dated payment from another funding source. Describe how the software system
would handle this scenario.

Bidder's Response: Multpile funding sources can be associated with a service through the use of Fund Identifiers. As the correct
funding source may not be known at the time of data entry, the Unit Distribution tool was designed specifically to allow a funding
source to be changed after a delivery has been recorded.

FIS-2 Describe how the system tracks client funding across AAAs when the client record is moved X X
from one AAA to another,

Bidder's Response; Service records and funding sources are maintained in the client reci  regardless of the AAA that is
currer - managing the client. Security settings within the systern may be used, if needed, to limit a AAAs abilty to view or change
service records that were entered by another AAA.

FiS-3 Describe how the system provides reconciliation, tracking and validating options for funding X X
sources between the AAA and SUA.

Bidder's Response: WellSky Aging and Disability has a library of Service report templates which allow reporting on recongiliati
tracking and validating options for funding sources between the AAA and SUA.

FIS-4 | Describe how multiple fiscal years are tracked in the system. [x ix | |
Bidder's Response: The system allows for the service units to be entered on a calendar day. Flexible reporting parameters allow
for reports to be generated by any date range including Fiscal Year, Contract setup also allows for flexibility of service and fund
setup by Fiscal Year, as appropriate.

FIS-5 | Describe how the system provides FFR 425 reports. 1 X [x ]
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Bidder's Response; WellSky's Advanced Reporting solution can be used to generate reports and aggregate any data that's
captured in WellSky Aging and Disability.

FIS-6 Describe how the system allows staff to track time per program and/or client, and bill for time X X
within the system.

Bidder's Response: WellSky Aging and Disability Service Deliveries can be used to track  ne spent on case management by
staff on programs and clients. Invoices can then be generated based on the time tracked in the deliveries.

FiS-7 Describe how the system tracks received anonymous contributions by service. For exam|
how are Transportation service contributions kept separate from Congregate Meal X X
contributions, and not tied to a client record?

Bidder's Response: Contract line items allow for various multiple sources of funds to be tracked per service, including the ability
to create custom funding sources to accommodate voluntary contributions.

FIS-8 | Describe how indirect costs of services are tracked in the system. CIx i x I
Bidder's Response: Service unit rates can be contracted and set to accommodate both direct and indirect costs. In cases where
the costs aren’t known at the time of service, the system includes a Rate Change utility to make retroactive updates to unit cost.

FIS-9

Describe how direct costs of services are tracked in the system. include costs that are not tied X X
to a client.

Bidder's Response; Service costs are calculated from the entry of the count of units and the unit price. Group services can track
aggregate services and costs not related to individual clients.
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REP-1 | List state(s) that have utilized the system for federal NAPIS reports for at least two federal X X

fiscal years. Bidders that do not meet this qualification will not be considered.

Bidder's Response: Vermont, Maine, Massachusetts, Rhode Island, Connecticut, New Jersey, Pennsylvania, West Virginia,
Ohio, Kentucky, Tennessee, Wisconsin, North Dakota, Wyoming, Texas, New Mexico, Arkansas, Mississippi, Nevada, Utah,
lowa, Deleware, Louisianna, Hawaii, Alaska

REP-2 | The system must be able to support the federal NAP!S repomng The State Program Report

oy Sm e - bt e L

X X

DIUUET B MEDHUIIDT, 11T ¥ YSIIRY LOGIT 11w a rrswing sre s o wwws e e —= - ——— _ . NEll aware of the upcoming SPR
requirements changes. As soon as the scope of the requirements is finalized, WeIISky will schedule the enhancements to
WeliSky Aging and Disability that will be needed to capture the required data by the October 2019 deadline.

REP-3 | The system must be able to report on client demographic, service usage, units of service by X X
service provider, List all standard reports included with the system.
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Consumer Assessment Report

WellSky Aging and Disability Assessment Report
Consumer Goal Report

Consumer Listing Co-pay Report

Consumer Listing Report

Consumer Mailing Label Report

Consumer Service Order Report

Potential Duplicate Consumer Listing Report
Agency Summary Report '
Agency Summary Report — New Consumers
Agency Summary Report (Totals Only)
Consumer Contact And Phone Listing Report
Consumer Percentage Co-Pay Report
Consumer Quarterly

Consumer Services List Report

Multi Service Report

NAPIS Consumer Listing

NAPUS Consumer Listing Report — Advanced — (With Caregivers/Care Recipients)
NSIP Meal Reports Tab

NSIP Meals Recipient List

WellSky Aging and Disability Consumer Provider Service Report
WellSky Aging and Disability Kitchen Report
Service Category Monthly

Service Delivery Consumer Listing

Service Delivery Consumer Mailing Label
Service Delivery Export Report.

Service Delivery Profile — Cross Tab

Service Demographics

Service Suspension Repaort

Topic Profile — Qutcome Chart

Topic Profile — Tapic Hours Distribution
Topic Profile — Topic Time Spent Chart
Service Contracts Report

Care Plan Consumer Cost

Care Plan Monitoring Report
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Detailed Suspended Service Plan Report (Advanced)
WeliSky Aging and Disability Suspended Service Plan Report
Consumer Co-Payment Report
Consumer Invoice and Payment Report
Co-Pay Statement of Invoice Reprint
Detailed Claim Data Report
Invoice item Report
Payment Report
Program Invoice ltem Summary Report
Consumer Activity/Referral Mailing Labels
Consumer Activity/Referral Report

Administrator Mailing Label Report

NAPIS Consumer Listing Report {With Caregivers/Care Recipients)
Providers and Services Report:

WeliSky Aging and Disabifity User Login Report
WellSky Aging and Disability Agency Call Report
WellSky Aging and Disability Call Follow-up Report
WellSky Aging and Disability Call Mailing Label Report
WellSky Aging and Disability Call Profiler Report
WellSky Aging and Disabifity Call Referral Report
WellSky Aging and Disability Call Summary Report
WellSky Aging and Disability Call Topic Report
WellSky Aging and Disability |&R Provider Report

REP-4

Describe how the system creates mailing lists based off of client demographics or service X X
activity.

Bidder's Response: WellSky Aging and Disability contains several reports that can create mailing lists, including the Consumer
Mailing Label Report and the Service Delivery Consumer Mailing Label Report.

REP-5

Describe dashboarding capabilities in the system, such as graphs, dashboards, cross fiscal
year reporting, year to date, and year to year comparisons.
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Bidder's Response: WellSky Aging and Disability Dashboards allow users to create a customized view of Actitivies or
Assessments that are due, as well as recently assigned Consumers and Expiring Care Plans, In addition, users can add
customized Saved Searches to their Dashboards, enabling them to display lists of Activities, Consumers, and Service Deliveries
based on the search criteria thay select.

REP-6 | Describe the system’s ability to create ad-hoc reports. Include specific user roles and X X
licensing that may be required. .

Bidder's Response: WellSky's Advanced Reporting solution allows users to create customized reports based on any data that
has been entered into the WellSky Aging and Disability database. Report Writers are licensed to create, view, update and delete
reports, while Report Runners have read-only rights to completed reports.

REP-7 | Describe how the system would provide a county summary report that details services and X X
client information for a given time period.

Bidder's Response: The WellSky Aging and Disability Agency Summary Report can provide users with service and consumer
information for a specified period of time. The report can be filtered by Town County, Municipality, or ZIP Code.

REP-8 | Describe the system’s ability to generate reports for federal Congressional districts. Describe X X
how districts realignment is managed.

Bidder's Response: Reports for Nebraska's three Congressional «  fricts can be generated through the use of location filtering.
As the the districts change, the location filtering in the reports can be changed to match the newly defined districts.

REP-9 | Describe the system’s ability to generate reports for state legislative districts. Describe how X X
districts realignment is managed.

Bidder's Response: Reports for Nebraska's forty-nine Legislative districts can be generated through the use of location filtering.
As the the districts change, the location filtering in the reports can be changed to match the newly defined districts.

REP-10 | Describe the system’s ability to generate Explanation of Benefits (EOB) reports that are X X

personalized based on a client’s assessment results and demographic data.
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Bidder's Response: WeliSky Aging and Disability Word Merge functionality can be leveraged to create Explanation of Benefits
reports. These Word Merge documents can be configured to pull already populated client details into the Word Document. Once
generated these documents can be further personalized as neeed prior to sending to the client.

REP-11 | The system must be able to generate contribution request letters to enable program cost X X
sharing.

Bidder's Response: Numerous WeliSky Aging and Disability customers generate their contribution request letters directly from
the sy m using Word Merge functionality. These Word Merge documents can be configured to pull already populated client
details into the Word Document so that this does not need to be manually input for each letter.

REP-12 | Describe the system’s forecasting capabilities for service units and cost based off of X X
previously entered data.

Bidder's Response: WellSky's Advanced Reporting solution allows users to build logic into the queries in their custom reports
that can forecast future needs based on previously entered data.

REP-13 | The system must be able to export data in reports. Describe file types that can be exported. [ X [ X |
Bidder's Response: WellSky Aging and Disability reports can be exported in PDF, Cryste ' Excel, Word, Text and XML.

REP-14 | The system must be able to provide an audit log or snapshot of services provided, as entered X X
on a specific date.

Bidder's Response: WellSky Aging and Disability service reports provide a view of recorded deliveries for a specific date or
across a range of dates.

REP-15 | Describe how the system tracks unpaid client balances for non-OAA services. X X
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Bidder's Response: WeliSky Aging and Disability Financial reports can be used to track the status of invoices and payments,
including unpaid balances. Non-OAA services can be tracked and invoiced by associating them with a unique Care Program that
sred to only show services associated

differentiates them from OAA services. WellSky Aging and Disability reports can then be
with that Care Program.

g. Volunteer management

Req #

Requirement

(n
Comply

{a)
Core

(b) ()
Custom | 3rd Party

VOL-1

Describe the system’s volunteer me igement capabilities.

X

X

Bidder's Response: WellSky Aging and Disability Access Roles allow administrators to create user roles that can be based on
the needs of a specific job role, including volunteer work. Tasks and/or assignments can be given to workers or volunteers
through the use of WellSky Aging and Disability Activities, which can then be tracked through the use of WellSky Aging and
Disability Reports. Volunteers for multiple customers also access WellSky's ServiceScan, allowing the volunteers to record an
individual's meal was received, but not granting further access. The service deliveries scanned by Volunteers are reviewed by

agency staff prior to being committed to the client record.

VOL-2

Describe how the system differentiates between stipend volunteers like the Federal Senis
Companion, Foster Grandparents programs, and unpaid volunteers.

X

X

Bidder's Response: Access roles can be created for each volunteer type, which would include the ability to limit their access to

specfic programs.
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PRV-1 | The system must be able to manage service provider information, including services, X X
population served, address, name, email, phone, and website.

Bidder's Response: Service Provider information, including services, populations served, address, name, email, phone and
website are maintained in the administrative section of WellSky Aging and Disability.

PRV-2 | The system must be able to manage multiple service contracts/rates for a single provider. [ X | X | [
Bidder's Response: The Contracts feature in WellSky Aging and Disabifity allows for the management of multiple contracts/rates
for a single provider.

PRV-3 | Describe how the State can customize the system with ad-hoc field creation for Service X X
Providers, including contract/rate m  agement,

Bidder's Response: Provider Contracy and rate management feat s already exist in WellSky Aging and Disabifity. As many
rates and contracts as are needed can be added to a provider. While ad hoc field creation is not currently available in Provider
records, WellSky Aging and Disability has the ability to add Custom fields to Consumer Records and we could easily add this
functionality to Providers records.

PRV-4 | The system must provide service provider search functions. [ X | X | |
Bidder's Response: WeliSky Aging and Disability includes a “Search for Services” feature that allows users to search and locate
Provider records based on service, provider name, location, service area, phone number and other search criteria.

PRV-5 | The system must be able to edit a service provider for multiple clients at once. For exam|

Company X provides Emergency Response Systems to fifty clients in January. The
contracted service provider is changed to Company Y in February. Describe a bulk client
move from Company X to Company Y.

X X

Bidder's Response: WellSky Aging and Disability contains a bulk assignment tool that allows the Provider of record to be
changed for services that have been delivered to defined sets of Consumers.
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OPR-1
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Describe how the system will support Area Plan management. Dascribe how AAAs could

upload and add data to a template. Describe how the SUA could review, provide remarks,
AR A it A amm Fllminn anA bhaie DimAabae Corrant Aran Plans are located at:

BIOUEr 5 KeSpunse,
Currently many WellSky State Unit on Aging customers use WellSky Aging and Disability to support creation of Area Plans.
Through standard and ad hoc reporting, states are able to track - : services provided at the AAA level and the funding streams
used to pay for those services. WellSky Aging and Disability allows organizations to create reports that sort and filter data and
export it to Excel to provide the granular information to feed Area Plan template spreadsheets. These capabilities are included
with WellSky Aging and Disabifity as proposed.

WellSky is pleased to provide additional information on a new module to support states using WellSky Aging and Disability as they
complete Area Plans. This module is expected to be generally available for use with WellSky Aging and Disability in late 2020. It
is important to note that, while competitors may offer to develop technology to prepare area plans for DHHS, WellSky isthe ¢/
vendor who currently has a product in use for this exiremely ¢ plex process. WellSky knows what it takes to develop tris
functionality and it is no small undertaking. For this reason, we have planned adequate time to allow for roflout of this function: ¢
within the WellSky Aging and Disability product.

Overview:

WellSky Human Services Area Plans module allows state units ¢ aging and their AAA’s to easily create, manage, approve, and
amend annual fiscal plans and associated reimbursement reque . Already in use by at least one state unit on aging and their
12 AAAs, the module was specifically designed to alleviate common pain points including exchange and management of
spreadsheets (templates), lengthy and labor intensive manual review and approval cycles, manual syncing and population of
delivered services data, and repeated exchanges of documents between AAAs and the SUA. WellSky's module uses “smart
automation” to simplify or eliminate manual data entry and/or review where possible and allowing staff to focus on tasks thatreq =
human expertise and experience. Smart automation includes tasks such as automatically populating data wherever possi'
limiting data entry errors by presenting the user with only valid options, automatically enforcing business policy and regulations
(including match and in-kind requirements}, maintaining a clear separation of duties, and a pristine audit trail. This results in rapid
review cycles, timely and accurate paymenits, reduced churn, and improved data for reporting and business/trend analysis.

The Area Plans module is part of the WellSky product suite and, as such, is fully integrated with other modules, including Aging
and Disability (formerly known as SAMS). This means that a state unit on aging can implement the Area Plans module without
requiring existing AAAs that already use Aging and Disability to make any changes; a standard interface would allow them to
connect to the module, giving the state a single location from which to approve and manage all area plan fiscal plans, budgets,
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and reimbursements. Additionally, implementation of the Area Plans module opens the door to easily adding/implementing other
major| grams in the future. Examples of programs implemented in this manner by other customers include expansion to include
APS (adult protective services), complex waitlist management, waiver management, intellectual and physical disabilities, provider
management, incident management, and financial management.

Simplified Budgeting

Simplified Budgeting

Most states currently use spreadsheets or templates, full of macros and formulas, to do annual fiscal planning. These tools require
heavy manual review, must be tightly controlled to ensure that formulas or macros are not inadvertently edited or lost, and present
challenges in tracking the most current version — especially if budget has to be amended. WellSky's Area Plans module eliminates
those challenges by providing a common, collaborative platform for the SUA and AAAs.

Designed around the concept of “smart automation”, the area plans budgeting module automates data entry and review tasks
wherever possible, freeing valuable AAA and state staff to focus most of their time on tasks that require human expertise and
experience.

Budget features include:
« Automated validation of budgets against state and federal business policies and/or regulations
Electronic certification of budgets
Centralized management queues for reviewing and approving budgets
Unlimited budget amendments
Real-time communication and collaboration between AAAs and the state, including a shared, common view of budget data
Support for document attachments
Automatic, real-time linking of service deliveries to area plan budgets
Enforcement of funds allocated by the state to each AAA
Ability to use current budget as a template for budget amendmentst and/or future budgets

Quick, Accurate Payments
Reimbursement requests, because they mirror the complexity and detail of the budget, can also present challenges when trying to
create, manage, submit, and approve via a spreadsheet or templ:

WellSky's Area Plans module streamlines the reimbursement process. Continuing the use of “smart automation”, reimbursements
are designed to be quickly and accurately created, reviewed, and approved, minimizing the time to payment.
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Reimbursement features include:
e “One-click” creation of reimbursements (with pre-population of critical data)
« Automated validation of budgets against state and federal business policies and/or regulations
« Centralized management queues for reviewing and approving reimbursements
»

Real-time communication and collaboration between AAAs and the state, including a shared, common view of
reimbursement data

Support for document attachments

Automatic linking of service deliveries to reimbursement requests
o Ability to assign/reassign funding sources as needed

« Full support for corrections to previous reimbursement requests

¢ Automatic adjustments for non-reimbursable items or accounts

Automated Enforcement of Business Policy
Annual fiscal plans and reimbursements must comply with a myriad of federal and state policies and regulations. WellSky's Area
Plans module ensures that policies are enforced through the user of standard and option:  ustomer-specific validation rules.

Budgets and reimbursements that fail validation rules cannot be approved unless identified issues are addressed or an exemption
is granted by an appropriate user. Exemptions require justification, ensuring that they are documented and easily visible to all
parties, including auditors.

Validation rules include, but are not limited to, appropriate enforcement and management of:
+ Budgets
o Match requirements
o In-kind revenue
o Voluntary contributions
o Program income
o Allocation amounts
¢ Reimbursements
o Match requirements
In-kind revenue
Voluntary contributions
Program income
Allocation amounts
Budget limits

o C 000
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Maintain Separation of Duties and a Clear Audit Trail

WellSky's Area Plans module automatically maintains the appropriate separation of duties based on a user's business role. Every
action taken by any user is automatically logged and is visible from within the application and via reports. This not only allows
program staff to quickly see who did what and when but facilitates external fiscal audits.

Security and audit features include:
» Common, transparent view of budgets and reimbursements
¢ Role based add/edit/approve privileges
» Automated logging of exemptions to policy

Easily Report in Aggregate or in Detfail
Data associated with annual fiscal plans, budgets, and reimbursements is used to meet a variety of reporting needs. First and
foremost, service delivery data is used to meet federal ACL NAPIS reporting requirements. But states and AAAs have a multitude
of other needs which include fiscal audits, program performance and evaluation, and requests for information from state
legislatures. Because the most granular data, service deliveries to specific consumers or consumer groups, is seamlessly linked
consumers, providers, AAAs, programs, services, funding sources, area plan budgets, and area plan reimbursements, it is easy
» Aggregate data into anonymized state level information
o E.g., total number of consumers served under the state's Personal Care program
+ Report mid-level AAA and provider data
o E.g., number of congregate meals delivered by a AAA across all of their sites and providers
» Drill down to consumer specific information
o E.g., number of Home-Delivered Meals provided to Jane Doe over the last 3 years grouped by funding source and
provider.
The solution includes standard reports which can be augmented by the use of WellSky Advanced Reporting to create customer-
specific reports.

Summary

WellSky's Area Plans module allows AAAs to create and amend area plans and reimbursement requests, states to review and
approve/deny plans and reimbursement requests while

Automatically populating data wherever possible

Limiting data entry errors

Enforcing business policy and regulations

Maintaining a clear separation of duties and audit trails
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Resulting in

« Rapid review cycles
+ Timely, accurate payments
« Reduced churn
Improved data for reporting and trend/business analysis

OPR-2

Describe how the system supports local service creation. Describe how the AAA creates and
. . - X X
submits a new service for the SUA to review and approve.

Bidder's Response: The Administrator module of the software allows for the creation of programs and services as needed.
Access Role Security allows for the limitation of these functions to the appropriate user base.

OPR-3

Describe how the system supports AAA Care Management Re-Certification. Describe how
AAAs could upload and/or add data to a template. The SUA could review, provide remarks,
return to AAA, or approve Care Management Re-Certifications. Guidance on FY 2019 X X
Recertification can be found here: hitp://dhhs.ne.qgovimedicaid/Aging/Documents/SUA-18-Pl-
04%20Care%20Management%20Recertification%20FY%2019.pdf

Bidder's Response: AAAs could upload documents to WellSky Aging and Disability using the File Attachments feature to initiate
the recertification pracess, where they could be reviewed by the SUA and then returned to the AAA with review and/or approval
upon completion.

OPR-4

Describe how the system supports the Direct Service Waiver application process. Describe

how the AAAs upload and/or add data to a template. Describe how the SUA could review,

provide remarks, return to AAA, or approve Direct Service Waivers. The Direct Services

Waiver forms and process are located online at:

http://dhhs.ne.gov/medicaid/Aging/Documents/Direct%20Service' QWaivers%20Forms %20
+%20Procedure.doc

Bidders Response: AAAs could upload documents to WellSky Aging and Disability using e File Attachments feature to initiate
the Direct Services Waiver Application process, where they could be reviewed by the SUA and then returned to the AAA with
review andfor approval upon compl n.

OPR-5

Describe the system’s document library capabilities such as report and letter templates. [ X | X | |
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maintain customized letter templates.

Bidder's Response: WellSky Aging and Disability Reports allows users to maintain a library of reports that they have customized
for their business needs. In addition, The Word Merge functionality in WellSky Aging and Disability allows users to create and

OPR-6

Describe how the system supports SUA monitoring questions, and allows AAA program staff
to record responses. Current monitc 1g tools are located at:

http://dhhs.ne.govimedicaid/Aging/Pages/Monitoring-Tools.aspx

X

X

Bidder's Response: The Word Merge functionality in WeliSky Aging and Disability allows users to create and maintain
customized letter templates. These templates can be configured to contain SUA monitoring questions.

OPR-7

Describe how the system supports creating, editing, and storing SUA monitoring letters to
AAAs, A draft monitoring letter is located online at:
http://dhhs.ne gov/imedicaid/Aging/Documents/FY18%20Monitoring %20L etter%20DRAFT.doc

X

X

customized letter templates, including SUA monitoring letters.

Bidder's Response: The Word Merge functionality in WellSky Aging and Disability allows users to create and maintain
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TET-1 | Describe any user groups of existing clients, conferences, and webinars. Include their X X
frequency.
Bidder's Response: WellSky has two annual customer meetings — The WellSky Care Forum, which provides customers with
product training and thought leaderships and The WellSky Human Services Boot Camp which provides WeliSky Aging and
Disability and Advanced Reporting training to customers, Webinars are held on an as-needed basis, typically at the time of new
releases or when a new feature set is being introduced.
TET-2 | Describe Bidder help desk services available to the state, area agencies on aging, and other

providers at no additional cost to the State. Include hours of operation, location of the call
center, response time statistics, how calls are answered, triaged, and any functional
limitations.

Bidder's Response:

» WellSky's application support team help desk is provided in the cost of its annual renewal licenses.

» WellSky Help Desk Hours of Operation : 7 AM CST — 8 PM CST

« WellSky’s operates multiple offices to accommodate our customers. Most support calis will be directed to our Willist:

Vermont Office.

- Response Time Statics around our Support License Agreement (SLA) and support cases. WellSky averages an

85% SLA compliance rate and a high customer satisfaction rate.
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e Support Cases can be submitted by Web, Phone or Email. Please see our response in Section 3.b for an overview of our

world class support.
e WellSky offers a three-tier support model to triage cases. Please see our process in Section 3.b for further details
« WellSky is not currently aware of any functional limitations of our support help desk
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The State must retain all rights to data. At the end of contract, the Bidder must provide all
data in a format specified by the state, for use in another software system. Provide in draft | X X
roject plan.

Bidder's Response: At the end of a contract, as part of this SaaS model, customers retain rights to their data, but retain no
rights to continue use of solutions following termination of the underlying Agreements. As such, WellSky has a process for
transition of customer data as part of a termination process, as applicable. Unless otherwise specified in the applicable SOW,
Order Form, or other contractual document, all work product developed, conceived, introduced, and/or delivered by WellSky in
the course of performing services are owned by WellSky.

No later than six months prior to the termination of the contract, WellSky will provide a Transition Plan to assist the Department
in preparing for a transition to a new vendor solution per the process defined below.

When a customer decides to discontinue their service with WellSky, the customer is entitled to be provided with their data. In
summary, WellSky prepare a set of files containing the Department data using a standard process and make these files available
to the Department for secure download,

The data includes
¢ All the Department data from all modules of WellSky and Documents attachments databases; and
» WeliSky Advanced Reporting database.

All of the above files including the data dictionary are compressed, and encrypted (AES 256), and password protected using 7-
ZIP and placed in a single 7-ZIP archive. This file is made available for download on the WellSky SFTP site using an SFTP
account created for a singled designated point of contact. WellSky reserves the right to change the formats as we update our
technology platforms and would advise DHHS of any such format changes as necessary.

DAT-2

Bidder must be able to convert current Nebraska Aging Management Information System X X
{(NAMIS) client demographic data into proposed system. See Appendix A-1.

Bidder's Response: WellSky can convert current NAMIS clie  iata. WellSky has outlined the proposed process for conversion
in Section 3.b as well as in response to Item DBM-5 in Attachment D. This content is not repeated here for brevity.
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DAT-3

Bidder must be able to convert current Aging and Disability Resource Center client X X
demographic data into the proposed system. See Appendix A-2

Bidder's Response: WellSky can convert current ADRC client data. WellSky has outlined
the proposed process for conversion in Section 3.b as well as 1 response to Iitem DBM-5 in
Attachment D. This content is not repeated here for brevity.

DAT-4

Describe how the system could interface with State data warehousefs. Describe the
frequency of data refreshes. Describe the options for the download, such as Bidder
software, or an import /conversion to an existing state data warehouse.Include informz n | X X
on master data, which refers to data elements that should be shared across the systems,
data elements such as Social Se ity Number, address and last name.

Bidder's Response:

Customers who wish to access some or all of their data for external reporting solutions have multiple options. WellSky offers an
API for customers who desire programmatic access to their data. WellSky also offers end user reporting capabilities where the
output can be tailored as needed for easier consumption into other reporting solutions. Finally, WellSky offers interval-based
data backup and delivery solutions for customers who desire all data to be available as their own reporting needs frequently
change.

DAT-5

Describe how the system can interface with Mediware’s SAMS product being used by two X X
AAAs.

Bidder's Response: The state system can interface with the AAA instances via the WellSky Aging and Disability Import/Export
tool, which can be scheduled to run automatically at intervals selected by the customer. Another solution would be use the
WellSky Aging and Disabifity API for this purpose, which would provide updates to the state database in real time. A third
option, if the SUA and AAAs were agreeable, would be to deploy a statewide WellSky Aging and Disability database that
includes the two AAAs. Regardless of the option selected, WellSky can guarantee the accurate transfer of data as this would
be transfer from a WellSky database to another WellSky database. Other vendors may be required to transform data in ord:
to meet their differing data strutcures which would add additional cycles of validation to NE DHHS. As a single vendor would
be responsible for the export and import of the data, selecting WellSky would reduce the planning, preparation and validation
efforts of NE DHHS to ensure this data transfer is seamless and accurate.
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[ DAT-6 Describe the system’s data edits and validation processes;, including soft (warning, but
accepted upon user approval); and hard (correction required to record). Describe available

customizations. X X

Bidder's Response: WellSky Aging and Disability contains will display hard or soft warnings, depending upon the data being
entered. For example, if a required field is missing when creating a Consumer Record, the user will not be able to save the
record until the required field has been filled. In other circumstances, the user will be given the option to continue after a
warning has been displayed. An example of this is when a user is warned that they may be creating a duplicate consumer
record. The user can either cancel the operation or continue. For the most part, warning messages are hard coded within the
system. There are some exceptions, such as messages that users see as the result of triggering a workflow or customizable
disclaimers that users may see upon log in.

DAT-7 The system would aflow the State to manage data entry time limits. For example, entry
changes after 30 days should require State personnel approval. Describe the workfiow X X
creation process to address this need.

Bidder's Response: WeliSky Aging and Disability Service Locks allow adminstrators to set time limits on the ability to make
changes to Service records. Time limts can be based on either a static or rolling date and can be filtered by either service or
user attributes.
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SCT-1

The system must be able to accommodate different user roles depending on job. X X

Bidder's Response: WeliSky Aging and Disability Access Roles allows administrators to customize user roles to only the
functions necessary based on their job requirements. This also ensures users have the cleanest and easiest to navigate user
interface as possible based on their job requirements.

S5CT-2

Describe how the system is able to securely store, edit, and save client assessments offline X X
{case managers will not always have access to the internet during assessments).

Bidder's Response: WellSky's Mobile Assessments solution allows users to securely conduct assessments while in the field,
either in online or offline mode. If an assessment is conducted while in offline mode, the user will have the ability to upload the
data to the WellSky Aging and Disability database as soon as an internet connection is available. Mobile Assessments
requires user authentication in both online and offline modes ensuring only appropriate users have access to the assessment
data recorded.

SCT-3

Describe online / offline upload / download capabilities, include what portable devices are X X
available for the synchrenization  cess.

Bidder's Response: WellSky's Mobile Assessments and ServiceScan solutions allow users to securely upload to and
download from the WellSky Aging and Disability database when an internet connection is available. Both solutions can collect
data while in offline mode. Android and i0S smart phones and tablets are supported by solutions.
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WaeliSky is pleased to provide a draft project plan reflecting the planned scope of work
on the pages following. Page numbering is non-sequential.
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WellSky is pleased to provide a copy of WellSky's standard Master License and
Services Agreement on the pages following. Page numbering is non-sequential.
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2.1.

2.2,

2.3.

WELLSKY CORPORATION
MASTER LICENSE AND SERVICES AGREEMENT

DEFINITIONS. Capitalized terms used
herein or in any Order Form, but not defined,
have the meaning set forth in Exhibit A.

LICENSED SOFTWARE.

Licensed Software.  WellSky grants to
Customer (a) a non-exclusive, non-
transferable, license to use the Licensed
Software or (b} a limited term, non-exclusive,
non-transferable, license to use the Licensed
Software, subject to the terms of this
Agreement and the applicable Order Form.
Customer represents that it has authority to
bind each Customer affiliate and Licensed
User to the terms of this Agreement.
Customer shall be responsible for all acts and
omissions of all Customer affiliates and
Licensed Users.

Limitations. No right to use, copy, medify,
create derivative works of, adapt, distribute,
disclose, decompile or reverse engineer the
Licensed Software is granted, except as
expressly set forth in this Agreement.
WellSky reserves title to the Licensed
Software and all rights not expressly granted
hereunder. Customer may make copies of
Licensed Software as necessary for back-up,
testing and archival purposes only. Customer
may not use any component of the System to
provide services to third parties as a service
bureau or data processor,

Scope of Use. The Licensed Software and
Sublicensed Software are priced based on
certain metrics (e.g. Sites, Deliverables and/or
Licensed Users) as set forth in an Order Form.
Customer may only expand its use of the
Licensed Software or Sublicensed Software
upon payment of additional license, support
and service fees at WellSky’'s then-current
rates. Any such fees for additional scope of
use will be immediately due and payable.
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34,

3.5,

SERVICES.

Cloud Services. During the Cloud Services
term set forth in an Order Form, WellSky
shall provide Customer a non-exclusive, non-
assignable, limited license to access and use
the Cloud Setvices, solely for Cnstomer’s
internal business operations and subject to the
terms of this Agreement and Order Form.

Support. WellSky shall provide the Support
Services set forth in Exhibit B or in the
applicable Order Form. For Cloud Services.
Customer shall purchase any hardware and
third-party software required to use the
Licensed Software or Cloud Services.
WellSky is not obligated to provide Support
services for Licensed Software that is not the
most cutrent or next to most current release.

Professional Services. Unless otherwise set
forth in an Order Form, Professional Services
shall be performed on a time and materials
basis at WellSky standard rates.

Customer Responsibilities. Customer shall
approve access for all Licensed Users to the
Cloud Services, and shall prevent
unauthorized access and use of the Cloud
Services. Customer shall not, and shall
ensure that its Licensed Users do not: (i) sell,
resell, lease, lend or otherwise make available
the Cloud Services to a third party; (ii)
modify, adapt, translate, or make derivative
wotks of the Cloud Services; or (iii)
sublicense or operate the Cloud Services for
timesharing, outsourcing, or service bureau
operations. For portal administration and user
provisioning responsibilities, see the terms of
Exhibit C.

Suspension of Services. If (i} there is a threat
to the security of WellSky's systems or the
Services, or (i) Customer’s undisputed
invoices are 60 days or mare overdue, in
addition to any other rights and remedies
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52

7.1.

7.2.

(including  termination), WellSky may
suspend the Services without liability until all
issues are resolved.

SUBLICENSED SOFTWARE  AND
HARDWARE. Subject to the terms and
conditions of this Agreement and any Order
Form, WellSky shall grant the licenses to
Sublicensed Software as set forth in an Order
Form. Customer agrees to purchase any
Hardware set forth in an Order Form.

PROPRIETARY RIGHTS.

Ownership. WellSky or its licensor retains all
right, title, and interest, in the Licensed
Software, Sublicensed Software, Test Seripts,
Documentation, Services, and Work Product.
WellSky shall grant to Customer a non-
exclusive, non-transferable license to use
Work Product only for Customer’s own
internal purpeses in conncction with the
Licensed Software and Services.

Restricted Rights. The Licensed Software is
commercial computer software programs
developed exclusively at private expense.
Use, duplication, and disclosure by civilian
agencies of the U.S. Government shall be in
accordance with FAR 52.227-19 (b). Use,
duplication and disclosure by DOD agencies
are subject solely to the terms of this
Apreement, a standard software license
agreement as stated in DFARS 227.7202.

INSTALLATION OF DESIGNATED
PLATFORM. Customer shall install all
components of the Designated Platform, and
complete zll necessary diagnostic tests to
ensure such installation is complete and
successful,

PAYMENTS BY CUSTOMER.

Payment. Customer shall pay all Fees for the
Licensed Software, System Services and
Hardware. All invoices shall be paid net 30
days following the date of the invoice.
Invoices that are more than 10 days past due
shall be subject to a finance charge at a rate of
intcrest the lesser of 1.5% per month or
maximum permissible legal rate.

Increase. All annual fees may be increased by
WellSky once annually commencing one (1)
year following the Effective Date of the

7.3.

7.4.

7.5.

7.6.

R.1.

8.2.

8.3,

applicable Order Form at a rate not to exceed
5%. Maintenance and Cloud Services fees
may further be increased upon prior written
notice to Customer in the event WellSky's
third-party supplier increases such fees,

Expenses. Customer shall reimburse WellSky
for all reasonable Customer-related travel,
lodging and out-of-pocket expenses.

Shipping Fees, Taxes. Customer shall pay all
shipping charges, as well as any taxes, fees or
costs imposed by any povernmental body
arising as a result of this Agreement.
WellSky shall be responsible for taxes on its
net income.

Delivery/Risk of Loss. All materials provided
by WellSky to Customer hereunder are
shipped FOB WellSky's carrier.

Audit. WellSky reserves the right to audit
Customer’s use of the System and Cloud
Services, remotely or on site at a mutually
agreeable time. If Customer’s use is greater
than contracted, Customer shall be invoiced
for any unlicensed use (and related suppeort),
and the unpaid license and support fees shall
be payable in accordance with this
Agreement. If any increase in fees is
required, Customer shall also pay the
expenses associated with the audit.

LIMITED
COVENANTS.

WARRANTIES AND

Licensed  Software  Warranty. WellSky
warrants that the Licensed Software shall,
without material error, perform the functions
set forth in the Documentation when operated
on the Designated Platform in accordance
with this Agreement and the Order Form
during the Warranty Period.

Services Warranty. WellSky warrants that it
shall perform the Services in a professional
manner in accordance with the applicable
Documentatiot.

Hardware/Sublicensed Soflware.  Customer
agrees that the manufacturers or licensors of
Hardware and Sublicensed Sofiware may
provide certain warranties and other terms and
conditions with respect to the Hardware and
Sublicensed Software supplied to Customer
under this Agreement. WellSky makes no
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8.5.

8.6.

representations or warranties concerning the
Hardware or Snblicensed Software.

Remedy. Customer’s sole and exclusive
remedy for any breach of the warranties set
forth herein or in an Order Form shall be to
notify WellSky of the applicable non-
conformity, in which case WellSky shall nse
commercially reasonable efforts to correct
such non-conformity by redelivering the
Licensed Software or re-performing the
Services. Notwithstanding the foregoing,
WellSky shall not be responsible for any non-
conformity, which arises as a result of (i) any
act or omission of Customer, including a
failure to use the System or Cloud Services in
conformance with the Documentation or
Applicable Law; (ii) any person (other than
WellSky) making modifications to the
Designated Platform in any way without
WellSky’s prior written consent; or (i) any
failure of any component of Hardware,
Sublicensed Software, or any Customer-
supplied software, equipment or other third-
party materials.

Disclaimer. EXCEPT AS EXPRESSLY
PROVIDED HEREIN OR IN AN ORDER
FORM, WELLSKY DISCLAIMS, ALL
WARRANTIES, BOTH EXPRESS AND
IMPLIED, INCLUDING BUT NOT
LIMITED TO, THE  IMPLIED
WARRANTIES OF FITNESS FOR A
PARTICULAR PURPOSE AND
MERCHANT-ABILITY, AND  ANY
WARRANTY OF NON-INFRINGEMENT,
OR ANY WARRANTIES ARISING FROM
TRADE PRACTICE OR COURSE OF
DEALING. WELLSKY DOES NOT
WARRANT THAT THE SERVICES
SHALL BE  ERROR-FREE  OR
UNINTERRUPTED, OR THAT ALL
DEFECTS SHALL BE CORRECTED, OR
THAT THE LICENSED SOFTWARE OR
SERVICES SHALL MEET CUSTOMER'S
REQUIREMENTS.

Customer Warranty. Customer warrants that
Customer (a) has the power and authority to
enter into this Agreement and bind each
Licensed User to the confidentiality and use
restrictions set forth herein; aud (b} shall use
its best efforls to protect the security of the
Licensed Software and Cloud Services.

10.

- 101,

LIMITATION OF LIABILITY.
WELLSKY’S MAXIMUM LIABILITY FOR
DAMAGES TO CUSTOMER FOR ANY
CAUSE WHATSOEVER ARISING UNDER
OR RELATED TO THIS AGREEMENT, IS
LIMITED TO THE FEES PAID UNDER
THE ORDER FORM FOR THE AFFECTED
SOFTWARE OR SERVICES DURING THE
12 MONTHS PRECEDING THE EVENT
GIVING RISE TO A CLAIM. NEITHER
WELLSKY NOR ITS LICENSORS SHALL
BE LIABLE FOR ANY SPECIAL,
CONSEQUENTIAL, TNCIDENTAL,
INDIRECT, EXEMPLARY, PUNITIVE
DAMAGES, OR LOST PROFITS, BASED
UPON BREACH OF WARRANTY,
BREACH OF CONTRACT, NEGLIGENCE,
STRICT LIABLITY, OR ANY OTHER
LEGAL THEORY, EVEN IF ADVISED OF
THE POSSIBILITY OF SUCH DAMAGES,
OR FOR ANY CLAIM BY A THIRD
PARTY AGAINST CUSTOMER. WellSky
shall not be deemed to be engaged, directly or
indirectly, in the practice of medicine or the
dispensing of medical services, nor shall it be
respensible or liable for the use, application
or interpretation of any information, results or
product generated by or resulting from the
Licensed Scftware or Services or arising from
the Customer’s use of the Licensed Software
or Services.

INDEMNIFICATION.

WellSky Indemnity, WellSky shall defend,
indemnify and hold Custorner and its officers,
directors, and employees, harmless from and
against any third party claims, suits,
liabilities, obligations, judgments, and causes
of action (“Third Party Claims™} and
associated costs and expenses (including
reasonable atlorneys’ fees) to the extent
arising out of any claim that the Licensed
Software or Cloud Services infringes any
currently existing United States patent or
copyright, or misappropriates any trade secret,
of any third party. If Customer’s use of the
Licensed Software or Cloud Services is
finally enjoined, WellSky shall, at its sole
option and expense, and as Customer’s sole
and exclusive remedy, either: (a) secure for
Customer the right to continue to use the
Licensed Software or Cloud Services; {b)
replace, modify or correct such Licensed
Software or Cloud Services to avoid such
infringement, or {c) terminate the Agreement
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10.2.

10.3

and refund to Customer a pro rata portion of
the Liccnsed Software license fees amortized
over a five (5) year straight line depreciated
basis and any prepaid amounts for Cloud
Services not yet performed. WellSky’s
indemnification obligations shall not apply if
the Third Party Claim results from: (i)
modifications of the Licensed Software or
Cloud Services by Customer or third parties;
(ii) use of the Licensed Software or Cloud
Services with non-WellSky software or
equipment; (iii) use of the Licensed Software
or Cloud Services in vielation  of this
Agreement,  Applicable Law, or in
conformance with the Documentatiou; or (iv)
use of anything other than the most current
release of the Licensed Software, if the
infringement could be avoided by use of the
current release.

Customer Indemnity, Customer shall defend,
indemnify and hold WellSky and its officers,
directors, and employees harmless from and
against any Third-Party Claim and associated
costs and expenses (including reasonable
attorneys® fees) to the extent arising out of or
resulting from Customer’s use of the Licensed
Sofiware, Test Scripts aud Cloud Services, or
any claim by any parly receiving services
from Customer in connection with the
Licensed Software or Cloud Services.

Indemnification _Procedures. To be
indemnified, the party seeking
indemnification must: (i) give the other party
timely written notice of such Third-Parly
Claim (unless the other party already has
notice); provided, however, that failure to
give such notice will not waive any rights of
the indemnified party except to the extent that
the rights of the indemnifying party are
prejudiced thereby; (ii) give the indemnifying
party authority, information aud assistance for
the Third-Party Claim’s defense and
settlement. The indemnifying party has the
right, at its option, to defend the Third-Party
Claim at its own expense and with its own
counsel. The indemnified party has the right,
at its option, to join in the defense and
settlement of such Third-Party Claim and to
employ counsel at its own expense, but the
indemnifying party shall retain control of the
defense. The indemnifying party has the right
to settle the claim so long as the settlement
does not require the indemnified party to pay
any money or admit any fault without the

11

111

11.3

1.4

indemnified party’s prior written consent,
which will not be unreasonably withheld,
conditioned or delayed.

TERM AND TERMINATION OF
LICENSE AND AGREEMENT,

Tenn. If applicable, the term of the license to
the Licensed Software and Cloud Services is
set forth in an Order Form. This Agreement
shall terminate when the license to all
Licensed Software licensed under this
Agreement terminates, all Services expire or
are terminated, or sooner as provided in
Section 11.

Termination. This Agreemnent remains in
effect until all Liceused Software and
Services expite or are terminated in
accordance with this Agreement. Either Party
may terminate this Agreement and the
licenses granted herein if: (i) the other Parly
matcrially breaches this Agreement and fails
to cure such breach within 60 days after
receipt of written notice of the same, except in
the case of failure to pay fees when due,
which must be cured within 10 days after
receipt of written notice from WeliSky; or (ii)
the other Party becomes the subject of a
voluntary proceeding relating to insolvency,
receivership, liquidation, bankruptcy or
composition for the benetit of creditors and
such petition or proceeding is not dismissed
within 60 days of filing. Failure to use the
Licensed Software and Updates thereto in
accordance with Applicable Law is a material
breach of this Agreement.

Effect of Termination. Upon termination of
this Agreement, Customer shall immediately
cease all vse of the Licensed Sofiware,
Subliceused Software and Cloud Services, the
licenses granted and all other rights of
Customer under this Agreement shall
terminate and revert to WellSky. Customer
shall, within 10 days following such
termination, retumn or destroy to WellSky all
magnetic media or tangible items and material
containing the Licensed Software and its
Documeuntation, all WellSky Confidential
Information and certify such return or
destruction in writing to WellSky.

Survival. The following sections shall

survive termination or expiration of this
Apgreement: Articles 9, 10, 11, 12 and 14;
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12

13

13.1

13.2

14

Sections 8.4 through 8.6, as well as any
obligation to pay fees arising prior to
termination or expiration. In addition,
restrictions on use of the Licensed Software
and related obligations regarding use in
conformance with laws and applicable
accreditation standards shall survive as long
as the license survives,

CONFIDENTIAL INFORMATION. Each
Party shall (i) secure and protect the
Confidential Information using the sane
degree or greater level of care that it uses to
protect such Party’s own confidential
information, bui no less than a reasonable
degree of care; (i) use the Confidential
Information of the other Parly solely to
perform its obligations or exercise its rights
under this Agreement; (iii) require their
respective employees, ageuts, attorneys, and
independent contractors who have a need to
access such Coufidential Iuformation to be
bound by confidentiality obligations sufficient
to protect the Confidential Information; and
(iv) not transfer, display, convey or otherwise
disclose or make available all or any part of
such Confidential Information to any third
party. Either parly may disclose the other
party’s Confidential Inforination to the extent
required by Applicable Law or regulation,
including without limitation any applicable
Freedom of Information or sunshine law, or
by order of a courl or other governmental
entity, in which case the disclosing party shall
uotify thc other party as soon as practical
prior to such disclosure and an opportunity to
respond or object to the disclosure.

REGULATORY COMPLIANCE.

General. WellSky shall make available to the
Secretary of Health & Human Services or
Comptroller General of the United States its
books, documents, and records necessary to
verify the oature and extent of the costs of
those Services. Said access shall be limited to
a period of four (4) years after the provision
of the applicable services hereunder.

HIPAA. The parties agree io the terms of the
Business Associate Exhibit that is attached
hereto as Exhibit D.

GENERAL PROVISIONS,

14.1

14.2

14.3

14.4

Force Majeure. Neither Party shall be liable
for any loss, damages or penalty (other than
the obligation to pay money) resulting from
any failure to perform due to canscs beyond
the reasonable control of such Party,
including, but not limited to: supplier delay,
acts of God, labor disputes, terrorism, war,
unavailability of compoenents, acts of
governmental autherities or judicial action, or
material interruption in telecommunications
or uility service. The dclayed party shall
perform its obligations within a reasonable
time after the cause for the failure has heen
remedied, and the other parly shall accept the
delayed performance,

Data Use. Notwithstanding any other terms
to the contrary in a prior or contemporancous
agreement, Customer grants WellSky
permission to use data from Customer to help
WellSky to provide thc Licensed Soltware
and/or Services to Customer and to enhance
the Licensed Software and/or Services it
provides. Customer grauts WellSky
permission to combine Customer's data, and
more specifically, a Limited Data Set as
defined in 45 CFR § 164.514(e)(1), if auy,
with other data in a way that docs not identify
(a) Custemer or (b} any individual. Customer
also grants WellSky permission to use this
combined Limited Data Set information to
create uew predictive algorithms and other
similar producis and services.

Injunctive Relief. Custemer acknowledges
that any breach by Customer of Anticle 2 or
12 of this Agreement shall canse WellSky
irreparablc harm not compcnsable with
money damages, and that in the event of such
breach, WellSky shall be entitled to seek
injunctive relief, without bond, from any
court of competent jurisdiction.

Assignment. Neither Party shall assigh its
rights, duties or obligations under this Apree-
ment without the prior wriiten consent of the
other Party and such consent shall not be
unreascnably wilhheld. Notwithstauding the
foregoing, WellSky may assign this
Agreement to an affiliate or in connection
with any merger, reorganization or sale of
substantially all of WellSky’s assets or other
change of control transaction without any
consent from Customer.
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14.5

14.6

14.7

14.8

14.9

Relationship of the Parlies. WellSky is an
independent  contractor, and mnone of

WellSky’s employees or agents shall be
deemed employees or agenis of Customer.
Nothing in this Agreement is intended or shall
be construed to create or establish any agency,
partnership or joint venture relationship
between the Parties.

Export. Customer agrees to comply with al!
export and re-export restrictions and
regulations of the Department of Commerce
or other United States agency or authority,
and not to transfer, or authorize the transfer
of, the Licensed Software or the Sublicensed
Software to a prohibited country or otherwise
in violation of any such restrictions or
regulations.

Notices. All notices, requests, demands or
other communication required or permitted to
be given by one Party to the other under this
Agreement shall be sufficient if sent by
certified mail, return receipt requested. The
sender shall address all notices, requests,
demands or other communication to the
recipient’s address as set forth on the first
page of this Agreement, and in the case of
WellSky, to the attention of Sewior Vice
President and General Counsel and in the case

the attention of

Scverability,  If any provision of this
Agreement or any Order Forin adopted in
connection herewith is held invalid or
otherwise unenforceable, the enforceability of
the remaining provisions shall not be
impaired thereby and the illegal provision
shall be replaced with a legal provision that
encapsulates the origina! intent of the Parties.

Entire Agreement; Amendment: Waiver. This
Agreement constitutes the entire agreement
between the Parties and supersedes any prior
or contemporaneous agreement or
understandings with respect to the subject
matter of this Agreement. In the event of a
conflict between this Agreement and an Order
Form, the Agreement shall control. This
Agreement shall be construed as if both
Parties had equal say in its drafling, and thus
shall not be construed against the drafter.
This Agreement may be modified only by a
written agreement signed by all of the Parties
hereto. No waiver or consent granted for one

14.10

14.11

14.12

14.13

14.14

matter or incident will be a waiver or consent
for any different or subsequent matter or
incident. Waivers and consents must be in
writing and signed by an officer of the other
Party to be effective.

Limifation on Actions. Neither party may
bring any action arising out of or otherwise
associated with this Agreement or the rights
granted hereunder (other than failures to pay)
more than two years after the cause of action
accrucs.

Discounts. Customer is reminded that if the
purchase includes a discount or loan,
Customer may bc required to fully and
accurately report such discount or loan on
cost reports or other applicable claims for
payment submitted under any federal health
care program, including but not limited to
Medicare and Medicaid, as required by
federal law — sec 42 CFR 1001.952 (h).

Purchase Orders; Acceptance of Quotes. If
Custoiner submits its own terms in
Customer's acceptance of a price quotation or
in a purchase order, which add to, vary from,
or conflict with the terms herein, any such
terms are of no force and effect and are
superseded by this Agreement.

Governing Law. This Agreement will be
governed by, construed and interpreted in
accordance with the laws of the State of
Kansas, excluding its rules of conflicts of law.
Both parties hereby consent and submit to the
courls located solely in the state of Kansas.

Informal Dispute Resolution.

14.14.1 The Parties agree that the
performance of this Agrecment shall be
enhanced by the timely resolution of any
dispute between them. Therefore, each
Party agrees to cause any dispute or
disagreement between them, whether
with respect to the interpretation of this
Apreement or with respect to the
performance of either Party under this
Agreement, to be considered, negotiated
in good faith, and resclved as scon as
possible in accordance with the following
dispute resolution process. The dispute
resolution process will require that each
of the following steps be completed
within a reasonable time.
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14.15

14.16

14.14.2 Each Party will appoint a
representative  who  will be made
available for conference calls and
meetings with the other Party’s
representative for this dispute resolution
process. Each Party shall refrain from
exercising its rights of termination for a
reasonable time and shall continue to
perform its obligations under this
Agreement in order to allow the parties to
seitle the dispute or disagreement,
provided that, if the dispute concerns a
material breach, the Party alleged to be in
breach has promptly commenced cure
and pursues the cure in good faith. The
Parties agree not to commence any action
respective to their rights at law for
resolution of the dispute, except for
application to a court for equitable relief
under Section 14.3 herein, until the
dispute resolution process has been
elevated to the vice president (or the
organizational equivalent) level and
either of the vice presidents concludes,
afler endeavoring in good faith to resolve
the dispute, that resolution through
continued negotiation is not likely.

14.14.3 Neither Party shall be compensated
for any time or expense related to the
dispute resclution process. Neither Party
may disclose the existence or results of
the dispute resolution process hereunder
without prior written consent signed by
chief counsel of each Party, This
prohibition shall not apply to disclosures
to counsel, made in documents filed with
a court, or required by law,

Non-Solicitation. During the term of this
Agreement and for a period of one (1) year
thereafter, Customer agrees not to hire,
directly or indirectly, any employee or former
employee of WellSky, without obtaining
Well8ky’s prior written consent.

Provider Access. In the event Customer
requests that Customer-authorized providers
purchase user licenses directly from WellSky
for acecess to the Licensed Software or Cloud
Services obtained by Customer under this
Agreement, the terms of Exhibit E (Provider
Access) shall apply.

14.17

Counterparts.  This Agreement may be
executed in any number of counterparts, each
of which shall be an original, and such
counterparts together shall constitute one and
the same instruinent, Execution may be
effected by delivery of email or facsimile of
signature pages, which shall be deemed
originals in all respects.
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IN WITNESS WHEREOQF, the Parties have executed this Agreement as of the day and year first above
written.

WELLSKY:

(SIGNATURE)} (SIGNATURE)

Stephen Greenberg
(PRINT NAME)

SVP Human and Social Services
(TITLE)
(DATE) (DATE)
Confidential 8 Ver. 2
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EXHIBIT A

a. “Affliates” mcans, with respect to WellSky, any other entity directly or indirectly, through one or more
intermediaries, Controlling, Controlled by, or under common Control with such entity.

b. “Applicable Law” means any law or regulation, or related administrative agency requirement affecting or
governing the features, functionality, use, testing or Validation of any of the Licensed Sofiware, including
validation requirements affecting Regulated Liccnsed Software.

c. “Cloud Services” means, collectively, the Well Sky software as a service offering listed in an Order Form and
defined in the Documentation. The term “Cloud Services™ does not include Professional Services.

d. “Concurrent User” means each Customer workstation able to simultaneously access the System at any given
moment, for purposes of updating the System.

e.  “Confidential Information” means (i) the source and object code of all compoenents of the System, (ii} the
Documentation, (iii) lhe Test Scripis, (iv) the design and architecture of the database, (v} the terms and
conditions of this Agreement, and (vi} all other inforination of a confidential or proprietary nature disclosed by
one Party to the other Party in connection with this Agreement which is either (x)} disclosed in writing and
clearly marked as confidential at the time of disclosure or (y) disclosed orally and clearly designated as
confidential in a written communication to the receiving Party within 7 days following the disclosure.
“Confidential Information” shall not include information (a) publicly available through no breach of this
Agreement, (b) independently developed or previously known to it, without restriciion, prior to disclosure by
the disclosing Party, (<) rightfully acquired from a third party not under an obligation of confidentiality.

f.  “Control” over an Affiliate means (a) ownership of at least fifty percent {50%) of such Affiliate, or (b) the
right to determine management direction of such Affiliate.

g, “Designated Platform™ means the required operating environment for the Licensed Software, including all
necessary hardware and software components, specified in an applicable Order Form or Documentation,

h. “Documentation” means the most recent documentation of the functional operation of the Licensed Sofiware
and Cloud Services; provided that if the Licensed Software is a product that is cleared by the FDA,
Documentation means the documentation provided to the FDA in connection with the FDA Clearance.

i.  “FDA Clearance™ means the 510(k} clearance received by WellSky from the Food and Drug Administration
that authorizes the commercialization of the Regulated Licensed Software and sets forth the specific
parameters of use for the Regulated Licensed Software on the Designated Platform.

j. “First Productive Use” means the day Customer begins using any part of the System or Cloud Services in a
live production environment.

k. “Hardware” mcans any computer hardware (including, as applicable, embedded or bundled third-parly
software provided as a component of such hardware) identified in an Order Form to be purchased by Customer
from WellSky.

1. “Licensed User” means a permitted user of Licensed Soflware, Sublicensed Software and Cloud Services as
described in the applicable Order Form.

m. “Licensed Software” means the object code version of computer programs developed by WellSky listed in
Section 1 of an Order Form, including Updates furnished to Customer by WellSky pursuant to this Agreement
or any Order Form, but excluding all Sublicensed Software or third-parly software.

n,  “Order Form” means a work authorization executed by the Parties from time to time, including the Order
Forms(s) attached hereto setting forth the items being purchased by the Customer, scope of use, pricing,

Confidential 9 Ver, 2
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payment terms and any other relevant terms, which will be a part of and be governed by the terms and
conditions of this Agreement.

0. “Professional Services” means, collectively, the implementation, installation, data conversion, validation, or
training services provided by WellSky under or in connection with this Agreement.

. «“Program Error” means an error or bug preventing the Licensed Software from operating in accordance with
P g ) [ Bp £ p B
the Documentation in all material respeets.

q. “Services” means the Cloud Services, Professional Services and the Support Services set forth in an Order
Form.

r.  “Site” means each of the Customer facility or facilities specified in an Order Form and for whom Customer
(a) owns at least 50%, or (b) has the right to determine management direction.

s.  “Support Services” shall mean the services to keep the Licensed Software in working order and to sustain
useful life of the Licensed Software, including Updates and specified iu an Order Form.

t.  “Sublicensed Software” shall mean those programs provided to WellSky by a third party, which WellSky
sublicenses to Customer hereunder, for use with the Licensed Sofiware, as specified on an Order Form, and
subject to the limitations set forth in this Agreement and any other applicable third parly terms and conditions.

u. “System” shall mean the Licensed Software (all or less than all of the Licensed Software) and Sublicensed
Software, if any, and any Updates thereto,

v. “Test Scripts” means WellSky’s test scripts designed by WellSky to assist in Customer’s Validation of
certaiu Regulated Licensed Software.

w. “Update” means any crror corrections, bug fixes, enhancements, and/or new features to the Licensed
Software or Test Scripts that WellSky makes generally commercially available to its customers who have a
current Maiutenance and Support Agreement. Updates do not include meodules, scripts or software that
WellSky prices or markets separately,

x. “Validation” means the procedure performed by Customer to validate the Licensed Software pursuant to
certain rules and regulations promulgated by the Food and Drug Administration.

y. “Warranty Period” means twelve months from the execution of the applicable Order Form, unless a different
period is set forth in an Otder Form.

z. “Work Product” means any technology, documentation, sofiware, procedures developed, conceived or
introduced by WellSky in the course of WellSky performing Services, whether acting alone or in conjunction
with Customer or its employees, Licensed Users, affiliates or others, designs, inventions, methodologies,
techniques, discoveries, know-how, show-how and works of authorship, and all United States and foreign
patents issued or issuable thereon, all copytights and other rights in works of authorship, collections and
arrangements of data, mask work rights, trade secrets on a world-wide basis, trademarks, trade names, and
other forms of corporate or product identification, aud any division, continuation, modification, enhancement,
derivative work or license of any of the foregoing.
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22 Contact and Case Creation Methods

The WellSky Customer Supporl Team business processes and data recording utilize the support case record. All
assistance provided is recorded in the case as it is tracked through the various stages to completion. WellSky advises
customers to always create a support case whenever a response is needed from WellSky Customer Support.

WellSky Oﬂ.‘crs 1-‘ Bl Pl i de miimrdn smansmmad nAaDans
1. WellSk
2. Email-

3. Phone Support - 1-3U0-318-/20u

22.1  WellSky Customer Support Community

The WellSky Customer Support Community is an automated solution for system administrators to manage support
tickets. The community provides system adminisirators an online tool to create and manage cases with the WellSky
Customer Support team. WellSky Customer Support uses customer information provided through the community to
understand and effectively respond to customer needs, streamline and simplify supporti efforts, improve customer
satisfaction, and improve abilities to manage WellSky support requests in a timely and effective manner, Through the
portal, system administrators have around-the-clock access to real-time status of their submitted support cases,

222 Emailk:

Sending an €mau w we wunony vuwnoians weppOft Team ==~ ~ddvace aill antamatically generate a support case in
the CRM system. Users may email WellSky at any time a md the WellSky Customer
Support Team will communicate with the customer, iNCiuwiug wivmge: wee <o o ... ‘gporter, through the case

record. Users will receive a response in their inbox and may reply via the email thread throughout the support case life
cycle. All email activity is stored within the case record.

223 Phone; 1-800-318-7260 (toll-free)

WellSky provides toll-free telephone-based support to customers, recognizing that not all incidents are easily
communicated by online case entry alone. Phone support is suggested for situations where customers have difficulty
articulating a need via the Customer Community or if they need to speak directly to a support representative during
business hours. WellSky Customer Care Analysts answer incoming calls as designated in a queue to facilitate user
responsiveness,

23 Remote Session Sharing Tools

WellSky also provides a collaborative, web-based access tool to allow sharing of desktops between support
representatives and end users during phone conversations. This ability to demonstrate and view enables WellSky to
provide an interaciive supporl experience that further contributes 1o an interactive customer experience. In addition to
walking through illustrative examples and results of their analyses, the supporl team can use the tool to shadow
customer user sessions to further understand the question or problem under consideration. This tool enables the support
team to:

»  Accelerate diagnosis and problem solving.

¢  Troubleshoot issue on customer hardware and solutions when needed.

s  Provide real-time analysis while a problem is occurring.

*  Demonstrate product features when appropriate.
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24 Afler Hours Case Submission Support

The WellSky Customer Support Community, email support, and phone-based case reporting (to voice message) are all
available methods to log cases after hours. 24 x 7, Customers can use the Customer Support Community to report/view
support cases, and may report cases via the community, email, and phone methodologies. WellSky Customer Support
will follow-np on cases submitted after-hours during normal business hours.

WellSky also has 24/7 monitoring of the entire hosting infrastructure and responds to critical alerts after hours.
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EXHIBIT C
ADMINISTRATIVE ACCESS ADDENDUM

Grant of Limited Administrative Access; Protection of Privileges. Subject to the terms and conditions
herein and in the Agreement, WellSky agrees to provide Customer with limited, remote administrative
access for up to four (4) Administrators (defined below} to limited aspects of WeliSky's portal
environment, solely to the extent necessary for Customer to manage accounts of the authorized individual
users of the Software (the *“Authorized Purpose™). The degree of access shall be determined by WellSky,
in its sole discretion, but at a minimum, the Authorized Purpose shall include; (i} providing Customer’s
Administrators with the ability to remotely access, via the web, WellSky’s portal administration, (ii)
creating and managing Customer’s user accounts, {iii} setting user access and security configuration, (iv)
create and edit portal user accounts, (v) inactivate portal user accounts, (vi) reset portal user passwords,
(vii) manage user dccess to applications, and (viii) add website links to portal view and post
announcements on the portal. Customer and the Administrators administrative access shall be for the
Authorized Purpose, and for uo other purpose, and Customer (including the Admiuistrators) are expressly
prohibited from using such access to, among other things, change the number of authorized licensed users,
change, in any way, the license grant authorized in the Agreement, or access any portion of the Softwarce
and/or the Software environment not expressly necessary to accomplish the Authorized Purpose.
Customer and the Administrators shall appropriately safeguard the administrative access rights granted
hereunder to prevent unauthorized use. Customer shall only provide administrative access to employees
who are, prior to being given such access, identified to WellSky in writing, aud approved by WellSky
(such identified and approved employees, the “Administrators”). Customer shall notify WellSky in
writing of auy proposed change in the Admiunistrators prior to granting/changing such access, and
Customer shall ensure that Administrators who leave Customer’s employ, or who are otherwise removed
from the role of an Administrator are denied access immediately upon such change. Customer (including
the Administrators) shall not abuse or misuse the administrative access granted hereunder, aud any abuse
shall constitute a breach of this Addeudum.

Liability for Administrative Access.

a. Customer Liability. Notwithstanding anything to the contrary, Customer shall, without
limitation, defeud, indemnify and hold WellSky harmless from any and all claims, expenses
liabilities, penalties and costs {including, without limitation, reasonable attorney’s fees and court
costs) arising out of or related to the administrative access granted under this Exhibit.

b. No Liability for WeliSky. NOTWITHSTANDING ANYTHING TO THE CONTRARY, IN NO
EVENT SHALL WELLSKY (1) HAVE ANY LIABILITY WHATSOEVER IN
CONNECTION WITH THIS EXHIBIT, OR THE ACCESS GRANTED HEREUNDER, OR (2)
BE LIABLE FOR ANY INDIRECT, SPECIAL, INCIDENTAL, PUNITIVE, OR
CONSEQUENTIAL DAMAGES, INCLUDING WITHOUT LIMITATION, LOSS OF
PROFITS, IN CONNECTION WITH THIS ADDENDUM. SHOULD THE FOREGOING
LIMITATION FAIL OF ITS ESSENTIAL PURPOSE, THEN WELLSKY'’S MAXIMUM,
CUMMULATIVE LIABILTY ARISING UNDER OR IN CONNECTION WITH THIS
ADDENDUM SHALL NOT EXCEED ONE THOUSAND DOLLARS ($1,000.00).

Termipation, The rights granted in this Exhibit may be terminated early, without cause aud for any
reason, by WellSky upon five (5) days’ prior written notice to Customer. In addition, and
notwithstanding anything to the contrary, WellSky may immediately terminate and/or suspend the rights
granted under this Exhibit for cause; (A) upon Customer’s or an Administrator’s breach of this Exhibit, or
{B) in the event WellSky has reason to believe, in its sole discretion, that the security or integrity of
WellSky’s software, services or networks are at risk. In the event Customer’s administrative access is
terminated, WellSky agrees to perform such services that were previously performed by Customer under
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this Exhibit. WellSky reserves the right to charge a fee for such services. Such fee shall be muiually
agreed upon by Customer and WellSky. Any termination or suspension permitted hereunder shall be
without penalty to WellSky. Termination of the rights under this Exhibit shall not operate to terminate the
Agreement, unless this Addendum is terminated by WellSky for cause.
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EXHIBIT D

BUSINESS ASSOCIATE AGREEMENT

BACKGROQUND

A. Covered Entity and WellSky have entered into a certain License Agreement dated (such agreement is
the “Agreement”™), pursuant to which Covered Entity has licensed software fromn Business Associate and Business
Associate provides implementatiou, maintenance, support and other services to Covered Entity.

B. Covered Enlity possesses Protected Health Information that is protected under the Health Insurance Portability and
Accountability Act of 1996 (Public Law 104.191) and the regulations promulgated thereunder by the United States
Department of Health and Human Services (collectively, “HIPAA™), and is permitted to use or disclose such
Protected Health Information only in accordance with HIPAA and the Regulations.

C. Business Associate may have access to and may receive Proiected Health Information from Covered Entity in
connection with its performance of services to under the Agreement.

TERMS

1. Definitions. All capitalized terms used but not otherwise defined in this Business Associate Agreement (“BAA™)
shall have the same meaning as those terms in the Regulations.

a. Business Associate shall mean WellSky Information Systems, Inc.

b. Covered Entily shall mean Customer.

c. Individual shall have the same meaning as the term "individual" in 45 CFR § 160.103 of the
Regulations and shall include a person who qualifies as a personal representative in accordance with
45 CFR§ 164.502(g) of the Regulations.

d. Regulations shall mean the Standards for Privacy of Individually Identifiable Health Information at
45 CFR Parl 160 and Part 164, Subparts A and E. Security Standards for the Protection of Electronic
Protected Health Information at 45 CFR Part 160 and Part 164, Subparts A and C; 45 CFR § 164.314,
and the Health Information Technology for Economic and Clinical Health Act (HITECH), as it
directly applies, as in effect on the date of this BAA.

e. Protected Health Information shall have the same meaning as the term "protected health information”
in 45 CFR § 160.103, limited to the information created or received by Business Associate from or on
behalf of Covered Entity.

f.  Required by Law shall have the same meaning as the term "required by law" in 45 CFR § 164.103 of
the Regulations.

g. Secretary shall meau the Secretary of the Department of Heaith and Human Services or his‘her
designee,

2. Obligations and Activities of Business Associate.

a. DBusiness Associate agrees to comply with the requirements of the Privacy and Security Rules directly
applicable to Business Associates through the HITECH Act.

b. Business Associate agrees to not use or disclose Protected Health Information other than as permitted or
required by this BAA, the Privacy and Security Rules, the Agreement, or as required by law, Such disclosures
shall be consistent with the "minimum necessary” requirements of the Regulatious.

c. Busiuess Associate agrees to use appropriate safeguards to protect against the use or disclosure of the
Protected Health Information other than as provided for by this BAA or the Agreemeut.

d. Business Associate agrees to mitigate, to the extent reasonably practicable, any harmful effect that is known to
Business Associate of a use or disclosure of Prolected Health Information by Business Associate in violation
of the requirements of this BAA.
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e. Business Associatc agrees to report to Covered Entity any usc or disclosurc of the Protected Health
Information not provided for by the BAA of which it becomes awarc.

. Business Associate shall notify Covered Entity of a breach of the Privacy Rule relating to the impermissible
use or disclosure of Protected Health Information provided to the Bnsiness Associate for purposes of carrying
out its obligations under the Agreement. Unless otherwise required by law or agreed to by the parties, it shall
be the responsibility of Covered Entity to communicate with affected individual(s), the Secretary and the
media information regarding the unintended use or disclosure,

g Bnsiness Associate agrees to ensure that any agent, including a subcontractor, to whom it provides Protected
Health Information received from, or created or received by Business Associate on behalf of Covered Entity
agrees to the same or similar restrictions and conditions that apply through this BAA to Business Associate
with respect to such information.

h. If Business Associate maintains Protected Health Information in a Designated Record Set for Covered Entity,
Business Associate agrees to provide access, at the request of Covered Entity, and in the time and manner
reasonably designated by Covered Entity, to Protected Health Information in a Designated Record Set, to
Covered Entity or, as directed by Covered Entity, to an Individnal in order to mect the requirements under 45
CFR § 164.524 of the Regulations. In the event a request for access is delivered directly to Business Associate
by an Individual, Business Associate shall as soon as possible, forward the request to Covered Entity.

i, If Business Associate maintains Protected Health Information in a Designated Record Set for Covered Entity,
Business Associate agrees to make any amendment(s) to Protected Health Information in a Designated Record
Set that the Covered Entity directs or agrees to pursuant to 45 CFR § 164.526 of the Regnlations at the request
of Covered Entity or an Individual, and in the time and manner reasonably designated by Covered Entity. In
the event a request for amendment is delivered directly to Business Associate by an Individual, Business
Associate shall as soon as possible, forward the request to Covered Entity.

j. Business Associate agrees to make internal practices, books, and records, including policies and procedures
and Protected Health Information, relating to the use and disclosure of Protected Health Information received
from, or crcated or received by Business Associate on behalf of Covered Entity available to the Secretary, in a
time and manner reasonably designated by the Secretary, for purposes of the Secretary determining Covered
Entity's compliance with the Regnlations.

k. Bnsiness Associate agrees to document such disclosures of Protected Health Information and information
related to such disclosures as would be required for Covered Entity to respond to a request by an Individual for
an accounting of disclosures of Protected Health Information in accerdance with 45 CFR § 164.528 of the
Regulations.

. Business Associate agrees to provide to Covered Entity or an Individual, in time and manner reasonably
designated by Covered Entity, information collected in accordance with Section 2(k) of this BAA, to permit
Covered Entity to respond to a request by an Individual for an accounting of disclosures of Protccted Health
Information in accordance with 45 CFR § 164.528 of the Regulations. In the event a request for accounting is
delivered directly to Business Associate by an Individual, Business Associate shall as soon as possible,
forward the request to Covered Entity.

3. Permitted Uses and Disclosures by Busiuess Associate

a. Bxcept as otherwise limited in this BAA, Business Associate may use or disclosc Protected Health
Information to perform fanctions, activities or services for, or on behalf of, Covered Entity in connection with
the BAA and any other agreements in effect between Covered Entity and Business Associate, including
without limitation the provision of software implementation and support services, provided that such use or
disclosure would not violate the Regulations if done by Covered Entity.

b. Except as otherwise expressly limited in this BAA, Business Associate may use Protected Health Information
for the proper management and administration of Business Associate or to carry out the legal responsibilities
of Business Associate,

c. Except as otherwise expressly limited in this BAA, Business Associate may disclose Protected Health
Information for disclosures that are Required By Law, or if Bnsiness Associate obtains reasonable assurances
from the person to whom the information is disclosed that it will remain confidential and used or further
disclosed only as Required By Law or for the purpose for which it was disclosed to the person, and the person
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notifies the Business Associate of any instances of which it is aware in which the confidentiality of the
information has been breached.

Except as olherwise expressly limited in this BAA, Business Associate may use Protected Health Information
to provide Data Aggregation services to Covered Entity as permitted by 45 CFR § 164.504(e)(2)(1}(B).

Business Associate may use Protected Health Information to report violations of law to appropriate Federal
and State authorities, consistent with 45 CFR § 164.502(j)}(1).

4. Termination.

a.
b.

C.

Except as otherwise provided herein, this BAA shall terminate upon termination of the Agreement,
Termination for Cause. Upon Covered Entity's knowledge of a material breach by Business Associate of this
BAA, Covered Entity may:

1. Provide a reasonable opportunity for Business Associate to cure the material breach or end the
material violation and if Business Associate does not cure Lhe material breach or end the material
violation within a reasonable time, Covered Entity may terminaie this BAA and the provisions of the
Agreement that require or permit Business Associate to access Protected Health Information;

2. If Business Associate has breached a material term of this BAA and cure is not possible, immediately
terminate this BAA and the provisions of the Agreement that require or permit Business Associate to
access Protected Health Informatien; or

3. Ifneither termination nor cure is feasible, report the violation to the Secretary.

If Covered Entity breaches, Business Associate may terminate this BAA and any Underlying Agreement 30
days after writien notice.

Effect of Termination.

1. Except as provided in paragraph (2} of this section, upon termination of this BAA, for any reason,
Business Associate shall retumn or destroy all Protected Health Information received from Covered
Entity, or created or received by Business Associate on behalf of Covered Entity. This provision shall
apply to Protected Health Information that is iu the possession of subcontractors or agents of
Business Associate. Business Associate shall retain no copies of the Protected Health Information.

2. In the event that Business Associate determines that returning or destroying the Protected Health
Information is infeasible, Business Associate shall provide to Covered Entity notification of the
conditions that make retum or destruction infeasible. In such event, Business Associate shall extend
the protections of this BAA to such Protected Health Information and limit further uses and
disclosures of such Protected Health Information to those purposes that make the return or
destruction infeasible, for so long as Business Associate maintains such Protected Health
Information. Except as provided herein, any termination of the maintenance program or provisions of
the Agreement that permit Business Associate to access Protected Health Information shall not affect
the parties’ other obligations or rights under the Agreement. For the avoidance of doubt, the parties
agree that the return or destruction of Limited Data Sets (defined below) shall be deemed infeasible,
and uo further notice pursuant to this Section shall be required.

5. Obligations of Covered Entity.

a. Covered Entity shall notify Business Associate of any limitation(s) in the notice of privacy practices of
Covered Entity under 45 CFR § 164.520, to the extent that such limitation may affect Business Associate’s use
or disclosure of protected health information.

b. Covered Eutity shall notify Business Associate of any changes in or revocation of, the permission by an
individual to use or disclose his or her protected health information, to the extent that such changes may affect
the Business Associate’s use or disclosure of protected health information.
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¢. Covered Entity shall notify Business Associate of any restriction on the use or disclosure of protected health
information that Covered Entity has agreed to or is required to abide by under 45 CFR § 164.522, to the extent
that such restriction may affect Business Associate’s use or disclosure of protected health information.

d. Covered Entity shall not request Business Associate to use or disclose protected health information in any
manner that would not be permissible under Subpart E of 45 CFR part 164 if done by Covcred Entity.

6. FElectromic Data Security. Business Associate agrees to implement administrative, physical and technical
safeguards that reasonably and appropriately protect the confidentiality, integrity, and availability of any clectronic
Protected Health Information that it creates, receivcs, maintains or transmits to or on behalf of Covered Entity as
required by the Regulations. Business Associate further agrees to ensure that any agent, including a subcoutractor, to
whom it provides such information, agrees to implement reasonable and appropriate safeguards to protect it. Business
Associate agrees to promptly report to Covered Entity any security incident of which it becomes aware.

7. Miscellaneous.

a. De-Identified Information. Business Associate may de-ideutify Protected Health Information obtained by
Business Associated under this BAA in compliance with 45 CFR § 164.502(d) and 45 CFR § 164.514(a) and
(b). Pursuant to 45 CFR § 164.502(d)(2), de-identified information does not constitute Protected Health
Information and is not subject to the terms of this BAA.

b. Data Use. Business Associate may use and disclose Protected Health Information obtained by Business
Associate under this BAA to create a limited data set without any of the identifiers listed in 45 CFR §
164.514(e) (“Limited Data Set”) for research, public health, and health care operations purposcs. Business
Associate may not use or further disclose a Limited Data Set for any other purpose, except as may otherwise
be Required by Law. Business Associate must use appropriate safeguards to prevent use or disclosure of a
Limited Data Set other than as provided for herein. Business Associate must report to Covered Entity any use
or disclosure of a Limited Data Set not provided for herein of which Business Associate becomes aware.
Business Associate must ensure that any agents to whom Business Associate provides a Limited Data Set
agree to the same or substantially similar restrictions and conditions that apply to Busiuess Associate with
respect to such information. Business Associate may disclose a Limited Data Set to any reci pient that agrees
to the same or substantially similar restrictions and conditions that apply to Business Associate with respect to
such information. With respect to any particular Limited Data Set, Business Associate will not use the
Limited Data Set in such a way as to identify any individual whose data is incorporated in the Limited Data
Set or to contact any such individual.

¢. Changes to Regulations. If the Regulations are amended in a manner that would alter the obligations of
WellSky as set forth in this BAA, then the parties agree in good faith to negotiate mutually acceptable changes
to the terms set forth in this BAA.

d. Survival. The respective rights and obligations of Business Associate under Section 4{c) of this BAA shall
survive the termination of this BAA,

e. Minimum Necessary. Covered Entity shall only provide a minimum amount of Protected Health Information
necessary for the Business Associate to satisfy its obligations under the Agreement.

f.  Interpretation, Auy ambiguity in this BAA shall be resolved to permit compliance with the Regulations.
Incorporation. Except for Covered Eutity, no third party may rely on the terms, conditions, rights, remedies or
obligations hereunder. The terms of this BAA are fully incorporated in and subject to the terms of the
Agreement.
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EXHIBIT E

PROVIDER ACCESS

If Customer requests that certain authorized providers obtain user licenses directly from WellSky under a separate
agreement between WellSky and Provider for access to Customet’s instance of the Licensed So fiware or Cloud
Services, the following terms shall apply:

1. Definitions.

a.

b.

“Approval Authorization” shall mean written authorization issued by the Customer approving
Provider to access Licensed Software or Cloud Services obtained by Customer under the Agreement.
“Provider” shall mean an entity with which Customer contracts or by which Customer designates to
provide services to consumers on behalf of Customer, as evidenced by Approval Authorization.
“Provider Agreement” shail mean a separate agreement between Provider and WellSky for the right
to purchase User Licenses.

“UJser License” shall mean a license for a Licensed User to access Licensed Software or Cloud
Services purchased by Customer under the Agreement.

2. Provider Terms.

d.

b.

Confidential
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Customer grants to WeliSky the right to incorporate the terms and conditions of the Agreement into
the Provider Agreeinent.

Customer grants WellSky the right to distribute User Licenses to Provider under the Provider
Agreement.

Customer grants to WellSky the right to grant Providers with access to the Licensed Software or
Cloud Services through such purchased User Licenses.

Customer shall indemnify, defend, and hold WellSky and its officers, directors, and emnployees
harmless from and against any claims, suits, liabilities, obligations, judgments, and causes of action
and associated costs and expenses (including reasonable attorneys’ fees) arising out of or resulting
from Provider’s breach of its obligations under the Provider Agreement.
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WellSky is pleased to provide a completed version of Attachment C on the pages
following.
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Attachment C
Optional Ombudsman Business Requirements Traceability Matrix

Request for Proposal Number 5948 Z1

How o complete the Optional Ombudsman Business Requirement Traceat y Matrix:
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column is dictated by this RFP apd must not be modified by the bidder.

Requirement The statement of the requirement to which the bidder must respond. This columr  dictated by the RFP and must
nci be modified by the bidder.

{1) Comply The bidder should insert an "X" if the bidder's proposed solution complies with the requirement. The bidder should
leave blank if the bidder's proposed solution does not comply with the requirement.

Iif left blank, the bidder must also address the following:

- Capability does not currently exist in the proposed system, but is planned in the near future (within four months
from the date of submission of the bid)

- Capability not available, is not planned, or requires exiensive source-cade design and customization to be
considered part of the bidder's standard capability

* Requires an extensive integration effort of more than 500 hours

{a) Core The bidder should insert an "X" if the requirement is met by existing capabilities of the core system or with minor
modifications to existing functicnality.

{b) Custom The bidder should insert an "X" if the bidder proposes to custom develop the capability to meet this requirement.
Indicate "custom” for those features that require substantial or "from the ground up” development efforts.

{c) 3rd Party The bidder should insert an "X" if the bidder proposed to meet this requirement using a 3rd party component or
product {e.g., @ COTS vendor, or other 3rd party). The bidder must describe the product, including product name, its
functionality and benefits in their response.
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1, Unique to the State Long-Term Care Ombudsman Program (LTCOP)

Req # Requirement ggmply g;)»re gﬂstom (3% Party
1. Describe the long term care ombudsman capabilities that can track all required X X

fields for National Ombudsman Report System (NORS).

Bidder's Response:

WeliSky's Ombudsman identifies required information as well as certain fields that are important for mandated
reporting to the U.S. Administration on Aging (AcA)'s National Ombudsman Reporting System (NORS). Required

elements are marked with bold face and asterisks, while NORS items are marked with configurable highlights and
with a ciinare~rint “N” in the fiald lahal

2. Describe how the system accommodates different user roles. | X X | I
Bidder's Response:
WeliSky Ombudsman provides role-based security, which facilitates compliance with HIPAA and HITECH privacy

and security standards.

Protected consumer/participant data is contained exclusively within customer-specific databases that are accessible
only by customer-authorized users. Each user is authenticated, and password complexity is enforced by customer
system administrators via the system utilities. Roles can be configured to control access to each area of the
Ombudsman application.

At the application level, WellSky solutions provide robust organizational- and role-level security that allows for very
granular security management. This configurable application security infrastructure co >ls which functions a user
can access as well as what data a user can access down to the field level.

WellSky's role-based security allows a System Administrator to create groups that define the application modules,
and Ids that will be available to users in a specific division or functional business area (e.g., finance) and roles
that define further refine the areas of the application available to users with specific job functions, and their edit
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. (M {a) (D) (c
Req # Requirement Comply | Core | Custom SrLParty

privileges (e.g., view, add, edit, delete, etc.). These features allow an organization to define an unlimited number of
roles to help ensure that users are able to access data appropriate to their line of business and job function.

Ombudsman allows organizations to grant or deny users access to different areas of the program. Ombudsman
allows system administrators to assign user level security privileges, allowing tailored pi  nissions for specific job
roles. In Cases and Facilities, system administrators can choose the level of access for each area:

e Can Add Cases

» Can Edit Cases -

= (Can Delete Cases

= Can View Cases

» Can View History Case

= (Can Add Activities

= Can Edit Activities

= Can Delete Activities

= (Can View Activities

= Can View History Activity
» Can Add Facilities

= Can Edit Facilities

s Can Delete Facilities

» Can View Facilities

= Can Add Case Journals
= Can Edit Case Journals
= Can Delete Case Journals
= Add Attachment

» Delete Attachment
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. (n (a) (b) {c})
Req# Requirement Comply | Core | Custom | 3rd Party

= Qpen Attachment

« Can Run Reports in Reports Tab

= Can Print Records

= Can Access Perpetrators

» (Can Access Import/Export & Archive

= Prevent Access to Data of Other Program
» Can Add Users

= Can Edit Users

= Can Delete Users

v Can View Users

= (Can Only View Records

= Supervisor Access (Global Access to All System Data
» Update Administrative Tables

= (Can Access Users in All Programs

= No Permission

Default User Name Permissions
If organizations do not assign permissions to a user name, OmbudsManager gives the user the following
permissions:

a  Can Add Cases,

» (Can Edit Cases,

s Can Edit Activities,

= Can Edit Facilities,

« Can Add Case Journals,
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Req # Requirement Comply Cc):re Custorn 3r31 Party

= (Can Edit Case Journals,
« Can Run Reports in Reports Tab, and
= Can Print Records.

3. Describe how volunteer Ombudsman are managed in the system. Volunteers will X X
not need access to system.
Bidder's Response:
WellSky’s Ombudsman provides volunteer management within the Staff/lUser module under System Administration.
All pertinent details are able to be recorded and a user is deemed a Volunteer under “Type of User”;
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. (1} (b) ¢
Req # Requirement Comgly (C?c):re Custom (3r31 Party

5. Describe how the system creates and tracks comrective action plans. [ X [|[x | |
Bidder's Response:

A case record in Ombudsman allows for the recording of all information associated with a complaint. Narrative can
be included in the Intake Summary; complaint codes can be selected to provide a complete picture of the concern.
Next steps regarding a complaint are easily recorded, such as follow-up and resolution actions. Manager care
information can be included and tracked as well.

6. Describe how the system documents LTCOP cases, complaints, corrective action | X X
plans, and follow up.
Bidder's Response;
The Ombudsman application offers a Cases and Complaints module that records all necessary information
pertaining to each. The screen shot below demonstrates all the data that can be entered:
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. (n {a) (b)
Req # Requirement Comply | Core | Custom g:'LParty

8. Describe how the system data verification activities are managed at the local and X X
state level.

Bidder's Response:
WellSky Ombudsman identifies required information as well as certain fields that are important for mandated
reporting to the U.S. Administration on Aging (AoA)'s National Ombudsman Reporting System (NORS). Required
elements are marked with bold face and asterisks, while NORS items are marked with configurable highlights and
with a sunarecrint “N” in the field label.

| U GHIBUIT GULUIGIS ISPUIUIY, WIsts ars weu noy wieiie s aiee e 1o Uired in Ombudsman before closing a case.
» Each complaint within a case file must include a Disposition and a Verification.
+ The facility name must be something other than Unknown or Facility Not Applicable.

9. Describe information regarding the database, collection of required data elements, X X
how required fields are flagged, and how data is verified prior to submission and
certification at the federal level.

Bidder's Response:
As previously mentioned, WeliSky Ombudsman identifies required information as well as certain fields that are

important for mandated reporting to the U.S. Administration on Aging {AoA)’s National Ombudsman Reporting
System (NORS). Required elements are marked with bold face and asterisks, while NORS items are marked with
configurable highlights and with a superscript “N” in the field label. The application will alert the user if these fields
are not populated.
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Once data is pulled into the ORT (Ombudsman Reporting Tool), which is currently hosted by WellSky, verification
checks are performed before submission and certification. The ORT wilt not allow submission until all verifications
are passed.
10. Bidder must be able to convert Federal Fiscal Year 2017, 2018 and 20192 X X

Ombudsman database data into proposed system. Provide a conversion plan.

Bidder's Response:

*

Data conversion services are limited to Facilities data and Facility Owners data only. No other data will be
migrated.

Customer will populate WellSky data conversion workbooks limited to Facility and Facility Owners data.
Required and optional data elements are outlined below.

One dataset will be used for test and live data conversion.

Requests for additional conversion iterations or ongoing data import services may be considered via change
management controls.

Facilities data and Facility Owners data preparation, mapping, extraction, and cleanup tasks are assigned to
customer. If data cleanup is required, Mediware will pro-  le instructions to customer, and customer will
either perform data scrubbing to correct data values and formats and then resubmit data for conversion or it
may choose to accept data loss for records that lack vi  values and formats.

If required and requested, WellSky will evaluate data cleanup services for additional level of effort and cost.
Dependent administrative setup data must be configured in the destination WelfSky Ombudsman database
prior to conversion.

WellSky will import location data (state, counties, and towns). Districts will be manually populated by
customer before data import. Any additional location data that falls outside the State will need io be identified
prior to the data import for possible inclusion. Customer may be required to manually enter any missing
location information.
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WellSky is pleased to provide screenshots of online help functionality on the pages
following. Page Numbering is non-sequential.
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WellSky is pleased to provide sample pages from the user manual for WellSky Aging
and Disability on the pages following. Page Numbering is non-sequential.
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WellSky is pleased to provide sample pages from the reporting manual for WellSky
Aging and Disability SRT on the pages following. Page Numbering is non-sequential.
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Introduction Activities & Referrals

A listing of 3 X 10 Avery 5160 labels for consumers with address details based on
activities entered. Extensive filtering options are available to limit the resulting data,
and grouping and sorting options are available to customize result display.

When to use

You want to generate mailing labels for consumers that have activities entered
meeting a certain criteria such as activities of a specific type that are dueina
certain time period.

A listing of consumers that displays the details for activities entered based on
criteria selected. Extensive filtering options are available to limit the resulting data,
and grouping and sorting options are available to customize result display.

When to use

You want see a list for consumers that have activities entered meeting a certain
criteria such as activities of a specific type that are due in a certain time period. A
case manager may want to see home visits that are due this week.

A listing of 3 X 10 Avery 5160 labels for organization address details. Filtering
options are available to limit the resulting data by organization or location, and
grouping options are available to customize result display.

When to use

You want to generate mailing labels for agencies, providers or care managers
entered into the Aging & Disability 3 Administrator.

A listing of all consumers that have received services displays columns for existing
and missing NAPIS information. Advanced filtering allows for delineation of
Caregivers and Care Recipients.
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Introduction Assessments

When to use

You want to check the demographic detail that has been captured for your clients
while preparing the federal NAPIS report. This powerful report will show where the
holes in the data collection are for the clients — broken out by Caregivers and Care
Recipients - that receive services.

A listing of providers and their associated services as entered in the administrative
setup. Limited filtering options are available to narrow the resulting data, and
additional options can be set to customize the result display.

When to use

You want to create a list of providers and their associated service detail as entered
into the Aging & Disability 3 Administrator.

A list of all user login information, configurable by organization and access role.

When to use

You want to view a list of all users grouped by their access roles to determine the
date/time each user last logged into Aging & Disability.

A listing of all consumers that are due for a reassessment. [t can be filtered either
by date of last assessment or by assessment due date. Several grouping options
are available including assessor, assessment form, date of assessment and next
assessment date. Additional filtering options now available to allow for filtering
based on service deliveries received.

When to use

You want to run a list to see any consumers that are due for a reassessment. Enter
in either the date the initial assessment was done or when the reassessment period
is due to filter the listing of consumers and the related assessment detail.

A listing of consumers and their assessments with column configuration options.
Users can choose up to six columns to display on the report as well as the order in



Introduction Services

Allows for printing one or more weekly compact route sheets with additional
filtering options for the services or sub-services in the routes.
When to use

You want to generate weekly compact route sheets for a group of routes at once. If
the report is created and saved, then the route printing is simple and consistent
without having to set the options at the start of each week.

A basic listing of a consumer and their contacts. Extensive filtering options are
available as well as an option to include clients that have not yet received services.
When to use

You want to generate a phone directory for your clients and their contacts in case of
emergency. Filtering options are available so a Case Manager can create a list of
contacts for only their clients.

A report that calculates percentage based co-pays against services delivered.

When to use

You want to view the total cost of services minus the consumer co-pay amount in
order to generate the total cost covered by the Agency or Provider.

A basic cross-tab table displays consumer counts per quarter for each provider
broken down by consumer demographics and characteristics. Some additional
filtering is available to limit the results by service detail. The resulting rows for
demographics and characteristics will only display if there are consumers served
corresponding to the field.

When to use

You want to see the counts of clients served by quarter over a fiscal year, and see a
detailed demographic breakdown of what types of clients received services.

A listing of all consumers displays the services received for each. Extensive filtering
options are available as well as multiple options to group and sort the results.
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Introduction Services

When to use

You want to see a list of services that each client has received based on a certain
criteria, such as a date range for the service deliveries.

A table groups and displays counts for each type of service received and
categorizes by multiple consumer characteristics and demographics. A selection
option allows the report to display either distinct consumer counts or total service
units. Extensive filtering options are available to limit the resulting data.

When to use

You want to see a detailed demographic breakdown of what types of clients
received services.

A listing of all consumers that have received services displays columns for existing
and missing NAPIS information. Extensive filtering options are available to limit the
resulting data.

When to use

You want to check the demographic detail that has been captured for your clients
while preparing the federal NAPIS report. This powerful report will show where the
holes in the data collection are for the clients that receive services.

A listing of all consumers that have received services displays columns for existing
and missing NAPIS information. Advanced filtering allows for delineation of Elderly
and Child Care Recipients.

When to use

You want to check the demographic detail that has been captured for your clients
while preparing the federal NAPIS report. This powerful report will show where the
holes in the data collection are for the clients — broken out by Caregivers and
Elderly/Child Care Recipients - that receive services.

A cross-tab report of all home delivered and congregate meals (NSIP meals)
delivered grouped by agency and listed by provider, sub-provider or site. Filters are
available to limit the results by service and/or NAPIS demographics. A
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Introduction Services

reimbursement rate can be entered to display the reimbursement cost for the NSIP
meals.

The NSIP Meals Report Tab is hard coded to only look at services that are either
exactly named Home Delivered Meals, Congregate Meals or are service coded to
these NAPIS service codes in Aging & Disability Admin. An NSIP eligible service is a
service at a point in time. As an example in Aging & Disability, we might have a
client that has his/her client details record set to “NSIP Meal Eligible = Checked” if
we deliver a service, that service will be time stamped as an eligible service. The
NSIP eligible status could then be unchecked and then another unit could be
recorded on the same day from a different provider. That second service would not
be NSIP eligible as it was a point in time (NSIP eligible was unchecked).

When to use

You want to create a report to show how many meals were provided to clients
based on a certain criteria, such as a time period. Entering a reimbursement rate
will display the NSIP cost for the services provided.

A listing displays all consumers that have received home delivered or congregate
meals (NSIP meals). Filters are available to limit the results by service and/or
NAPIS demographics, and grouping and sorting options are available to customize
result display.

When to use

You want to see a listing of all clients that have received NSIP meals based on a
certain criteria, such as a time period. The list will be grouped by agency, and you
can select the grouping for the consumer results, such as by provider.

A listing of consumers receiving services displays to show the service, provider and
consumer detail. Extensive filtering options are available to limit the resulting data,
and grouping and sorting options are available to customize result display.

When to use

You want to see a simple list of all clients that had received services, the service,
and the provider based on a certain criteria, such as a time period.

A listing of all meals displays consumer, service detail, and meal counts that have
been planned by route. An additional option is available to display a cross-tab
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Introduction Services

summary of the total count of meals by route, and limited filtering is available to
limit the results based on route definitions and service plan status.

When to use

Typically used by meal sites that need to prepare the meals or to order meals prior
to delivery. This list will result in the total counts of the types of meals based on the
routes previously set.

A monthly agency cross-tab report showing service counts by service category.
Limited filtering options are available to limit the result based on service fields.

When to use

As a state or agency administrator, you want to see a list of service counts grouped
by service category. The report will have monthly pages of results based on the
fiscal year period entered and the report month.

Service Delivery Consumer Listing

A detailed listing of consumers displays demographics as well as service and
provider information for the service deliveries entered. Extensive filtering options
are available to limit the resulting data, and grouping and sorting options are
available to customize result display.

When to use

You want to return a list of client-level detail, such as address information, for
clients that have received services based on a certain criteria, such as a given date
range or from a certain provider or service. Display options give the flexibility to
show or hide additional levels of details for consumers, services, and providers.

A variation of the Consumer Mailing Label Report (see above), with additional
filtering available to limits results based on service delivery data entered.
When to use

You want to return a list of mailing labels but want to filter by service deliveries
entered, such as consumers that have received services in a certain date range or
from a certain provider or service.

A report which exports service data in formatted columns so it can be easily
manipulated in MS Excel without any need for reformatting.
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Introduction Services

When to use

You want to export service delivery data to create your own custom-formatted
report using MS

Excel.

A cross-tab report displaying distinct consumer counts and units of service. Report
options allow for the selection of the row and column to use in the resulting report
and extensive filtering options are available to limit the resulting data.

When to use

You want to see a list of consumer counts and service units, but want the flexibility
to compare the results by different options for a row and column cross-tab. An
example would be if you wanted to show the gender of the clients served by
provider, thus selecting Gender as the column and Provider as the row. Additional
filters can be added to limit results such as a service date range or to select certain
providers or services.

A statistical report that displays counts of characteristics, services, and meal data
for consumers served in a specified fiscal period. Extensive filtering options are
available to limit the resulting data.

When to use

As a state or agency administrator, you want to see a breakdown of consumers
served by characteristics. The report will have result pages based on the grouping
option selected.

A report of consumers and suspended services, not specifically tied to care plan
services. Extensive filtering options are available to limit the resulting data.
When to use

You want to see a list of consumers with service suspensions for a specific date
range and include the reason for the service suspension.

A statistical report that creates a pie chart showing the percentages of outcomes
for topics entered in service deliveries as well as a listing of the outcomes and
associated times. Extensive filtering options are available to limit the resulting data.
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WellSky is pleased to provide a copy of WellSky Aging and Disability Support
Capabilities and Processes on the pages following. Page Numbering is non-sequential.
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Lriucal IMISSION Lrtcal BUSIness Within 1 Varies based Multidisciplinary team is
Impact, solution is hour during | onroot investigating and
completely unavailable or | operating cause; resolving; may include
unresponsive; the hours resolution external vendors as
customer’s operation is target within | needed; incident
severely impacted. four to six managed by members of

business Executive Team
hours

*  If multiple customers are impacted, mass communication will be sentin lieu of individual responses.

** Resoiution timeframe commitment does not apply to support cases associated with defects or enhancement
requests. Note: The final case resolution time also may vary based upon customer response time to required
customer actions.

*** These are “guidelines” for case SLA performance, and response may vary on a case-by-case basis. Guidelines
are subject to change over time.

WellSky Internal SLA Monitoring/Reporting Tool

The WellSky CRM system is equipped with automation to provide support case SLA alerts and
monitoring to the WeliSky Support Team. Real time information of SLA parameters is provided
throughout the support case life cycle. For each support case that has been reported to a WellSky
Technical Support member and entered into the WellSky Support CRM system, SLA alerts and
monitoring are available to the WellSky Support Team.

Response Time

To help track adherence to cases, each case is assigned milestones that are hard coded in the case based
on the initial report of the support case. Each milestone has logic to meet the SLA.

These milestones are applied on each case and reviewed by the support team and have count down time
remaining alerts.
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Protocol for Accessing WellSky Support

The WellSky Customer Support team is purposed to ensure successful use of the WellSky products and
the WellSky Solution, with dedication to providing outstanding product support to customers. WellSky's
support team provides telephone, email, and Internet-based support. All customer inquiries are logged
as cases in WellSky's Support Center CRM system and assigned unique identification numbers for
tracking.

The WellSky Customer Support Team includes experienced TECHNICAL SUPPORT MEMBERs with
extensive technical expertise and ongoing training in all WellSky applications and Long Term Care
business processes. The WellSky TECHNICAL SUPPORT MEMBERSs focus on responding to customers’
support needs quickly and accurately, with the goal of consistently exceeding customers’ expectations.

WellSky's support plan provides the ability for system administrators to submit support cases through
several methods: the online WellSky Customer Portal, by telephone, or by email for WellSky Customer
Support assistance during standard business hours. Administrators may also submit support cases
through these methods 24x7 outside of business hours, and the WellSky Support Team will follow-up
during normal business hours. The support organization is dedicated to provide help in many areas, such
as answering user questions, logging system enhancement requests, handling patch and update
notifications, and providing assistance in troubleshooting problems.

WellSky Customer Support Hours of Operation
WoellSky Customer Support is open Monday — Friday, 8 AM -5 PM ET

Contact and Case Creation Methods

The support team business processes and data recording utilize the support case record. Al assistance
provided is recorded in the case as it is tracked through the various stages to completion. WellSky
advises customers to always create a support case whenever a response is needed from WellSky
Customer Support.
WellSky offers three methodologies to create support cases:

1. WellSk

2. Email -

3. Phone

WellSky Customer Support Portal

The WellSky Customer Portal is an automated solution for system administrators to manage support
tickets, The portal provides system administrators an online tool to create and manage cases with the
WellSky Customer Support team. WellSky Customer Support uses customer information provided
through the portal to understand and effectively respond to customer needs, streamline and simplify
support efforts, improve customer satisfaction, and improve abilities to manage WellSky support
requests in a timely and effective manner. Through the portal, system administrators have around-the-
clock access to real-time status of their submitted support cases.
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Sending an email to the WellSky Support Team email address will automatically generate a support case
in the CRM system. Users may email WellSky at any time a ind the
WellSky Customer Support Team will communicate with the customer througn the case record. Users
will receive a response in their inbox and may reply via the email thread throughout the support case life
cycle. All email activity is stored within the case record.

Phone: 1-800-318-7260 (toll-free)

WellSky provides toll-free telephone-based support to customers, recognizing that not all incidents are
easily communicated by online case entry alone. Phone support is suggested for situations where
customers have difficulty articulating a need via the Customer Portal or if they need to speak directly to
a support representative during business hours. WellSky technical support members answer incoming
calls as designated in a queue to facilitate user responsiveness.

Remote Session Sharing Tools

WellSky also provides a collaborative, web-based access tool to allow sharing of desktops between
technical support members and users during phone conversations. This ability to demonstrate and view
enables WellSky to provide an interactive support experience that further contributes to an interactive
customer experience. In addition to walking through illustrative examples and results of their analyses,
the support team can use the tool to shadow customer user sessions to further understand the question
or problem under consideration. This tool enables the support team to:

s Accelerate diagnosis and problem saolving.

e Troubleshoot issue on customer hardware and sclutions when needed.

s Provide real-time analysis while a problem is occurring.

» Demonstrate product features when appropriate.

After Hours Case Submission Support

The WellSky Customer Support Portal, email support, and phone-based case reporting (to voice
message) are all available methods to log cases after hours. 24 x 7, Customers can use the portal to
report/view support cases, and may report cases via the portal, email, and phone methodologies.
WellSky Customer Support will follow-up on cases submitted after-hours during normal business hours.

WellSky also has 24/7 monitoring of the entire hosting infrastructure and responds to critical alerts after
hours. Typically, if a customer were to encounter a critical hosting issue, WellSky would already be
aware and have begun to isolate, troubleshoot and resolve. Our 1-800 phone system also provides 24x7
live operator monitoring. If our support team is unable to answer the phone, the call will be forwarded
to a live operator to quickly document and triage the scenario and create a support ticket for review by
the support team.
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Customer Client Side Support Model

Through extensive experience in implementation of enterprise software solutions, WellSky has gained
insight into best-practices for support models that provide efficient and effective support. The Client
Side Support Model (CSSM) is critical for enterprise solutions for the following reasons:

* Visibility: The CS5M gives administrators and key stakeholders at the enterprise level much-
needed visibility into what is happening with system and reported cases. The model allows users
at the state level to become more familiar with how the software and the user community are
performing.

» Subject Matter Expertise: The CS5M promotes effectiveness by developing subject matter
experts (SMEs) and power users at various levels of the support matrix.

¢ Leveraging existing and natural relationships: There is already a living and breathing culture
within the organization and user base. Within that culture, working refationships have formed.
The CSSM draws upon and reinforces those working relationships.

¢ Reinforcing data confidentiality: [n an era where information and data security is paramount,
the CS5M works under HIPPA compliance best practices. Sharing of information about an
individual consumer is done within the scope of who needs to know and is authorized to know.
While Business Associates Agreements are in place with WellSky as the vendor, the use of the
CSSM is an added layer for ensuring best practices for data privacy and security.

»  Scalability: The CS5M provides a support structure that enables easy scalability and prevents
the need for added administration/overhead. Because the expertise is cultivated within the
user network, the need to have more representation/assistance in the state office is reduced.

Client Side Support Model (CSSM )

Building on the customer’s contribution to the system requirements, setup, testing, and training over
the course of the implementation project, the customer —in the capacity of system administration and
user guidance—has a stewardship responsibility to manage and promote the health and quality of the
solution through data entry quality initiatives, user provisioning/security management practices, and
ongoing user training and support.

The CSSM uses a layered structure of support within the organization to maximize the efficiency and
effectiveness of the support provided to system administrators, power users, and end users. The C55M
relies upon a supporting network of users providing initial triage and resolution on training and user
issues before escalation to System Administrators or WellSky Customer Support.

Client Side Support Model Purpose

The purpose of the CSSM is to ensure that each end user of the WellSky application receives the highest
quality of support possible. The methodology of the CSSM helps provide this high standard of support in
two ways.

First, the CSSM is designed to protect sensitive client data. WeliSky authorizes a team of primary points
of contact (POCs) with each client. These POCs are responsible for communications with the WellSky
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Customer Support department. The POCs will be the system administrators and power users. This
allows WellSky's technical support members—who are themselves bound by and trained on HIPAA—to
discuss HIPAA-related information, license and maintenance agreement details, and software-related
information with a smaller number of knowledgeable representatives of each client organization, rather
than individual end users. This helps reduce barriers to support and ensure best practices for data
privacy and security. This also helps ensure both the system administrators and the technical support
members are aware and able to enforce unigue business processes.

The second benefit of the CSSM is that it ensures that each organizational unit within the solution user
base can provide tiered support to their end users. This support should be provided by system
administrators and business unit power users. This helps system administrators and power user to be
aware of issues that impact their users so that training material and/or educational services can be
developed to better prepare all users when needed. The tiered support model, and assistance of
system administrators and power users, will allow WellSky’'s Customer Support department to
effectively team with you to triage problems quickly and efficiently. The network of support within the
customer’s user organization combines software solution knowledge and business practices knowledge,
which helps speed the triage process and problem resolution, and communications with end users.

Customer Responsibilities

Under the CSSM , the customer is responsible for providing program and business knowledge support
to their end users. Additional support provided on this level within should be focused on day-to-day
WellSky application support. Issues that can occur with end users’ machines and/or network
connectivity are more appropriately handled by support.

The customer is responsible for creating and maintaining a tiered support model charged with
identifying and escalating issues to the WellSky Customer Support team. This model scales easily based
on the size and unigue needs of the customer user base.

The first level of support should be provided by power users, who are designated personnel within
various offices or remote offices that can provide immediate assistance to end users. This type of
support should focus on how-to-type questions and initial triage of issues that are reported to ensure
they are not training related, or easily resolved with by a subject matter expert.

The second level of support should be provided by system administrators, who are desighated
personnel, responsible for providing support to sclution end users and power users alike. This type of
support should focus on application maintenance information sharing, acceptance testing of system
changes, and detailed evaluation of reported issues. Additional responsibilities of system administrators
include creating support cases with WellSky Customer Support, application configuration, and
maintaining regular communications with WellSky Customer Support.

The system administrators should implement a method to track the issues that are reported internally
by power and end users. This will enable a simple and proven method to ensure all issues are afforded
proper attention and can be tracked for various Key Performance Indicators.
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System Administrator Job Description

Each customer will have a System Administration Team that includes representatives from various
program areas and job classifications. This team will make decisions to ensure that the application is
optimally configured. One or more members will be designated as the System Administrator who will be
trained to configure the product based on decisions made by the System Administration Team. The
System Administrator will have access to all data and areas of the application that may contain sensitive
information.

The WellSky application can be used by multiple departments. It's important to have:

. * The client-side support model

» * An internal steering committee to address changes

Time Commitment

The amount of time spent on tasks to maintain the application varies according to the number of users
and complexity of the configuration. Agency business processes must also be considered. Typically, an
organization with more than 50 users and multiple program workflows requires at least 4 hours FTE
dedicated to support and administration of the application.

System Administrator Responsibilities

The System Administrator is expected to complete the following tasks:

Attend a System Administrator course for the Videos are available; please reach out to our

purchased product. sales team for a gquote.

Create and maintain global configuration Lists include Town, City, Zip, County, users,

dropdown lists. permissions, access roles and other areas of the
application.

implement a standard change process and

document changes to the production and test Update the BA (Business Analysis) document

environments. This information can be used Update the Specifications and User Acceptance

when contacting Customer Support for Testing (VAT) workflows document

assistance.

Validate and approve changes to the software. First, verify changes in the test environment.

After the changes have been approved, test
them in the production environment.
Establish/Maintain User Accounts. Change user security settings as needed and
promptly deactivate user accounts when an
employee is terminated.
Edit values that are displayed in drop-down Include items needed by the application.
menus.
Establish/Maintain Service Codes & Unit Types Include items needed by the application.

Establish/Maintain Assessments Include items needed by the application.

Establish/Maintain Workflow Triggers Include items needed by the application.
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Establish/Maintain Treatment Plan Data Set Periodically run reports to review new needs,
goals, objectives and service activities for
possible inclusion into your data set.

Designate and train local power users who are Power users can ensure quick resolution for

responsible for Level 1 support for the agency. minar issues, especially in satellite offices.

Provide Level 2 support to users. Compile support issues for communication to
WellSky.

Implement internal issue tracking procedures. Organizational issues are tracked and cross-
referenced to the WellSky Support Center
incidents.

Implement a monthly training program. For employees to learn new processes and have

a place to have their questions answered.
If Systemm Administrator changes, notify WellSky  Customer Support will assist with the transition
Customer Support. to ensure success for the new System
Administrator.

Client Side Support Model Graph

The Client Side Support Model (CSSM } shown below is a graphical representation of the tiered support
structure, which can be scaled based on the size of the customer user base to reach the desired result of
streamlined and effective support. This model has been implemented many WellSky customers and has
proven effective.
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Solution Support Protocol

The customer will be setting up the CSSM tiered support structure and communicating details about
the model and how it operates with WellSky Customer Support. We will jointly identify key points of
contact and provide access to the WellSky Customer Support Portal to designated individuals. Below is
an example of how the support protocol and CS5M roles may be implemented.

Support Request Types

Solution System Administrators will triage the support request to determine the type of request from
the following options:
1. Access: User login, password reset, or user provisioning issue/request
How-To: User knowledge, training, or business process question
Configuration: Configuration task/request
Defect: Application functionality issue
IT Issue: Workstation, profile or network issue

[T I R K

1.1.1  Points of Contact

We will work with the customer to determine who will act as POCs for the following roles:

System Administrator(s)
Email;
Phone:

1.1.2 Solution Power Users

When users experience issues with the Solution, and following the support documentation does not
resolve the issue, they should contact a designated power user within their business unit {who may also
be their respective supervisor or unit trainer) to request assistance. That power user will serve as the
first tier of support and will answer how-to questions and redirect users to Support IT for {T issues.
Business Unit Power Users will be listed below:

Business/Agency Unit Power User
Business Unit 1 Power User(s} for Business Unit 1
Business Unit 2 Power User(s} for Business Unit 2

1.1.3  Solution System Administrators
1. If the power users are unable to resolve issues, they will then contact the System Administrators
by submitting a request for support via a process to be determined by the client.
1.1.4 WellSky Customer Support

1. If the System Administrators determine an issue to be an issue needing WellSky Customer
Support assistance, they will escalate to WellSky Customer Support for consultation on the best
course of action to provide assistance or resolve the issue.
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Ongoing Support

WellSky Customer Support uses a three-tiered support structure that maximizes efficiencies, speeds
response, and aligns the right skillset for the case topic being reported. The CSSM team along with the
WellSky Support team will manage issues with increasing efficacy over time. The main contact
methodology outlined in the Protocol for Accessing Support involves submitting support cases through
the WellSky Customer Portal. The first point of contact will be Tier 1 support within the WellSky support
organization. Tier 1 has the ability to manage incoming cases for triage and resolution and provides
immediate access to the Tier 2 and Tier 3 within WellSky.

Custamer Support Systems and Tools

WellSky utilizes the following systems and tools to deliver, manage, and track customer support services
and follow up tasks:

* (RM System: WellSky uses the NetSuite application platform for tracking:
Support cases, defects, and enhancements

SLA adherence scripts

Customer case communications

Case management and alerts

Support operational metrics

o o 0O 0 0

¢ WellSky Customer Portal: The WellSky Customer Portal provides a streamlined web application
user interface to the CRM system for customer access to support cases.

¢ Automatic Call Distribution (ACD) Phone System: WellSky uses the Broadworks ACD system for
call routing, queue assignments, voice prompts, skill set routing, phone metrics, and other ACD
functions.

s |T and Development Task Management System: WellSky uses the JIRA application for internal
tracking of tasks related to hosting services and development projects.

WellSky Customer Support Tiered Structure
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s Tier 2 will either resolve the case or escalate it to Tier 3 through the creation of an "Issue”
record. When a case is escalated to an Issue, this is typically indicates the need for either a
software update to address a defect or enhancement or an IT task to apply a hosting service or
infrastructure configuration modification.

Tier 3 Support
Tier 3 responsibilities include:

s Re-produce and qualify defect issues and Submit Issues records when appropriate

* Liaise with WellSky Quality Assurance, Development and Product Management Teams when
case resolution requires application development to deliver defect fixes or enhancements

+ Perform an additional layer of quality assurance testing of resolved issues prior to delivery

* Communicate with the team to coordinate defect fix and enhancement delivery

+ Coach and mentor Tier 1 analysts

Customer Requested Escalation

In addition to issue escalation initiated by WellSky support team, the team can request an issue be
escalated to WellSky Support Management or WellSky TECHNICAL SUPPORT MEMBER. Escalation
notification goes to the Technical Support Manager of Customer Support, then to the VP of Customer
Success, and finally to the General Manager, if warranted.

Post Go-Live Support

s Direct Support: WellSky TECHNICAL SUPPORT MEMBERs will provide WellSky product support
on application questions, issues and enhancements.

» Escalation: WellSky TECHNICAL SUPPORT MEMBERs or WellSky Support Management will be
escalation points of contacts for escalated issues, questions or suggestions related to support
for application functionality that has been deployed to production.

Location of Call Center

The WellSky customer support team is located throughout the United States. Most of the Aging
and Disability support team is in Williston, Vermont. WeliSky is committed to using technology
and tools that allow our support team members to provide support where needed, when needed,
with only a need to access to an internet connection and access to our Saas Support tools.
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