





December 03, 2018

ATTN: Ms. Nancy Storant/ Ms. Annette Walton

State Purchasing Bureau
1526 K Street, Suite 130
Lincoln, NE 68508
402-471-6500

Subject: Acro’s Proposal Response to State of Nebraska Department of Health & Human Services
State Unit on Aging’s Request for Proposal for Aging Information System Services via
RFP# 5948 Z1 (RFP).

Dear Ms. Storant/ Ms. Walton:

Acro Service Corpaoration (Acro) appreciates the opportunity to submit this proposal in response
to State of Nebraska (the State) Department of Purchasing Bureau’s RFP# 5348 Z1 issued through
the State Purchasing Bureau. Acro, a minority owned and operated firm, is excited about the
opportunity to serve the State of Nebraska's needs for an Aging Information System Software
Solution addressing the client services, care and case management, funding splits, administration
requirements, and federal reporting requirements,

Acro’s proposal will meet the following requirements:

1. Replacement of the current agency developed software; Nebraska Aging Management
Information System (NAMIS);

Case management and services for aged and disabled clients;

Information & referral database for employee and public use; and

(Optional) Ombudsman Access database utilized by the State Long-Term Care Ombudsman.

Pup

As you review our response, you will note that Acro is
exceptionally qualified to serve the State as the vendor for the
development of the Aging Information System Services, Acro has
directly relevant experience in developing and supporting the
National Aging Pragram Information System (NAPIS), Aging and
Disability Resource Center {ADRCY website. and TT Annlicatinns

Acro’s proposed solution is based on Acro’s proprietary Case Management Software (ACAMS), a
highly secure, configurable and customizable cloud-based system, for achieving the stated goals
of State Units on Aging (SUA) for the Aging Information System Services. ACAMS System is a
cloud-based Software-as-a-Service (SaaS) solution that is hosted in an industry standard
HIPAA/HITECH compliant cloud services provider environment and is based on developing and
maintaining State of Michigan’s Aging Information System. Acro’s proposed solution for the State
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is referred to as State Unit on Aging — Acro Case Management Software (SUA-ACAMS) in the
following proposal.

Acro’s proposal has been structured in strict compliance with the RFP instructions and prepared
after fully understanding the RFP’s scope, and provides detailed information on Acro’s capabilities
and proposed approach to the configuration and Customization of SUA-ACAMS to meet the specific
requirements of the SUA Aging Information System Services.

Acro is a Michigan corporation that was established in 1982 and is headquartered in Livonia,
Michigan. Today, Acro has 28 offices across the U.S. plus 14 international offices serving Acro’s
customers in the public and private sectors. Acro is a privately owned and operated Minority
Business Enterprise (MBE).

Acro has a fully equipped software development and maintenance (support) facility in Livonia,
Michigan providing application development, support and management services to several public
and private sector clients. Acro’s core development team is based in Livonia, Michigan and all
configuration and customization effort for the SUA-ACAMS system will be performed in Livonia,
MI to leverage the synergies of teams’ business and technical skills.

We are confident that with this opportunity, Acro will deliver a world c¢lass, best-in-practice
application solution to the State that will meet and exceed the State’s expectations for quality,
service and competitive price.

If you have any questions or require additional information, please feel free to contact me by
telephone at (734) 542-4318 or by email at rvrao@acrocorp.com.

Thank you for your time and consideration.

Si

R
Division President
Acro Service Corporation
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Acro Service Corporation {Acro) is pleased to submit this proposal in response to the State of
Nebraska’s (the State’s) Request for Proposal (RFP) issued through the Nebraska State Purchasing
Bureau to satisfy the following requirements:

1.

2.
3.
4,

Replacement of the current agency developed software; Nebraska Aging Management
Information System (NAMIS);

Case management and services for aged and disabled clients;

Information & referral database for employee and public use; and

(Optional} Ombudsman Access database utilized by the State Long-Term Care
Ombudsman.

Acro has in-depth knowledge and more than two decades of
experience in providing and managing custom built IT solutions
to many government clients including but not limited to the
states of Michigan, New Mexico, Indiana, Idaho, Nevada,
Alabama, Florida, and others. We have fully reviewed and
thoroughly understand the requirements stated in the State’s

RFP.

As shown in this proposal, Acro has been reliably .

providing the services and systems and will continue to meet .
and exceed the State’s RFP requirements.

We are very excited about this opportunity because we are one of the nation’s leading IT solutions
provider and have a long, proven track record of providing case management solutions to the
State of Michigan, State of New Mexico, other state governments and Fortune 500 clients.

The Acro Advantage

Acro is uniquely qualified to serve the State best in providing the services required in this RFP,
Specifically, Acro’s unique value propositions to the State are:

Acro is the State of Michigan’s current vendor for AIS development and maintenance and
has been providing the services similar to those defined in the State's RFP, for the past
nine years with very high customer satisfaction,

Substantial prior and ongoing experience in delivering directly similar services for other
customers flawlessly and economically

More than 20 years of experience in the design and development of both web-based and
Windows-based systems

Proven track record in developing and supporting leading edge technolegies such as mobile
computing and cloud solutions

Availability of a large pool of qualified technical staff

Demonstrated and referenceable track record of quality delivery

Competitive pricing

Continued growth and profitability for 36 years of being in business

Software Development and Maintenance Center in Michigan

Acro has a fully equipped software development and maintenance/support center in Livonia,
Michigan, providing application development, enhancement, hosting, support and management
services.

Acro’s project delivery models focus on:
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« Working closely with the State’s management and Subject Matter Experts (SMEs) to
thoroughly understand the NAMIS application’s functional and business objectives and to
collaborate effectively on the development, enhancement and maintenance activities.

« Continuously enhancing the value to the State by creating solutions that provide avenues
for active participation and feedback to reduce risks and increase user satisfaction levels.

Acro’s service offerings, which have matured over time and repeated delivery, aim at providing
exceptional value to its clients.

Experience with Aging Information System Services

Acro has been hosting, enhancing, maintaining and supporting the State of Michigan’'s Aging
Information System (AIS) software and hardware over the last nine years and is thoroughly
familiar with the Aging and Adult Services domain, State’s AIS suite, and the involved
stakeholders (both State and Area Agencies).

During the execution of the current contract Acro has maintained a very high level of service and

customer satisfaction as expressed in several instances by AASA staff. During this period, Acro

has ensured that the AIS applications and the data have not been compromised, given the highly

sensitive nature of the Personally Identifiable Information (PII) data stored in the AIS database.

Acro has proactively and in conjunction with the State implemented several measures to increase

the security of the AIS applications and websites, to improve the performance of these
applications.

When the contract was awarded to Acro nine years ago,
the Acro team successfully transitioned the work from the

. prior vendor with minimal disruption to the users. Since

then Acro has provided the following major deliverables in

addition to being responsible for the hosting, support and
maintenance activities:

. s Performed hardware and software refreshes
Maintained and enhanced NAPIS meodule to conform to
changing state and federal requirements. Developed new

applications for emerging requirements and value added services, all in adherence and

compliances with State’s standards and policies

o Developed and implemented comprehensive ADRC module as part of AIS as it is
became a federal requirement.

o Financial Information Reporting System Technology (FIRST) application to
automate the state and federal financial information tracking and reporting. Area
Agency on Aging (AAA) grant letters are electronically generated and stored in AIS
and the Area Agency on Aging and Volunteer programs and submit all the Financial
Status Report {(FSR) in system for approval by Aging and Adult Services Agency
(AASA) field representatives.

o Annual & Multi-Year Planning System (AMPS) application for the AAA to document
and submit the annual and multi-year implementation plan for the approval of AASA
field representative and the commission.

o Nutrition management application helps AASA to capture the distribution of coupon
books to client by Lead Agencies, scan coupons submitted by market masters,
registration of markets and generating the payment vouchers for markets based on
coupons scanned.

o Area Agency onh Aging Assessment Guide application for the AAA to submit their
assessment reports to the AASA field representative for approval.
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o Volunteer Annual Funding Agreement application for the volunteer programs (RSVP,
SCP, and FGP) to submit their annual and multi-year budget to the AASA program
managers for approval.
o Secure File Drop application for the AAA and other vendors to transfer files securely
to the AASA, The files are encrypted and stored for additional security.
o Project Document Library application to encrypt and store all the documents and
also provide feature for AASA to transfer file to AAA and vendor users securely.
o E-Learning application for providers, vendor users, case managers, etc. to register
online and complete the mandatory training course(s) required by the AASA.
« Enhanced the applications to meet several State, Legislative and Federal mandates and
reporting requirements
« Implemented a security architecture for the suite of applications
o For both-data-at rest and data-in-motion
« Implemented a Disaster Recovery and remote backup solution
o Conducted periodic Disaster Recovery drills

Other Relevant Experience

In addition to supporting AIS applications for State of Michigan AASA over the last nine years,
Acro’s experience with application development spans over 20 years, with many custom
development projects, COTS product development and deployments, and SaaS deliveries
involving diverse technology platforms and of various sizes. These projects include, hut are not
limited to the following:

» Development of Acro’s proprietary cloud-based Case
Management System (ACAMS), incorporating the
features existing in the Michigan AIS system. ACAMS
manages various aspects of gathering, managing and
reporting of services in the Health and Human Services
domain. ACAMS is a Microsoft.NET based medular
system that adheres to industry standards and
protocols — such as HIPAA/HITECH compliance and
integration using HL7 and secured Web Services.

s Delivery of a web-based and Java-based SACWIS compliant application called SARA
(Screening, Admissions and Releases Application) to Child, Youth and Family Department of
the State of New Mexico. This was developed from the ground up to replace an old mainframe
based application with no web interface.

+ Development of a Microsoft.NET cloud-based SaaS (Software as a Service), XRM System, to
administer the process of staff augmentation which is now in operation at over 40 leading
organizations.

¢ Development of a Microsoft.NET cloud-based Manufacturer Hold Inventory Tracking System
(MHITS) for managing information of automobiles that need to be retrofitted after coming off
the assembly line. The system can be accessed using desktop, laptop, mobile browsers as well
as features a mobile and windows app for the client staff to capture vehicle repair information.
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Accreditations

Acro is a CMM Level 3 certified, ISO 9001:2008 registered, minority owned and operated
company certified by Michigan Minority Supplier Development Corporation (MMSDC) and a
Corporate Plus® member of the National Minority Supplier Development Council (NMSDC).

Acro has a 36-year history of providing IT services and IT staffing solutions to some of the world’s
leading organizations including government entities like NASA, State of Michigan, State of New
Mexico, State of New Jersey, State of Idaho, State of Nevada, State of Alabama, and many state
and local governments, as well as Fortune 500 companies. Over 3,500 Acro professionals service
a diverse client base across the United States. Acro has a flawless, 35-year record of growth,
primarily through organic means, and has never posted a loss, which is a testament to its focus
on customer satisfaction and service,

Acro is a Microsoft Silver Certified Partner and an Oracle Certified Partner, which enables
it to access detailed technical support, knowledge base and product details.

As a leading provider of IT solutions, Acro understands what it takes to create the very best
customized web-based applications for our clients, Qur years of experience have taught us that
outstanding, cost-effective IT Solutions are the result of three key processes. First, develop a
thorough understanding of the client’s needs. Second, tailor all aspects of the client’s solution(s)
to meet and exceed those requirements. Third, use pre-defined frameworks and software
development patterns to speed up the development process in a cost-effective manner. We
strongly believe this development approach to client requirements is the best method to attain
optimal results for the State.

In conclusion, we are confident that if awarded the contract under this RFP, Acro will be able to
implement the Aging Information System Services for the State Unit on Aging with service levels
that meet and exceed the State’s requirements and will do so within the State’s budget and
expected timeline.
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The Corporate Overview section of the Technical Proposal should consist of the following subdivisions:

State o1

BIDDER IDENTIFICATION AND INFORMATION
The bidder should provide the full company or corporate name, address of the company's headquarters, entity
organization (corporation, partnership, proprietorship), state in which the bidder is incorporated or otherwise
organized to do business, year in which the bidder first organized to do business and whether the name and form
of organization has changed since first organized.

FINANCIAL STATEMENTS
The bidder should provide financial statements applicable to the firm. If publicly held, the bidder should provide a
copy of the corporation’s most recent audited financial reports and statements, and the name, address, and
telephone number of the fiscally responsible representative of the bidder's financial or banking organization.

If the bidder is not a publicly held corporation, either the reports and statements required of a publicly held
corporation, or a description of the organization, including size, longevity, client base, areas of specialization and
expertise, and any other pertinent information, should be submitted in such a manner that proposal evaluators may
reasonably formulate a determination about the stability and financial strength of the organization. Additionally, a
nen-publicly held firm should provide a banking reference.

The bidder must disclose any and all judgments, pending or expected litigation, or other real or potential financial
reversals, which might materially affect the viability or stability of the organization, or state that ne such condition is
known to exist.

The State may elect to use a third party to conduct credit checks as part of the corporate overview evaluation.

CHANGE OF CWNERSHIP
If any change in ownership or control of the company is anticipated during the twelve (12) months following the
proposal due date, the bidder should describe the circumstances of such change and indicate when the change will
likely occur. Any change of ownership to an awarded vendor(s) will require notification to the State.

OFFICE LOCATION
The bidders office location responsible for performance pursuant to an award of a contract with the State of
Nebraska should be identified.

RELATIONSHIPS WITH THE STATE
The bidder should describe any dealings with the State over the previous ten (10} years. If the organization, its
predecessor, or any Party named in the bidder's proposal response has contracted with the State, the bidder should
idenfify the contract number{s) and/or any other information available to identify such contract{s). If no such
contracts exist, so declare.

BIDDER'S EMPLOYEE RELATIONS TO STATE
If any Party named in the bidder's proposal response is or was an employee of the State within the past twenty-four
(24) months, identify the individual(s) by name, State agency with whom employed, job title or position held with the
State, and separation date. If no such relationship exists or has existed, so declare.

If any employee of any agency of the State of Nebraska is employed by the bidder or is a Subcontractor to the
bidder, as of the due date for proposal submission, identify all such persons by name, position held with the bidder,
and position held with the State (including job title and agency). Describe the responsibilities of such persons within
the proposing organization. If, after review of this information by the State, it is determined that a conflict of interest
exists or may exist, the bidder may be disqualified from further consideration in this proposal. If no such relationship
exists, so declare.

CONTRACT PERFORMANCE
If the bidder or any proposed subcontractor has had a contract terminated for default during the past ten (10) years,
all such instances must be described as required below. Termination for default is defined as a notice to stop
performance delivery due to the bidder's non-performance or poor performance, and the issue was either not
litigated due to inaction on the part of the bidder or litigated and such litigation determined the bidder to be in default.
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commence work on the contract until the insurance is in place. If Contractor subcontracts any portion of the Contract
the Contractor must, throughout the term of the contract, either:

1. Provide equivalent insurance for each subcontractor and provide a CO! verifying the coverage for
the subcontractor;

2. Require each subcontractor to have equivalent insurance and provide written notice to the State that
the Contractor has verified that each subcontractor has the required coverage; or,

a Provide the State with copies of each subcontractor's Certificate of Insurance evidencing the

required coverage.

The Cantractor shall not allow any Subcontractor to commence work until the Subcontractor has equivalent
insurance. The failure of the State to require a COl, or the failure of the Contractor to provide a COI or require
subcontractor insurance shall not limit, relieve, or decrease the liability of the Contractor hereunder.

In the event that any policy written on a claims-made basis terminates or is canceled during the term of the contract
or within five {8) years of termination or expiration of the contract, the contractor shall abtain an extended discovery
or reporting period, ar a new insurance policy, providing coverage required by this contract for the term of the
contract and five (5) years following termination or expiration of the contract.

¥ by the terms of any insurance a mandatory deductible is required, or if the Contractor elects to increase the
mandatory deductible amount, the Contractor shall be responsible for payment of the amount of the deductible in
the event of a paid claim.

Netwithstanding any other clause in this Contract, the State may recover up fo the liability limits of the insurance
policies required herein.

1. WORKERS’' COMPENSATION INSURANCE

The Contractor shall take out and maintain during the life of this contract the statutory Workers'
Compensation and Employer's Liability Insurance for all of the contactors’ employees to be engaged in
work on the project under this contract and, in case any such work is sublet, the Contractor shall require
the Subcontractor similarly to provide Worker's Compensation and Employer's Liability Insurance for all of
the Subcontractor's employees to be engaged in such work. This policy shall be written to meet the
statutory requirements for the state in which the wark is to be performed, including Occupational Disease.
The policy shall include a waiver of subrogation in favor of the State. The COI shall contain the
mandatory COl subrogation waiver language found hereinafter. The amounts of such insurance shall
not be less than the limits stated hereinafter. For employees working in the State of Nebraska, the policy
must be written by an entity authorized by the State of Nebraska Department of Insurance to write Workers'
Compensation and Employer’s Liability Insurance for Nebraska employees.

2. COMMERCIAL GENERAL LIABILITY INSURANCE AND COMMERCIAL AUTOMOBILE
LIABILITY INSURANCE

The Contractor shall take out and maintain during the life of this contract such Commercial General Liability
Insurance and Commercial Automobile Liability Insurance as shall protecl Contractor and any
Suhcontractor performing work covered by this cantract from claims for damages for bodily injury, including
death, as well as from claims for property damage, which may arise from operations under this contract,
whether such operation be by the Contractor or by any Subcontractor or by anyone directly or indirectly
employed by either of them, and the amounts of such insurance shall not be less than limits stated
hereinafter.

The Commercial General Liability Insurance shall be written on an occurrence basis, and provide
Premises/Operations, Products/Completed Operations, Independent Contractors, Perscnal Injury, and
Contractual Liability coverage. The policy shall include the State, and others as required by the
contract documents, as Additional Insured(s). This policy shall be primary, and any insurance or
self-insurance carried by the State shall be considered secondary and non-contributory. The COI
shall contain the mandatory CCIl liability waiver language found hereinafter. The Commercial
Automobile Liability Insurance shall be written 1o cover all Owned, Non-owned, and Hired vehicles.
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The bidder should provide the following information in response to this RFP.

PROJECT OVERVIEW

The Nebraska Department of Health and Human Services is soliciting bids for an Aging Information System
Software Solution addressing the client services, care and case management, funding splits, administration
requirements, and federal reporting requirements. This project will be funded with a combination of federal and state
funds. The State requires a bidder hosted solution for the following:

1.

ol o o

Replacement of the current agency developed software; Nebraska Aging Management Information
System (NAMIS);

Case management and services for aged and disabled clients;

Information & referral database for employee and public use; and

(Optional) Cmbudsman Access database utilized by the State Long-Term Care Ombudsman.

' man Services organizational structure is provided online:

5. The State Unit on Aging (SUA) is located within the Division of Medicaid and Long-Term Care.

a.

The Nebraska SUA ensures that Nebraska's elders have access to the supportive services necessary to
live with dignity, security, and independence. Funded by the Clder Americans Act (OAA) competitive
Federal grants, the Nebraska Community Aging Services Act and the Nebraska Department of Health and
Human Services, the SUA has broad responsibilities for addressing the concerns of aging Nebraskans.
Headed by an Administrator and guided by a twelve-person, governor-appointed advisory committee, the
SUA is responsible for the planning, development, and administration of programs as cutlined in the OAA,
In doing so, the SUA administers OAA programs for supportive services (in-home services, access
services), legal services (fraud prevention, financial advice), and nutrition services (home delivered meals,
congregate meals, education, counseling). It also administers programs that provide senior community
employment, legal services, and respite care for caregivers. In accordance with the OAA, the SUA
developed a four (4) year State Plan on Aging. The current version can be found online at:

For more information please visit the SUA’s website located at:

SUA issues grants and subawards of state and federal funds to the eight Area Agencies on Aging (AAA),
and a handful of non-profits, in Nebraska to support local programs and services. With the assistance of
community partners and advisory groups, each AAA determines needs and develops a plan to provide an
appropriate array of services for its aging population. The SUA works closely with the aging network to
provide these services. Partners include Nebraska's AAA, senicr centers, Medicaid, the State Long-Term
Care Ombudsman, the Office of the Public Guardian, and many others who provide services to older
adults. Federal reports regarding units of service and funds expended are produced based on these funds
and programs.,

In 2016, the SUA and AAAs implemented three Aging and Disability Resource Center (ADRC)
demonstration projects. This was an expansion of collaborative efforts with the disability network. The
ADRC became permanent in 2018. The ADRC is part of a No Wrong Door (NWD) model. An ADRC service
directory was launched in September, 2015. hitp:/nebraska.networkofcare.org/aging/
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i. A referral dashboard is used by Options Counselors with the Information & Referral database
through the Trilogy's Network of Care ™.

d. The OAA promotes the well-being of older individuals by providing services and programs designed to
help them live independently in their homes and communities.

ii. At the Federal level, the Administration for Community Living, Administration on Aging
(ACL/A0A), awards funds for nutrition and supportive home and community-based services to 56
SUAs, 629 AAAs, 244 Tribal organizations, and 2 Native Hawaiian eorganizations. In addition,
funds are awarded for disease prevention/health promotion services, elder rights programs {long-
term care ombudsman program, legal services, and elder abuse prevention efforts), the Nationat
Family Caregiver Support Program (NFCSP) and the Native American Caregiver Supporl
Program (NACSP).

ii. Nebraska receives federal formula grants, awarded through the QAA: Title |II-B, [1I-C, [II-D, II\-E,
Title VII, and Title V. Nebraska also receives Title V funding through a federal grant through the
US Department of Labor, Senior Community Services Employment Program (SCSEF).

iv. OAA funding for programs is allocated to each State based primarily on the number of persons
60 years of age and over (70 years of age and older for the NFCSP) in the state.

e. Nebraska funds a separate care management service through legislative appropriation. This program has
similar, but more stringent and detailed, reporting requirements than the OAA case management service.

f. Nebraska funds programs through the Community Aging Services Act {CASA). This funding is used to
supplement OAA programs.

g. In Nebraska, the SUA grants funds to the AAA designated for each Planning and Service Area (PSA). The
AAA determines the needs of older persons in the PSA and works to address those needs through the
funding of local services and through advocacy. The ACL/AcA grants funds directly to Federally
Recognized Trlbal Ol____:__.x:.._._ hmmemad mm bl mt i Tl ml aldininn ailnm mvm BN asmmen o~ - '-lnd older
See AAA map online

i Services In all 93 counties:

a) In home services to more than 35,000 seniors,
b) Caregiver services,
c) Programs at about 200 Senior Centers,
d} Provide more than 1,500,000 congregate and home delivered meals,
e} Provide 60,000 hours of care/case management 1o older adults,
f Provide 150,000 one-way trips transportation and assisted transportation services,
g) Support more than 325,000 Information and Assistance inquiries, and
h) Provide more than 9,000 emergency response client months in a year.
ii. Structure:
a) North East Nebraska AAA,
b) South Central Nebraska AAA,
c) Midland AAA,
d) Blue Rivers AAA,
e} West Central Nebraska AAA,
f) Aging Office of Western Nebraska,
g} Lincotn AAA, dba Aging Partners (acronym is LAAA or AP), in Lincoln, is run by the

City of Lincoln;
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h) Eastern Nebraska Area Agency on Aging (ENOA), in Omaha, is part of Eastern
Nebraska Health Services Agency (ENHSA).

h. AAAs submit two, three, or four year area program plans and an annual budget to the SUA.

i SUA Staff review program content, descriptions, & budgets. Approvals and subawards are
issued by the SUA to each AAA for programs funded through Federal and Siate funds.

ii. Funding oversight by the State of the AAAs is a combination of Federal and State
appropriations. A funding formula is applied to Federa! and State funds, based on QAA
guidelines and priorities. The basics include; persons over 60 and over 75, incorporating
Poverty, and Minority statistics by service area.

fii. Local funding includes a wide variety of City, County, Nebraska Department of
Transportation Medicaid Waiver, grants, and tocal donations,

iv. Nebraska offers services through the AAA hitp:/inebaaaa.org/, and DHHS, Medicaid & Long-
Term Care, Medicaid Waiver hitp://dhhs.ne.gov/medicaid/Pages/medicaid_index.aspx

i. The Aging State Plan, Benefits Resource Guide, and Nebraska Senior Center list is located online at

hitp://dhhs.ne.govimedicaid/Aging/Pages/HelpfulDocsVids.aspx

j.  The State Service Taxonomy, Aging regulations, and NSIP Reporting forms are located online at
hitp.//dhhs.ne.govimedicaid/aging/pages/Resources.aspx.

k. The AAA’s Area Plans are located online at hitp://dhhs.ne.gov/medicaid/Aging/Pages/Financial-Program-
Data.aspx

6. The State Long-Term Care Ombudsman serves clients living in congregate settings, including nursing homes,
aceictad fuinn uataran'e hamae and eimilar arviyp home settings. More information can be found online at:

PROJECT ENVIRONMENT

Nebraska covers two time zones. All times of availability described within the proposal must be provided for Central
Time {CT} and Mountain Time {MT). Core hours of operation are 8am-5pm CT.

The State is soliciting bids for software fo meet the needs of the SUA, the AAA, and a public service directory,
The service component environments are as follows:

1. The SUA utilizes software (NAMIS) built by DHHS staff in the 1930s. The platform is Microsoft Visual
Basic 6. Microsoft Visual Basic 6 is no longer supported. Staff with historical background and
experience are no longer on the team supporting this software. NAMIS is utilized by each of the 8
AAAs, and the SUA. The software provides reporting of service units and program costs to fulfil the
federal reporting requirements.

a. All of the AAAs utilize NAMIS. Six use it exclusively, All in-house Microsoft Excel
spreadsheets are utilized to track clients and services.
b. ENQA (Omaha area) utilizes Mediware® for home delivered meal routing. Duplicate entry is

made into NAMIS to meet state reporling requirements. ENOA uses NAMIS for all other
program activities.

c. Aging Partners (Lincoln area) utilize Mediware® for most case and care management
activities. Duplicate entry is made into NAMIS to meet state reporting requirements. Aging

Partners is currently using the SAMS (case management) and Information & Referral
modules.
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2. The State Long-Term Ombudsman utilizes a Microsoft Access database, developed in-house, for
Ombudsman pregram tracking. The State is looking into an Optional Long-Term Ombudsman
Database, please see Attachment C.

3. AAAs are Medicaid Waiver service providers. The Nebraska Division of Medicaid and Long-Term
Care oversees the Medicaid Home and Community Based Waiver program. Staff currently utilizes a
public assistance system.

4, Trilogy’s Network of Care product has a public component and an internal staff component. The public

ramnanant e o waheita  far the  ADRC/NWD  pilot  project. The address is:

The SUA provides content input, approves updates, and

isite. Two of the website features include an online personal

health record and an online provider service directory. Any member of the public with an email address

can create a personal health record using the Trilogy Network of Care Scftware. It allows a person to
securely store health history, patient preferences, and upload important documents.

The public service directory provides a list of approximately 1,500 agencies and programs organized
following Alliance of Information and Referral Systems (AIRS) taxonomy. An agency listing includes hours
of operation, contact information {phone number, email, website, etc.), address, services provided, target
populations, and a brief description of the agency or program. The State fs responsible for managing the
content, and receives Microsofl Excel workbooks with a “database dump” for easy checking. There is also
a public feedback option that allows any member of the public to make an addition or edit suggestion to
be reviewed by the State and approved or denied,

The internal staff component is tied 1o the public service directory. It is an internal dashboard that allows
ADRC/NWD staff members to record Information & Referral (J&R) and Options Counseling client contacts,
Referrals are made and tracked using the same service directory database that the public website utilizes.

SCOPE OF WORK REQUIREMENTS

Nebraska is soliciting bids for an Aging Information System Software Solution addressing the client services, care
and case management, funding splits, administration requirements, and federal reporting requirements.

’ v

1. FUNCTIONAL REQUIREMENTS
The proposed System must meet the Business Requirements per Alachments B.

The system will comply with State and Federal requirements, including but not limited to the Older
Americans Act, Nebraska Revised Statutes 68-1107, 68-1111 to 68-1119; 81-2201 to 81-2228, 81-2229-
2235, 2237 - 2263, and Nebraska Administrative Code, Title 15, . Significant changes that are required in
order to comply with new regulations will be addressed through the change control process identified in
this RFP. Smaller changes will be considered to be part of the Operations and Maintenance responsibilities
of the contractor. Any applicable requirements that are published and publicly available at the time of
proposal submission, including requirements with a future effective date {albeit within the contract term)
will be considered included in the contract scope and the State will not agree to any additional charges or
costs to comply with these requirements.

2. SYSTEM USERS
The solution must allow for 150 to 250 users across the, SUA, IS&T team, and AAA teams to access the
current system without negatively impacting performance.

3. SYSTEM PRIVACY
The solution must comport with all applicable laws and regulations regarding privacy, including but not
limited to the Health Insurance Portability and Accountability Act (HIPAA), and the provisions contained in
the Business Associate Agreement Provisions — Attachment

in the provision of any service under this contract, the Contractor must comply with all applicable law,

including but not limited to federal and state: statutes, rules and regulations, and guidance documents.
Compliance includes, but is not limited to:
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1. PROJECT PLANNING (1.0}

The Statc requires that each bidder has established project management processes and has integrated these into its organizational
culture and projects of similar scope and size. Proven methodologies and standards, used to control all project activities, are
crucial to the success of this project. The Statc is not dictating & specific methodology or approach; it prefers that the bidder
use an approach that has proved successful in the past. However, DHHS reserves the right to mandate the approach be revised
il 1t does not result in the complction of timely aud quality project deliverables, or it affects the project’s success.

a. DRAFT PROJECT WORK PLAN (submitted with proposal) (1.1}
Integral to the success of the project is a solid project plan and the management of that plan. The
bidder shall prepare a Draft Project Work Plan to be submitted with its Proposal. The bidder shall
develop a viable Project Plan that meets contractual requirements and timelines with the timing
necessary for successful pre-implementation activities.

b. DETAILED PRQJECT WORK PLAN (1.2)
Within two (2} weeks from the contract start date, the contractor will develop a Detailed Project
Work Plan that includes a schedule and Gantt chart (for all project tasks, subtasks, and activities),
milestones, and Detailed Project Work Plan deliverables. Resources from the contractor and the
number and type of DHHS staff needed must be included for all tasks, subtasks, and activities
that exist as line items within the Detailed Project Work Plan. The contractor's Project Work Plan
will alsc maintain the felltowing date-sensitive infermation:

iv. QOriginally scheduled Start and End dates for all tasks, subtasks, and activities (including
milestones and deliverables)

V. Anticipated Start dates for tasks, subtasks, and activities, if schedule fluctuation has
occurred

vi. Anticipated End dates for tasks, subtasks, and activities, if schedule fluctuation has
occurred

vii. Task Durations

viii. Actual Start dates for all current and completed tasks, subtasks, and activities

ix, Actual End dates for all completed tasks, subtasks, and activities

X. Descriptions of projects tasks

The contractor will collaborate with the DHHS Project Leader to maintain an integrated Detailed
Project Work Plan for all project related activities on an ongoing basis and identify issues that
affect deadlines. The contractor shall update the Detailed Project Work Plan as needed and
submit an updated Detailed Project Work Plan to DHHS on at least a monthly basis.

c. TESTING METHODOLOGY ({1.3)
The contractor must present methods for developing and maintaining test scenarios, test sets,
test cases, and test steps. Testing Methodologies must also address the contractor's approach
to documenting test procedures and test results.

d. PROJECT CONTROL DOCUMENTS {1.4)
Within two (2} weeks from the contract start date, the contractor shafl submit plans for the project,
including:

i. Risk Management and Resolution Plan (1.4)
This provides a description of the tasks and activities that will be performed as part of
the contractor's Risk Management Plan. At a minimum it shall include the following:

a) Preliminary Risk Assessment
b} A description of the most significant project risks and a description of
proposed mitigation strategies for each risk. This assessment also



includes a description of the impact associated with any identified potential

failures.
c) Ongoing Risk Identification Plan
d) A description of the contractor's ongoing approach to the identification of

potential risks, tracking of potential risks, and provision of information to
CHHS that supports the monitoring of risk across the project.

e) Risk Response Plan

fi A description of the contractor's ongoing approach to the determination of
actions necessary to reduce threats and enhance the Project's activities.
Where applicable, contingency plans for various risks should be
documented and contingency plan triggers should be identified,

i Issue Management and Resolution Plan (1.4}
The plan presents a description of the contractor's standard process for resolution of
preblems identified and reporled by the contractor and DHHS staff. This description
must include the contractor’s plan for ensuring that issues, requests, and decisions are
recognized, agreed upon, assigned to an owner, incorporated to an issue log,
monitored, documented, and managed.

il Organizational Change Management Plan {1.4)
This section presents a description of the contractor's Organizational Change
Management Plan. The contractor must work with DHHS to develop an Organizational
Change Management Plan that establishes the method and approach to organizational
change management, including organizatiocnal change management roles and
responsibilities, processes, and methods necessary for communicating and managing
organizational change during the life of the Project.

iv. Work Management Plan {1.4)
This part of the plan is for ongoing management of the Detailed Project Work Plan. At
a minimum, this includes information on frequency of updates, a description of how
schedule-related issues will be addressed, and a strategy for integrating elements of the
Work Plan with Issue Management, Status Reports, and other related project
management deliverables.

V. Change Control Documents (1.4)

Change Control Process

The contractor must work with DHHS to establish a change control process. Change
control is the formal process for identifying changes that arise in the natural flow of the
project (but do not impact scope, deliverables, or budget) and determining the
disposition of the requested change or correction. The Change Control Process will
span the entire project life cycle and incorporate a formal change request process,
including formal DHHS review and approval.

Control Request will:

a) Provide a clear description of what is included from each change request.

b) Delineate impacts to the project’'s schedule.

c) Require successful completion of testing before the implementation
stages.

d) Incorporate multiple levels of priority for change requests {(e.g., critical,
must-have, desired, etc.).

e) Support the Change Control Process by estimating impacts, investigating

solutions, identifying alternatives, inputting appropriate information into the
Project tracking tools, participating in the decision-making process, and
implementing the agreed-upaon solution.

Change Control Tracking System
The contractor must provide a change control tracking system that provides the following
minimum requirements:

a) The means to control and monitor change requests
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b) A process for reporling the status of all change reguests

c) The ability for DHHS to set and change priorities on individua'! change
requests

d) A method for DHHS fo determine the estimated and actual hours allocated
to each change request and the personnel assigned to each request

e) A method to schedule a completion date provided by DHHS for each

change request

e. Status Reporting Plan {1.5)

The protocol for submittal of Status Reports, including the format and media for submittal and the
procedure(s) for submittal. Key information for these reports includes: summary of recent
accomplishments; identification of, resolution plans, and documentation for critical issues and
risks (from issue and risk management tools}); activities planned for the next reporting period; and
a summary of the project's progress according to the schedule, budget, and task list. Schedule
monitoring will include identification of any project schedule variance that has occurred. The
contractor shall submit a formal month-end Status Report in a format approved by DHHS.

f. Project and Status Meetings Protocol (1.5)

This is the protacol for project Status Meetings. Status Meetings will be scheduled every week.
The contractor's project management team, DHHS's Project Lead, and other key staff will attend
the Status Meetings. Meetings will follow a standard pre-set agenda jointly prepared by the
contractor and the DHHS Project Lead. The meeting agenda will be distributed twenty-four (24)
hours before the scheduled meeting. The agenda should be flexible to allow discussion of other
issues or concerns, The contractor must create written meeting records, in an agreed format, for
the DHHS Project Lead. All meeting records and related documents will be stored in electronic
format within the Electronic Project Library (EPL) (to include an index of meeting records).

g. Electronic Project Library {EPL) (1.6)

The contractor is required fo use SharePoint to serve as a foundation for documenting
contractor's efforts an this praject and also acts as a repositary to retain, share, and track critical
project information. The EPL will include both current and historical versions of the Detailed
Praject Wark Plan as well as all other project documents. The EPL will be maintained and remain
accessible to both DHHS and the contractor's project teams throughaout the life of the contract
including all renewals and extensions. All project staff wili be given appropriate folder-level and
file-level access and restrictions according to standards agreed upon between the contractor and
DHHS, The contractor will provide a description of the security measures that will be put in place
to ensure that only authorized personnel have access to the EPL. As appropriate, all materials
in the EPL will be indexed for easy retrieval. Contractor's designated documents and files will be
maintained as part of the EPL.

h. Security Plan {1.7)
The bidder shall describe how the proposed System shall provide application controls to prevent
unauthorized use, maintain system process controls, and log all transactions. In addition, the
proposed System shall provide security to limit availability to application functionality, software
screens, data records, data elements, and data element values where appropriate.

If the contractor hosts the solutions, the contractor shall develop a Security Plan and document
the contractor's plan to prevent unauthorized use and disclosure of sensitive and confidential
data. The Security Plan shall include administrative, physical and technical safeguards. The plan
must also confarm to State and federal laws and regulations. The State must initially approve the
Security Plan, and will, from time to time, conduct audits of the Security Plan. The contractor will
provide full cooperation during those audits.

i. Business Continuity/Disaster Recovery (1.8}
The contractor must develop a Business Continuity Plan which includes the following:

i. Identification of the core business processes
il For each core business process:

a) Identification of potential system failures for the process,
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determined in the Detailed
Work Plan
7.3 Video sessions Due dates to be
determined in the Detailed
Work Plan
7.4 Training Manuals Due dates to be
determined in the Detailed
Work Plan
8.1 8.0 System Implementation Plan Due dates to be
determined in the Detailed
Implementation Work Plan
8.2 Problem Resoluticn Plan Due dates to be
determined in the Detailed
Work Plan
83 Final Readiness Assessment Due dates to be
determined in the Detailed
Work Plan
8.4 Documentation Due dates to be
determined in the Detailed
Work Plan
8.5 System Go-Live Due dates to be
determined in the Detaited
Work Plan
1. DESIGN {3.0)
As necessary to meet the requirements of this contract, the contractor will conduct design sessions, Joint
Application Development (JAD) sessions, business rules sessions, and workflow sessions to develop the
Design requirements. Prior to each session, the contractor shall develop/update proposed preliminary
designs to the extent that it is possible and present it at the session.
a. The contractor shall evaluate the detailed design and test requirements considering:
i, Traceability to the requirements of the software item
ii. Consistency with architecture
jil. Feasibility of testing
iv. Feasibility of operation and maintenance
b. Detailed System Design Document {DSDD) (3.1)
The DSDD shall be approved by DHHS. The DSDD must be updated to reflect changes identified
through the DDI phase. Updated sections must be provided to DHHS for review and written approval
within ten {10} days of a systemn change.
c. Testing Plan {3.2}
The contractor shall also define and document test requirements and a schedule for testing software
units. Testing requirements shall include any compliance testing with the industry standards and
regulations.
2. DEVELOPMENT, INTERFACES, AND INTEGRATION (4.0)
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i Software Development Plan (4.1)
If needed, the contractor shall create the Software Development Plan, which shall
describe the contractor's methods and process for using a systematic, documented
approach for all software development activities and the environment.

fii. Development/Customization (4.2}
If needed the contractor shall complete any customization development.

iiii. Software Development Summary Report (4.3}
If needed, the contractor shall provide to DHHS a Software Development Summary
Report (4.2) during the Development work as requested. The reporl must contain, at a

minfmum:
a) Major products developed, delivered, or updated
b} Identification of all issues that have arisen and resolutions {identification
of issues/risks that may impact the next phase)
b. INTERFACES

Two AAAs use Mediware SAMS product. The proposed system must electronically interface
client and service information with Mediware SAMS product. The proposed system must interface
at least four times per day.

The proposed System must also support functionality to extract a file in a standard file format (i.e.
xls, .cvs, etc). Appendix A-1 & 2 reflects software in production.

i. Schedule of interface development efforts (4.4)
Develop a master schedule of interface development eftorts (4.4) that is integrated with
the Detailed Project Work Plan.

iif. Interface Environment Setup (4.5)
The Contracter is responsible for ensuring that a stable and accessible interface testing
environment is available by an agreed upon date.

fii. Interface Development and Testing (4.6)
The contractor shall be responsible for developing all the necessary interfaces. This
includes interface design, development, validation, testing, and documentation. DHHS
will coordinate any required interactions with other parties who will need to modify their
systems to use these inbound and outbound interface datasets.

The contractor shall be responsible for developing interface standards for any electronic
interfaces into the proposed System. The contractor shall alsc assist the electronic interfaces into
the proposed Systemn by providing consulting suppor and assistance with testing at no additional
cost to the State.

3. DATA CONVERSION (5.0)

The contractor shall have responsibility for converting client demographic data from the NAMIS and ADRC
referral dashboard systems inte the proposed Systemn. The contractor will work with DHHS to obtain data
conversion files containing the data elements in the format and the agreed-to timeframe necessary to
support testing, conversion, and overall project plan.

a. DATA CONVERSION PLAN AND GUIDE (5.1)
The contractor shall lead interactive conversion strategy sessicns with DHHS and other
stakeholders to develop a Data Conversion Plan that addresses all components of the data
conversion phases to include but not be limited to: development of conversion rules and process
{Conversation Guide (5.2)) such as data element mapping crosswalks, data cleansing, data
synchronization for initial and interim conversion activities leading up to the final data conversion,
and frequency of interim conversion events and final conversion execution.

'
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6. IMPLEMENTATION (B.0)

a. SYSTEM IMPLEMENTATION PLAN (8.1}
The Contractor shall develop a System !mplementation Plan that includes, but not limited to:

i Activities needed immediately prior to implementation
fii. Staffing requirements

ili. Communication activities
iv. Plan for completion of knowledge transfer
V. Checklists of work to be performed and/or outputs to be produced on the first day and
at the end of the first week, month, quarter, and year of operation
vi. Rollback plan to include in detail what will be done if the implementation dees not
succeed
b. PROBLEM RESOLUTION PLAN (8.2}

The contractor shall establish pracedures for receiving, recording, and tracking preblem reports
and medification requests from users and providing feedback to users. Whenever problems are
encountered, the problems shall be recorded and entered into the problem resolution process.

The contractor and DHHS will develop a mutually agreeable Problem Analysis and Resolution
Plan prior to completion of the system implementation.

c. FINAL READINESS ASSESSMENT (8.3)
The contractor shall create the Final Readiness Assessment to assist in the determination of final
implementation readiness. Written approval of this Assessment constitutes DHHS' decision to
move forward with implementation. At a minimum, the Assessment must address the following:

i An Assessment Summary that includes the analysis completed, risks, and mitigation
associated with implementation and a recommendation for proceeding

i Status of data migration/conversion efforts and its completion

ili. An assurance that Disaster Recovery, where applicable, is documented and ready

iv. Documentation of user acceptance testing approval by DHHS

V. Knowledge transfer sign-off by DHHS

vi. Assurance that all locations, system users, and security profiles have been identified
and set up

vii. Documentation that Help Desk is ready and staffed for deployment

viii. Confirmation that training parlicipants designated in 7.2 {Onsite Train-the-Trainer

session(s)) are available and ready to assist at a central location to be determined at a
later date for initial deployment

Throughout the DDI Phase, the contractor's objective shall be to implement all required system
functionality. The proposed System shall satisfy contractual functional and technical
requirements, and conform to the approved System Implementation Plan.

d. DOCUMENTATION (8.4)
Additionally the contractor must develop and maintain the following documentation:

i. On-line Help (8.4) for all web portal features, functions, and data element fields, as well
as descriptions and resolutions for error messages, using help features including
indexing, searching, tool tips, and context-sensitive help topics.

ii. On-line User Manual (8.4) with a printable version available. The documentation
should include full mock-ups of all screens/windows and provide narratives of the
navigation features for each window/screen.

iti. On-line Reporting Manual {8.4) with a printable version available that includes
descriptions, definitions, and layouts for each standard repert. Include definitions of all
selection criteria parameters and each reporl item/data element, all field calculations
defined in detail, and field and report titles.
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This section documents the requirements that should be met by bidders in preparing the Technical and Cost Proposal.
Bidders should identify the subdivisions of “Praject Description and Scope of Work” clearly in their proposals; failure to do so
may resuftin disqualification. Failure to respond to a specific requirement may be the basis for elimination from consideration
during the State's comparative evaluation.

Proposals are due by the date and time shown in the Schedule of Events. Centent requirements for the Technical and Cost
Proposal are presented separately in the following subdivisions; format and order:

PROPOSAL SUBMISSION

4,

REQUEST FOR PROPOSAL FORM
By signing the "RFP far Contractual Services” form, the bidder guarantees compliance with the provisions
stated in this RFP, agrees to the Terms and Canditions stated in this RFP unless otherwise agreed to, and
certifies bidder maintains a drug free work place environment.

The RFP for Contractual Services form must be signed using an indelible method (not electronically) and
returned per the schedule of events in order o be considered for an award.

Sealed proposals must be received in the State Purchasing Bureau by the date and time of the proposal
opening per the Schedule of Events. No late proposals will be accepted. No electronic, e-mail, fax, voice,
or telephone proposals will be accepted.

It ts the responsibility of the bidder to check the website for all information relevant to this solicitation to
include addenda and/or amendments issued prior to the opening date. Website address is as follows:
hitp://das.nebraska.gov/materiel/purchasing.html

Further, Sections Il through VIl must be completed and returned with the proposal response.

CORPORATE OVERVIEW
The Corporate Overview section of the Technical Proposal should consist of the following subdivisions:

a. BIDDER IDENTIFICATION AND INFORMATION
The bidder should provide the full company or corporate name, address of the company's
headquarters, entity organization (corporation, parinership, proprietorship), state in which the
bidder is incorporated or otherwise organized to do business, year in which the bidder first
organized to do business and whether the name and form of organization has changed since
first organized.

b. FINANCIAL STATEMENTS
The bidder should provide financial statements applicable to the firm. If publicly held, the bidder
should provide a copy of the corporation’s most recent audited financial reports and statements,
and the name, address, and telephone number of the fiscally responsible representative of the
bidder's firancial or banking organization.

If the bidder is not a publicly held corporation, either the reports and statements required of a
publicly held corporation, or a description of the organization, including size, longevity, client
base, areas of specialization and expertise, and any other pertinent information, should be
submitted in such a manner that proposal evaluators may reasonably formulate a determination
about the stability and financial strength of the organization. Additionally, a non-publicly held firm
should provide a banking reference.

The bidder must disclose any and all judgments, pending or expected litigation, or other real or
potential financial reversals, which might materally affect the viability or stability of the
organization, or state that no such condition is known to exist.

The State may elect to use a third party to conduct credit checks as part of the corporate overview
avaluation.
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c. CHANGE OF OWNERSHIP
If any change in ownership or control of the company is anticipated during the twelve (12) months
following the proposal due date, the bidder should describe the circumstances of such change
and indicate when the change will likely accur. Any change of ownership to an awarded vendor(s})
will require notification to the State.

d. OFFICE LOCATION
The bidder's office location responsible for performance pursuant to an award of a contract with
the State of Nebraska should be identified.

e. RELATIONSHIPS WITH THE STATE
The bidder should describe any dealings with the State over the previous ten (10) years. If the
organization, its predecessor, or any Party named in the bidder's proposal response has
contracted with the State, the bidder should identify the contract number({s) and/or any other
information available to identify such contract{s). f no such contracts exist, so declare.

f. BIDDER'S EMPLOYEE RELATIONS TO STATE
If any Party named in the bidder's proposal response is or was an employee of the State within
the past twenty-four (24) months, identify the individual(s) by name, State agency with whom
employed, job title or position held with the State, and separation date. If no such relationship
exists or has existed, so declare.

If any employee of any agency of the State of Nebraska is employed by the bidder or is a
Subcontractor to the bidder, as of the due date for propasal submission, identify all such persons
by name, position held with the bidder, and position held with the State {including job title and
agency). Describe the responsibilities of such persons within the proposing organization. 1f, afler
review of this information by the State, it is determined that a conflict of interest exists or may
exist, the bidder may be disqualified from further consideration in this proposal. If no such
relationship exists, so declare.

g. CONTRACT PERFORMANCE
If the bidder or any proposed subcontractor has had a contract terminated for default during the
past ten (10) years, all such instances must be described as required below. Termination for
default is defined as a notice to stop pertormance delivery due to the bidder's non-performance
or poor performance, and the issue was either not litigated due to inaction on the part of the
bidder or litigated and such litigation determined the bidder to be in default.

1t is mandatory that the bidder submit full details of all termination for default experienced during
the past ten (10) years, including the other Party’s name, address, and telephone number. The
response to this section must present the bidder's position on the matter. The State will evaluate
the facts and will score the bidder's proposal accordingly. f no such termination for default has
been experienced by the bidder in the past ten (10) years, so declare,

If at any time during the past ten (10} years, the bidder has had a contract terminated for
convenience, non-performance, non-allocation of funds, of any other reason, describe fully all
circumstances surrounding such termination, including the name and address of the other
contracting Party.

h. SUMMARY OF BIDDER'S CORPORATE EXPERIENCE
The bidder should provide a summary matrix listing the bidder's previous projects similar to this
RFF in size, scope, and complexity. The State will use no more than three (3) narrative project
descriptions submitted by the bidder during its evaluation of the proposal.

The bidder should address the following:

V. Provide narrative descriptions to highlight the similarities between the bidder's
experience and this RFP. These descriptions should include:

a) The time period of the project;

b} The scheduled and actual completion dates;
c) The Contractor's responsibilities;
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a. Clients
i M @) {0} (© 3rd
Req # Requirement Comply | Core | Custom | Parfy
CLI-1 Describe how software creates a focus on the person receiving the services instead of focus | X X

on the services.




ACRO has a SUA-ACAMS system. In SUA-ACAMS, there is a feature to creates a focus on the person receiving the services
instead of focus on the services.

SUA-ACAMS system has client creation and service enrollment feature. During client creation, system stores following
informations as displayed in Figure:1,
Form Date

Form Date (MM/DD/YYYY)

Personal Identifying Information

Client Type checkboxes for Care Recipient & Caregiver
Intake Date

AAA Client ID /SSN

Date of Birth

First Name

Last Name

Mid Initial

Status

Street Address

Address

State

City

Zip

Zip Plus

Phone Number

Mailing Address(if different)

Address
City
State
Zip

Zip plus
Email

v ammas t wr me







» County of Residence

» Township of Residence

« Gender (Male or Female or Unknown)

¢ Does Client live alone? (If selects No, Ask question)

What is the household size of client? {Question)
--Two people in household
--Three people in household
--Four or more people in household
+« Income below Poverty Level? (Question)

--Yes
--No
--Unknown
s Ethnic Origin/Race (Question)
+ Is Client Hispanic? (Question)
+ Is Client Muiti-Racial? {Question)
o If Multi-Racial, Check All That Apply (Question)
« Does the client speak a language other than English at home? (If selects yes, ask question l1a.)

la, What is this language? {Que 2n)
Arabic, Chinese, French, German, Hindi, Italian, Hebrew, Hausa, Japanese, Korean, Navajo, Persian, Polish, Russian,
Tagalog, Vietnamese, Other African language, Other Slavic language, Other Indo-European language, Other Indic
language, Other Asian language, Other Native American language, Other Pacific Island language, Unknown
s Has the client ever served on active duty in the U.S. Armed Forces, Reserves or National Guard? (Question)

--Yes
--No
--Unknown
e Does the client have a cognitive impairment (e.g. Alzheimer's, Dementia, etc,)? (Question)

--Yes

--No

--Unknown
Please refer to Figure: 2.
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-Req#

Requirement

1

(d)

\oj

() 3rd

demographic fields in the client record.

Comply | Core | Custom | Party
CLI-2 The system must have a unique identifi  (client number) for client records besides Social | X X
Security Number.
Acro’s Response:
Yes. SUA-ACAMS system has a uniue identifier number {client number) for client records besided Socal Security Number.
CLI-3 The system must be able to manage and ntify possible duplicate clients, merge clients, and | X X
client creation.
Acro’s Response:
Yes. SUA-ACAMS system is able to manage and identify possible duplicate client, merge client and client creation.
In SUA-ACAMS system, a de-duplication algorithm has been implemented. This algorithm is matching duplicate client wi
Last Name, DOB and SSN,
« If entered client’s information exectly matchs with system’s client then new client will not be created and prompt a
message “Client already exists” client to AAA/SUA user,
+ If entered client’s information partially matchs with system’s client then new client will be created but this client will
be also available on “Client Merge” screen with all similer client,
¥ SUA/AAA admin can verify same client and merge them in a single client. Intake and Demographics information
will be override with merged client;s formation.
¥ ADLs and IADLs, Nutriational Risk Information, and Service Information will be added as history.
« If entered client’s information does not match with with system’s client then new client will be created with a unique
client Id.
CLI-4 The system must collect all National Aging Program Information System (NAPIS) required | X X
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CLI-5 The state must be able to add additional (ad-hoc) fields added to the client record to track non- | X X
Older Americans Act (OAA) information.
Acro’s Response;
Yes. In SUA-ACAMS system, state admin can add additional (ad-hoc) fields added to the client record to track non-Older
Americans Act (OAA) information.
SUA-ACAMS system will be customized for receiving non-OAA information.

CLI-6 | The system must accommodate adding new fields post implementation. [ X I | X j
Acro’s Response;
Yes. SUA-ACAMS system allow accommodate add/delete/ edit fields post implementation . This privilege given to specific
us.  ike Admin or super admin. This feature is fully dynamic. Fields name, Field type, Validation and Sequence on screen
being implemented dynamically.

CLI-7 The system must include and track federal Activities of Daily Living (ADLs) and Instrumental | X X

Activities of Daily Living ({ADLs) for each client.
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Yas. SUA-ACAMS system differentiates between “not answered” and "no” for ADL and TADL responses. System provide “No
ADL” and “No IADL” as value.

If non of field value checked, system considers that client’s ADL and IADL information is *Not Answered”,

If AAA/SUA checks "No ADLs" or "No I}  s”, system consider such client as without (No} ADLs and IADLs information
respectivally.

Please refer to Figure 9,
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Acro’s Response:

Yes. SUA-ACAMS system is capable to accommodate ADLs different from the federal ADLs. SUA can add new federal ADLs
. There is "Is State Federal” field on screen. To make ADLs as federal ADLs, SUA/AAA need to select this field and save.

CLI-11

The system must include a way to manage client status, including but not limited to: active, [ X X
inactive, and deceased clients.
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CLI-12

The system must track the care recipient to caregiver relationship with separate client records.







Where CG is Caregiver and CR is Care Recipient.
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not limited to contact name, relationship, : | contact information.

CLI-13 | Describe how the system tracks out of state caregivers. Ix | [X I
Acro’s Response:
SUA-ACAMS system is very flexible to add new module dynamically. By adding new module, this requirement can be
full =d.

CLI-14 | The system must be able to manage emergency and other contact information including but | X X
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CLI-1 The system must contain a section that allows users to input observations, notes, follow ups, | X X
and other text-based summaries in the client record. All notes must be saved chronologically in
a historical log {(not over-written with the next update).
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Acro’'s Response:

This requirement is being attained by ‘Advanced Search Options’ that contains multiple additional fields displayed below

that can be considered a customization to the standard search fields.

-

Client ID
Last Name

Date of Birth (M

Show OnlY Dévercn corerenos
Client Type
AAA

Vendor
Site

Service
County., . B v |
(suBMIT ] [RESET |
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SER-1

The system must be able to track federal, state, and local taxonomies. Describe how the system
reconciles different taxonomies. Describe how the system incorporates the AIRS taxonomy.
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. System Adm|n|strat0rs (usually one or more of the resource specialists) who set the software’s parameters, options
and user permissions.

» I&R specialists who conduct searches and retrieve resources when they provide information and referral services to

the public.
s Members of the general public who search for information in resource databases that have been made available for
use.
SER-2 | The system must be able to differentiate between Aging and Disability Resource Center (ADRC) | X X

services and QOAA services.
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and OAA services.

a) In SUA-ACAMS system, ADRC or OAA service defines at time of service creation/modification.Please refer to below
screen layout. There are 2 checkboxes., One for ADRC and second one for OAA service. (Mark in red rectangle).

Please refer to Figure:20,
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care services and traditionally delivered services.

a) In system, there is a service categoriy field {marked in red rectangle). SUA-ACAMS can add delivery mode in
dropdown and fulfill the requirement.

b} System have facility to add or update services based on the setected service delivery models on the page and also
can track the services delivery models by selecting the added services by Choose a Service drodown box.

Please refer to Figure:22.
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(c)

inclement weather or other unforeseen circumstances.

Reqg # Comply | Core | Custom | 3rd Party
SER-4 | The system must be able to do rapid or bulk data entry by service and service provider (i.e. | X X
entering daily congregate meal recipients at a senior center).
Acro’s Response: Yes, SUA-ACAMS system is able to do rapid or bulk data entry by service and service provider.
In system, File Import functionality for the bulk data entry of services and service providers is available. By this feature
client could easily enter all services and service providers {daily congregate meal recipients at a senior center) data and
upload it rapidly in system.
SER-5 | Describe how the system handles canceling or rescheduling authorized services due to | X X
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SER-6

Describe how the system tracks OAA registered service recipients before an intake is received.

X
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SER-7 | Describe how the system administers or customizes eligibility types. Eligibility will differ between | X X
various state and federal programs.

Acro’s Response:! System has eligibility criteria for various programs which is currently not customizable. Below are
eligibility criteria list.

« General Services - be 60 years of age or older;

Family Caregiver Supports - be a caregiver of someone 60 years of age or older or an older individual caring for a

child 18 year of age or younger.

= Older Worker Employment Services - be 55 years of age or older and have an adjusted income at or below 125% of
Federal Poverty Level;

« Services are targeted to older individuals with the greatest social or economical need, with a special focus on low-
income minority.

s individuals and individuals living in rural areas.

SER-8

The system must be able to track services received by non-OAA eligible individuals, | X | IX 1

Acro’s Response: System has eligibility criteria for various programs like

a. Retired 8 Senior Volunteer Program {RSVP)

b. Foster Grandparent Program(FGP)

c. Senior Companion Program(SCP)
In system, based on age if Age greated in or equal to 59 then it is eligible other than it is not eligible, System is very
flexible to customize.

SER-9

The system must include historical eligibility tracking. For example, a 59 year old person can | X X
join their 60 year old spouse for an OAA Congregate Meal. Once the 59 year old spouse turns
80, they would qualify for OAA Congregate Meals.

Acro’s Response: ACAMS as a system auto calculates the persons age for historical journey based on his/her DOB.
System also captures and maintains family information for client. Based on the demographic information captured for the
client’s family the client’s spouse would qualify for the services that the client is availing. A separate case will be created
for the spouse, to track their individual assessed needs and services they intend to avail.

SER-
10

The system must track special diets and delivery notes required for Home Delivered Meal | X X
service,
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Req # neEyuIrenient Comply | Core | Custom | 3rd Party
Acro’s Respohse: Yes, SUA-ACAMS system is able to track take-out meals that are taken off senior centre/nutrition.
In SUA-ACAMS system, an user interface is providing for manage Senior center/nutrition site respect to each AAA. Client
will enrolled respect to AAA, System store client region information. Based on client region system is identifying take-out
meals that are taken off senior centre/nutrition.
SER- | Describe the system’s electronic visit verification capabilities (EVV). | X X ] I
12 Acro’s Response: Yes,The application incorporates functionality for the users to be electronically able to sign their forms.This
feature complies with the guidelines set forth by Uniform Electronic Transactions Act ("UETA").
SUA-ACAMS implements the 3A’s of security — Authentication, Authorization, and Auditing. As a part of the Audit Module -
¢ All autherized and unauthorized access to the system is logged
+ Detailed information, such as user details, date and time, etc., for all transactions is captured during creation, editing,
modification, and deletion of sensitive data.
s All the logged audit information is retained and available to authorized users for audit trail research and investigation.
Search capabilities within the audit trail are provided for ease of research.
SER- | Describe the system’s routing capabilities for services like transportation and home delivered | X X
13 meal routing. Include a description of GISr  ping, monitoring from a central location, etc.
Acro’s Response: SUA-ACAMS system is very flexible to add new module dynamically. By adding new module, this
requirement can be fulfilled.
SER- | Describe how the system automates and customizes workflows to determine client eligibility for | X X
14 services. Describe how it can be custon ed by AAA and service.
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Req # Comply | Core | Custom | 3rd Party
SER- | Describe how the system automates and customizes waitlist and prioritization capabilities post | X X
15 system implementation. Describe how it ¢ be customized by AAA and service.
Acro’s Response: Yes, SUA-ACAMS system has facilities to automates and customizes waitlist and prioritization
capabilities post system implementation.
SUA-ACAMS has a user interface OSA Quarterly Waiting List Report Form where public user can make entry for an agency
and this entry move to a secured partner site where AAA user is able to view the post record and customize it's services.
SER- | Postimplementation, describe the system customizable prior authorization forms. Describe how | X X
16 it can be customized by AAA and service.
Acro’s Response: Yes, SUA-ACAMS system has facilities to customize prior authorization forms post system implementation.
SUA-ACAMS has a user interface prior authorization forms where AAA can enter the required infoermation and send to SUA fi
approval,
SER- | Describe the system’s real time data entry for information & assistance staff to track calls and | X X
17 walk-ins, where staff provide information a eferral services.
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ASMT-

Describe how the State can create and customize assessments in the system.













vy 1ty Yt

s
ST e s Comply |Core Custom | 3rd Party

@ View Details

B Clo

ASMT- | Describe how the system accommodates multiple value choices. X X




Yes, System accommodates multiple value choices by checkboxa. User can choose multiple values for an assessment by
selecting checkbox.

Please refer to Figure:36.
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ASMT-

Describe how the system aggregates collected data. X X

3 Acro’s Response;
SUA-ACAMS system aggregating data a1 displaying on summary screen. Please refer to Figure:37.
To aggregates collected data, user need to click on icon of action column. User need to select View /Edit, or View Details .
Please refer to Figure:38.
@ View Detalls
B Close
After selection of View/Edit menu, user will navigace 1o assessment form.
ASMT- X X
4 Newly created assessments must be available to previously created client profiles.

Acro’s Response:

Yes. SUA-ACAMS system allow user to copy existing client assessment to new client. Also information of newly created
client available to previous dlient. As system is HIPPA compliance, system maintain version of client information and
assessment being updated.
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ASMT-

Describe how the system reconciles data in an old assessment and new assessment. X X

Acro’s Response:
Yes, SUA-ACAMS system reconciles data  an old assessment and new assessment.

Assessment questions can add/edit/delete/inactive by authorized user only. There is master form for add/edit/inactive
assessment questions.

Case Study Example:

A user could select one choice: left hand or right hand.

At a later date, the State updates wants to add new choices and update the old choices. Choice selection would be updated
to: left-handed, right-handed, or ambide ous.

Case-1 ; Can the system accommodate updating “left hand” to “left-handed” and “right hand” to “right-handed”?

Solution: Yes, SUA-ACAMS system accommodate updating “left hand” to “left-handed” and “right hand” to “right-handed”.

Case-2 : Will previously entered data {e.g. left hand) be available until manually updated by the user? Or will it be
automatically updated (e.g. to “left-handed”)?

Solution: In SUA-ACAMS system previously entered data (e.g. left hand) will be available for approved assessment but
updated entered data {e.qg: left handed) will be available for pending or draft assessment.

Case-3 : What happens if a choice is deleted?

Solution: In SUA-ACAMS system assessment is deleted logically but not physically. Deleted choice will be available for
approved assessment but not for pending or draft assessment.
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ASMT-

Describe how the system would retain prc  usly deleted assessment questions.

X X
6 Acro’'s Response:
SUA-ACAMS system storing assessment questions by fiscal year. State Admin can add/modify/delete{inactive) any question
for current fiscal year. System does not delete question permanently. System only mark assessment question as deleted for
fiscal year. So deleted question for current fiscal year will be active for previous year assessment,
System does not allow to add/edit/delete any question in previous year.
ASMT- | Describe how the system provides historical data and trending with previous assessment X X
7
Acro’s Response:
SUA-ACAMS system provides historical data on “Assessment Summary” with status (draft or complete or closed). Please
refer to Figure:39,
© Add New
1o £
ASMT- | The system must include the DETERMINE Assessment tool (from the Nutrition Screening | X X
8 Initiative) to evaluate nutrition risk. (Disease: Eating Poorly; Tooth Loss/Mouth Pain; Economic

Hardship; Reduced Social Contact; Multiple Medicines; Involuntary Weight Loss/Gain; Needs
Assistance in Self- Care; Elder Years Above Age 80).
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SUA-ACAMS system has this feature. Below is Clients Nutritional Risk Management section of SUA-ACAMS system. Each
Nutritional Risk Screening have a scroe. For any client who Nutrional Risk Score more than 6, consider as “High Risk” client.

Please refer to Figure:40Q,
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ASMT- | The system must include the St. Louis University Mental Status (SLUMS) Assessment to | X X
9 evaluate cognitive performance.
Acro’s Response;
SUA-ACAMS system is flexible to add new module dynamically. By adding new module, this requirement can be fulfilled.
ASMT- Descrlbe how the state care management assessment would be set up in the system. An [ X X
10 5 URL:
SUA-ACAMS system is very flexible to add new module dynamically. By adding new module, this requirement can be fulfilled.
ASMT- | Describe how the state would admlnlster and customize a caregiver assessment form in the | X X
11 Tt i found online at:
Al W I\GDPUIIDGI
SUA-ACAMS system is very flexible to add new module dynamically. By adding new module, this requirement can be
fulfi d.
ASMT- | Describe how the system supports the administration and customlzatlon of an intake form to | X X
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ASMT-
14

Describe how the system accommod. s the Supports Intensity Scale (SIS).

Acro’s Response:
SUA-ACAMS system is very flexible to add new module dynamically. By adding new module, this requirement can be

fuifilled.
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Acro’s Response: Yes SUA-ACAMS has a system that is able to print, display, or export any information gathered in the
client record, related to service usage, on a form and/or in a report.

Export to Excel.

Export to Word

Export to PDF

Export to CSV

Print user information on the screen.

"POoO0 o

USE-3

The system date must have 4 digit years. (X [X ]

Acro’s Response: Yes System has facility to capture date with four digit of year.

USE-4

The system must have task and date reminder tracking. | X ESl ]

Acro’s Response: Yes System have task and date reminder tracking facilities.

The system provides notifications about | oming events, overdue events and other notable it. provides Intelligent routing
and notification feature that automatically sends notification of provider. Pharmacies are yet another provider that can
interface with the SUA-ACAMS notification module.

The Notification task allows a user to send different types of notifications to the users of the application. It supports the
following notification type:

1. Email Communications

2. SMS - Text Messages

3. System Notifications

4. Error Messages and Alerts

USE-5

Describe the system’s customizable alerts. Describe how users are able to set alerts for | X X
activities like follow ups and next visits.
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USE-6

Describe the system’s customizable workflows. For example, how a user would select, review,
and document checked case files, service authorizations, service entries, and client
demographics.
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USE-7 | Describe how the system supports cross-module workflows. For example, client eligibility for a | X X
funding source may be determined in one module by a separate state agency, and the client
then referred to the AAA for services.
Acro's Response: SUA-ACAMS sysh is very flexible to add new module dynamically. By adding new module, this
requirement can be fulfilled.
USE-8 | Describe client portal products or options it are currently available. A client portal should be | X X

accessible by the client, or any person in their support network (caregiver, family member,
neighbor, or friend). Describe security and access among public users.
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o Provide Administrative Users the ability to define groups, delete groups, add/delete users to the groups and control
access to the various modules of the application

o Provide appropriate and adequate database encryption and security

All users and roles will be managed by A ve Directory (AD). Please refer to Figure:48,

SUATALAMD Wil use wilia2 Lala Protection API (DPAPI) for encrypting connection strings. SUA-ACAMS will encrypt the
3DES encryption key using the DPAPI, and store the encrypted key in a registry key with a restricted ACL so that only
administrators and ADRC 184 application process account can use it.

USE-9

Describe service provider portal products or options that are currently available. I X [ [ X |
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USE-10

Describe the system’s public service directory. Describe management and reporting options for | X X
information and referral component. Include website hits, validation, tracing incoming links, and
comparison metrics.

Acro’s Response: Yes, SUA-ACAMS has a system who provide track log report - IP track, number of users, number of
request, IP of the requester, browser version, date and time, city, state of the requester. Please refer to Figure:61,

i 124 fLT2.0a4.152
H :21 71.89.144.162
[ 32 50,241.222.16]
! :32 50.241.222.16]
i 126 71.13.108.208
USE-11 | Describe how the system manages Ri  /Non-Rural designations. | X ] | X |
Acro's Response: Yes, SUA-ACAMS has a system is able to manage Rural/Non-Rural designations.Below define how
system identify Rural/Non-Rural designation.
w. w—w gy~ Metropolitan area: areas wi  at least one million residents
b. Small metropolitan area: areas wi less than one million residents
¢. Micropolitan area: non-metropoliti  area with at least 10,000 people or more
INon-urpan residual
USE-12 | Describe how an AAA user would use the system to review a senior center’s daily congregate | X X
meal entry for quality assurance purposes.
Acro’s Response: Yes, SUA-ACAMS has a system is able to create Congregate Meal Site for Area Agency but SUA-ACAMS
system does not currently have this precise features, to review a senior center’s daily congregate meal entry for quality
assurance purposes.
USE-13 | Describe automatic data capture technology capabilities such as bar coding. X [X ] |
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Acro’s Response: Yes, SUA-ACAMS has a system that is able to capture bar code.
Barc Code can detect, read, and write more than 36 different 1D (linear} and 2D barcodes with accuracy and dependability.
Supported barcodes include EAN, UPC, Code 128, ITF-14, Code 39, QR, PDF417, GS1 DataBar.

Utilities Auto-Indexing:
Use barcodes to keep track of customer ormation. When user send a form to a customer, make sure the unique customer
barcode is printed in the form.

Inventory Tracking:
Use barcode-labeled pick tickets or inven y items to track usage of inventory as finished goods are assembled. This
reduces the miscounting of inventory that can result in shortages and delay production.

Medical Auto-Indexing:
Print barcodes on patient’s form or label them with a pre-printed barcode sticker. Information in barcodes can be auto-
indexed and added to the patient’s file in a document repository.
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FIS-1

Describe how the system tracks multiple funding sources for services, including Non-OAA
funding sources. A client's meals may be iginally paid for by one funding source, but then
receive back-dated payment from another  1ding source. Describe how the software system

would handle this scenario.
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SUA-ACAMS have a system who have facilated a fund source amount paid by client and administrator will review it.
Administrator has facilities to approve or declined. If administrator declined it then put a valuable comment over there. This
document will be received to the client for re-payment of fund source and make it for approval.

FIS-2 Describe how the system tracks client funding across AAAs when the client record is moved | X X
from one AAA to another.
Acrao’s Response: Yes, SUA-ACAMS have a system to track client’s funding across AAAs when the client record is moved
from one AAA to another,
Current SUA-ACAMS have a system where client’s information are capturing with respect to AAA and administrator has
facilities to move a client’s information from one AAAs to another AAAs.When client’s information moved from one AAAs to
another AAAs system then asked for an alert confirmation and send notification through mail to both AAAs and client.
System also maintain back-up information of client’s transfer from one AAAs to another AAAs.

FIS-3 Describe how the system provides reconciliation, tracking and validating options for funding | X X

sources between the AAA and SUA.
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FIS-4

Describe how multiple fiscal years are tracked in the system.

[ X

[X_ ]
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FIS-6

Describe how the system provides FFR 425 reports.

X
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FIS-6

Describe how the system allows staff to track time per program and/or client, and bill for time
witl | the system.

X
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ALV 3 RESPUNSE; 185, SUA-ALAMD NAs 3 sysTem To Tracks received anonymous contributions by service.

SUA-ACAMS has system to customize a service based on cluster. Clusters are defining three types

1. Post Cluster I

2. Post Cluster II

3. Post Cluster II1

and other than cluster system has defined two types ‘Registered Caregiver’ and ‘Non-Registered Caregiver’

So system easily distinguish services like Transportation service contributions is kept separate from Congregate Meal
contributions. Please refer to Figure:71.
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FIS-9

Descnbe how direct costs of services are tracked in the system. Include costs that are not tied
to a client.
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Currently, SUA-ACAMS have a system 'Volunteer Annual Funding Aggrement’. In this system we are capturing annual funds
of volunteer based on agency. System store two type of expense . a. Volunteer Support Expenses and b. Volunteer
Expenses.

The sum of two expenses a and b called Direct Cost of Service. We can see in below Figure 1 screen layout.
Please refer to Figure:74.

e e e rage 115 OT LEY













f. Reporting
: n b

Req # | Requirement Comply g'gre Ezstom gﬁj Party
REP-1 | List state(s) that have utilized the system for federal NAPIS reports for at least two federal fiscal | X X

years. Bidders that do not meet this qualification will not be considered.

Acro's Response:

Yes. State of Michigan is using SUA-ACAMS system for more than 8 fiscal years for federal reporting.
REP-2 | The system must be able to support the federal NAPIS reporting. The State Program Report | X X
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fI1: Staffing Profile

Personnel Categorles FTEs Minority FTEs

1. Agency Exec/Mgmt Staff
2. Other Staff (by responsibilicy)
A, Planning
B. Development
C. Admir on
D. Service Delivery
E. Access/Care Coordination
F. Other
3. Clerlcal/Support Staff
4, Volunteers

OAA FTES

REP-3

The system must be able to report on client demographic, service usage, units of service by
service provider. List all standard reports included with the system.
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Acro’s Response:

Yes. SUA-ACAMS system is able to report on client demographic, service usage, units of service by service provide. Below is

list all standard reports included in the system.

» Client Demographic

a) Enrollment Report

+ Service Usage and Unit of Services
b) Unit Report {Cluster T & IV)

¢} Unit Report (Cluster II)

d} Aggregate Report (Cluster III}
e) Aggregate Report (Cluster V)

s Federal Report

f) Federal Administration on Aging (AQA) Report
s QOther Report

g} Data Assessment Report

h) CG and CR Relationship

i) Client Detail

j) Home Delivery Meal and Congregate Client
k) Client County

[} Client Without Enrollment

m) Client Without Unit

n) Incomplete CG's

REP-4 | Describe how the system creates m: ng lists based off of client demographics or service | X X

activity.

Acro’s Response:

SUA-ACAMS system is very flexible to add new module dynamically. By adding new module, this requirement can be fullfiled.
REP-5 | Describe dashboarding capabilities in the system, such as graphs, dashboards, cross fiscal

year reporting, year to date, and year to year comparisons.

X

X
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Date Range:
From - First Day of: v

To - Last Day of:

Enroliment started during date range

T Detail
@ Summary [ show Advanced Options
REP-6 | Describe the system’s ability to create ad-hoc reports. Include specific user roles and licensing | X X

that may be required.
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System has Assessment, Billing and Eligibility Adhoc report.

User role can set on Adhoc report. System create cube for generation this report and it is part of SQL Server so no licensing
required.

REP-7

Describe how the system would pro le a county summary report that details services and | X X
client information for a given time period.
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REP-8 | Describe the system’s ability to generate reports for feder: Congressional districts. Describe | X X
how districts realignment is managed.
Acro’s Response:

Yes. SUA-ACAMS system has ability to generate report for federal Congressional district. Districts realignment is
configurable.

System has a “Federal Congressional District Master” form to add/edit district. Sytem also has “*County Master” form to
add/edit county.

On County Master has following fields:

County Name (Input Field)
Congression: Districts (Dropdown)
State Legislative Districts (Dropdown)
Status (Active/Inactive} (Checkbox)

W N

This module accessible by authorized user only. User can do realignment of federal Congression District for any county and
update,
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REP-9 | Describe the system’s ability o generate reports for state legislative districts. Describe how | X X
districts realignment is managed.
Acro’s Response:
Yes. SUA-ACAMS system has ability to generate report for State Legislative district. Districts realignment is configurable.
System has a "State Legislative District Master” form to add/edit district. Sytem also has a "“County Master” form to
add/edit county.
County Master has following fields:
1. County Name {Input Field)
2. Congressior  Districts (Dropdown)
3. State Legislauve Districts (Dropdown}
4, Status (Active/Inactive) (Checkbaox)
This module accessible by authorized us:  anly. User can do realignment of State Legislative district for any county and
update,
REP-10 | Describe the system’s ability to generate Explanation of Benefits {(EOB) reports that are [ X X

‘personalized based on a client’s assessment results and demographic data.




System is generating similer report. Current system is very flexible to add new module dynamically. Explanation of Benefits
(EOB) reports that are personalized based on a client’s assessment results and demographic data. Below are EOB fields.

1. Addresses — The mailing address a1 website for Blue Cross and Blue Shield of Nebraska (BCBSNE).

2. This is Not a Bill — Please do not send payment for this service to BCBSNE. Please keep this form for your records.
3. Member’'s Name and Address — The name and address of the member as shown on our records. If not correct, please
call

Member Services at the number shown on the back of your BCBSNE member ID card or on your EQOB form.

4. Date — Date the EOB is printed. Contract Number — The member’s BCBSNE contract (member ID) number. Page
Number — Identifies the number of pages for this EOB.

5. Member Services Phone Number — The number you should call with questions about this EOB.

6. Patient/Claim Number — The name of the patient who received the service and the claim number designated for the
purpese of identification.

7. Paid To — The name of the individual or institution that was paid for the service.

8. Total Charge — The total charge associated with the claim.

9. Covered Amount — The portion of the claim that has been discounted or paid by this plan.

10. Previously Processed — Any amount previously processed by this plan, Medicare, or another insurance company.
11. Your Responsibility — The portion of the claim you are responsible to pay to your provider.

12. Your Responsibility to the Provider — The total amount you are responsible to pay to your provider.

13. Cost Sharing Status — The total out-of-pocket cost (deductible, coinsurance, and/or copayment)} you have
accumulated to date. These totals may reflect claims in process for which you have not yet received an EOB. Please see the
Note on page 4 for more information.

14. Important Message — This space is reserved for general messages that may apply to you.

15. Breakdown of Charges and Bene : — The back page of your EQOB shows a detailed breakdown of how your claims
were processed.

16. Date — Date the EOB is printed. Name — Membert’s name. Contract Number — The member’s BCBSNE contract
{member ID) number. Group Number — The member’s health insurance plan group number.

17. Patient/Claim Number — The name of the patient who received the service and the designated claim number.

18. Date of Service — The date the service was performed.

19:Provider/Type of Service — The name of the individual or facility that performed the service and the type of service
that was performed.

20. Processed Date — The date the cle  completed processing.

21. Charges Submitted — The charge «d by your provider for each service.

22, Provider Discount — The portion ot the charge that may have been discounted by your provider.

23. Amount Paid — The amount the member’s coverage paid toward each service,

24. Previously Processed — Any amount previously processed by this plan, Medicare, or another insurance company.
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25. Noncovered Charges — The charges that are noncovered according to the terms set forth in your benefit plan.

26. Deductible — Specified dollar amount for certain covered services received during the benefit period that is your
responsibility to the provider.

27. Coinsurance — Percentage of the allowed charge for certain covered services that is your responsibility to the
provider.

28. Copayment — Specified dollar amount payable for certain covered services that is your responsibility to the provider,
29, Your Responsibility to the Provider — The total amount you are responsible to pay to your provider.

30. Appeal Procedure - Guidance on how to request an appeal if you disagree with the decision made on a claim.

31. Explanation of Notes — Expianations or descriptions corresponding to the amount(s) noted in the breakdown of
charges and benefits.

REP-11 | The system must be able to generate contribution request letters to enable program cost | X X
sharing.
Acro’s Response:
Yes. SUA-ACAMS system is flexible to add new module dynamicaily. By adding new module, this requirement can be
fulfilled,
REP-12 | Describe the system’s forecasting capabilities for service units and cost based off of previously | X X
entered data.
Acro’s Response:
Yes., SUA-ACAMS system is flexible to add new module dynamically. By adding new module, this requirement c:
be fulfilled.
REP-13 | The system must be able to export data in  »orts. Describe file types that can be exported. | X [ X ] |
Acro’s Response:
Yes. The system is able to export data in reports. System support excel, PDF, Word, text file type.
REP-14 | The system must be able to provide an aur  log or snapshot of services provided, as entered | X X

on a specific date.

Acro’s Response!
Yes. SUA-ACAMS system is flexible to add w module dynamically. By adding new module, this requirement can be fulfilled.
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REP-15

Describe how the system tracks unpaid cliic  balances for non-OAA services. X

X

Acro’s Response:

Yes. SUA-ACAMS system is flexible to add new module dynamically. By adding new module, this requirement can be

fulfilled.

e



Req #

Requirement

N
Comply

(a)
Core

)]
Custom

(e
3rd Pary

VOL-1

Describe the system’s volunteer management capabilities.




volunteer based program.

Creating Volunteer.

Manage Station

Manage Site

Manage Location

Placement of Volunteer

Time Entry By Volunteer.

Time entry By Location

Creating Client

Placement of Volunteer te Client
Volunteer Advance Report.
Station/Site/Location Advance Report
Time Report.

mETTF@me A0 TY

System are able to create Volunteers for different programs. Programs such as.

a. Retired & Senior Volunteer Program (RSVP)
b. Foster Grandparent Program {FGP)
¢. Senior Companion Program (SCP)

T R R LA TR LY R IR~ F TR I IV IR G FERT R~ =
Contact Information.

Dermographic Information

Insurance/Beneficiary Information

Emergency Contact.

Volunteer Eligibility

Volunteer Skill and Interest.

TP o0 o

Please refer to Figure:95.

e ey rea e yaLe T I UYIMG A ALy W create










| Comply | Core | Custom | 3rd Party

Acro s Response: Yes, SUA-ACAMS have a system to differentiate between stipend volunteers like the Federal Senior
Companion, Foster Grandparents programs, and unpaid volunteers.

Currently, SUA-ACAMS have a system ‘Volunteer Information System’., We are capturing three types of Volunteer based on
Program.

a. Retired & Senior Volunteer Program (RSVP)
b. Foster Grandparent Program {FGP)
c. Senior Companion Program {SCP)

When user go to create volunteer, system provide a interface to user for selection of program. Please refer to Figure:97.
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h. Provider {nformation

i 1) @ (b { T
Req # Reqmrement (Comp!y gare Custom 3?31 Party
PRV-1 | The system must be able to manage service provider information, including services, population | X X

served, address, hame, email, phone, and website.




o]

Yes. SUA-ACAMS system is able to manage service provider information, including services, population seirved, address,
name, email, phone, and website. Please fer to Figure:98.
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Comply

ia)
Core

\B)
Custom

PRV-2

The system must be able to manage multi

: service contracts/rates for a single provider.

—a— —= s



Yes. SUA-ACAMS system is able to manaae multiple service contracts/rates for a single provider. Multiple service contract
can be set for a single provider. Also col ct person for service and counties served can be configured.







Req # Reqmrement g(imply gzre gjstom l3cr)l:| Party
PRV-3 | Describe how the State can customize the system with ad-hoc field creation for Service | X X
Providers, including contract/rate management.
Acro’s Response:
Yes. SUA-ACAMS system is very flexible to add new module dynamically. By adding new module, this requirement can be
fullfiled.
PRV-4 | The system must provide service provider search functions. | X ES |
Acro’s Response:
Yes. SUA-ACAMS system is able to provide service provider search functions.
Following search type available in system:
a) Standerd Search
b) Advanced Search
PRV-5 | The system must be able to edit a service provider for multiple clients at once. For example, | X X

Company X provides Emergency Response Systems to fifty clients in January. The contracted
ser e provider is changed to Company Y in February. Describe a bulk client move from
Company X to Company Y.

Acro’s Response:

In SUA-ACAMS system, SUA administrator can transfer client from one service provider to another service provider into single
or multiple services. System also support bulk client transfer by upload an excel file.
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Operations

Req #

Requirement

W
Comply

{a)

Core

{b)
Custom

{c)
3rd Party

OPR-1

$mn AAA Aar s

Describe how the system will support Area Plan management. Describe how AAAs could
upload and add data to a template. Descrlbe how the SUA could rewew prowde remarks, return

Aomm Mome =t ‘ans are located at;
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Acro’s Response:
Yes. SUA-ACAMS system support local service creation. AAA will have to login in application where he open a New Service
Creation form. AAA user can create service and make is as Save as draft, Submit to SUA. Following fields available on service
creation form.

1) Service Name

2) Service Description
3) Service Category
4} Service Status

5) Comments

Once user click on "Submit to SUA", service information send to SUA for approval. For AAA, status of service will be “Pending”.
Newly requested service will be appreared to SUA. SUA can approve or declined a service.

When SUA approve a service , service status becomes Active and send approval information to respective AAA.
When SUA decline a service, service status becomes decline and send approval information to respective AAA. In case of
dedline there is a "Reason” field being appears. It is mendatory field. SUA provides reason of decline in detail.

OPR-3 | Describe how the system supports AAA Care Management Re-Certification. Describe how | X X
AAAs could upload and/or add data to a template. The SUA could review, provide remarks,
return to AAA or anrwove (Care Mananamant Ra_Cartifimatinne  Miidamna ~Am CV 2A4A4
Yes. SUA-ACAMS system is customizable to support AAA Care Management Recertification.
AAAs will filling forms with details Name, Street Address, City, State,ZIP. Also AAAs providing details of Contact person with
address and click on “Submit to SUA” button. Once Recertification from submitted, SUA can review form. SUA can approve
and decline recertification. SUA approval clined inform. >n send to repective AAA, If AAAs decline recertification request
, It is mandatory to mention reason in comments box.

OPR-4 | Describe how the system supports the Direct Service Waiver application process. Describe how | X X

the AAAs upload and/or add data to a tem, ite. Describe how the SUA could review, provide
remarks, return to AAA, or approve Direct Service Waivers. The Direct Services Waiver forms

—_l B
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OPR-6 | Describe how the system supports SUA monitoring questions, and allows AAA program staff | X X

tn rarnrA rachAncoc T orrAnt [EPPRES T ¢AA|5 are |Ocated at:

Ll W O I\GBPUIIDGI

Yes. SUA-ACAMS system will be customized to support SUA monitorig questions, and allow AAA program staff to record

responses.
OPR-7 | Describe how the system supports creating, editing, and storing SUA monitoring letters to | X X

AAAA A aad e £ mm o em e LT [ . . " . ' . .

Yes. SUA-ACAMS system will be customized to support creating, editing, and storing SUA monitoring letters to AAAs.
i- Testing / Training

. (1} (a} (o) {c)

Req # Requirement Comply Core | Custom | 3rd Pary
TET-1 Describe any user groups of existing ¢ nts, conferences, and webinars. Include their | X X

frequency.
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SUA-ACAMS system provides online helpdesk facility to Area Agency users for their queries and functional assistance. Clients
can interact with us by several ways as listed and displayed in below Figure 1 screen layout.

» [Email us on registered Email Id
s Talk to us on registered helpline numbers
Chat

Please refer to Figure:104

1. Internal Messaging System(IMS):

SUA-ACAMS system users can compose email and send. Users also receiving email in “New box”. All read email can
found in "Read” box. All sent email can be found in “*Send” box. Please refer to Figure:105.
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2. Talk To Us

Acro provides Direct call support services. For any gquery, client can call and get instance solutions/suggestions for
query,
3. Chat Windows

Acro provides support service tl ugh chat windows also. For any query, client can call and get instance
solutions/suggestions for query.

Acro will assign a user support representative for attending to all technical support calls/online help.
» Acro will provide technical support during State business hours with escalation as necessary.
s Acro will return calls for service from the State staff within 2-4 hours.

= Upon notice by State of a problem with the application that can be verified, Acro personnel will respond within
2-4 hours to correct or provide a working solution for the problem.

Acro proposes the following structure for online help/technical support.

s+ Level-1 support {at State) - Receives all the support requests, analyzes them and takes appropriate action on the
requests. These requests are serviced and closed to the satisfaction by the State’s Program staif.

» Level-2 support (at Acro) - Requests requiring technical attention are passed on to the technical staff at Acro for
resolution. If the corrections are minor in nature, they are applied to the application and the State staff is informed
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maintenance and change control | cess.

¢ Support requests that are non-te. iical in nature but cannot be resolved at Level-1 or Level-2 are escalated to the
next level at State which then takes adequate action on those requests.

Acro provides a web-based system for logging and tracking the system changes and issues. This system keeps tracks of the
support requests and provides instant view of the status of various requests. State’s team will be provided access to enter
issues and requests in this system.

The following exhibit of Figure 106 screen shows the overview of Acro’s application issue resolution process.

Appllcahon_\

UsersF(epor’c issue ~

<+—Status update

Report the nature of the issue and resolutiorn

= Yes

Client Sugport Desk

No

—

Yes - — —~——No—

L _| Acro Support Desk
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k.

Data / Data Warehouse

Req #

Requirement

(n

(a)

Comply Core

(b)

Custom

()
3rd Parly

DAT-1

The State must retain all rights to data. At the end of contract, the Bidder must provide all
data in a format specified by the state, for use in ancther software system. Provide in draft
project plan.

Acro’s Response:

Yes. The State will retain all rights to data. At the end of contract, the ACRO will provide all data in a format specified by

the state, for use in another software system. Refer to draft project pian.

DAT-2

Bidder must be able to convert current Nebraska Aging Management Information System
(NAMIS) client demographic data into proposed system. See Appendix A-1,

X

X

Acro’s Response;

Yes, ACRO will convert current Nebraska Aging Management Information System (NAMIS) client demographic data into

SUA-ACAMS system.

DAT-3

Bidder must be able to convert current Aging and Disability Resource Center client
demographic data into the proposed system. See Appendix A-2

X

X

Acro’s Response;

Yes, ACRO will convert current Ar 1g and Disability Resource Center client demographic
data into SUA-ACAMS system.

DAT4

Describe how the system could interface with State data warehouse/s. Describe the
frequency of data refreshes. Describe the options for the download, such as Bidder software,
or an import /conversion to an existing state data warehouse.

Inciude information on master data, which refers to data elements that should be shared
across the sysiems, data elements such as Social Security Number, address and last name.
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Acro’s Response:

Yes. ACRO will create an interface with State data warehouse/s using IP and database credential that will be provided by
Nebraska. ACRO will import Mediware ita in SUA-ACAMS system’s database.

SUA-ACAMS system is capable to connect with MSSQL for dataware house and reporting.

Yes. ACRO will also download information including master data, which refers to data elements that wwould be shared
across the systems, data elements such as Social Security Number, address, last name, provider, services ekc.

Frequecy of Data Refresh will be on da ' basis {configurabie).

DAT-5

Describe how the system can interface with Mediware’s SAMS product being used by two | X X
AAAS.

Acro’s Response:

ACRO will create a batch/ services to import Mediware’'s SAMS data for two AAAs. This batch will be executed daily and
export Mediware’s SAMS data into SUA-ACAMS system’s database,

DAT-6

Describe the system’s data edits and validation processes; including soft (warning, but | X X
accepted upon user approval); and hard {correction required to record). Describe available
customizations.
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Yes. SUA-ACAMS system has data edits and validation process,

Types Of Errors That Require Editing: Certain types of edits are necessary to ensure data quality and accuracy,

Examples of this type of edit include:

decimal in wrong location

faulty skips leading to wrong p.

wrong Yes/No choice

wrong response option

wrong measurement unit {(weel day, month, year)

wrong numeric entry

(NEW) changing decimal locations, By contrast, some errors many not necessitate editing and are unlikely to have
an impact upon data quality and accuracy.

ACRO have standard Data Validation Process as given below:

Allowed character checks

Checks to ascertain that only expected characters are present in a field. For example a humeric field may only allow
the digits 0-9, the decimal point and perhaps a minus sign or cornmas. A text field such as a personal name might
disallow characters such a markup-based security attack. An e-mail address rmight require at least one @ sign and
various other structural details =2gular expressions are effective ways of implementing such checks.

Batch totals

Checks for missing records. Numerical fields may be added together for all records in a batch. The batch total is
entered and the computer checks that the total is correct, e.g., add the "Total Cost’ field of a number of transactions
together.

Cardinality check

Checks that record has a valid number of related records. For example if Contact record classified as a Customer it
must have at least one associated Crder (Cardinality > 0). If order does not exist for a "customer" record then it
must be either changed to "seed" or the order must be created. This type of rule can be complicated by additional
conditions. For example if contact record in Payroli database is marked as "former employee”, then this record must
not have any associated salary payments after the date on which employee left organization (Cardinality = 0).
Check digits

Used for numerical data. An extra digit is added to a number which is calculated from the digits. The computer
cthecks this calculation when data are entered

Consistency checks

Checks fields to ensure data in fields corresponds, e.g., If Title = "Mr.", then Gender = "M".




Compares data in different systems to ensure it is consistent, e.g., The address for the customer with the same id
is the same in both systems. The data may be represented differently in different systems and may need to be
transformed to a common format to be compared, e.g., one system may store customer name in a single Narne
field as ‘Doe, John Q', while another in three different fieids: First_Name (John), Last_Name (Doe) and Middle_Name
{Quality); to compare the two, the validation engine would have to transform data from the second system to match
the data from the first, for example, using SQL: Last_Name || ’, ' || First_Name j| substr(Middie_MName, 1, 1) would
convert the data from the second system to look like the data from the first ‘Doe, John Q'

Data type checks

Checks the data type of the input and give an error message if the input data does not match with the chosen data
type, e.g., In an input box accepting numeric data, if the letter 'O’ was typed instead of the number zero, an error
message would appear.

File existence check

Checks that a file with a specified name exists. This check is essential for programs that use file handling.

Format or picture check

Checks that the data is in a spe. ied format (template), e.g., dates have to be in the format DD/MM/YYYY. Regular
expressions should be considered for this type of validation.

Hash totals

This is just a batch total done on one or more numeric fields which appears in every record. This is a meaningless
total, e.g., add the Telephone Numbers together for a number of Customers.

Limit check

Unlike range checks, data are checked for one limit only, upper OR lower, e.g., data shouid not be greater than 2
{<=2).

Logic check

Checks that an input does not yield a logical error, e.g., an input vaiue should not be 0 when it will divide some
other number somewhere in a program.

Presence check

Checks that important data is actually present and have not been missed out, e.g., customers may be required to
have their telephone numbers listed.

Range check

Checks that the data is within a specified range of values, e.g., the month of a person's date of birth should lie
between 1 and 12.

Referential integrity

In modern Relational database values in two tables can be linked through foreign key and primary key. If values in
the primary key field are not constrained by database internal mechanism,[4] then they should be validated.
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SUA-ACAMS stores client last mot ical date, There is an authentication gateway to validate 30 days limit. Days calculate
from Last Modification Date to Current  te.

If 30 days(configurable) limit over, authentication gateway makes client record as read only.

To edit, AAA will send an edit permission request to SUA with client’s field information that will be to edited, with valid
reason/comments.

When SUA approved for edit a client records, system do not pass that client through authentication gateway for that AAA.

Now AAAs can edit and save client rect  s.

Security
. 1) b (©
Req # Requirement E:omply g))re (Ciastom 3crd Party
SCT-1 The system must be able to accommodate different user roles depending on job. X X




Yes. Roles and Privileges are controlled through the administration screen, under the User Management section of SUA-
ACAMS system.

SUA-ACAMS system uses privileges and roles to control access to data within the system. Privileges define what can or cannot
be done in the system (e.g., Edit user or Add User) while Roles are used to group privileges into more manageable grouping.
To make the system easier to manage, roles can contain other roles as well as privileges. Roles inherit all privileges that exist
within the child roles.

User Management

Home Page-> User Management

The User Management service enables Admin to create and manage login credentials for each user. Only one username and
password is required to access all applications that are available to the user.
After Admin user has been created, the Admin user can then create other operational users.
To add user, follow the steps:
1. On Home page, select the link User Management - User Search screen. Search the user in the system.

2. If user does not exit, click Add New. User Details page appears. Add and save user details.
Explained in detail below:

Search User

Home Page-> User Management = User Details

Before adding user in SUA-ACAMS sys  , Admin has to search the user first.

Enter any one of the following mandator  :ds - User ID, First Name, Last Name, Email, or Contact#. SUA-ACAMS System will
search the database for an existing user record before creating a new record for the user. This helps ensure against the creation
of duplicate records. Please refer to Figure-1.







Edit User Information

To edit user details, cfick *=* icon under Action. Select Ei

Confirmation message appears. Please refer to Figure-4,

As required, edit the details. Click Update.
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SCT-2 Describe how the system is able to securely store, edit, and save client assessments offline
(case managers will not always have access to the internet during assessments).

Acro’s Response:
Capability does not currently exist in the SUA-ACAMS system, but is planned in the near future,

SCT-3 | Describe online / offline upload / download capabilities, include what portable devices are | X X
available for the synchronization process.

Acro’s Response:

SUA-ACAMS system have online upload/downioad capabilities.
Offline capabilities does not currently exist in the SUA-ACAMS system, but is planned in the near future.

. 1 {a) {b) {c)
Req # Requirement Comply | Core | Custom [ 3rd Party

SCT-1 The system must be able to accommodate different user roles depending on job. X X
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Yes. Roles and Privileges are controll  through the administration screen, under the User Management section of SUA-
ACAMS system.

SUA-ACAMS system uses privileges and roles to control access to data within the system. Privileges define what can or
cannot be done in the system (e.g., Ec user or Add User) while Roles are used to group privileges into more manageable
grouping. To make the system easier to manage, roles can contain other roles as well as privileges. Roles inherit all
privileges that exist within the child roles.

User Management

Home Page-> User Management

The User Management service enables Admin to create and manage login credentials for each user. Only one username
and password is required to access all applications that are available to the user.
After Admin user has been created, the Admin user can then create other operational users.
To add user, follow the steps:
3. On Home page, select the link User Management - User Search screen. Search the user in the system.

4, If user does not exit, click Add New. User Details page appears. Add and save user details.
Explained in detail below:
Search User
Home Page~> User Management 2 User Details

Before adding user in SUA-ACAMS system, Admin has to search the user first.

Enter any one of the following mandat:  fields - User ID, First Name, Last Name, Email, or Contact#. SUA-ACAMS System
will search the database for an existir., .ser record before creating a new record for the user. This helps ensure against
the creation of duplicate records. Please refer to Figure:107,







Figure:109

Edit User Information

To edit user details, click --- icon under Action. Sefect Edit. As required, edit the details. Click Update, Confirmation
message appears. Please refer to Figure:110.
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4. Click Ssubmit, Confirmation message appears.

SCT-2 | Describe how the system is able to securely store, edit, and save client assessments offline | X X
{case managers will not always have access to the internet during assessments).
Acro’s Response:
ACAMS has predefined MS Excel file formats that facilitate the working of the Case Manager will be able to populate with
the details of the client assessments. These predefined Excel spreadsheets can be uploaded by the Case Managers in the
SUA-ACAMS systemn when they have access to internet. Based on key client identifiers these assessments will directly be
associated to the respective clients’ records in SUA-ACAMS system.

SCT-3 | Describe online / offline upload / dowr 1d capabilities, include what portable devices are | X X

available for the synchronization process.

Acro’s Response:
SUA-ACAMS system have online upload/download capabilities.
Offline capabilities does not currently exist in the SUA-ACAMS system, but is planned in the near future.













TECHNICAL REQUIREMENTS

The following requirements describe what is needed to support DHHS technical project operations.

Each requirement is identified by the following first three characters:

TEC General Technical Requirements

STN Standards Requirements

ERR Error Handling Requirements

DEM Database/Data Management Requirements
BKP Backup and System Recovery Requirements
SEC Security Requirements

DOC System and User Documentation

TRN Training

PTT Production, Test and Training Requirements
INT Interfaces/Imports/Exports Requirements
PER System Performance Requirements

P A



General Technical Requirements

This section presents the overall technical requirements that apply to the software. Describe in the Response how the proposed
solution meets the requirement.

(c)
. 4] {a) )
Req # Requ"ement Comply | Core | Custom P::r‘}y

Provide a description and diagram of the Bidder's proposed technical architecture. Include all
TEC-1 database/web/networking hardware, software, tools, and information on where the solution is X X
hosted.
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Acro’s Acro’s Response:

+ Technical Architecture:
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+ Pi orms:

Microsoft .NET (ASP.NET)

C#

SQL Server

Visual Studio

Active Directory

jQuery

» Software: SQL Server, SSRS , Active Directory,

o o o 0 o 0

« Tools:
o Development:
= Microsoft ASP.Net AJAX Extensions
« Microsoft .NET Framework{s)
» Microsoft SQL Servers
= Notepad++

= SSRS
= TFS
« SVN
o Testing
= HP ALM
= QTP

»  LoadRunner

o Antivirus tools:
= (Carbon Black,
= Symantec
o Others:
= Microsoft Baseline Security Analyzer

s Hosting Environment: Microsoft Azure Government cloud
s Network Diagram

The following depicts the proposed Network diagram for User connectivity and interaction with the system with protocols.
The Network Architecture will be revised after consulting with the State’s team.
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Req # Requirement 1) (@

Comply| Core

® | 9
Custom Party

TEC-2

if the Bidder's proposed solution requires any DHHS data to be stored off-site (including data “in the
cloud”) describe how the data is stored in federally compliant data centers residing within the X X
continenti  Jnited States of America and follows HIPAA standards,

Acro’s Response:
Yes. SUA-ACAMS is HIPAA compliant, meeting government security standards for data transmission and storage. ACAMS
uses industry preferred encryption products to protect customer data during transmissions between the customer’s network

and the service, plus a commercial-grade firewall as the first line of defense for unwanted access to the system.

At Acro we realize that data security is not a one-time certification, it's an ongoing duty that requires our IT experts to
diligently work to stay ahead of potential threats. We think about your data security constantly, so you don’t have to.

Acro’s solution includes the hosting of the customized SUA-ACAMS instance in the secure, flexible and HIPAA/HITECH
compliant Microsoft Azure Government cloud hosting environment.

Acro’s cloud-hosted solution is:

1.
2.
3.
4

5

Reliable: This means the system operates for a reasonably long time without human interference.
Predictabl¢ The system executes actions within a known time frame and produce desired results.
Performance: Acro has designed the system to make the work easier.

Manageable: This means the system can easily manage the veracity and bulkiness. This feature of the solution in

turn helps in reducing the cost of implementation.

Sci ble: A provision has been made so whenever there is a requirement to upgrade or degrade the system, it can

be easily done,

TEC-3

Describe how the solution is designed so that business rule parameters and code lookup tables can
be easily updated without changing the overall application program logic.
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Acro’s Response:

SUA-ACAMS is developed in such a way that this meets all the software qualities like:

+« Reliability

s Efficiency

¢« Security

¢« Maintainability

To meet the maintainability quality, SUA-ACAMS used the concept of modularity with very loosely coupled too. Modularity
within the product suite allows for extensive variation in solution design to support each organization’s unique needs for data
integrity, ease of use, and business workflows. The Acro team will be able to create unique customization of the purpose-
built solu n for the State’s needs rather than a custom product

Therefore, any changes like business rule parameters change does not require to change the overall application pregram
logic.

Below diagrams is an illustration of modularity:
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Describe the software licensing model of the solution, including any required third party licensing.
TEC-4 Describe how the Bidder's maintains licensed software no more than two supported versions behind | X X
the latest release and updated with latest security patches

Acro’s Response:

Warranty Support

Acro will provide a six (6) month warranty, after the date of the State’s final deployment to production, for the SUA-ACAMS
system for errors that cause material deviation from the general requirements specified in Proposal Requirements and

Statement of Work (SOW) document of the RFP package, and any specific requirements specified in the business
requireme
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TEC-5 Describe any impact to the solution when customizations are made i ipgrades and maintenance
processes. DHHS prefers to minimize downtime and impact to the users.
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Acro’s Response:

Acro will perform the following maintenance activities described below:

Emergency Maintenance (break/fix): Unscheduled corrective maintenance. Emergency maintenance is classified into
two categories:
o Production Issues: Issues that stop business operations and must be corrected ASAP.
o Urgent Issues: Issues that do not stop business operations but have a significant impact on them. These issues
are corrected on an accelerated basis, using standard preapproval processes,

Corrective Maintenance: Identify and remove non-break/fix defects; correct actual errors. These issues are identified
and processed according to NE-ITS standards. They are grouped into planned, scheduled maintenance releases by priority
status. Inclusion in the release is determined first by the priority set by the business and secondly NE-ITS analysis of
resource requirements and dependencies. These are prioritized into two (2) categories:
o) nportant: Issues that are identified within the standard governance process, but which are deemed important.
Generally speaking, these issues will be resolved in the earliest scheduled maintenance release possible.
o Routine: Issues that are routinely identified and prioritized by the client. These issues then flow into the Release
Management process.

Perfective Maintenance: Improves the system without changing its functionality; improves performance, dependability,
maintainability, safety, reliability, efficiency or cost-effectiveness of operation.

Adaptive Maintenance: Modifies the system to keep it up to date with its environment; adapt to a new/upgraded
environment by providing new functionality to address requirements that occur due to changes in the environment
(hardware, interfaces, operating system, middleware) or new regulations that impact client operations.

Preventive Maintenance: Identifies and detects latent faults. Changes to the existing system which will reduce the risk
of failure of the current operational program.

Acro will be responsible for quality assurance and System Testing of these system maintenance enhancements:

« The system’s update and changes will meet the State’s requirements for system security.

« All maintenance will be performed by qualified personnel familiar with the system.

« Any application maintenance shall include all future source code and related functionality updates and system
enhancements applicable to systern modules,
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Documentation Update: Acro will provide and update documentation as part of maintenance and support and as part of
deliverables for enhancements. Acro will provide changes to any existing user manuais based on changes made at no cost to

the State.

Acro will make commercially reasonable efforts to keep Services operational 24 hours a day and seven days a week, except
for planned downtime for maintenance, upgrades and updates for which we will use commercially reasonable efforts to provide

at least [48] hours prior notice.

TEC6 Describe how the proposed solution is scalable and flexible enough to accommodate any changes X X
required by the State and/or federal statute, mandate, decision or policy.
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Acro’s Response:

1. M ar Scalable Solution

The following diagram illustrates the modular architecture of the SUA-ACAMS proposed solution. The solution is based on
RBAC standard in which only the authorized person can login in the system. It is enabled with Secure Socket Layer (SSL) -
HTTPS and SFTP. It also provides secure Service Adapters integration to provide more security to the data. The application
services section provides all the components required to provide Aging services - Web portal, Dashboard, Smart & Advanced
Search, Audit, Identity Management, Transfer Cases, Notification, Administration and Reporting.

The SUA-ACAMS system will be based on the Layered architecture pattern. The Layered architecture pattern is an industry-
proven software architecture model, suitable for supporting enterprise-level client/server applications by resolving issues like
re-usability, security, and fault tolerance.
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Data Access Layer — Secured database access: This layer pro' les the separation of the business logic and the database,
adding to  : security of the solution.

2. Application_Customization and Configuration

During the Customization and Configuration Phase, the customization items such as business processes, assessments, custom
data entry screens, custom outputs, field labeling and populating of value lists, are constructed and presented for initial review
and approval. The project team will also conduct Content Validation sessions to review the configuration components of the
system. The customization of the SUA-ACAMS solution is guided by the requirements gathered during the JAD sessions.

There are some customization and configuration components that Acro team will be responsible for providing, in a format for
SUA-ACAMS implementation. The following are examples of data elements required for the configuration of the solution.
» Program - Client and Provider data:
o Profile Information
o Demographic Information
o Services Information
+» User data - Case Workers, Administrators, etc.
+ Value Lists for dropdown fields
Services data and coding

Acro has found that this approach of requirements definition is best-suited to deployment of our purpose-built SUA-ACAMS
system. Acro’s project resources are not only software deployment experts, but are familiar with Human Services business
practices and challenges, and Acro can assist SUA to quickly operationalize processes. The Acro team and State’s SMEs will
collaborate within a "sandbox” environment to ensure that customization meets the SUA-ACAMS system requirements.

Describe how the system stores objects such as pictures, documents, PDF files, etc. If an electronic
TEC-7 decument management system is part of the solution, provide a description of the proposed X X
document system and how it is able to support multiple objects.
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Acro’s Response:

Acro provides a fully searchable, central document library where incoming items can be scanned and stored digitally within
the case folder. Any document can be scanned in real-time using a TWAIN-compliant scanner at the user’'s workstation or
centralized on the local network. TWAIN-compliancy is a standard software/hardware protocol and applications programming
interface that regulates communication between software applications and imaging devices.

Acro’s SUA-ACAMS’ Document Management module has a well thought out user interface for scanning. User can attach
scanned documents directly to a case at the touch of a button. Once scanned, documents can be searched and found instantly
in Case Document folder. All scanned documents, and associated metadata, are kept in a secure repository using Microsoft
SQL Server technology. Documents can be scanned ad-hoc (one at a time), or automated (using scanning templates) for
multiple documents at a time.

The Document Vault and all files are encrypted at the same 256-bit level as the Vault itself
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Describe how the proposed solution is responsive to mobile technology and works with maobile X

TEC-8 devices such as smart phone or tablets.

Acro’s Response:

The application will be accessible to the authorized users over the public Internet via a browser on desktops, laptops, or
mobile devices. Access to the application is secured using industry standard SSL encryption for user authentication prior to
granting access to the application. Hosting will be in IIS (HTTP Channel). The system is designed in such a way that this
supports lots of mobile devices through mobile browser. Acro regularly add new templates for new mobile device models.

TEC-9 Describe what industry standard browsers are supported by the Bidder's solution. X X

Acro’s Response:
The application works best with the following browsers:

o For Desktops and Laptops:
Mozilla Firefox
Microsoft Explorer 11
Microsoft Edge
Google Chrome
Safari
o For Mobile Devices:

o Geogle Chrome

o Microsoft Edge

o Mozilla Firefox

o Safari

O 0 0 0o O
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Standards Requirements

(c)

. Q)] (a) (b)
Req # Requirement Comply | Core |Custom P‘?:r‘icy
Describe how the Bidder's proposed solution complies with ~~=mnmibilite emmriommn o min o ceie -1y
STN-1 of Nebraska accessibility requirements located a X X
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{c)
i M (@) ®)
Req # Requirement Comply | Core |Custom P:sargy

Acro’s Response:

Acro makes sure that our product must be accessible by most of the persons. Following actions/tasks make sure to meet the
accessibility requirements required by State of Nebraska accessibility requirements:

+ Complies:
o ADA compliance
o Follows WCAG 2.0 Standard
« Navigation:
o Application works on keyboard shortcuts keys
o User can easy navigate through tab key
o Application highlights the control which has current focus, on screen, to indication the user for current control
active
» Image/Information Display:
o Text is available to images that convey about image/section
o Images, Status indicators etc. are consistent throughout the application
o Textual information is provided through operating system functions for displaying text.
o Flashing or blinking text, objects, or other elements having a flash or blink frequency are on standard Hz
frequency.
s Compatibility
o Application does not disrupt or disable activated features of other products that are identified as accessibility
features, where those features are developed and documented according to industry standards.
+ Use of Color
o Color-coding is not used as the only means of conveying information
o Application does not override user selected contrast
o A verity of themes is available for user to use according to their choices.
+ Response Time:

o When a timed response is required, the user is alerted and given sufficient time to indicate more time is
required.
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(c)
i (1) (a} (b)
Req # Reql'"rement Comply | Core |Custom P?;rgty

Describe how the Bidder's proposed solution conforms to the sub-parts of Section 508 of the
STN-2 Americans with Dig=hilitiac Art fANAY and amv pther appropriate State or federal disability X X
legislation. Refert

Acro’s Response;

Acro performs Quality Assurance testing for Section 508 compliance of application. We use automated tools and manual

testing techniques to make sure our application meets all of the functionality required by the Federal Government for
accessibility.

In each release application goes through below steps but not limited to:

s  We follow WCAG 2 Standard while in development

s Pass the checklist for ADA compliance by QA team

¢ Pass the WCAG 2.0 checklist

» Pass the ADA compliance test through automated tools.
s« Pass the WCAG 2.0 test through automated tools

Describe how the Bidder's proposed solution is consistent with all HIPAA and other statutory,
STN-3 rantilntan and naling sannirnmante ~e A-finad 3nd adopted by DHHS. Refer to X X
‘or policies and standards.
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Acro’s Response:

Acro provides headache-free hosted data security and privacy, while letting you take
advantage of HIPAA-compliant transactions to give you complete peace of mind around
your Electronic Health Record System.

Our solution seamlessly incorporates HIPAA- Compliant security and privacy measures as
well as transactions into a practice’s workflow. And, more importantly, HIPAA compliance is
built right in to our integrated solution - no special charges.

HIPAA now mandates security measures to (1) physically and electronically secure electronic Protected Health Information
(PHI) against unauthorized retrieval, (2) reliably store the electronic data and (3) provide for emergency access to the data,
Acro already has systems in place to meet these stringent security requirements - all while significantly reducing the security
burden on your office and staff.

We store i of client electronic data in a world-class data center facility (Microsoft Government Azure cloud) that has high
security, highly secure access, 24-hour monitoring and patrolling, locked server cages, and state-of-the-art firewall protection.

In addition, Acro also provides a robust backup system that gives you peace of mind regarding your backup and disaster-
recovery planning. Your data is backed up daily to a different physical location, with out-of-state secure copies stored every
night. Occasional restores are performed to test the integrity of the backup media.

Acro has implemented some of the smart strategies in order to make the system HIPAA complaint. These includes:

1. Secure Transfer - Acro uses powerful SSL 256-bit encryption to safeguard the electronic transfer of all data - the
same level of security as banks and Federal transactions.

2. Encrypting Sensitive Data - Encrypt files, folders, drives and even entire servers to prevent data.

3. Controlling employee access - Assign a centrally-controlled Unique User Identifier to each person who needs to
access sensitive information. This not only protects the data against unqualified personnel.

4. Audit Trail - The system permanently tracks any changes made to PHI, so those changes can be reviewed at any
time by a system administrator.
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Error Handling Requirements

The management of the system requires that all occurrences of errors be logged for review and that critical errors be accompanied
by appropriate alerts. Authorized users need to be able to query and review the error log and configure the alerts.

(c)
: 1 b
Req # Requirement comply | Care |custom Party

ERR-1 Describe the Bidder's proposed Error Handling functionality. X X
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Acro’s Response:

Regular log collection is critical to understanding the nature of security incidents during an active investigation and post
mortem analysis. Logs are also useful for establishing baselines, identifying operational trends and supporting the
organization’s internal investigations, including audit and forensic analysis.

In the context of SUA-ACAMS, logs are composed of event entries, which capture information related to a specific event that
has occurred impacting a covered device. SUA-ACAMS provides native audit logging for:

Operating System(0OS) Events
« start up and shut down of the system
start up and down of a service
network connection changes or failures
changes to, or attempts to change, system security settings and controls
log on attempts (successful or unsuccessful)
the function(s) performed after logged on {e.g., reading or updating critical file, software installation)
account changes (e.g., account creation and deletion, account privilege assignment)
successful/failed use of privileged accounts

Application Account Information logging includes -
» successful and failed application authentication attempts
application account changes (e.g., account creation and deletion, account privilege assignment)
use of application privileges
application operations
application startup and shutdown
application failures
major application configuration changes
application transactions

The details logged for each event may vary widely, but at a minimum each event will capture;
the event date and timestamp

event, status, and/or error codes

service/command/application/module name

user or system account associated with the event etc.




(c)
. N (a) (b
Req # Requirement Comply | Core |Custom Pe;)rrc:y

Describe how the Bidder's proposed solution provides a comprehensive set of edits at the point of

ERR-2 data entry to minimize data errors and provide immediate feedback in order for incorrect data to be X X
corrected before further processing.

Acro’s Response:

SUA-ACAMS provide two ways for Error Handing and Messaging. These are as below:
Frontend Error Handling:

SUA-ACAMS have very rich set of validations and these validations are performed on both Client and Server side to
eliminate errors. The system provides a very user-friendly way to interact with users and convey messages.

Backend Error Handling:

If a transaction or logic process related to a transaction does not complete, then any partial changes that have already
taken place related to that transaction gets “rolled back” te return the user to its state before the transaction/logic
process was started with appropriate message according to need. Incomplete transactions or logic processes are either
tried again; or an error message is displayed or written to an error log for human intervention.

Describe how the Bidder's proposed solution ensures all errors are written and categorized to an

ERR-3 error log. Describe how the Bidder's proposed solution allows for a user to view, filter, sort, and X X
search the error log.
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(c)
i {) (2) (b}
Req # Requirement Comply | Core |Custom Ps;rgy

Acro’s Response:

SUA-ACAMS captures each and every error into the database for further use. The details logged for each event may vary
widely, but at a minimum each event will capture:

s The event date and timestamp

« Event Name

s Error Type

e Error Codes

¢ Service/Command/Application/Module Name

* User or system account associated with the event etc.

User would be able to perform search to find the any error through Error Management module/screen. This module provides
two types of searching feature: -

= Smart Search
« Advance Search

User can also perform other operations like filter, sorting etc. into result set.

ERR-4 Describe how the Bidder's proposed solution provides for the generation of standard and
customizable error reports.

Acro’s Response:

The Error and Exception handling module of SUA-ACAMS gives the functionality, to State Administrator, to generate error
reports based on different parameters. The user not only able to generate standard error reports but they can customize the
error reports into some predefined templates. Although, SUA-ACAMS have enough predefined templates but Acro can also
add some mplates as per their requirements.

ERR-5 Describe how the Bidder's proposed solution has the ability to suppress error messages based upon
user-defined criteria.
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Req #

Requirement

)
Comply

{a)

Core

®)

Custom

(c}
3rd
Party

Acro’s Response:

State Administrator can do “ON” or "OFF" the custom errors as per their desires and based on this flag SUA-ACAMS suppress

error messages.
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Database/Data Management Requirements

DHHS requires the benefits inherent with a relational database management system (RDBMS). The accessibility, flexibility and
maintainability achieved through normalized data structures are essential to achieving the business objectives outlined in this RFP.

M|l @ | o | ©

3rd
Comply | Core |Custom Party

Req # Requirement

Describe the Bidder's proposed Database architecture including the database software is supported

DBM-1 by the proposed application.

X X
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(c}

. 1 )

Req# Requ"ement Co(m}ply C(gze Cu(st)om 3rd
Party

Acro’s Response;

Database Warehouse solution is used for Ad-hoc reporting, Analysis report, Graph etc, SUA-ACAMS uses a separate business
intelligence server to extract the live data periodicaily from the production database server. Microsoft SSRS tool is used for
generate the Ad-hoc reports for the business users community.

Describe how the Bidder's proposed solution is built upon an integrated data model, such as a
CBM-3 Relational Database Management System (RDBMS), with referential integrity enforced. Describe X X
the integrated data model.

Acro’s Response:

SUA-ACAMS uses Microsoft SQL Server which is a Relational Database Management System (RDBMS) that strongly supports
the referential integrity enforcement. The Integrated Data Model {IDM) provides a more general and flexible foundation for
the manipulation of information than models underlying traditional database management systems. The facilities provided
by the n el can be employed not only for database queries, updates, and report generation, but also for managing the
arbitrary  ita structures used by systems programs and application programs. Moreover, because this occurs in a database
setting, the ability to share this information concurrently with other users and to distribute information among different sites
is provided in the same way as for the more conventional kinds of data routinely stored in databases.

Describe how the Bidder's proposed solution maintains an automated history of all transactions,
DEM-4 including, but not limited to: date and time of change, "before" and "after" data field contents, and X X
operator identifier or source of the update.
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Acro’s Response;

The SUA-ACAMS stores and logs all pertinent changes to the data that provide sufficient information for auditing with very
easy and user-friendly interface to get this information either on page or report.

Under Audit report module, the system captures all necessary information for audit like:

+ Date and time of change

s Source of the update

Captures “Before” and “After” data fields contents whenever required
Who did insert/update/delete operations

Module name

Transition tables name

Behalf of user name

Us:  wise total number of tables modified

Date wise total number of tables modified

Password reset data and time

Password changed by log

Password expiry date

Ust account activate/reactivate date and time

Account lock info

Unsuccessful login attempts count

Add/Removal history of user’s role group with date time, changed by
User last login date

Current status of user

User creation date

Current application/modules assigned

Maintain history of all data related to change in any of the data set like group/modules/application etc.
Track of user's Agency name along with duration

IP address of user

Browse name and version of user

Ap| cation access history log

User certification history

Mobile device name

Mobile browser name and version

Please see below screen snap for one of the report,
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Req #

Requirement

(1
Comply

(a)

Core

)

Custom

(c)
3rd

Party

DBM-5

Describe the ability for the Bidder to convert data from the current systems utilized into the Bidder's
proposed solution. Describe the technology used to complete the conversion.
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Acro’s Response:

Acro maintains a specialist internal data conversions team, which manages the entire conversion process, from initial
consultancy through to final proofing. This team provides a seamless transfer of client data into the SUA-ACAMS

implementation. Acro uses the best-in-class technologies and associated best practices Data Conversion and Migration
solutions.

The first step in conversion methodology is preparing a complete conversion plan that will help in going through the process
and will permit to foresee and solve the conflicting resources usage before the bottleneck ever occurs.

Data conversion plan addresses the migration of data from one format to another format when a new application is developed,
The data to be converted can be different medium - like paper or electronic.
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Backup and System Recovery Requirements

DHHS requires the ability to create backup copies of the software and to restore and use those backup copies for the basic protection
against system problems and data loss. This requirement refers to all application system files, data files, and database data files.
The Bidder's proposed solution should provide a comprehensive and easily manageable backup and recovery process that is
responsive to DHHS needs.

The Bidder's proposed solution should identify and implement a system recovery plan that ensures component failures do not disrupt
services. The ptan should be completed, implemented, and tested prior to system implementation.

The successful Bidder's solution should specify all needed hardware, software, and tools, and the plan should clearly define all roles,
responsibilities, processes, and procedures. The solution should be sufficiently flexible to integrate with existing DHHS capabilities
and accommodate future changes.

(c)

Bidder's proposed backup retention schedules — daily, weekly, monthly, quarterly, etc.

. 1 a b
Req # Requ"ement Co(m}ply Cfoze Cu(stz::m P&‘arrc:Y
Describe the Bidder's proposed Backup and System Recovery plan and readiness. Describe the
BKP-1 Bidder's service level agreement on returning the solution to service from a backup. Describe the X X
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Comply [ Core |Custom 3rd

Req # Requirement
Party

Acro’s Response:

Acro provides automated, backup protection for all of your important data using Micorsoft Azure data backup vault. Protecting
the client’s data from a disaster is the first priority of Acro solution. We have backup specialist team who specialize in data
backup and disaster recovery to make sure the business continuity in the event of a disaster. The Microsoft Azure data
backup vault ensures that the data is protected, and you never have to worry about losing your data.

Acro also uses Microsoft Azure Site Recovery (ASR) services for Disaster Recovery (DR) solution for SUA-ACAMS. Azro set
up Azure Site Recovery by replicating an Azure VM to a different Azure region directly from the Azure portal. As a fully
integrated offering, Site Recovery is automatically updated with new Azure features as they're released. This helps Azro
minimize recovery issues by sequencing the order of multi-tier applications running on multiple virtual machines. Acro
ensures compliance by testing the disaster recovery plan without impacting production workloads or end users. And keep
applications available during outages with automatic recovery from on-premises to Azure or Azure to another Azure region.

Describe the Bidder's proposed Disaster Recovery Pian. Describe the Bidder's service level X X

BKP-2 agreement on returning the solution back te operational service,

Acro’s Response:

Acro addresses any crashes or downtime immediately and without delay. However, because of Acro’s robust Disaster
Recovery model, any downtime is usually minimal. In the event of network connectivity issues at the State, SUA-ACAMS
provides a configuration for “portable” sites configured to operate as stand alone, unconnected sites, with the ability to
routinely synchronize data to the central database. These sites aliow for data to be captured when a user is in a remote area
that doesn’t allow network connectivity. Once reconnected, the portable sites synchronize to the central SUA-ACAMS database
and allow the captured data to be accessible within the greater SUA-ACAMS ecosystem.
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Describe how backups of the Bidder's proposed solution are able to be scheduled without user
BKP-3 i ; : ;
tervention and without interruption to the system.

Acro's Response;

Acro provides automated, backup protection for all of your important data through scripts. Protecting the client’s data from
a disaster is the first priority of Acro solution. We have backup specialist team who specialize in data backup and disaster
recovery to make sure the business continuity in the event of a disaster. Qur daily basis nightly backups ensure that the
data is protected, and you never have to worry about losing your data.

BKP-4 Describe how the Bidder's proposed solution provides information on their test and validation
process for all of the backup requirements listed previously (BKP-1, BKP-2, and BKP-3).

Acro’s Response:
Acro back up script validates the SQL Server Database backup to ensure that the backup has no any issue to restore.

Acro keeps 30 days back up data and all backup are marked with timestamp for ease of identification, These backups are
encrypted at the same 256-bit level as the Vault itself and Backup Servers housed in a secure, 24/7, around-the-
clock, guarded facility with closed-circuit motion sensitive video surveillance.

If there is a backup failure or downtime, describe the Bidder's proposed method and timing of
BKP-5 L
communication to DHHS.

Acro’s Response;

For backup failure our backup specialist team gets email and SMS notifications along with reason for failure. Our team acts
according to the severity of the failure.

If downtime is required then Acro do communication immediately to DHHS via Email, Phone Call.
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Security and Audit Requirements

(c)

sbecific reauirements:

. 1 b
Req # Requ"ement Co(m)ply C(cange Cu(sth P?;Tty
Describe the Bidder's proposed security safeguards integrated into their application and how these
safeguards address DHHS security.
SEC-1 Refer to DHHS Information Technelogy {IT} Access Control Standard (DHHS-IT- 2018-001B) for X X
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Acro’s Response:

Secured Socked Layer {SSL) Advanced Encryption Standard {AES} encryption using 256-bit keys ensures the security and
privacy of the files and information transmitted through and stored in the Document Vault, Client and Firm Portal. 256-bit
encryption is the highest available using the Advanced Encryption Standard.

Encryption of electronic customer information
SSL and AES encryption using 256-bit keys ensure the privacy of all remote connections. AES is a U.S. government standard
algorithm and is Federal Information Processing Standard (FIPS) approved.

To decipher a 256-bit SSL communication requires generating the proper decoding key out of the 225% possible values,
rendering the encrypted data practically impervious to intrusion. Even by systematically trying every possible key combination,
cracking at 256-bit encryption is computationally unfeasible.

Additional Security Measures
1. Servers housed in a secure, 24/7, around-the-clock, guarded facility with closed-circuit motion sensitive video
surveillance.
Administrators control the feature set of individual users or groups to restrict such features as File Transfer
Physical access to the servers is further restricted by Dual Factor Authentication Barriers.
Hardware and Software Firewalls
Anti-Denial of Service protection
Intrusion prevention

o JIL W0 I SR W I

Acro proposal included hosting the SUA-ACAMS system in the Microsoft Azure cloud environment which is in conformance
with the HIPAA/HITECH security, data protection and encryption requirements. This cloud-based solution addresses the unique
and challenging requirements of secure data center requirements, including:

= Security policy enforcement between virtual applications and workloads

s Scalability management, including users, connections, and throughput

« Consolidated managernent across security services

s Separation of duties between application server and security teams

« Deployment that uses resources, scales easily, and enforces policies

Acro proposed Microsoft Azure cloud hosting architecture solution includes:
s Integrated appliance with VPN, firewall, and intrusion prevention system (IPS)
+ Virtual firewall solution




+« Threat-control capabilities
» Embedded firewall modules
+ Highly secure access solutions

Security is critical to the data center. The network perimeter is increasingly porous, and mailware continues to spread.
Organizations experience frequent security threats from both the Internet and internal networks.

Acro data center security scelutions contain:
= Threat control and defense with intrusion prevention system {IPS}
» Ap| :ation and content security
» Virtualization security (virtual firewall)
+ Highly secure access

Acro Service Corporation (Acro) performs a security vulnerability assessment of IT infrastructure each month. Th assessment
examines devices such as firewalls, routers and servers that provide state services on the Internet. The report also covers
assessments on any web-based services that external users’ access. Acro performs these assessments with the least possible
impact to the organization. This means our assessment tools have been throttled back as to not consume customer Internet
bandwidth. Our assessments are also done at a mutually agreeable time which is determined to be least impacting to the
organization.

Tools use:

The security assessments performed by Acro Service Corporation follow a standard assessment methodology recommended
by Microsoft and other vendor guidelines. Following tools were used for this specific assessment:

Microsoft Baseline Security Analyzer

Nessus

NMAP

Penetration testing for validation using Kali Linux
a. OWASP ZAP

b XSSER

C. HTTrack

d SQLMap

Pwpe
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Second-level monitoring
Acro implements second-level monitoring which involves more frequent and aggressive monitoring of server events and
network logs. Acro reviews application user logs to keep track of the usage patterns to identify any suspicious user activity
in the system. To keep the system safe, Acro will propose at the start of the Contract a supplemental plan to continually and
proactively monitor the system security components in addition to the current monitoring activities. Following items will be
included in the second-level security monitoring process:
1. Server event logs
2. IIS tog
3. Anti-virus log
4. Firewall log
5. Application logs
a. User hits
b. Geographical origins of requests
¢. Usage patterns
d. Failed login attempts
6. System scans

Server Event Logs:

« Windows event logs (Application, System and Security logs) contain the port from Windows operating system and
applications about the status of events including failure to start a service or a system component. These will be
inspected and analyzed and issues, if any, will be identified.

IIS Log:

» IS webserver logs contain information about sites and services and provides some high-level details about site visits.
The log will be reviewed and analyzed for any suspicious activity.
Anti-virus Log:

= Symantec Anti-virus log contains virus and malware scan activity report for the server files. This log will be reviewed
for threats and appropriate action on quarantined files, if any, will be taken.

Firewall L )
« The nrewall keeps a log of network traffic requests. This will be reviewed and analyzed for suspicious requests and
patterns.

Application Logs:
+« The applications already collect data about user login with date/time information. This will be further enhanced to
inc  le location information and history of login attempts. Reports will be developed (under separate work orders) to

get an insight into application usage patterns by hour/day, geographical origins, and login attempts. These reports will
be reviewed to identify any suspicious activity.
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System Scans and Penetration Tests:
 Network port scanning and penetration tests on network eqi »ment will be regularly conducted to measure the
robustness of the SUA-ACAMS security layers.
Activity Schedule:
= The security monitoring will be conducted by Contractor’s system security experts.

Describe how the Bidder's proposed solution complies with Federal, State, and division-specific
security requirements including but not limited to:

Health Insurance Portability and Accountability Act {HIPAA) of 1996

Health Information Technology for Economic and Clinical Health Act (HITECH) of 2009
Privacy Act of 1974

45 CFR Part 164 Security standards for PHI

Office of the National Coordinator's Nationwide Privacy and Security Framework for Electronic
Exchange of Individually Identifiable Health information

SEC-2

Refer to the Nebras’
for more information

Security Policies and Standards
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Acro’s Response:

1. Health Insurance Portability and Accountability Act (HIPAA):
SUA-ACAMS is HIPAA compliant. SUA-ACAMS data protection provides the capability to encrypt or tokenize ePHI before
it goes to the cloud. When the data is encrypted, the encryption keys always remain within the control. As an added
safeguard, SUA-ACAMS scan virus threats before data goes to or from the system for Healthcare cloud.

As already mentioned, the following capabilities of SUA-ACAMS makes it HIPAA compliant:

s Secure Database: With built-in encryption protocol, only individuals with valid User IDs and Passwords can view
or edit the data.

« Backup of the database protects documents from loss in the case of system and server failure. Maintaining the
back-up of electronic records at a separate location fulfills the requirement of HIPAA.

» Client Portal: SUA-ACAMS has Internal Messaging System (IMS) that allows secure sharing of information (data
and documents) through cloud solution.

Role Based Security: Users with valid credentials can login the system.

2. Health Information Technology for Economic and Clinical Health Act (HITECH), Privacy, Security standards
for PHI:

Acro’s solution comprises of hosting of the customized SUA-ACAMS instance in the secure, flexible and HIPAA/HITECH
compliant Microsoft Azure cloud hosting environment. Acro recommended Microsoft Azure cloud hosting solution meets
the specifications of the DHHS Information Systems and Technology Security Policies and Standards.

Identity and Access Management (IAM) is the set of processes and technologies SUA-ACAMS uses to represent and
administer digital identities, and to provide access for those identities.

The SUA-ACAMS architecture features for IAM:

Identifies users in different contexts so that agency policies and user preferences are applied consistently.

Provides an integrated login experience that aligns with agency needs for users across agency systems and channels.
Enables coherent audit trails and chain of custody records needed for security forensics and compliance requirements.
Supports the proactive management of user access to agency resources including de-provisioning when needed.
Enables the agency to consistently identify patients so that customer service can be more effective.
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(a)

(b)

(c)

Req # ReqUirement Comply | Core |Custom Psargy
Describe how the Bidder's proposed solution meets the DHHS requirements for unique user ID
access. Include:
SEC-3 » Specification on configuration of the unique user ID. X X

How the unique user ID is assigned and managed.
How the unique user ID is used to log system activity.
How the system handles the creation of duplicate user ID accounts.

Acro’s Response:

SUA-ACAMS generates a unique ID for each user. The logic to generate the unique 1D is based on user’s input for First Name
and Last Name fields and table row number, Based on these three fields system generates unique ID for each user and this
can't be duplicate in the system. These unique ID is used for all place in the system like logs table, truncation tables for audit

etc,




Requirement

(0

(a)

(&)

(c)
3rd

Req # Comply | Core |Custom Party
Describe how the Bidder's proposed solution meets the DHHS standard for administering passwords:
¢ Initial Password assignment.
» Strong Password Requirements.
SEC-4 « Password reset process. X X

» Password expiration policy.

« Password controls for automatic lockout access to any user or user group after an administrator-
defined number of unsuccessful log-on attempts.
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Acro's Response:

The password that will be used to login in SUA-ACAMS must contain:

8 characters or longer

a minimum of 1 lower case letter [a-z] and

a minimum of 1 upper case letter [A-Z] and

a minimum of 1 numeric character [0-9] and

a minimum of 1 special character: ~ 1@#$% " &*()-_+={}[]I\;:"<>,./?

at least 1 upper case, numeric, and special character must be EMBEDDED somewhere in the middle of the password,
ist character of the password string.

AL Sl

To make sure the password used by the user is strong, system makes it sure that the password is not based on any personal
information such as user id, family name, pet, birthday, etc. The application also makes sure that the user do not reuse the
password,

The SUA-ACAMS Directory Server enables the user to prevent unauthorized access to user passwords. The administrator may
configure the server to encrypt user Password attribute values in either a one-way encrypting format or a two-way encrypting
format. The encrypted passwords are tagged with the encrypting algorithm name so that passwords encrypted in different
formats can coexist in the directory. When the encrypting configuration is changed, existing encrypted passwords remain
unchanged and continue to work.
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Using one-way encryption formats, user passwords may be encrypted and stored in the directory, which prevents clear
passwords from being accessed by any users including the system administrators. Using two-way encryption formats,
passwords are encrypted while stored in the database, and decrypted when returned to an authorized client. Use of two-way
encryption protects the password stored in the database, while supporting use authentication methods like DIGEST-MD5 that
require the server to have access to the clear text password and supporting applications that may need the clear-text
password.

One-way encrypting formats are:

» SHA-1
« MD5S
Two-way encrypting formats are:
+ None
s AES

Authorized Security Administrator will have the entire control for the Password Management module,
Other System Security Features

The following are desirable security features that are available in SUA-ACAMS:
1. Automatically suspend a user account after a pre-defined number of invalid logon attempts.
2. Restrict a suspended account to only allow reactivation by manual action controlled by the system/security
administrator.
Prevent users from using passwords shorter than a pre-defined length or re-using previously used or old passwords.

SUA-ACAMS self-service password reset solution that allows an end user to reset password without calling the helpdesk or
Security Administrator. A self-service password reset, and management solution not only reduces the number of help desk
password kets but also enhances the productivity of an end user by averting unnecessary and prolonged waits.

SUA-ACAMS Password requirement includes:
1. Not be the same as the User ID
2. Not be the same as the User’'s Full Name
3. Not be identical to the previous ten (10) passwords
4. Not be displayed when entered
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5. All systems-level passwords {e.g., root, enable, network administrator, application administration accounts, etc.) must
be changed at least every 90 days.

6. All user-level passwords {e.g., email, web, desktop computer, etc.) must be changed at least every 90 days and cannot
be reused the past 10 passwords.

7. Passwords must not be inserted into email messages or other forms of electronic communication
SUA-ACAMS uses a SQL Server database which enables database administrators to expire account passwords manually as
well as automatically. The Password expiration is based on password age, which for a given account is assessed from the date
and time of its most recent password change.

SUA-ACAMS has a screen using which user can reset the password.

As the user selects to reset the password, system automatically reset the password and sends an email to the user with new
password. User can login with the password provided

and later change the password using the ‘Change Password’ screen.

-L. uzer ManzgeTent
f—i Nerfioatgn

5 Menags Faszwera

The following screenshot of the SUA-ACAMS login screen clearly indicated that the ‘Forgot Password’ link is always displayed
on the login window.
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This feature will be inherently available in the SUA-ACAMS implementa n,

The standard password expiration policy is ninety (90) days.

However, this policy is fully configurable through the SUA-
ACAMS Identity Management (AIM) module.

Previous passwords are limited for reuse at ten (10) but that limit is configurable through the AIM,
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SEC-5 Describe how the Bidder's proposed solution supports the use of multi-factor authentication. X X
Acro’s Response:

Acro’s use of Muiti-Factor Authentication (MFA) is a simple best practice that adds an extra layer of protection on top of your
user name and password. With MFA enabled, when a user signs in to the application, they will be prompted for their user

name and password as well as for an authentication code. Taken together, these multiple factors provide increased security
for your AWS account settings and resources.

Describe any security processes for managing security updates, and integrated components subject
SEC-6 A ; L X X
to vulnerability, including anti-virus.
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Req # Requirement

Acro’s Response:

Acro’s Security Policies and Procedures document is comprehensive in nature and thus we are embedding the Word document
with the abbreviated version of the Security Policies and Procedures document to keep the proposal document within the limit
of 65 pages.

Following is the table of contents from the Information Security Policy Manual that will provide an insight in to the
comprehensive nature of the security policies related to the application environments, computer systems. And facilities.

1.0 Data Classification / Sensitivity Policy
2.0 Data Ownership Policy

3.0 Information Safeguarding

4.0 Server Security Policy

5.0 Security Response Patching Policy
6.0 Antiviral Policy

7.0 Login Policy

8.0 Password Protection Policy

9.0 Network Security Policy

10.0 Virtual Private Network (VPN) Policy
11.0 PC Anywhere Communication Policy
12.0 Server Room Security Policy

13.0 Media Policy

14.0 E-Mail Policy

15.0 Third Party Policy

Describe how the Bidder's proposed soluticn provides the ability to maintain a directory of all

SEC-7 personnel wha currently use or access the system.
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Acro’s Response:

Under Audit module, a State Administrator can see the list of all user who are currently active in the system along with
other reports which give all audit related information. These information is as below but not limit to:

Module name

User account activate/reactivate date and time
Account lock info

Unsuccessful login attempts count

¢ Add/Removal history of user’s role group with date time, changed by
s User last login date
« Current status of user
s User creation date
« Current application/modules assigned
+ Maintain history of all data related to change in any of the data set like group/modules/application etc.
» Track of user's Agency name along with duration
¢ IP address of user
» Browse name and version of user
» Application access history log
s User certification history
s Mobile device name
+ Mobile browser name and version
State of Nebraska requires identification and authorization of users through an enterprise directory
known as the Nebraska Directory Services {NDS) to access web-based applications. Describe how
the Bidder's proposed solution will integrate NDS authentication.
SEC-8 X X

Refer to the Nebraska Information Technology Commission Security Architecture — Identification and
Authorization — (8-303) for specific requirements:
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Acro’s Response:

Yes, SUA-ACAMS supports Single Sign On {SSO) feature. This : fully configurable and Nebraska Directory Services (NDS)
can be used for authentication and authorization for SUA-ACAMS access.

Describe how the Bidder's proposed solution provides role-based security and allows restricted
access to system features, function, screens, fields, database, etc. Role authentication may occur at
the directory level, application level, or database level {depending on database platform). Describe
the security administration functions integrated into the proposed system that manage role-based
access to system functions, features, and data. Include a description of:

+« How and where the proposed system steres security atiributes or roles (e.g., LDAP attributes,
database tables, a file).
SEC-9 « The interface between the LDAP and the application, if roles are assigned in an LDAP directory. | X X

s How roles are created and security is applied to the role based on how and where security
attributes are stored (if multiple options describe each).

= How groups are defined and how roles and security are applied to each group.
s How access limits are applied to screens and data on screens by role or group.
» How users are created and assigned to one or more roles or groups.

+« How role and group creation and assignment activity is logged.
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Acro’s Response:

Security is paramount to Acro’s application implementations, User accessibility is one of the key parameters of this security
implementation. SUA-ACAMS supports authentication and authorization of users in the system. System Administrator has
the authority to create users and assign roles that allow users to access and manage the users. Access to the application is
defined by each functional role in the system.

SUA-ACAMS can integrate with clients’ managed Active Directory (AD) implementations or ID Management systems to provide
Single-Sign-On facility to the State’s users. It will provide basic user validation and authority; System will also maintain
application specific module access and authorization.

To access and manage the system, a user must be assigned with one or more roles, which are validated during authorization.
The roles that an administrator assigns to a user, control the workspace the user can access and the tasks that can be
performed on the objects that are managed within a workspace. A user with no role assignments cannot access ACAMS
workspace and is unable to perform tasks.

System wilt be accessible to the authorized users over the public Internet via a browser on desktops, laptops, or mobile
devices. Access to the application is secured using industry standard SSL encryption for user authentication prior to granting
access to the application. System has User Authorization page using which the Admin can give access rights to the user based
on their role.

With role-base access control {(RBAC) enforcement, System administrator or user administrator controls the workspaces a
user can access, the system resources users can view and manage, and the tasks available to a user within a workspace.
RBAC is enforced in the ACAMS user interface navigation hierarchy by workspace, task group, and task.

A user can access only those portions of the navigation hierarchy that are explicitly granted through access privileges.
Below is the summary for the solutions that we provide for role-based security:

« Roles are defined in groups of Active Directory

+  SUA-ACAMS have a module having user interface that interacts between the LDAP and the application. This
module/interface provides the ability to perform all operation related to active directory. For example: Creating user,
reset password, creating and managing groups etc.

» Under an QU (Organizational Unit) different groups (global/private as per requirements) are created that is called roles
with appropriate privilege.

» How groups are defined and how roles and security are applied to each group.

+ Not all users are allowing to perform operations on AD except 1 or 2 users who have the Administrator privilege to AD.
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+ Throw the user interface, users are created and assigned to one or more roles or groups.

- Apart from the AD history log capability, SUA-ACAMS also keeps group creation and assignment activity logs in the
database.

+ Application uses the different credential to connect with SQL Server

SEC-10

Acro’s Response;

Describe how the Bidder's proposed solution automatically disconnects based upon inactivity, as
required by DHHS Policies and Procedures. Describe how the feature is administered and what
effect disconnect has on any activity or transaction in process at the time of disconnection.

Refer to DHHS Securing Hardware and Software Standard (DHHS-IT-2018-001A) for specific
requirements.

Default session time out is 20 minutes in SUA-ACAMS and this time is overridable through Application Configuration Setting

by a State Administrator. User gets alert having option to continue their ses

expiration.

n or logout 5 minutes before the session

SEC-11
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Describe how the Bidder's proposed solution protects Confidential and Highly Restricted Data from
unauthorized access during transmission. Describe transmission safeguards that are integrated into
the proposed system to protect data during transmission, including any encryption technelogy.

Refer to DHHS Information Technology (IT) Security Policy (DHHS-IT-2018-0C1) for specific
requirements:
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Acro’'s Response:

Acro fully understands the importance of security and the State’s concerns with respect to the Security of the application. To
meet the security benchmark, the system is designed with the following application security features:

SSL/HTTPS Protocol:

In protocol, SUA-ACAMS uses HTTPS over TCP/IP protocols. Means data transfer over the public Internet will be S5L-
encrypted and secure

Password Hashing:

For hashing user passwords, Acro proposes industry-standard and robust hashing algorithm like SHA-256 with 64
rounds for password during transmission.

Data Encryption:

Data are encrypted in the database and the encrypted data travel in the network that provides extra miles to the
protection of Confidential and Highly Restricted Data from unauthorized access during transmission.

Connection String Security:
We use Win32 Data Protection API (DPAPI) for encrypting connection strings. We do encrypt the 3DES encryption key

using the DPAPI and store the encrypted key in a registry key with a restricted ACL so that only administrators and
SUA-ACMAS application process account can use it.
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e proposed system will process Confidential and Highly restricted Data. Describe the Bidder's
auditing functions for all data that is viewed or changed. Describe how the Bidder's proposed solution
provides System Auditing functions, including but not limited to:

» The user ID of the person who viewed or made the change to the data.
» The date and time of the view or change.

+ The physical, software/hardware and/or network location of the person while viewing or making the
SEC-12 | ghange.

» The information that was viewed or changed.
» The outcome of the event.

Refer to DHHS Information Technology {IT} Audit Standard {DHHS-IT-2018-001F) for specific audit
reqallirements
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Acro’s Response;

The SUA-ACAMS stores and logs all pertinent changes to the data that provide sufficient information for auditing with very
easy and user-friendly interface to get this information either on page or report.

Under Auc repert module, the system captures all necessary information for audit like:

« Date and time of change

+ Source of the update

Captures “Before” and “After” data fields contents whenever required
Who did insert/update/delete operations

Module name

Transition tables name

Behalf of user name

User wise total number of tables modified

Date wise total number of tables modified

Password reset data and time

Password changed by log

Password expiry date

User account activate/reactivate date and time

Account lock info

Unsuccessful login attempts count

Add/Removal history of user’s role group with date time, changed by
User last login date

Current status of user

User creation date

Current application/modules assigned

Maintain history of all data related to change in any of the data set like group/modules/application etc.
Track of user's Agency name along with duration

IP address of user

Browse name and version of user

Application access history log

User certification history

Mabile device name

Mobile browser name and version

Please see below screen snap for one of the report.
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Acro’s Response:

The SUA-ACAMS stores and logs all pertinent changes to the data that provide sufficient information for auditing with very
easy and user-friendly interface to get this information either on page or report.

Under Audit report module, the system captures all necessary information for audit like:

Date and time of change

Source of the update

Captures “Before” and “After” data fields contents whenever required
Who did insert/update/delete operations

Module name

Transition tables name

Behalf of user name

Ust  wise total number of tables modified

Date wise total number of tables modified

Password reset data and time

Password changed by log

Password expiry date

Us: account activate/reactivate date and time

Account lock info

Unsuccessful legin attempts count

Add/Removal history of user’s role group with date time, changed by
Usi  ast login date

Current status of user

Us: creation date

Current application/modules assigned

Maintain history of all data related to change in any of the data set like group/modules/application etc.
Track of user's Agency name along with duration

IP address of user

Browse name and version of user

Application access history log

Usi  certification history

Mobile device name

Mobile browser name and version

Please see below screen snap for one of the report,
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Describe how the Bidder's propesed solution provides an auto archive/purge of the log files to
SEC-15 prevent uncontrolled growth of the log and historical records storage using adm  strator-set
parameters.

Acro’s Response:

The SUA-ACAMS archive/purge of the log files, some transaction tables etc. to prevent uncontrolled growth of log and
database. SUA-ACAMS purge data/logs that are older than 2 fiscal years which is default setting is the configuration screen.
This configuration is changeable that gives the control to the State Administrater.

Describe how the Bidder's proposed sclution supports encry  >n of data at rest or an eguivalent
alternative protection mechanism. Describe the proposed encryption of data. !f data is not
encrypted, describe in detail compensating controls.

Refer to BPHHS Information Technology (IT) Security Policy (DHHS-IT-2018-001) for specific
requirements:

SEC-16




Acro’s Response:

Acro follows NIST Standard.

Securing Data

Transparent data encryption (TDE)} performs real-time I/O encryption and decryption of the data and log files. The
encryption uses a database encryption key (DEK), which is stored in the database boot record for availability during recovery,
The DEK is a symmetric key secured by using a certificate stored in the master database of the server or an asymmetric key
protected by an EKM module,

The following illustration shows the architecture of TDE encryption:

Encryption of Data in Transit - The secure transmission of data in transit relies on both encryption and authentication.
Acro uses and recommends the following methodology to ensure data safety in transit:
+ Authentication: Acro uses a set of authentication rules to ensure that only authenticated users can access the
application,
» Secure HTTP: Acro recommends SSL connections from Web Server- Client and Web Server to SQL Server to protect
data in transit.
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Secure Email: Most of the secure email programs use public key encryption. The receiver posts their encryption key

somewhere public, somewhere that potential senders can -

locate it. The sender uses that key to encrypt the message,
thus ensuring that only the receiver can decrypt it.

Secure Shell: Networks often need remote system
management, where the administrator is required to remotely
access machines. Or programmers, using a remote access tool
to use resources on the computers at work., The modern
version is SSH, which uses any of several encryption options
and has a variety of ways to tell whether the useris authorized
to connect to the host system. SSH stands for Secure Shell.
Other Data Transfer: Acro recommends the use FTPS, SFTP
for file transfer or use RDP for remote desktop instead of VNC
etc.

Encryption of data at rest

There are several precautions to help secure the data at rest. One
solution is . encrypt the sensitive data in the database and protect
the keys that are used to encrypt the data with a certificate. This
prevents from data theft frem anyone. Choice of encryption
mechanisms depends on the type of data. However, Acro users
following mechanisms:

Transact-SQL functions
Certificates
Transparent Data Encryption

ant Encr £

SEC-17

for attacks.

Describe how the Bidder's proposed solution adheres to the principle of “Fail Safe” to ensure that a
system in a failed state does not reveal any sensitive information or leave any access controls open




Acro's

Response;

Acro follow “Fail Safe” principle and based on the principle, Acro defined some standards/checklist in the SUA-ACAMS to
adheres to the principle of “Fail Safe”. Below are standards/checklist but not limited to that:

All the sensitive information is encrypted in database and same of the database objects too.

Every access to every resource get validated for authorization.

Systems designed in very simple and modular.

The security of SUA-ACAMS and its algorithms are not dependent on secrecy of its design or implementation.
Resource access are granted based on more than a single condition.

Mechanisms used to access resources are not shared.

Concept of layering resource access authorization verification in a system that reduces the chance of a successful
attack because layered approach to resource authorization requires unauthorized users to circumvent each
authorization attempt to gain access to a resource.

SEC-18 Describe how the Bidder's proposed solution is configurable to prevent corruption or loss of data X X
already entered into the solution in the event of failure.
Acro’s Response:

To prevent corruption or loss of data already entered into the system, SUA-ACAMS follow the below logic/process:

System show message for expected session expiration timeout 5 minutes before so that user can have time to save
their data

Due to any reason, if use is unable to save the record then system automatically store their data as temporary record
and once user get back in the system then system give an option to restore data that is save temporary.

Some of screens/modules, the system does save data automatically to prevent loss of data.

SEC-19

Describe how the Bidder's proposed solution, prior fo access of any Confidentii  ar Highly Restricted
Data, displays a configurable warning or lagin banner. In the event that a solution does not support
pre-login capabilities, describe how the solution displays the banner immediately following
authorization.
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Acro’s Response!:

Yes, System has provision to configures the Highly Restricted/Confidential data but currently system does not support
displays a configurable warning or login banner. We can customize the application to meet such requirement if state required.

Describe how the Bidder's proposed solution recognizes Confidential and Highly Restricted
information in screens, reports and views (i.e. PHI and SSN} by restricting distribution and access
based upon system security settings and roles. Describe warning banner on printed and viewed
reports.

SEC-20

Acro’s Response:

SUA-ACAMS used some approaches to restrict the distribution and access, based upon system security settings and roles, for
Confidential and Highly Restricted information on screen and reports in which one of the option is:

« In security setting screen, different security settings options are available for each role. The options are below but
limited to:

o Allow/Disallow copy of recognized confidential and highly restricted information.

o Masking of recognized confidential and highly restricted information.

o Allow/Disallow report generation, that have confidential and highly restricted information, on mobile devices.

o Allow/Disallow report generation, that have confidential and highly restricted information, on internet network
(if not intranet).

o Allow/Disallow report generation, that have confidential and highly restricted information, based on IP address.
User can be allowed to generate the report from specific system/IP address

Apart from above SUA-ACAMS take some preventive step to achieve the security goal and we continuously work on other
parameters to enhance our security wall.

However, some of the feature like warning banner on printed and viewed reports are not in our current version and we will
work as per state requirements.
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Describe how the Bidder's proposed solution alerts staff authorities identified by DHHS of potential
violations of security and privacy safeguards and adheres to the DHHS Information Technology {IT)
SEC-21 | |ncident Management Standard (DHHS-IT- 2018-001E) requirements.

| Acro’s Response:

SUA-ACAMS generates alerts whenever there are major system issues within 1 hours of any major incident, 4 hours for minor
incidents, and all incidents will be listed in monthly reporting delivered to the client. We will also custom build an Incident
management policy and procedures that will fit the needs of the client and our proposed system.

Describe how the Bidder's proposed solution provides the capability to monitor, identify, and report
SEC-22 on events on the information system, detects attacks, and provides identification of unauthorized use
and atternpts of the systemn.
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Acro’s Response:

To meet this requirement Acro implements second-level monitoring which involves more frequent and aggressive monitoring
of server events and network logs. Acro reviews application user logs to keep track of the usage patterns to identify any
suspicious user activity in the system. To keep the system safe, Acro v | propose at the start of the Contract a supplemental
plan to continually and proactively monitor the system security components in addition to the current monitoring activities.
Following items will be included in the second-level security monitoring process:

1. Server event logs
2 I1S log

3. Anti-virus log

4. Firewall log

5 Application logs

a. User hiks
b. Geographical origins of requests
c. Usage patterns
d. Failed legin attempts
6. Sy 'm scans

Server Event Logs:

« Windows event logs (Application, System and Security logs) contain the report from Windows operating system and
ap| cations about the status of events including failure to start a service or a system component. These will be
inspected and analyzed and issues, if any, will be identified.

IIS Log:

» IIS webserver logs contain information about sites and services and provides some high-level details about site visits,

The log will be reviewed and analyzed for any suspicious activity,
Anti-virus Log:

+» Symantec Anti-virus log contains virus and malware scan activity report for the server files. This log will be reviewed

for threats and appropriate action on quarantined files, if any, v ! be taken.
Firewall Log:

+ The firewall keeps a log of network traffic requests. This will be reviewed and analyzed for suspicious requests and

patterns.
Application Logs:

« The applications already collect data about user login with date/time information. This will be further enhanced to
include location information and history of login attempts. Reports will be developed (under separate work orders) to
get an insight into application usage patterns by hour/day, geographical origins, and login attempts. These reports will
be reviewed to identify any suspicious activity.

System Scans and Penetration Tests:
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¢ Network port scanning and penetration tests on network equipment will be regularly conducted to measure the
robustness of the SUA-ACAMS security layers.
Activity Schedule:

The security monitoring will be conducted by Contractor’s system security experts.

Describe how the Bidder's proposed solution provides a process for archiving and/or destroying data
and sanitizing storage media in conformance with DHHS data governance policies and subject to
applicable HIPAA, and federal (e.g., Federat Information Processing Standards (FIPS}, National
Institutes of Standards and Technelogy {NIST}, and State laws.

Refer to DHHS Securing Hardware and Software Standard (DHHS-IT-2018-001A) for specific
requirements.

SEC-23

Acro’s Response:

Data will be held in a data repository, encrypted for a set am~~+ ~F fim~ =far which it will be sanitized from our systems.
With the Azure Cloud physical discs are disposed of according t With the data both encrypted in the production
environment and while at rest in the DR and the sanitization ciiwiw v uie ~Zure Government cloud we should pass all the
client guidelines.

Describe how the Bidder's proposed solution has defined and deployed strong controls (including
SEC-24 . . X
access and guery rights) to prevent any data misuse, such as fraud, marketing or other purposes.

Acro’s Response;

SUA-ACAMS keeps all the persconal information, critical data etc. in encrypted format and can only be decrypted with our
application.
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Describe how the Bidder's proposed solution supports logging to a commeon audit engine using the
schema and transports specified by DHHS. Describe how the solution exports logs in such a
manner as to allow correlation based on time (e.g. Coordinated Universal Time [UTC]
synchronization).

SEC-25

Acro’s Response:

Audit Module of SUA-ACAMS system provde a common audit engine where SUA staff can login do the auditing as per their
need. This module have the capability to suppert formatting and storing audit logs in a manner that ensures the log integrity
and supports enterprise-{fevel analysis and reporting. All system logs are sent to a central log review system which is protected
from unauthorized access and backed up for availability and integrity purposes. This module caputers date/time stamp the
action was performed, obtained from internal system clocks, including relevant time-zene infermation that make audit very
easy to perform,

scribe how the Bidder's proposed solution supports removal of a user's pri :ges without deleting

SEC-26 + user from the solution to ensure a history of user’s identity and actions.

Acro’s Response:

SUA Administrator can make any user inactive, can remove all or partial privileges/role groups etc. of the system without
deleting the user from the SUA-ACAMS system.
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System and User Documentation Requirements

{c)

five screenshots with on-line help with the bidder's response.

. 1 b
Req # Requirement | o 5o 2
Describe how the Bidder's proposed solution provides on-line Help for all features, functions, and
DOC-1 data element fields, as well as descriptions and resolutions for error messages, using help features X X
including indexing, searching, tool tips, and context-sensitive help topics. Provide a sample copy of
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Acro’s Response:

ACAMS system that provides on-line Help desk that facilities to AAA/SUA users for their queries and functional assistance.,
Clients can interact with us by several ways as listed below-

+ Email us using Internal Messaging System. -
» Talk to us on registered helpline numbers
s Chat

1. Internal Messaging System:
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2. Talkto Us

Acro provides Direct call support services. For any query, client can call and get instance solutions/suggestions for
qguery.

3. Chat Windows

Acro provides support service through chat windows aiso. For any query, client can initiate a chat session and get
instance solutions/suggestions for query.

Acro will assign a user support representative for attending to all technical support calls/online help.
s« Acro will provide technical support during State business hours with escalation as necessary.
+ Acro will return calls for service from the State staff within 2-4 hours.

« Upon notice by State of a problem with the application that can be verified, Acro personnel will respond within
2-4 hours to correct or provide a working solution for the problem.

Acro propases the following structure for online help/technical support.

« Level-1 support (by State) - Receives all the support requests, analyzes them and takes appropriate action on the
requests. These requests are serviced and closed to the satisfaction by the State's Program staff.
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o Level-2 support (by Acro) - Requests requiring technical attention are passed on to the technical staff at Acro for
resolution. If the corrections are minor in nature, they are applied to the application and the State staff is informed
about the same, If significant system changes are involved to service the support request, Acro will follow the standard
maintenance and change control process.

» Support requests that are non-technical in nature but cannot be resclved at Level-1 or Level-2 are escalated to the
next level at State which then takes adequate action on those requests.

Acro provides a web-based system for logging and tracking the system changes and issues. This system keeps tracks of the
support requests and provides instant view of the status of various requests. State’s team will be provided access to enter
issues and requests in this system.

The following exhibit shows the overview of Acro’s application issue resolution process.
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(c)
. {n (a) {b)
Req # Requirement Comply | Core |Custom Pa;rrc:y

L +—Status update

Application
Usersp 5t issue
(I Report the nature ol 2 issue and resolution
- ¢ Yes
Client Sufiport Desk i
No port
Yes — —» ——No—1
| _| ACIO DUPPOM UesK

Describe how the Bidder's proposed solution provides an on-line User Manual with a printable
DOC-2 version available. The documentation should include full mock-ups of all screens/windows and X X
provide narratives of the navigation features for each window/screen. Provide a sample copy of five

pages of the user manual with the bidder's respense.




Acro’s Response!

SUA-ACAMS system that provides on-line User Manual desk that facilities to AAA/SUA users for their assistance. It can be
downloaded from Document Library section of system. It is available in PDF file and also printable. User manual

documentation includes full mock-ups of all screens/windows and provide narratives of the navigation features for each
window/screen,

Below is a sample copy of the user manual.
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Party

. (n (a)
Req # Requirement Comply | Core [Custom

Describe how the Bidder's proposed solution will have on-line Reporting Manual with a printable
version available that includes descriptions, definitions, and layouts for each standard report. Include
DOC-3 definitions of all selection criteria parameters and each report item/data element, all field calculations | X X
defined in detail, and field and report titles. Provide a sample copy of five pages of the Reporting
Manual with the bidder’'s response.

Acro’s Response:

SUA-ACAMS system that provides on-line Reporting Manual desk that facilities to AAA/SUA users for their assistance.

[t can be downioaded from Document Library section of system. It is available in PDF file and also printable.
Reporting manual documentation includes full mock-ups of all screens/windows and provide narratives of the navigation

features for each window/screen.

Below is a sample copy of the on-line Reporting Manual.
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DOC-4

Describe how the Bidder's proposed solution provides a data dictionary which can be viewed
online and kept updated for each modification. Provide a sample copy of five pages of the | X X
Data Dictionary with the bidder's response.
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Acro’s Response:

Acro use a standard the Data Dictionary element. ACAMS system has a table maintenance section for creating data dictionary
which can be viewed online and kept updated for each modification.

Below is sample file for data dictionary.
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Training Requirements

This section presents the overall training requirements that apply to the software. They are not specific to any technology or platform.

(c)
. 1 b
Req # Requ'rement Co(m)ply (',l‘(:r)e Cu(st];)m Pe:,a?y
Describe the Bidder's proposed solution training plan. Describe how the bidder develops and
TRN-1 provides training material to DHHS for initial training and updates to training material for X X
enhancements and changes made to the systemn. The centent of these materials should be
consistent with the on-line Help, User Manual, and Reporting Manual.
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Acro’s Response:
1. User Training

Acro considers training the user as a critical phase in the understanding and transitioning of ownership of the SUA-ACAMS
application. The various steps involved in the training are as follows:

a. Classroom Training

End users such as Trainers and Super-Users need to be familiarized with the project’s usage, features and functionalities
before the actual Go-live.

The SUA-ACAMS Training Plan will be created that clearly identifies various measures to provide complete understanding
and training of SUA-ACAMS system to the State’s prospective users. The document outlines the various steps and
deliverables involved at the various training stages.

Training requirements vary for the various user groups that interact with any application. This Training Plan will identify
the individual requirements for each user group and identify the tools, technologies and methodologies that will be
implemented to meet these individual training needs in a timely and succinct manner.

The SUA-ACAMS training plan during deployment phase is focused to prepare users to participate in User Acceptance
Testing. It will also deliver to the users the understanding the new system for completing their day to day operations and
maintaining the system during the on-going daily operations.

Acro’s Train-the-Trainer sittings are conducted in conjunction with the users that are responsible for conducting end user
training. These sessions help to prepare the Trainers with the requisite skills and knowledge to conduct further end user
training.

If all the Trainers are not able to assemble in a classroom at one location, Acro will conduct training using Webinar Sessions
so that all the Trainers are trained at the same time and they also learn from each other’'s questions and discussions.

In case of significant customization being done in future, additional training and/or user documentation will be required
to be created to supplement the previous documentation provided along with the software.

After go-live, follow-up refresher sessions to increase work efficiency on the new solution may be required for the users.
Acro will conduct an additional refresher training during the ongoing Support and Maintenance engagement with Acro.
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b. Ongoing Training

Acro’s training team will use a number of applicable training materials throughout the training program. Below is the list
of materials that may be utilized during the training course:

Handouts of the user manuals

Presentations

Maintenance guide

Visual aids (flow chart, DFD of the system)

Acro will provide all the training materials other than the computers needed for the training. These training materials will
be shared with the State for their reference and ongoing training needs.

¢. Update/Revise Training Material
It is assumed that standard SUA-ACAMS system training manuals and other documents will be used during the course of
training. Any modifications to be made into these training manuals and documents based on customization and

enhancements will be the responsibility of Acro’s training team during the duration of the contract.

The updates or medifications in existing training manuals and other such documents will be made in course of any
significant change or customization done in the existing SUA-ACAMS system in future by Acro.

The va us documents for any enhancements or customizations to the application will be dealt with as part of the regular
change control practice for the significant customization.

This User Training activity is scheduled to be completed prior to the User Acceptance Testing for a Go-Live decision to
deploy the system for Production use.

2. Integration and User Acceptance Training

Testing is a very important and integral part of any of Acro’s deployments. Acro’s acute focus on quality has been the
backbone of Acro’s successful deliveries and deployments at the various customer locations.

a. Integration Testing
During integration testing, different components of the system - like screens, reports, other interface elements

constructed by Acro’s implementation team and customized elements, and external modules (if any) are assembled to
form the integrated product. Integration testing schedule is coordinated with unit testing for optimum timing. Each
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Comply | Core |Custom 3rd

Req # Requirement
Party

requirement in the product specification list is tested during integration testing. Errors found during integration testing
are recorded in the error reporting and tracking system. This error tracking system can be online or web-based for easy
access by authorized Acro and State’s users. Error reports are reviewed by Acro’s quality assurance staff.

Security testing is conducted to ensure the system is adequately protected against possible data leaks and hacks. Security
testing i done as per the system’s security requirements.

b. User Acceptance Testing

Acro conducts user acceptance testing to ensure that the requirements are satisfied and to validate the requirements

captured during the JAD sessions.

» Acro will demonstrate to the State that all the system requirements and functions have been satisfied

» The State users will determine that all the requirements captured during the JAD sessions have been delivered

« Acro will modify any functionality or requirement that is viewed by the State as not acceptable

» All modifications and/or additions to a function in the system as defined in the JAD requirements document will be
performed without any additional cost

This entire process will take place prior to installation and live implementation
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Production, Test and Training Requirements

DHHS requires three separate environments (Production, Test, and Training) in ord

‘0 operate the solution on an ongoing basis:

Test Environment — A test environment is required that mirrors the live production environment, including hardware and software. All
data should be de-identified. This test environment will be used to test application changes before they are deployed to production.
This step is an important part of quality assurance, where all changes are tested to minimize the risk of adverse reactions in the
production environment. While it is necessary to mirror all of the functions of the production environment, it is not necessary to
maintain the same load capacity.

Training Environment — A Training environment is also required that allows DHHS to provide hands-on training to users. This
environment would allow DHHS to maintain unique de-identified data for use in training and conduct training without interference with
the test or production environments. This environment will have occasional use.

(c)
. (1 a b
Req # Reqmrement Comply C(aze Cu(si)om P::d
PTT-1 Describe how the Bidder's proposed soluticn supports several environments, include production X X
environment, test environment, and training environment.
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Acro’s Response!

Acro maintains the following four environments:

1. DEV: Dev environment is the one created and maintained by Development team for writing the code. The access for
this environment is given to the development team only. QA team doesn’t have access to this environment. This
environment is mostly used by Dev team for their unit testing.

2. TEST (Integration Testing): QA environment is the one where the testing actually takes place. This environment is
owned by the QA team. The DEV team doesn’t have access to this environment. After design and coding completion,
the code is moved to QA environment for QA team to conduct test execu n.

3. QA/UAT (User acceptance Test): is an environment where the testing is conducted by the business users. This is
done after the system testing has been completed. The major intention is to test the system from the business point
of view. Access to this environment is given only to the business users. However, on some occasions they do seek QA
assistance, in such circumstances, QA team is given temporary access to the environment.

4. PROD: The PROD environment is the actual live environment which is exposed to the real users and none of the DEV
and QA teams have read/write access to this environment. Prod support teams are maintained to solve issues related
to the production environment.

Before Deployment
The entire test design phase takes place before the code is actually moved tc e environment. It's the test execution that
depends on the code availability in the QA environment while the Deployment team works on getting the code deployed in
QA, the QA team should ensure to have completed below activities -

s Ensure the test cases are reviewed and approved

e Ensure the test team is available and resource planning is completed

» Ensure the test data needs are identified

After Deployment
After deployment, the very first thing QA team do is to get started with our Sanity test. But before they start our sanity test,
it is important to ensure that -
¢ The QA team should have received notification from the deployment team about successful deployment and ready for
QA.
s The QA team should keep a track of the deployed build.

Make sure the QA team has the list of changes successfully deployed and also of items not deployed even if they were
planned. It may happen that the deployment team couldn‘t deploy due to missing details etc.
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. 1 b
Req # Reqmrement Co(m)plyr C(ca:ge Cu(st)om 3rd
Party
Describe how the Bidder's proposed solution supports non-production environments such as testing
PTT-2 and training environments containing de-identified data and not include Confidential or Highly X X

Resfricted data.

Acro’s Response!

Acro provides first priority to the Security, Privacy, PII etc. Acro performs some activities and application has to pass these
activities in each release such as replacement of Confidential or Highly Restricted date with system generated
data which are generated based on logic defined in system for each of such fields for other than production

environment.

PTT-3

Describe how the Bidder's proposed solution provides the ability to refresh any testing or training
environment. Describe whether the refresh process can be completed using DHHS resources or
whether the process requires services from the Bidder.

Acro’s Response:

Acro do have process/scripts to refresh any testing or training data and these tasks are performed by Acro personals.
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Interfaces/imports/Exports Requirements

The proposed software solution is expected to be al

» to interface with other computer systems as necessary.

(1)

(a)

(b)

(c)

confidentiality, integrity and availability perspective.

Req # Requirement Comply | Core |Custom Psargy
Describe the Bidder's proposed automated approach to managing interfaces. Describe how the
INT-1 propesed solution’s interfaces secure and protect the data and the associated infrastructure from a X X
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Comply | Care |Custom Srd

Req # Requirement
Party

Acro’s Response:

Secured Socked Layer (SSL) Advanced Encryption Standard (AES) encryption using 256-bit keys ensures the security and
privacy of the files and information transmitted through and stored in the Document Vault, Client and Firm Portal. 256-bit
encryption is the highest available using the Advanced Encryption Standard.

Encryption of electronic customer information

SSL and AES encryption using 256-bit keys ensure the privacy of all remote connections. AES is a U.5. government standard
algorithm and is Federal Information Processing Standard (FIPS) approved.

To decipher a 256-bit SSL communication requires generating the proper decoding key out of the 2256 possible values,
rendering the encrypted data practically impervious to intrusion. Even by systematically trying every possible key
combination, cracking at 256-bit encryption is computationally unfeasible.

Additional Security Measures

1. Servers housed in a secure, 24/7, around-the-clock, guarded facility with closed-circuit motion sensitive video
surveillance,

2. Administrators control the feature set of individual users or groups to restrict such features as File Transfer

3 Physical access to the servers is further restricted by Dual Factor Authentication Barriers.

4, Hardware and Software Firewalls

5 Anti-Denial of Service protection

6 Intrusion prevention

Describe how the Bidder's proposed solution has the capability to notify System

INT-2 Administrators/system support staff if an interface is not available for any reason.
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Req #

Requirement

{1
Comply

(a)

Core

(b)

Custom

(c)
3rd

Party

Acro’s Response:

Due to any reason, if an interface is not available then application sends an email for each error event to Acro Support staffs
with full information including but not limited e

User info

Date and time

Screen/Module name

Exception type and

Reason with full information like source of error, error message etc.

In case of application is fully down then our Administrators get email and text notification that states the reason for down,
since application is down along with other information.

INT-3

Describe how the Bidder's proposed solution provides necessary Application Programming Interface
{API), Web Services, and/or secure file transfers to create interfaces to and from the proposed
solution.

WLLILT W NS OO QHIY Pl W s siiugi

FOy©s Lt W L




® | 5

Party

Req # Requirement S

Comply | Core |Custom

Acro’s Response:

Acro system ensures secure file transfer between users and systems. The advanced management capabilities provided by
Acro system gives you visibility and control over all data transfer activity through a single, secure system. The system is also
useful in transferring large secure file that are business critical or are sensitive data that need to assure regulatory compliance.

When secure file transfer volumes are moderate but sharing data between offices or with external partners is business critical,
FTP is an attractive solution. Because it dates back to the early days of the internet, it enjoys universal support and therefore
remains a popular option for many companies.

The original FTP protocol, however, provided little in the way of security. In fact, many servers leveraging the older FTP
protocol are configured in 'Anonymous’ mode which means a user ID is not required for access and the password is often
'Password’.

Over the years, important security feature additions were made in the form of SFTP, which adds secure shell capabilities in
the form of SSH, and FTPS which leverages SSL technology. SSH file transfer protocol or SFTP is by far the most popular
secure implementation of FTP. SFTP provides file encryption to prevent data loss if the files are intercepted in the
upload/download processes. In order to leverage the security provided, both an SFTP client and server must be used as per
the requirements of SSH.

When security is a8 concern, it is important to assure that either SFTP or FTPS protocols are supported by your FTP server and
clients.

File transfers performed using FTP apply protection measures to ensure:

* User authentication: only verified users have access to files, file systems, and remote machines.
* Host authentication: a secure file transfer client is communicating with a known host.
» Data encryption: data is protected from eavesdropping or packet sniffing.
= Data integrity: data has not been altered in transit.
INT-4 Describe how the Bidder's proposed solution supports data exchanges between components in real- X X

time so that data is always synchronous across the entire solution.
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Acro’s Response:

Acro SUA-ACAMS system is a real-time application that functions within a time frame. The latency rates of the SUA-ACAMS
system are optimized for efficient real-time performance. After the customization of the SUA-ACAMS system is completed,
and before delivering the SUA-ACAMS system to the State, we run the system through various Worst-Case Execution Time
(WCET) scenarios. The system will be fine-tuned, if required at this stage to provide a real-time operating environment for
the State.

Acro employs MDD (Model Driven Development) to obtain optimum RTA performance using UML (Unified Modeling Language).
MDD allows people to work together on a project. UML is a standard notation for the modelling of real-world objects in object-
oriented design.

Acro’s cloud-hosted solution is:

1. Reliable: This means the system operates for a reasonably long time without human interference.

2. Predictable: The system executes actions within a known time frame and produce desired results.

3. Performance: Acro has designed the system to make the work easier.

4. Manageable: This means the system ¢ easily manage the veracity and bulkiness. This feature of the solution in

turn helps in reducing the cost of implementation.

Scalable: A provision has been made so whenever there is a requirement to upgrade or degrade the system, it can be easily
done,

System Performance Requirements

This section describes requirements related to the proposed systems’ on-line performance, response times, and sizing from a system
architecture standpoint.
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PER-1 Describe the Bidder's proposed system performance functionality and monitoring tools. X X

Acro’s Response:

Acro aggress that application is impacted by some of the other factors like operating systems, browsers, connection speeds,
devices and locations mean that any number of combinations could be interacting with application and influence the
application performance. Local testing is useful but fails to identify some number of variables that users can encounter when
trying to use your app. So Acro use some tools for monitoring performance and gather below information but limited to
these:

¢« Errors, crashes, and performance issues that users encounter.

« Information about which specific assets were the cause of a slow loading page.

+ Real-User response time, throughput, and breakdown by layer

« Database call response time and throughput

s SQL performance details

* Memory Leak Detection

Describe the Bidder's expected minimum response times for the following functions, even at peak
load. For example, expected response time will be within two (2) seconds 95% of the time, and
under 10 seconds for 100% of the time.

Record Search Time
Record Retrieval Time X X
Transaction Response Time

Print Initiation Time

Subsequent Page Display Response Time
Document Availability

PER-2

» Report Generation and Adhoc Queries

Acro’s Response:

Acro does regular performance and load testing of the system based on the maximum number of users using the system
parallelly to ensure satisfactory performance during peak usage. Acro proactively monitors the servers to identify any
bottlenecks and address them in a timely manner. Acro performs regular maintenance of the servers to ensure zero downtime
during regular business hours,
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Describe how the Bidder's proposed soluticn captures system downtimes, atong with the causes of
PER-3 the downtimes where applicable. Describe the Bidder's proposed method and timing of X X
communication to DHHS on downtimes.

Acro’'s Response:

In case of application is fully down then our Administrators get email and text notification that states the reason for down
since application is down along with other information and our team will inform DHHS via Email, Phone Call immediately.

!

If downtime is required then Acro de communication with DHHS via Email, Phone Call in advance.

Describe how the Bidder's proposed solution supports concurrent users with minimal impact to
PER-4 response time, with the ability to increase the demand on the system by 50% v  out modification to | X X
the scftware or degradation in performance.

Acro’s Response:

SUA-ACAMS is capable to handling approx. 200 concurrent users at normal performance; however system can handle approx.
250 - 300 concurrent users with minimal impact to response time and performance.

Describe how the Bidder's proposed solution is available online 24 hours a day and 7 days a week,
PER-5 99.9% of the time each month. Describe any known timeframes where the system will be X X
unavailable for use.

Acro’s Response:

Yes, application is available online 24 hours a day and 7 days a week, 99.9% of the time each month. Acro performs
maintenance activities on weekend with schedule time, Acro will communicate to end user/DHHS about the schedule
through properly medium. The maintenance time may be of couple of hours.

Describe how the Bidder's proposed solution provides application perfermance monitoring and
PER-6 management capabilities, including any key performance indicators (KPI) or other metrics to X X
measure and report system performance for the proposed system.
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Acro’s Response;

Acro uses monitoring tools provided by Microsoft Azure such as Azure Monitor and Azure Application Insights to track the
performance of application. In addition to measuring response time for a user, response times for components of the

application is also monitored to help pinpoint cause of delay. Acro use five key performance indicators (KPI) to diagnose the
systern performance. These are as:

End User Experience Monitoring
Application Runtime Architecture Discovery
Business Transaction management
Deep-dive Component Monitoring
Reporting & Application Data Analytics
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