











BIDDER MUST COMPLETE THE FOLLOWING

By signing this Request for Proposal for Contractual Services form, the bidder guarantees
compliance with the procedures stated in this Request for Proposal, and agrees to the terms
and conditions unless otherwise indicated in writing and certifies that bidder maintains a drug
free work place.

Per Nebraska’s Transparency in Government Procurement Act, Neb. Rev Stat § 73-603 DAS is
required to collect statistical information regarding the number of contracts awarded to Nebraska
Contractors. This information is for statistical purposes only and will not be considered for contract
award purposes.

X NEBRASKA CONTRACTOR AFFIDAVIT: Bidder hereby attests that bidder is a Nebraska
Contractor. “Nebraska Contractor” shall mean any bidder who has maintained a bona fide place of
business and at least one employee within this state for at least the six (6} months immcdiately

preceding the posting date of this RFP.

[ hereby certify that I am a Resident disabled veteran or business located in a designated
enterprise zone in accordance with Neb. Rev. Stat. § 73-107 and wish to have preference, if
applicable, considered in the award of this contract.

I hereby certify that T am a blind person licensed by the Commission for the Blind & Visually
Impaired in accordance with Neb. Rev. Stat. §71-8611 and wish to have preference considered in the
award of this contract.

FORM MUST BE SIGNED USING AN INDELIBLE METHOD (NOT ELECTRONICALLY}

FIRM: U.S. Bank National Association

COMPLETE ADDRESS: 901 Marquette Ave.,
Minneapolis, MN 55402

TELEPHONE NUMBER: 612.436.6532

FAX NUMBER: 612.436.6490

DATE:

SIGNATURE:

TYPED NAME & TITLE OF

SIGNER w2V VIS N IGoIUWUGIIL

U.S. Bank acknowledges receiving two amendments from the Statc.

U.S. Bank State of Nebraska























































































































































Attachment A
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Attachment A
Request for Proposal Number 5791 Z1

Questionnaires

Bidder Name: U.S. Bank National Association

Bidder should complete all questionnaires provided in this attachment.

Questicnnaires A.1-A.7 are to be included as part of the Functional and Technical Proposal.

Questionnaire A.1: Mandatory Requirements
Questionnaire A.2: Baseline Functional and Technical Requirements
Cuestionnaire A.3: Baseline Functional and Technical Requirements

— State Accounting

Questionnaire A.4: Baseline Specific Functional and Technical Requirements
— Department of Transportation

Questionnaire A.5: Baseline Specific Functional and Technical Requirements
~ University of Nebraska

Questionnaire A.6: Baseline Specific Functional and Technical Requirements
— Nebraska State Colleges

Cuestionnaire A.7: Baseline Specific Functional and Technical Requirements
Group Travel Card Program - University of Nebraska and Nebraska
State Colleges

Questionnaire A.8: OQptional Functional and Technical Requirements
— University of Nebraska
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Questionnaire A.1
Request for Proposal Number 5791 21

Mandatory Requirements

Please answer the following six Mandatory Requirements questions with a check mark after the appropriate
response. Any “No" answer will eliminate the bidder from further evaluations.

1.

2.

Yes _X No Contractor must be an Authorized [ssuer of Cards.
Yes _ X No Contractor must be a financial insfitution, card-issuing bank, credit card
company, charge card company, debit card company, or third-party merchant bank capable of
operating the state purchasing card program on behalf of the state and those political subdivisions
that participate in the state contract for such services. (Neb. Rev. Stat. §61-118.02)

Yes_X No Contractor must have a minimum of five (5) years’ experience
providing Purchasing Card services to a program of similar size.

Yes __ X No Contractor must provide EMV chip card technology.

Yes _X No Contractor must agree to meet all federal, state and local laws as
well as regulaticns, rules and requirements set forth by the card company/assaciation
and overseeing industry.

Yes _ X No Contractor has financial stability o do business with the State of

Nebraska. (Refer to Section VI. Proposal Instructions, A. Proposal Submission, 2.
Financial Stability.)
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commmunication materials, among many other tasks. The loss of momentum from a change in provider will
affect the State’s rebate as well as transactonal savings and direct supplier cost reductions.

The Program Administrators or their designees require the ability to self-order new or
2.6 replacement cards from a secure online website, can the bidder comply? Bidder should
provide screen prints of its online enrollment system to meet this requirement.

Yes X No
Response:

Program Administrators can submit an application using Access Online, our proprietary system for program
management. The following screenshots demonstrate the steps io the card 1ssuance process:

Please provide pour organization's Proceasing Hierarchy, beginming with Produc setedtion, (1%
Required Flekla {unjess noted as oplional)

Preguc [Bank)
One Card - 4415 -
Agenl Company
1351 12408
Divigion foptional Department {optional]

Sand & Physlcal Card With This Account?
Prysicat Card (T}
Yex v

2. Enter Account Information
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Mew accounl for Demaotest Account has been submitted

The Contractor's online card enrollment system shall capture at a minimum, the following
information: cardholder's name, address, city, state, zip code, business phone number,
2.7 alternate phone number, agency/department name, agency business unit coding/cost center,
identification number (i.e., currently employee ID #), card blocking strategy, monthly credit limit,
and single purchase limit. Can the bidder comply by providing all the information listed above?

Yes _ X No
Response:

Program Administrators can set up and maintain new cardholder accounts using Access Onlinc. The setup
procedure requires Program Administrators to enter data about the cardholder, including:

Demographics
Required demographic information:

= Hirstname, last name

s Social Security Numbet—if contingent or joint and several liability
= Address line 1, city, state, ZIP/postal code, country

= Wotk phene

Optional demographic information:

®  Date of birth

Optional 1 to 15 alpha/numeric character field (often times used for Employee ID #)
Optional 2 to 15 alpha/numeric character field

Address Line 2

Home phone

®  Alternate phone

»  Fax

= FEmail address

Account Information
Required account information:
®  Hierarchy

1 Plastic selection
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Optivnal account information:

* Hierarchy levels; division and department

®  Organization namc to be embaossed on the second line of plastic, bencath cardholder name

* Temporary authorization start/end dates—allows for the account cteator to assign the start/end of the
functionality of the account (for temporary or infrequently used cards)

* Reporrtng levels, if different from standard account hicrarchy

Default Accounting Code
Required information:
#  Default accounting code

Authorization Limits
Required authotization limit information:
& Credit imit

Optional authotization limit informaiion:

¥ Single purchase limit—for purchasing cards

®  Merchant anthorization controls—this is not requited as the controls can be defaulted from the
parent/managing account

* Velocity limits—assigning limits for daily, cycle, monthly, quartetly, yearly

Bidder should detail any other fields in the enroliment system available for use (other than those
2.8 requested in 2.7 above), the purpose of the field, and if it is a reguired field in the Contractor's
enrollment system.

Response:

Additionally, therc are five cnstom fields available in Access Online that can be configured by the customer—
field name, required/not tequired, alpha/alpha numerie, field length or drop down list. Pleasc also sce the
additional requited and optional fields in the response above, which includes demogtraphics, account
information, default accounting codes and authorization limits.

29 The State prefers delivery of newly issued cards within 3 business days following cardholder
) enrollment by the Administrator, can the bidder comply?
¥Yes X No____
Response:

‘T'he State curtently has two day shipping, with cards received three days after the application is created in
Access Online.

The bidder should explain any and all of its manual intervention in the card issuance or
210 reissuance process. The bidder should detail the quality controls used by the Contractor to
ensure cards are issued accurately.

Response:

Our third party vendor compleies quality checks throughout the embossing process to ensure quality of cards
and accuracy of embossing and packaging.
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Random samples of cards are pulled from the production line every day throughout the embossing process. The
card samples are pulled to cnsure the following components:
= Hmbossing accuracy
»  Account number and expiration date match
= Name Linc 1 and Name Line 2 match
* Tipping color accuracy and quality
*  (CVV value match and clarity
»  Overall embossing quality-lines are straight, no missing tipping
= (Card carriers are scanned for data match to card
*  Magnetic stripe and chip data accuracy and functionality
»  Ultra-graphic logos (if applicable) are verified for image accuracy and gaality

This process is done every day and logged by the Quality Assurance team at our vendor.

The Contractor may not deny card issuance to any cardholder approved by the card programs
2.1 for set up, unless required by Federal or State law or a card company/association age
restriction. Can the bidder comply?

Yes _ X No
Response:

All employees [or whom the State submits an application will receive a card.

The Contractor may not require or complete a credit line approval process or perform a credit

2.12 check on an employee or an entity participating in any program. Can the bidder comply?
Yes X No
Response:

U.S. Bank does not perform any pre-issuance credit checks on employee cardholders, except for contingent
liability card applicants. The result ol the credit check does not determine if we will issue a card but instead
helps determinc the credit limit that will be issued to the applicant.

U.S. Bank will work with the Statc to establish a credit limit that allows the State the flexibility to meer your
business needs without exposing cither the bank or the State to substantial financial risk. U.S. Bank will
establish a maximum extension of credit for each type of catd based upon its analysis of the State’s financial
statements and other pertinent information as required by applicable federal lending laws, banking rules and
regulations, and U1.8. Bank’s credit policy. The State can establish excep Lion limits on a case-by-case basis to
specific cardholders with more generous or rcs trictive limits. Tirmits can be changed in Access Qanline or by
contacting the Account Cootrdinator team.

Participating cntities operating under a participating entity addendum, consistent with the current program
strucmre today, will be subject to a credit worthiness review. The State has the flexibility of proceeding with
these cntities under a participation addendum where these participating entities would not be subject to 2 credit
review and the liability of the program will reside with the State.

The bidder should detail their ability/process 1o detect, investigate, notify card programs, and/or

213 deter duplicate card issuances,
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Response:

‘The Program Administraior will be able to see in the Access Online Aceount List Report if there are duplicate
cards issued for a cardholder. In the report, the cardholder name will appear twice and the last four digits on
the account numbers will be different.

On occasicn, card programs may require two or more cards to be issued for the same
214 cardholder for accounting purposes. The bidder should address how it identifies legitimate
requests for duplicate cards for the same cardholder.

Response:

We are able to provide two cards for the same cardholder by setting up cards with different account numbers.
The State will have control to set-up accounts as needed.

The card programs require that issued cards be mailed directly to the Program Administrators
215 or his/her designee via expedited delivery. The bidder should include a description and flow
chart of the card distribution process including issuance timeframes.

Response:

Alter processing the card order, U.S. Bank can mail all cards to the Program Administratot, if requited. The
following description includes the timeframe for card delivery based on the shipping method.

"T'he State currently has two day shipping, with cards received three days after the application is created in
Access Online,

If cxpedited delivery cards are ordered via Access Online before 2 p.m, CT, they will be processed and shipped
the same day.

For standard delivery, cards will be produced the next day and shipped the day after. Post-rollout, we can
support file-based uploads for latge number of cards and/or online applications for one-off requests.

The card programs require the ability to customize the card carrier information mailed along
with issued cards. The card programs understand that certain language is required on the card
216 carriers by the card companies. The card pregrams shall exclude language pertaining to
interest rates, statement billing, and on-line account access. Industry-related pamphlets are
not to be included. Can the bidder comply?

Yes X__ No
Response:

U.S. Bank s able to customize some of the verbiage on carrier inserts, but we cannot exclude industry related
pamphlcts such as the Visa Guide to Benefits brochures or certain required messages on the carriers.

Per the State’s request, we currently have turned off inserts for some of the State’s programs with an agrecment
that the inserts are posted online for cardholder’s to access as needed.

217 I The bidder should detail, in years, how often cards are reissued.
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Response:

All commercial cards in good standing are automatically reissucd cvery four years.

2.18 | Can the bidder mail reissued cards directly and securely to the Program Administrator?
Yes _X No
Response:

We currently and can continue to mail cards directly to the Program Admiigstrator,

219 The bidder should detail advance timing of card reissuance prior to original expiration.

Response:

All commercial cards in good standing are automatically teissued every four yeats. T'hey are produced at lcast
four weeks prior to the expiration date and mailed approximately four weeks prior 1o the expiration date.

2.20 Can the bidder allow the Program Administraters to activate reissued and new cards?
Yes X No
Response:

Program Administrators arc able to work with our Account Coordinators to activate multiple accounts. The
Program Administrator would send the Account Coordinator the account list and the Account Coordinator
would submit a request to activate the accounts and generatc PIN mailers to be processed after the
aclivation. PINs take 7-10 days to atrive, whereas the self-activation process completed by the cardholder
would mean the cardholder has a PIN right away.

The best practice is for a cardholder to activate their owa account, which allows them to sclf-sclect their PIN.

2.91 Can the Program Administrator reserve the right to require certain reissued cards be issued
) with criginal expiration date?
Yes _ X No
Response:

When a card 1s replaced due 1o a lost or stolen situation, it retains the original expirabon date.

The bidder should detail its notification policies and procedures for lost, stolen, or fraud card

2.22 status changes on an account.

Response:

Unusual spending is tracked through the U.S. Bank Fraud Depattment. A fraud representative will attempt to
contact the cardholder to verify any suspicious activity. 'I'he option also exists for the cardholder to sign up for
fraud alerts which can either be recctved via text message or email. The Fraud Department also sends a daily
report of suspicious activity to your Account Coordinator, who will contact the State if fraud ts suspected.
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In addition, Access Onlinc allows Program Adminisirators to schedule customized reports to frack their own
criteria, including:

*  Transactions above 2 specilied amount.

®  Specilic merchants or Merchant Category Codes for audit purposes

®  Specific cardholders

¥ Merchant volumes for negotation purposes

* By type of merchant, for compliance o preferred metrchant list

U.5. Bank employs dedicated teams of analysts who constantly monitor. fraud and misuse trends. The analysts
create fraud rules {or the poiot of sale or monitor a transaction after it has cccurred, Rules at the point of sale
are set to decline based on the fraud tisk of the transaction. The monitoring rules may queue an account for
review after the transaction has been approved or declined at the point of sale.

When fraud is suspected and the account 1s quened for review, our team will attempt to call the cardholder via
the phone numbers listed on the account to confirm the validity of the transaction(s) and a temporary block
status may be applied to the account to prohibit further charging activity. Another contact o ption would be text
or cmadl alerts, should the catdholder choose to earoll. Once contact is made and validity confirmed, the block
is removed. If the cardholder has not contacted U.S. Bank before the end of the business day, the account will
appear on a report that the Account Coordinators will reccive the following day. ‘They will send an email to the
Program Administrator to advisc that the account needs to have activity confirmed by the cardholder.

2.23 How are the cardholder and administrator notified of fraud attempts?

Response:

U.S. Bank employs dedicated teams of analysts who constantly monitor fraud and misusc trends. When an
account is belicved to be compromised, our fraud team makes direct contact with the affected cardholder by
phone to confirm the validity of the transacton(s). If the cardholder cannot be reached, a referral status will be
placed on the account and an clectronic notice is sent 1o the U8, Bank Account Coordinator team. An Account
Coordinator will then contact the Statc Program Administratot to alert and direct the cardholder to verify the
transaction(s) directly with the fraud group. The option also exists for the cardholder to sign np for fraud alerts
which can either be received via text message or cmail

U.5. Baok will establish the State’s program with specific controls that you design to limit and prevent misuse
through the use of spending limits and MCC blocking. In addition, Access Online provides a suite of reporting
that will help your organization monitor transaction trends.

2.24 The bidder should detail the process and timeline of card reissuance due to lost/stolen or fraud.

Response:

When a replacement card is required, the cardholder calls the Customer Service Center domestically or the Visa
Assistance Center internationally to report a card lost or stolen and request emetgency replacement. ‘Lhere are
no replacement fees for standard delivery of the card replacement and neither the State nor the cardholder is
responsible for fraudulent charges made to the prompy reported lost or stolen card. If cxpedited delivery
cards arc ordered belore Zp.m. C', they will be processed and shipped the same day, For standard delivery,
cards will be produced the next day and shipped the day aftcr. When a card is replaced due to a lost or stolen
situation, it retains the onginal expiration date.
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Our cardholders’ convenicnce and safety is of utmost importance to us, which is why U.S. Bank Custemer
Service Represcatatives and Assistance Center Representatives have the ability to make arrangements for an
emergency cash advance and hotel room booking, as neccssary, until the replacement card arrives.

The bidder should detail their ability to set up an account without issuance of plastic (e.g.,
2.25 Virtual Accounts). Describe the set up process, stipulations, timing and means of providing
account information to the Program Administrator.

Response:

A ghost or virlual card account is generated without plastic. The account can be on file at the supplier as a
payment method when taking phone ordets ot assigned 1o an employee designec of an otganization to use for
making purchases for a specific area, project, depariment, etc. Ghost accounts are effective in facilitating
purchases when numerous buyers in an otganization have procurcment needs; however, their spend volume
and/or frequency don’t justify issuing them their own individnal purchasing cards.

Ghost accounts can also be used in situations when individual purchasing cards do not add value, such as
cProcurcment, or Enterprise Resource Planning (ERP) purchase module integrations (e.g. Ariba, Oracle, or
SAP), where the online software houses the accounts, assists in directing purchases toward preferred suppliers
and imposes limits, and accountability on the buyer,

Supplier Accounts

We can also set up accounts in which key suppliers are assigned a central account for employees to charge
purchases exclusively at that supplicr. Othet suppliers regisiered by their acquirer in the same merchant
category code (MCC) could then be blocked from individnal accounts to discourage spending at competing
suppliers.

There is no additional cost for ghost or supplier accounts; these accounts provide all the same spending
controls {e.g., MCC blocking, monthly spend limits, single putchase limits, velocity monitoring) available for
traditional purchasing card accounts.

U.S. Bank Access® Online Virtual Pay Accounts

U.S. Bank Access® Online Virtual Pay is an innovative Virtual Payment solution that combines the control and
automation of client purchasing and payables systems with the simplificd payment and rebate opportunity of
virtual cards. Virtual Pay extends the value of purchasing card programs by further automating your Accouants
Pagable payment processes, replacing traditional paper check payments with cardless U.S. Bank virtual
accounts.

Virtual Pay allows you to use your current busincss practices, which may include processing purchase orders,
receipts, approvals, coding and invoices in yout system. Once approved, payments are ready for processing.
State provides these payments to U.S. Bank via a file, online form ot through an API. We then nsconcora
combination of the options below, depending oo supplier preference, to accommodate payment to your
suppliers:

State-Initiated Payments (Straight-Through Processing)

*  Funds ate automatically deposited into a merchant bank account less interchange

®  U.S. Bank provides reconciliation functionality in our tools to automatically match proces sed supplier
payment transactions with your authorized payments

Supplier-Initiated Payments
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traditional putchasing card program) to create, clear, offset or suspend accounts related to Virtual Pay
transactions. The State sends a payment instruction file fo 1.8, Bank and can receive an inbound file for
automated reconciliation purposcs.

Benefits

Virtual Pay provides significant benelfits for the State, including:

* Increased controls through single use accounts and authorization controls

®  Extended Days Payable Outstanding

"  Reduced costs for the State by eliminaling checks

* Tncreased savings for the State by using a strcamlined automated reconciliation process
*  Dotential for additional rebate

In addition, your suppliers will bencfit by:

2 Reduced Days Sales Outstanding

& Recetves payment typically within 48 hours of processed payment
*  Automated payment reconciliation

The bidder should identify all parameters necessary for enrollment {including default
2.26 parameters). The bidder should detail how parameters are created, identified, maintained,
managed, and ultimately discussed with the Program Administrator.

Response:

U.S. Bank has the advantage of being both an issuer and acquirer and has the resources and expertise to
ptroactively help your supplicrs become enabled to accept commercial cards. U.3. Bank can work with you to
develop and execute a strategy to enable suppliers. For more than 40 years, 1).5. Bank has specialized in
developing flexible and cost-effective electronic payment processing solutions to help suppliers grow their
businesses, LS. Bank proposes the following strategy with regards to maximizing the potential of the program
from a merchant enablement perspective.

Locator and Matching Services

1.5, Bank offers two services to assist in supplier management services. The Visa supplicr locator. service is a
resource for locating merchants/supplicts that accept the U.S. Bank card, and the matching service can identify
your existing suppliers that alrcady accept Visa commercial payment products.

Accounts Payable Analysis Tool — U.S. Program

'I'he T1.8. Bank Accounts Payable (A/T) Analysis Tool is for the U.S. program and identifies spending patterns
and process savings opportunities. The A /P Analysis 'I'ool provides visibility into hard and soft dollar savings;
implements industry best practices and lowers expenses in commercial card programs. 'I'he results identify
oppottunities that support strategic sourcing, compliance and vendor management initiatives when a
commetcial card program is first introduced.

Clients also receive in-depth spend analysis as part of onr comprehensive strategic account management
services. 'I'his analysis is offcred at no cost and allows our clients to leverage the resources and vast client and
best-practice expericnce of U.S, Bank’s Relationship Managers.

Your U.S. Bank Relationship Manager, Paul Ericksen, can work with the State to target key suppliers. This
strategy is referred to as Supplier Management.
*  Conduct an accounts payable analysis on the your vendor payables system
®  Tdentify thosc suppliets that accept credit cards as a form of payment
*  Revicw the analysis with procurcment to identify those supplicrs where a direct relationship is required,
These suppliers may include capital expenditures, one time suppliers ot suppliers that provide unique
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goods or scrvices, in which case they may dictate payment terms. Suppliers that fall into these categories
ate removed from list

*  Provide further analysis of spend by commodity grouping with goal of tarpeting specific commaodities for
supplict consolidation.

"  Collect up-to-date supplicr contact information

®  Implement change in policy

* Commecnce supplier onboarding plan and drive spend to key targeted suppliers

»  Our partnership with you can identify suppliers thal are reluctant to accept the card versus a paper-based
invoice program. We will work with you on a supplier engagement strategy to help them analyze their
payment acceptance and then lay out a business case to accept the card.

Supplier Enablement and Recruitment

Our merchant account support function for North America and Burope is provided in-house by Elavon Inc.
{"Tllavon™), a wholly-owned subsidiary of TU.S. Bank. Elavon, as the acquiret, is the cntity responsible for
processing payment transactions and will be the contracting enlity {for such services, To ensure wide supplicr
participation in your commercial card program, a U.S. Bank Payment Solutions Consultant will assist in
bringing your supplier base to full Visa capability. Our recruitment and implementation cycle consists of five
phascs: benefits presentation, account setup, implementaton, training, and support.

"T'he steps to target those supplicrs presently not accepting credit catds as a form of payment include:

With the Stare’s involvement, we will create a forum for introducing the program to this target group

A U.S. Bank Payment Solutions Consultant will follow up with attendecs about enrolling them in the program
the State supports an endorsement letter campaign identifying your payment jnitiatives and requesting supplice
suppott of the card program (Our cxpericnee has shown a series of follow-up endorsement letters significantly
reduces the time il takes to enroll existing supplicrs in the program)

U.S. Bank provides monthly updates on success of enrollment efforts

The steps Lo largel new suppliers for patticipation in the program include:

* U8, Bank provides web address for cardholders to identify new supplicrs to recruit

* the Stale provides an endorsement Ictter identifying your payment initiatives and requestiag supplicr
suppott of program (Our experience has shown the endorsement letter significantly teduces the time it
takes to sign up a new supplier, and increases the odds of a supplier participating in the program)
U.S, Bank acknowledges receipt of lead within two business days of submission

® A U.S. Bank Payment Solutions Consultant follows up with supplier within five business days of receipt of
lead

®  Once the U.S. Bank Payment Solutions Consultant receives the completed merchant application, it will
take approximately four to seven days to get the merchant account apptoved and sct up in our system

*  Once the suppliet’s merchant account is ready to process, the supplier will speak to one of our training
representatives for a brief activation and training scssion performed at the merchant’s convenience, so they
may conlinue to service customers without interruption

* US. Bank Payment Solutions Consultant and Relationship Manager team will provide the State with a
quartetly report on supplier leads and enrollment

Merchant Enrofiment

A U5, Bank Payment Solutions Consultant will send all of your interested suppliers merchant account scrup
matcrials, which include:

»  Discount rate and equipment or software costs

®  New merchant application and scrvice agreement

= Request for business clarification

*  Request for voided check for demand deposit account number (DDA} and routing number
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Once a supplier completes the account setup package, we submit the merchant application to our operations
center for processing, where our credit underwriting specialists will review the information provided, pesform
the neccssary analysis, and approve or decline the application. We will contact the supplicr within 24 to 72
hours if we require additional information,

Once we approve ihe credit application, the supplier’s merchant account will be cstablished and entered into
our systems. Qur deployment team will prepare any cquipment ot software for shipment or programming, and
yout supplier will rcceive their package within two-to-five days. Tnside the package, suppliers will find a Getting
Started Kit which contains a packing list, Merchant Identification number (MID), support materials and
training information.

After the supplier calls the training number provided in the Getting Started Kit, they will speak to onc of our
representatives for a brief training session. The session will cover credit card processing, set-up and usage
instructions for their processing lerminal or softwate solution and a description of additional informational
resources available to the supplier.

"[raining scssion agenda:

= Verification of equipment receipt

*  Verificalion of deployment kit materials (cords, cables, training collateral)

»  Mecrchant training on services (Visa, Electronic Gift Card, Electronic Check Services)

= Terminal Downloads for adding additional scrvices

® ‘l'ertninal training on basic functions such as sales, credits, voids, forces, repotts and settlement

If we do not hear from the supplier after sending the Getting Started Kit, we will contact them to schedule a
session. All work is performed at the merchant’s convenience, so they may continue to service customers
without interruption. Tmmediately after training, the supplicr becomes fully capable and is ready to process
transactions,

Our end-to-end scrvice offering enables supplicr merchants to take instant and full advantage of the U.S. Bank
payments solution.

U.S. Bank’s payment processing solutions pass commercial payment teansaction data for interchange
qualification so that your merchants qualify at the lowest possible tates. Your Pagment Solutions Consultant
will work with your supplicrs proactively to address Visa Opetating Regulations pertaining to their business and
the card processing program.

Bidder should describe the process and timing of modifying, adding and/er restricting Merchant
Category Code (MCC) access. The card programs require the ability to make single MCC
modifications at the account level. The card programs reguire temporary or permanent real
time changes. The bidder should indicate its ability to accommodate these requirements.

227

Response:

All controls can be set down to the individual cardholder level and can be modified on an ongoing basis in real
time.

Merchant Category Code (MCC) Blocking

T'o prevent purchases of specific commoditics and services, we will block the MCCs that represent these items.
We can estahlish universal MCC blocking for uniformity across all cards, or set unique limits at the cardholder
level. We can also set. up MCC Group blocking consisting of a cluster of MCCs. We recommend that you
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choosc blocking that fits the spending requircments for the majority of your cardholders, and only use
cardholder blocking on an exception basis.

Bidder should describe their options te control (decline/authorize) card transactions. Controls
may include, but are not limited to the following:

1. Merchant Category Codes (MCC)

2.28 2. Standard Industry Classification Codes (SIC)

3. North American Industry Classification System (NAICS)

4. National Institute of Governmental Purchasing Code (NIGF)

5. Unigue merchant identification number.

Response:

"I'he State will have the flexibility to establish predetermined spending and transaction limits on cach card,
eliminating the need for requisition and purchase order approvals while enhancing security.

All controls can be set down to the individual cardhelder level and can be modificd on an ongoing basis. Some
of the conrrol features we provide include:
»  MCC Blocking
»  Velocity Monitoring
= Cardholder Single-Purchase Limit
Cardholder Monthly Spending Limit
ATM Blocking
Pre-Determined Expiration Dates
Declining Balance Capabilites (North Ametica only)
Account Maintenance Effcctive Dating (lemporary and future adjusunents)

Your Program Administralors can request changes to any of the above controls at any time using U.S. Bank
Aceess Online or by contacting customer setvice. As we offer MCC conlrols, we can help the State match the
corresponding MCC code from the original SIC, NAICS ot NIGP if nceded. Changes affecting a large number
of cardholders can be processed more cfficiently by requesting the changes through your Account Coordinator
tcam.

Bidder should describe the ability/process to block/restrict specific merchants and/or specific

2.29 items.

Response:

The State can restrict mesrchant/industry access by MCC at the department or cardholder level. Over our 10-
year rclationship, we have developed an extensive network of MCC templates to fit the State’s needs. Tn
addition, 2 ghost or supplier account could be established specifically for designated department purchases.

Ghost Accounts

A ghost or vittual card account is generated without plastic. The account can be on file at the supplier as a
payment method when taking phonc orders or assigned to au employee designee of an otpanization to use for
making purchases for a specific arca, project, depariment, etc. Ghost accounts are effective in facilitating
purchases when numerous buyers in an organization have procurement nceds, however, their spend volume
and or frequency don’t justify issuing them their own individual purchasing cards.

Ghost accounts can also be used in situations when individual purchasing catds don’t add value, such as
eProcurement or ERP purchasc module integrations {e.g. Ariba, Oracle or SAP), where the online softwarc
houses the accounts, assists in dirccting purchases toward preferred supplicrs and imposes limits, and
accountability on the buyer.
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Supplier Accounts

U.S. Bank can also set up accounts in which key suppliers are assigned a central account for employees to
charge purchases exclusively at that supplicr. Other suppliers regrstered by their acquirer in the same MCC
could then be blocked from individual accounts to discourage spending at competing suppliers.

There is no additional cost for ghost or suppliet accounts; these accounts provide all the same spending
controls {c.g. merchant category blocking, monthly spend limits, single purchase limits, velocity monitoring)
available for traditional purchasing card accounts.

The Program Administrator or his/her designee requires the ability to make real-time, on-line
changes to an account. These changes include, but are not limited to billing address,
230 depariment name, phone numbers, cost object code, business unit, persennel identification
number, employment termination or non-renewal. Bidder should detail supporting controls and
timing from change request to enforcement.

Response:

The following items can be changed or added by the Program Administrator via Access Online, in real-time:

«  Limits/Cash Access—Adjust total credit limit, adjust single purchasing limit, add cash withdrawal access
or remove cash withdrawal access, if cash is available on program

*  Demographic Information—Alter address, phone, alternate phone, email and two optonal ficlds for
employee TI) or other

= Reporting Hierarchy—Move cardholders within the reporting or processing hicrarchy; some hierarchy
changes arc quecued up to take place the day after cycle for billing purposes, rather than in real- lime

s Account Setup/Cancel and Catd Otder—Set up new accounts and order cards, enter desired
cmbossing text, cancel accounts and reopen previously cancclled accounts

*  MCC Group Changes—Alter MCC groups assigned as “open™ or “closed” on an account within the
limits established by the otganization {corporate lability only)

Other controls can be changed upon request through the Account Coordinator team and will typically take
effect the next day. Overarching changes would be made through your Relationship Manager.

Account Maintenance Effective Dating

Access Online also offers an account maintenance effective dating feature allows entitled uscrs the ability to
define effective dates for temporary and future permanent account maintenance requests. Account maintenance
effective dating eliminates the need to track temporary changes with hand written notes and tickler files. You
will gain more control of your card accounts by controlling when a maintenance request is updated.

Users may use cffective dating to change the following information for an account:

*  Demogeraphic Information—Address, phone, fax, email and two optional fields

*  Account Information—Organization name, dcpartment name, etc.

v Default Accounting Code—1'emporary change for an employee working on a project for another
department, or future permanent change for an employee who 1s moving to a different department, for
example

®  Authorization limits—Credit limits, single purchase limits and velocity limits

To set a temporary change, the user must enter the start and end dates for the change to define the timeframe it
is effective. To sct a future permanent change, the user enters the start date, but leaves the end date blank. The
screen shot below illustrates the user-friendly cffective dating screen {for authorization limits,
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Financial Management Reports allows the State to access transaction management activity information. ‘I'hese
reports can be used to determinc if cardholders ate properly managing their accounts and ensure that expenses
ate being assigned to the proper cost centers.

The card programs require the Program Administrator te modify account limits, both temporary
and permanent, within an on-line system. The bidder should detail its accommodation of this
2.32 requirement and how soon those changes are enforced. Examples of on-line changes would
be monthly limits, strategy changes, override, credit limit changes, blocking strategy changes,
demographics.

Response:

The following items can be changed or added by the Program Administrator via Access Online, in real-time:

* Limits/Cash Access—Adjust total credit limit, adjust single purchasing limit, add cash withdrawal access
or remove cash withdrawal access, if cash is available on program

* Demogtaphic Information—Alter address, phone, altcrnate phone, email and two opuonal fields for
employee ID ot other

*  Reporting Hierarchy—Move cardholders within the reporting or processing hierarchy; somce hierarchy
changes are queued up Lo take place the day after cycle for billing purposes, rather than in real-time

*  Account Setup/Cancel and Card Otder—Set up new accounts and order cards, enter desired
embossing text, cancel accounts and teopen previously cancelled accounts

= MCC Group Changes—Alter MCC groups assigned as “open” or “closed” on an account within the
limits cstablished by the otganization (corporate lability only)

With effective dating, cntitled users have the abiliry to define cffective dates for temporary and fumre
permanent account maintenance requests. Account maintenance effective dating eliminates the need to track
temporary changes with hand written notcs and tickler files. You will gain more control of your card accounts
by controlling when & maintenance request is updated.

"I'he controls listed above can be changed in real time and additional controls can be changed apon request
through the Account Cootdinator team and will typically take effect the next day. Overarching changes would
be made through your Relationship Manager.

The bidder should detail the process of varied card program set up. If bidder offers varied
pregrams, will enrolliment occur through the same website? The bidder should detail their
quality assurance process to ensure cards are issued with cotrect plastic appropriate for that
card program.

233

Response:

Yes. Our proptictaty system for program management and repotting provides the backbonc for our
commecrcial payment solutions and would include entollment for all of your card programs.

Quality Assurance

U.S. Bank maintains an enterprise-wide quality assutance plan. Our effective quality assurance and testing
policies aud procedures actively prevent disruption to the State’s card program. All system changes go through
thorough testing and sirict change control procedures.

Catd production rules arc in place that only allow the program specific cards to be applied to an agentin a
specific bank. For cxample, there are controls that would not allow a purchasing card plastic to be used in a
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corporate card bank. ‘l'he plastics ate defined at the agent level rather than account level which allows for better
control of the entire agent plastic needs.

234 What is the process for expediting card issuance for new or replacement cards? What is the
) turnaround time? Can expedited card delivery be rediracted?

Response:

If expedited delivery catds are ordered via Access Online before 2 p.m. C'L, they will be processed and shipped
the same day. Cards can also be ordered through your Account Coordinator or Customer Service. Cards may
be shipped to an alternate address. "I'he State cutrently has two day shipping with the card received three days
after the application is created in Access Online.

2135 The bidder should detail memao functionality within their online system available to the Program
) Administrators and to the Contractor.

Response:

Access Onlinc allows users to enter comments on Access Onlinc Account Setup and Maintenance, Transaction
Management and Order Management. These comments include date and time stamps of when the comments
were made, as well as the User ID of who made the comment. These comments are stozed in the system for six
yeats online and 15 years offline and arc available in their respective areas and reporting.

236 The bidder should detail the ability of Program staff to view Contractor notations on an account
' housed in the Contractor's online solutions.

Response:

We do not usc Contractors to administer the program. U.S. Bank notations are noi visible unless an internal
employee makes a comments using the various comment fields in Access Onlinc.

237 The bidder should detail ifs card stock management process in preparation for new card and
’ card re-issuance.

Response:

As the State has 2 current program with U.S. Bank, the implementation steps would not need to be completed.
For new clients, implementation numbers are requested for a new client and if the plastic requested is a custom
card design specific to the client, the initial order of plastics would be for the amount of cards ueeded specifically
for the implementation. The client is asked to provide their estimated usage in the first 12 months after
implementation. That amount is added to the initial order. For the first three months after full implementation,
monthly usage 1s monitored to ensure the 12 months quoted 1s still on track. Any spikes in usage arc reviewed
and if invenlory levels reach a 6 month remaining level, subsequent orders are placed to replenish stock.

Reissuc forccasting is completed each month and inventory ordets are placed as needed to supplement stock for
upcoming reissucs as deemed necessary. Tnventory levels are always maintained at a minimum of six months of
inventory based on historical usage.

238 The bidder should detail its ability to issue cards with higher limits as outlined in Attachment
: D,

Response;

The State will have flexibility to set and maintain individual credit limits directly in the Access Online tool.
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Adjusting Controls

The State Program Administrators can request changes to any of the 2bove conlrols ar any time using Access
Onlinc or by contacling customer service. The following changes can be made in real time: Limits/Cash
Access, Demographic Information, Reporting Ilicrarchy, Account Setup/Cancel and Card Order and MCC
(Merchant Category Code) Group Changes. Additional controls will typically take cffect the next day.

Changes affecting a large number of cardholders can be processed more efficiently by requesting the changes
through Service Point.

The bidder should detail how cardholder PIN information is distributed within programs allowing

2.41 .
its use.

Response:

All cardholders are prompted to select their PIN when they activate their account via the Cusiomer Service
Center. Following activation, the cardholder will be prompted to self-select their PIN. They will enter it once,
then enter again to confirm. Because cardholders ate sclecting their own PIN at activation, it is less likely they
will forgot their PIN in the future.

242 The bidder should detail how cardhelder PIN may be changed by cardholder,

Response:

Changing a PIN is casy. Cardholders can call the Customer Service number on the back of their card, enter
their account number, validate their identity, then follow the prompts to PIN Options. As a security measuzc,
the cardholder must know their. current PIN to change a PIN. If the cardholder does not know their current
PIN, they can request a PIN Reminder be mailed to them.

[t should be noted, while most chip-card transactions arc still verifted by cardholder signatures, in some
circumstances a cardholder may need to enter a PIN at the polnt of sale {if prompted by the card reader). Our
cards are signature preferring, so PIN prompts would be uncommon in the U.S. but may occur more frequently
abroad.

Is the bidder willing to recruit new businesses for inclusion in the card programs? For example,
243 when a card is not accepted by a business, the Contractor shail contact such business and
attempt to include the business as an entity that will accept the Contracter's card.

Yes X No
Response:

U.S. Bank agrees. We have the advantage of being both an issuer and acquircr and have the resources and
expertisc to proactively help your suppliets become cnabled o accept commercial cards. Qur merchanl support
function is provided in-house by our wholly owned subsldla_ry, Elavon, Tnc., a leader in the payment proces sing
industry. Elavon provides global merchant processing services to (inancial institutions and customers in the
United States, Canada, Pucrto Rico, Mexico and Rutope, Flavon offers integrated payment ptocessing services
to more than one million merchants worldwide.

The innovative and comptehensive offerings from Tlavon enable supplicr merchants to take instant and full
advantage of the U.S. Bank payments solution. We can work with you to develop and cxecnte a strategy to
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enable suppliers. We specialize in developing flexible and cost-effective clectronic payiment processing solutions
to help supplicrs grow with their businesses.

The bidder should detail options available to the card programs to make payments to entities
244 that do not accept the branded card used by the Contractor. The bidder sheuld include
information on payable automation services available to card programs.

Response:

V.S, Bank has partnered with Elavon, our wholly-owned merchant acquiring business, to develop a closed-loop
network as a tool to attract and retain key suppliers [or our customers. This program offers key suppliers
processing fees that arc similat to or lower than large-ticket ratcs. Lower acceptance costs can neutralize price
objections and make Virtual Payment more atiractive to strategically targeted suppliers.

We will work with the State to identify the suppliers that mect the profile for the Preferred Supplier Program.
Once you agtee to tatpet these key suppliers, we will launch a supplier enablement campaign to enroll the key
supplicrs in Virtual Pay. All of the transactions processed on the Preferred Supplier Program arc completed
through Straight-1hrough Processing, which automatically pushes the payment into the supplier’s merchant
account. "This will eliminate the merchant’s need for a supplier to ever handle the card, further reducing
potential {frand or compliance concerns,

Our Supplier Prefer Pay portal allows you to enable your suppliers to electronically entell in your elec tronic
payment prograin. Supplier Prefer Pay is a branded wcbsite that allows suppliers to log mn and select how they
would like to receive their payments, increasing the speed of the enrollment process. Supplicrs will receive a
notification once their enrollment is complete, and you have the ability monitor the progress of the enrollment
campaign using the Supplicr Prefer Pay enrollment dashboard.

2.45 The bidder should detail programs available that can increase rebates to card programs.

Response:
As your current provider, we recommend the following solutions to drive rebate performance.

To support our comumitment to your success and to maximize the benefits of your commercial card program,
we provide 2 unique, consultative client engagement process called Program Optimization. Industry experts
repularly describe our Program Optimization strategy and exccution as one of the best service providers within
the commercial card ficld. In fact, U.S, Bank employs a Program Optimization team dedicated to assist our
Relationship Managers with the benchmarking and growth of their clients’ programs. Out Program
Optimization capabilities are available for the State’s U.S. spend to provide consolidated North America
optimization.

Unlike the “off-the-shelf” benchmarking tools offered by others, our unique process covers a best practice
diagnostic, accounts payable analysis and access to industry benchmark data, a unique process that differentiates
U.S. Bank from competitors by offering:

* Benchmarks of your performance against leading-industry measures for commercial card program
operations

*  Scorccard metrics with a focus on program management and merchant category spend in comparison to
peer industrics across the U.S, Bank portfolio
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4. cost center/business unit information;

5. cardholder demographic information;

6. department namefagency name;

7.cash access information; and

8. any other field entered into the cardholder enrollment screen?

Yes X No
Response:

Program Administrators can set up and maintain new cardholder accounts using Access Online. The serup
procedure requires Program Administrators to enter data about the cardholder, including:

Demographics

Required demoptaphic information:

»  Hitst name, last name

®  Social Security Number—if contingent or joint and several liability
= Address line 1, city, state, ZIP/postal code, country

= Work phone

Optonal demographic information:

= Date of birth

®  Optional 1 to 15 alpha /numeric character field (often times used for Employee ID #)
*  Optional 2 to 15 alpha/numeric character ficld

" Addtess Linc 2

= Home phone

®  Alternate phone

=  Fax

®  Finail address

Account Information
Required account informaton:
®  IHicrarchy

= Plastic selection

Optional account information:

s [licrarchy levels; division and department

*  Otpanization name to be embossed on the second line of plastic, beneath cardholder name

* T'emporary authorization start/end dates—allows for the account creator Lo assign the start/end of the
functionality of the account (for tempotaty ot infrequently used cards)

®  Reporting levels, if different from standard account hierarchy

Default Accounting Code
Required information:
= Default accounting code

Authorization Limits
Required authorization limit information:
(Credit limit

Opticnal authorization limit infermation:
»  Single purchase limit—{or purchasing cards
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®  Merchant authorization controls—this is not required as the controls can be defaulied from the
parent/managing account
®*  Velocity limits—assipning limits for daily, cycle, monthly, quarterly, veatly

Additionally, there arc five custom fields available in Access Online that can be configured by the customer—
field name, required/not required, alpha/alpha numeric, ficld length or drop down list.

The bidder should review the card limits designated by the card programs detailed in
2.47 Aftachment D. Does the bidder understand and accept the card programs reguire various levels
of spending depending on the cardholder's job function and program type?

Yes _X No
Response:

Your Program Administrator controls employee access to program information and Access Online
functionality. Each Access Online user 11 is associated with authorization and authentication information that
dictates which accounts a user can access and which tasks a user can perform within Access Online. When
accounts profiles are set-up, the Program Administrator also selects the hierarchy and card limits for each
profile. ‘I'he system authotizes access exclusively to the data and functionality allowed by the profile associated
with that user TD. "T'his structure allows you to permit each employee access only to the information and
functonality necessary to perform his or her job duties.

The credit litnits in attachment D can be accommodated under the current State program stracture. Travel card
programs under a contingent labilicy structure could be subject 1o credit review, however, the State will have
the flexibility to proceed with those cards under a corporate or joint and several liability type. ‘The State will also
have the ability to sel and mainizin the individual card limits in Access Onlinc.

Does the bidder agree that the State or card programs will not be liable for any purchase or

2.48 charge incurred after being notified of termination or cancellation of an account?

Yes _ X No
Response:

All of your cardholders are automatically covered by complete fraud protection at no cost. Neither you nor
your cardholders will be held liable for fraudulent chatges made to a promptly reported lost or stolen card.

Visa Liability Waiver Protection

ANULS. Bank liability options qualify for the Visa Liability Waiver Program, which protects against losses
associated with terminated employees (maximum coverage is $100,000 per employee). Coverage is effective 75
days prior to nolification of termination and 14 days after notification. There is no cost for this coverage.

Does the bidder agree that the State or card programs will not be liable for any purchase or
249 ; -
charge incurred after notification that a card was reported lost or stolen?
Yes _ X No
Response:
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All of your cardholders are automatically covered by complete fraud proteciion at no cost. Neither you nor
your cardholders will be held lable for fraudulent charges made Lo a prompuly reported lost or stolen card.

Visa Liability Waiver Protection

AllU.S. Bank liability options qualify for the Visa Liability Waiver Program, which protects against losscs
associated with terminated employees (maximum coverage is $100,000 per employee). Coverage 1s effective 75
days priot to notification of termination and 14 days after notification. ‘T'here is no cost for this coverage.

The bidder should detail the ability of the Program Administrator or his/her designees to
inactivate lost or stolen cards. |If the Contractor allows card inactivation by the Program
Administrator, the bidder should detail if this process will automatically trigger replacement card
issuance or the steps necessary to get a card reissued.

2.50

Response:

Prograin Administratots can terminate card accounts in real-time within Access Online.

1.8, Bank provides multiple options for card issuance and replacement, including online self-service options,
cardholder initiated account setup and bulk nploads for mass card orders, We mail new cards directly to the
cardholder, including automalic reissuance prior to catd expiration. We can also mail cards directly to Program
Administrators as defaull upon request.

Upon request, U.S. Bank can provide expedited delivery for replacement cards. Rush requests can be otdered
throngh your Account Cootdinator, customer service, or Access Online during account setup.

Compromised Cards

When a compromise has occurred with a merchant that impacts our accounts, our fraud professionals
determine which accounts arc impacted and if u proactive reissue is neccssary. If a proactive reissue is deemed
necessary the fraud department will subsequently alert all internally impacted teamns of the plan to perform a
reissue.

New accounts will be issucd and the compromised account will remain open until the cardholder recetves and
activates their new account or undl the timeframe of 20 calendar days is reached, at which time the old card will
automadcally be closed. Cardholders will receive an inscrt with the new card outlining the reason for the reissue
and notification that they should activate their new account.

The State requires a contract addendum to be signed by the State Treasurer, the Contractor
and any governmental entity/political subdivision interested in using the Contract. The

2.51 Contractor is required to have all contract addendums signed. A signed copy shall be provided
to all parties prior to work being started. Will the bidder comply?
Yes _X No
Response:

17.S. Bank can comply. The contract process involves the Statc signing the Master Contract and the political
subdivisions sign a Political Subdivision Addendum. Please see Exhibit 1 for our curtent Political
Subdivision Addendum.

The bidder should indicate their ability to issue cards that can be used for the payment of

252 | iilities.
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Response:

U.S. Bank has the ability to issues cards that can be used for the payment of utdlities. However, utilities require
cards on file, a certain dollar limit or a fee to process the payment. We also have the following options to help
with the payment process.

‘I'he 1.5, Bank Onc Card streamlines the purchasing process and empowets your supply chain management
strategies. By using the card to placc orders, the costs associated with processing tequisitions, purchasc orders
and check requests are reduced by $74 per transaction. The program simplifies and enhances all aspects of the
purchasing process, including policy compliance, vendot negotiations, transaction monitoting, security,
reporting and payment.

Ghost Accounts

A ghost or virtnal card account is generated without plastic. The account can be on file at the supplier as a
payment mecthod when taking phone orders or assigned to an cmployec designee of an organization to use for
making purchases for a specific area, project, depattment, ctc. Ghost accounts are effective in facilitating
purchases when numerous buyers in an organivation have procutement needs; however, their spend volume
and/ot frequency don’t justify issuing them theur own individual purchasing cards.

Ghost accounts can also be used in situations when individual purchasing cards do not add value, such as
cProcurcment ERT purchase module integrations (¢.g. Ariba, Oracle, or SAP), where the online software
houses the accounts, assists in direcring purchases toward preferred supplicrs and imposes limits, and
accountability on the buyer.

Supplier Accounts

We can also set up accounts in which key suppliers are assigned a central account for employees to charge
purchases exclusively at that supplier. Other supplicrs registered by their acquirer in the samne MCC could then
be blocked fram individual accounts to discourage spending at competing suppliets.

There 1s no additional cost for ghost or supplier accounts; these accounts provide all the same spending
controls (e.g., MCC blocking, monthly spend himuts, single purchase limits, velocity monitoring} available for
iraditional putchasing card accounts.

Contractor must present a yearly review and analysis of each card program thirty (30) days
prior to the anniversary date of the contract and a final review upon program reguest {within
30 days of the expiration of the contract and any renewal options available.} Contractor's
card program Manager/Representative shall meet to complete a detailed review of each card
program, its contractual responsibilities, contractor's performance and management of the
relationship. Benchmark measurements for performance and performance comparison

2.53 analyses based upon such benchmarks shall be established and reviewed over the Term as
part of the annual review meeting. The Contractor shall submit to the card programs,
contracter's report of strategies and planning goals for the ensuing calendar year.
Contractor's representative shall at this time meet with the designated representatives of
each card program to discuss all programs, contractor and contractor management
effectiveness, future objectives, future growth opportunities, and industry updates. Does the
bidder agree to such presentation?

Yes _X No
Response:

Throughout the life of the program, your Relationship Manager, Paul Erickson, will conduct [ormal account
reviews guarterly at a minimum. For your current program, Paul has monthly status calls with the State.
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During the account teview, Paul will discuss the State’s program performance, provide benchmarking
information for cvaluation of the State’s program statistics, and provide consultation regarding any actions that
may be taken to improve the program. U.S. Bank has developed a complete set of (dashboard) account review
tools for Relationship Managers (o use in providing clicnts with the most effective and useful information upon
which to base future action. Many of cur clicats present account review data to executive management to
provide suppott for sustained key stakcholder backing,

The criteria tracked [or account revicws is typically established before the prograumn is rolled out, during the
implementation planning phasc. Iowcver, thete ate some basic year-to-date elements that are typically
included, such as:

= Total organizational program spend

® Total number of otganizational transactions

®  ‘l'otal spend and number of transactions by card type

»  Total diversion (ghost) account spend

®  Total number of divetsion {ghost) account transactions

*  Total spend and number of transactions by MCC

®  T'otal spend and number of transactions by vendor

& Total amount and number of cash advances, if applicable

*  (Cash advance fees incurred, if applicable

»  Total number of enrelled cards

¥ Total number of active cards

& Card activity ratio

% Total number of new cards since last account review

" Averape spend per card

" Average file turg

' T'otal dollar amount of organizational card losses (write-offs)
= Total dollar amount of card losses (write-olfs) by card type

®  Current and past rebate dollars earned

®  T.ate fees incurred, if applicable

As part of the account review process, Paul will rely on U.S. Bank and other complementary industry statistics
to compare your otganization to best-in-class programs. Utilizing the results of these benchmarking activities,
your Relationship Manager will offer consultative advice and recommendations regarding:

®  Card program improvement opportunides

®  Card program enhancement opportunities

= Adoption of best practices

= Other U.S. Bank solutions that could help your otganization improve efficiency, increase cost savings and

achieve your goals and objectives

Together, the U.S. Bank servicing tcam and the State will act upon the information and advice provided during
account reviews to create a vision of the State financial supply chain’s (uture. T'o help your organization realize
that vision, Paul will oversce the development, implementarion and management of a strategic action plan,
including goals, timelines and accountabilities. The State will be kept abreast of its progtess via regular status
meetings and future account reviews.

Additionally, Paul and the State can utilize the Procure-to-Pay Best Practices tools and Commercial Card

Program ROT tools 1o assess your program, determine oppottunities and establish a business plan to help you
reach both your short and long term goals.

Resources Behind the Assessment Tools
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255 The customer service lines must be available 24 hours a day, 365 days a year, at no cost. Can
) the bidder comply?
Yes _X No
Response:

Out in-housc, U.S. bascd, Customer Service Center is available 24/7 toll-free and is fully dedicated to U.S.
Bank Corporate Payment Systems commercial card programs.

2.56 Bidder should detail the types of inquires handled by their customer service line.

Response:

Customer Service Represcntatives can assist with:
®  General Information

Account closurcs

Account balance and status

Card replacement

Spending limit availability

Lost or stolen card reports

Payment due dates and mailing addresses
Non-teceipt repotts

Dispute status

Manual authorization

Duplicate statement requests

Resolving disputcs

Statement transactions

Resetting passwords for Access Online
Maintenance Tasks

General Navigation for Access Online
Card activation

Making a payment

Name and address changes

The bidder should provide sample customer service scripts of the cardholder processes most
2.57 routinely managed through the call center, including at a minimum lost/stolen card issues, new
card activation, fraud, declines, etc.

Response:

We have cstablished procedures that Customer Service Call Center follow when handling common inquires
such as lost/stolen card issues, new card activation, fraud, declines.

U.S. Bank has designed a setvice model that cffectively supports the State and was designed to mect the needs
of our public sector portfolio specifically, All support personnel ate U.LS, Bank employees, working from U.S.-
based offices.

Clients are assigned to U.S. Bank resources with experience in their own markeis and assigned a dedicated
Relationship Manager. Thesc assignments are asscssed by size and scope to determine which Account
Coordinator service tuodel will serve them best, such as dedicated vs, shared. The State, for example, has a
dedicated Relationship Manager and a dedicated Account Coordinator.
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ot clients taking advantage of our shated-setvice model, 1.8, Bank’s Account Coordinators are ofganized into
pods based upon market and region. Our unique pod strucrure ensures specific knowledge and customer

scrvice.

Overall, our service team is highly experienced and knowledgeable.

Call Center Customer Service Representatives shall be competent, qualified, trained, and
258 able to communicate effectively. The bidder should detail its Customer Service abilities
addressing each item identified above in 2.57.

Response:

Account Coordinators dedicated to U.S. Bank commercial card products must complete a three week training
program. Throughout the three weeks of training represcnratives learn inquiry and maintenance procedures, such
as lost and stolen card, new card activation procedurces, as well as how to navigate on our key systems, our
transaction processing and authorization system. The training progtam consists of instractor led training,
eLearning lessons, peer o peer obscrvation of call handling, all with opportunities for trainee ro practice new
skills in a safe environment. Employcces are assessed in a variety ways throughout. the training, from quizzes, to
demonstrations, to client call handling role plays. A grade book is compiled at the end of the class and provided
to the new hires supervisor. This grade book provides quantitalive and qualitalive assessment results and feedback
on the new hire, which aids the supervisor on continuation training efforts.

Their supcrvisots ptovide daily feedback and coaching as well as comprehensive monthly development plans to
discuss employee performance. A Service Quality Analyst is also assigned to the represeniaiive following on-
the-job training. This analyst meets with the representative each month to listen to actual cafls and to coach the
representative in accordance with U.S, Bank categoties established by the company-wide program for superior
customer service, the U.S. Bank Scrvice Advantage. Finally, a state-of-the-art call monitoring system is used to
record representatives’ calls as well as system screens that have been accessed. This system facilitates goal-
setting and accountability for call delivery and accuracy.

The bidder should provide the ability for a Program Administrator to access card holder

2.59 . : L .
information within call center customer service.

Response:

The Program Administer, who is listed in the system, can access some cardholder information through customer
service. Some personal data will not be released due to classification of the data,

The bidder should describe the telephone communication system it uses or proposes using to
operate the toll-free telephone system, whether call center services will be performed by
contractor staff or sub-contractor staff and the call center functions to be performed at each
location. Additionally, it should detail the number of lines available for clients, the planned

2.60 staffing levels at various times of the day/week/month, the language and system skill levels of
attendants, and the call management software used to monitor performance. The bidder should
detail how it manages for weather or any other related issues that could impair its ability to
maintain adequate staffing levels in the subcontractor or contractor operated call centers.

Response:

QOur in-house, 24/7 Customer Scrvice Center is available toll-free and is fully dedicated to U.S, Bank Corporate
Payment Systems commetcial card programs. Our two U.S.-based call centers ate located in Tlargo, North
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*  Creaied the day after the billing cycle date and mailed to the company address.

®  Summarnves the month’s activity and details transactional information by cardholder, division and
department, depending on the cardholder setup.

¢ Also provides transaclions, posting dates, vendot name, city and state, and debit/ctedit amounts.

¢ [Paper statements may be suppressed at the State’s requcst.

Card programs may designate that all or certain cardhoiders either receive no statement or
only have access to online statements. The bidder should detail their ability to block either
2.62 entire programs or specific cardholders from receiving statements. The bidder should detail
how this is set up during initial card enrollment and how it will be monitored or managed with
ongoing card issuances.

Response:

Carrently, the State receives papet statements for managing accounts and cardholders can make their own
sclection. The University of Nebtaska teccives paper stalements for managing accounts and electronic for
catdholders.

ltor additional political subdivisions joining the prograim, we will work with you to define your company’s
requirernents for billing statements. These requirernents will then be incorporated into the processing hierarchy
to mccet your needs. We recommend electronic statements {or elficiency and ecological impact. Cardholders can
be notified when their statements are ready to be viewed.

The bidder should detail solutions available for cardholders to be able to access monthly activity
via an online cantractor operated web-based reporting solution. The bidder should detall its
ability o provide card pregrams reporis in both a PDF and CSV format. Bidder should provide
samples of on-line statements. The bidder should detail its enroliment process.

2.63

Response:

Online statements are available for up to 24 cycles within Access Online. Statements are available in PDF
{ormat to both view and savc, thus eliminating ihe need to maintain paper copies.

= Online Statements
¢ Statements may be viewed online the morning following your billing cycle date, and are archived online
for viewing ot printing for 24 statement cycles.
¢ Summarizes the month’s activity and details transactional infotmation by cardholdez, by division and
department, depending on the cardholder sctup.
*  Also provides transactions, posting dates, vendor name, city and state, and debit/credit amounts.
* Cardholders may opt-in to receive an email notification when theit statements arc teady to be reviewed

In addition, with the Access Online repotting tool, you can run predeflined standard teports or creatc
organizadon-driven ad hoc reports with up to six years of transaction data available online. or cusrrent clients,
previously archived data was not retroactively added to the system. Rather, program data will accumulate until
six yeats of data is reached.

Access Online means immediate access to your transaction data, allowing you to run rcports whenever needed.
The highly intuitive user interface makes it casy for yon to access your vital program data. Users simply select
from 2 list of reports, deline specilic selection and sort options and choose an output type.

All reports arc parameter-driven and offer a high degree of flexdbility and variety of output formats, all flly
exportable and viewable online i the following formats:
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*  Browser—Open in the user’s cxisting inteinet browser, requiring no addittional software, Some reporis
take advantage of drill-down links for additional detail.

»  PDF—Recadily formatted for printing, downloading or ciail exchange.

®  Excel—Use a spreadsheet structure for easc of additional analysis, sorting and filtering, and uscful for
expott to third-party applications.

®  Active—TIJse dynamic ITTML to display using the existing browser but also offer interactive features,
including on-demand sortng, filtering, charts, graphs and export to XML and CSV.

Please see Exhibit 4, for Online Statcments.

The bidder should indicate its ability to allow program hierarchy for on-line statement viewing.

2.64 Allowed access is determined by the Program Administratar.

Response:

We will work with you to define your company’s requirements for online statements. These requirements will
then be incorporated into the processing hierarchy to meet your needs.

Online statements are available for up to 24 cycles within Access Online, Statetnents ate available in PDF
format to both view and save, thus eliminating the need to maintain paper copies.

= Quline Statements
e Statemenls may be viewed online the mormning following your billing cycle date, and ate archived online
for viewing or printing for 24 statement cycles.
e Summarizes the month’s activity and details transactional information by cardhalder, by division and
department, depending on the cardholder sefup.
s  Also provides transactions, posting dates, vendor name, city and state, and debit/credit amounts.
s Cardholders may opt-in to teceive an email notification when their statements are ready to be reviewed

Users can tun reports on program data to which they have access rights. Your Program Administrator controls
employee access to program information and Access Online functionality. Hach Access Online user ID is
associated with authorization and authenticalion information that dictates which accounts a user can access and
which tasks a user can perform within Access Online,

Repotts can be grouped by either reporting hierarchy or processmg hierarchy.

The reporting hicrarchy is a seven-level hierarchy customized for your reporting purposes only. We work with
you to establish the repotting hierarchy. ‘I'he reporting hicrarchy allows you to break down data solely for
reporting purposcs.

The processing hieratchy controls how transactions are processed for billing and accounting purposcs, and
includes banl, agent, company, division and department. Not all organtzations use all levels of the processing
hierarchy. For example, an organization may use only the bank, agent and company levels. The processing
bieratchy contains the following data:
»  Bank number, four-digit number assigned by U.S. Bank.
" Agent number, four-digit number assigned by U.8. Bank. ‘T'he agent number is the top level of a
relationship where the basic templates for cards and statements are determined.
"  Company number, five-digit number assigned by U.S. Bank. The company number houses the State-type
specifics where the account infotmation is set, such as billing type and cycle date.
*  Division number, five-digit number assigned by you to assist with breaking down the billing invoicc.
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*  Department number, four-digit number assigned by you to assist with further breaking down the billing
invoice,

2.65 The bidder should detail the billing statement cycles.

Response:

U.S, Dank offers 19 cycle dates, from the 6th through the 25th day of each month (cxclusive of the 19¢th of
each month). The State’s current cycle 15 on the 25th. If the billing cycle date chosen falls on a Samrday, Sunday
or holiday, the data is cycled at the end of the next business day.

Can the bidder list sales tax separately for each transaction, if tax information was passed thru
2.86 during the authorization process? This infermation is useful in situations where the cardholder
was erroneously charged sales tax and the program requires a refund.

Yes X _No
If the bidder cannot itemize sales tax, the bidder is required to propose an alternative solution.

Tt the merchant provides that level of detail with the transaction, then this information will be available in
Access Online Transaction Management and in reporting,

We offer Tax Management tools to help the State filter transaction data, and 10 leverage order data and
applicable uscr information to assist in use tax accrual.

We provide reporting and moedels to assist you with the proper assessment and exemption from salces tax.
Merchants that capture sales tax (Level 1T data) at the point of sale will pass this information on to us and we
pass it to you through reporting and transaction data files. Because not all metrchants capture Level 1T data at
the point of sale, 1L is important for the State to develop a tax accrual program. Once established, a tax accrual
program will help climinate the need to make a tax decision on each purchasc transaction.

Although no card program can exact compliance with non-exempt tax status for non-profit or government
chents, most merchants will work with companies that arc tax-exempt to ensure no tax is assessed for elipible
purchascs.

We have developed reporting solutions within the Access Online tool to support your tax estimation
requirements. Thesc reports are designed to “[ilter” transactions prior to estimating and accruing tax, and can
be used in tandem with the Best Practice Tax Model {presented below) as a tax accrual method.

The following reports offer simple filtering to assist the State with a basic approach to accruing usc tax.

* Tax Accrual Model Report—Provides transacrion detail of expenditures and reported tax informaiion. Tt
is designed to support the use of the Best Practice "I'ax Model, and facilitates the filtering of in-state versus
out-of-statc transactions based on Tevel T and evel 11 transaction data.

8 “Merchant State” is used to approximate the “Ship from State” or “Origination” of the goods.
& “Cardholder State” is used to approximate the “Ship to State” ot “Destination” of the goods.

» Sales and Use Tax by State Repott—Provides 2 summary of Lransaction amounts and sales tax reported
o a state—hy-stﬂte Lasis.

® Bust Practice Tax Report—A standard repott cutrently available through our MIS depariment to
provide a summary of expendilures and teported tax informatdon based on the use of the Best Praclice
Tax Model.
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‘I'he {ollowing reports leverage available enbanced data to refine your accrual analysis.
*  Tax Accrual Model with Tax Management Detail Report—Provides transaction detail of
expenditures and reported tax informaton, leveraging available enbanced data through the Access Online
Tax Management functionality. It is designed to support use of the Best Practice Tax Model.

® Refines filtering based on whether tax was paid or “implicd.”
¢ Leverages Level 1, Level 1T and Tevel TIT transaction information, as well as order mformation (if
available), to determine the “Ship from Statc” ot “Ship to State.”
» Sales and Use Tax by State with Tax Management Detail Report—Drovides a summary of
transaction amounts and sales tax reported on a state-by-state basis, leveraging enhanced data available
through the I'ax Management functicnality.

Best Practice Tax Model
As sales and usc taxes become incteasingly important sources of revenuc, state audits of sales and use tax

collection, accrual and payment procedures have become more rigorous. Rescarch has demonstrated that
commercial catd programs can help organizations save significant time and resources by automating processes.
Ilowever, the streamlining facilitated by commercial cards can present special challenges for managing sales and
usc tax issues. The most significant challenge invelves identifying which transactions are subject to use tax.
Clients with a card program must be able to account for sales and use tax without the “paper trail” {requisition
requests, putchase orders, shipping/recciving docutnents and invoices) provided by the traditional purchasing
process.

To assist you with sales and use tax identification, we provide the Best Practice Tax Model and repotting
through the Access Online program tool. The Tax Model scrves as a foundation for developing your approach
to addressing sales and use tax issues associated with a puschasing catd program. ‘L'he Tax Model addresscs
compliznce, audit and taxability management, as well as presenting a five-level best practice for transaction
review and exclusion from usc tax calculations.

In a traditional purchasing process, each transaction is revicwed as the Accounts Payable department receives
the paperwotk documenting the transaction. In the Tax Model, tax decisions are based on the cardholder,
supplicr and transaction data that become parrt of the model Since the process is automated, fransaction data
need only be collected once, rather than revicwed with each transaction. T'he data is consistently applicd to cach
transaction passed through the Tax Model. The five levels work as filters to eliminate transactions from
individual review based on information already known.

The steps in the Tax Model include:
" State Address Analysis—Fliminatcs transactions from the use tax calculation if the cardholder and
supplier are located in the same statc.
*  Account Code Check—Checks whether the accounl code represents a non-taxable purchase.
= Supplier Profile Checl—Verilies which out-of-state supplicrs charge sales tax, and identify suppliers that
ptovide exempt goods and services.
a2 Cardholder Tax Check-off —Identifies cardholder transactions where sales tax was charged.
" Tax Department Linc Item Review—Requires the tax department to review all transactions,
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The bidder should detail availability of view only access of transaction data to individuals that

267 are not cardholders {(upon the approval of the Program Administrator).

Response:

You determinc functional and data access rights for each user and can set-up view only access. Program
Administrators can modify ¢ .dghtsinn mc within Access Online.

The bidder should detail the purpose of control accounts and how they vary from individual
cardholder accounts. The bidder should detail how control statements differ between control
2.68 accounts and individual cardholder accounts. The bidder should include a sample cardhelder
and control account statement in their RFP response. The bidder should detail if online control
statements are available if requested by a card program.

Response:

Access Online offers a feature-rich platform that is easily confipured to meet the unique needs of U.S.

Bank clients. The State will choose the features and functionalities that best support and enhance your business
processes. Access Online offers effective and cfficient management controls, allowing multiple users within
your organizalion to efficiently manage accounts, effecti 7 manage transactions and establish workflow. When
using Access Online, functionality can differ between user groups, such as:
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Comprehensive reporting is vital to the State fot effectively managing your payment. programs. Curcently the
Stale has the following reports sct-up: Concur, Traud Case, Account List and a Daily Transaction File. With the
U.S. Bank Access Online reporting tool, you can run predefined standard reports or create organization-driven
ad hoc reports with up to six years of transaction data available online. 1or current clients, previously archived
data was not rctroactively added (o the system. Rather, program data will accumulate until stx years of data is
reached.

Access Online means immediate access to your transaction data, allowing you to run rcports whenever needed.
The highly intuitive user interface makes it easy for you to access your vital program data. Users simply select
from a list of reports, delme specific sclection and sort options and choose an output type.

Report Categories
Report categories available include:

* Program Management Reports—Supports general program management activities and allows you to
monitor compliance with otganization policy. Program petformance indicators highlight important trends
that you can usc to proactively manage your accounts. Program Administrators gain access to information
on every type of account activity.

® Financial Management Reports—Allows you to access transaction management activity information;
can be used to determine if cardholders are properly managing their accounts and ensure that expenses are
assigned to the proper cost centers.

* Supplier Management Reports—Allows you to manage supplict relatonships, support supplier
negotiations and manage spending by catcgory. Used Lo analyze the overall cffectivencss of your supplier
strategies and identify overall performance issues and opportunities. The State is armed with actual
program performance information that can be leveraged to drive supplier behavior and positvely impact
supplier nepotations.

* Tax and Compliance Management Reports—Assist you with monitoting cxpenditures, tracking
variances and managing account allocations; can be used to ensure your programs arc operaling in
accordance with U.S. Federal Government standards and requirements.

* Administration Reports—Allows Program Administratots to support system functionality, including
accounting code and user management.

Custom Reporting

In addition to standard reports, Access Online offets the following ad hoc reporting and scheduling options:

®*  Flex Data Reporting—Puts the control in the user’s hands, so they can definc what they want to see in a
report. By setting the report context—date ranges, processing or reporting hierarchies and more—uscrs
arc z2ble to choose the amount of data they want. By defining report content (felds to include or calculate)
users ensurc only the information they need is in the report. Users can define a logical grouping of data,
and at what level it should be subtotaled.

®  Report Scheduler—Available with our Standard Reports; allows Program Administrators to schedule
reports to run onge or on a tecurring basis. Additonal features include:
* Reports can be delivered to multiple recipienis
* Recipienis can be notified via cmail when the report is available
*  Access to functionality is controlled by Report Scheduler entilement

Repert Formats
All reports are parameter-driven and offer a high degree of flexibility and variety of output formats, all fully
exportable and viewable cnline in the following fotmats:
* Browser—Open in the user’s existing intcrnet browser, requiring no additional software. Some reports
take advantage of drill-down links for additional detail.
®  PDF—Readily formatted for printing, downloading or email exchange.
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Excel—Usc a spreadsheet siructure for ease of additional analysis, sorting and filtering, and useful for
export to third-party applications,

Active—Use dynamic ITTML to display using the existing browser but also offer interac tive features,
including on-demand sorting, filtering, charts, graphs and export to XML and CSV.

Reports can be delivered via the following me thods:

Intemet—Access Online 13 2 web-based system that allows users 24/7 access to reports.

Data File—Wec will provide a data file at a frequency level directed by you.

Access Online Data Exchange—Scheduled reports are only delivered through Access Online Jata
Exchange, and can be rctrieved from the Access Online Secure Mailbox. You will receive email
notification when reports are available for viewing, Access Online provides 128-bit: Secure Sockets Layer
(SSL) data encryption. We do not distributc actual reports via cmail for security reasons.

Benefits
Tn short, the Access Online Managcment Reporting:

Mects yout unique reporting needs with cus tomized reporting tools
Measures and monitors program performance

Identifies unique spending patterns and preferred supplier opportunities
Eliminates hard-copy report disttibution

Makes monitoring purchasing and travel program compliance easy
Provides online access to six years of transaction data

The bidder should detail how its online tool will be set up to meet program needs or
271 requirements, how user names and passwords to access the system will be distributed, and
how users and Program Administrators will be trained.

Response:

A U.S. Bank Solulions Engineer will serve as a liaison between the State and the 11.5. Bank MIS teamn during
implementation. Your Solutions Iinginecr will work with you, your Relationship Manager and our MIS staff to
determine the State’s system requirements. Responsibilities include;

Supporting implementation of Access Online advanced featutes

Providing ongoing pre- and post-sales support for Access Online, Electronic Data [nterchange (EDI) and
mappet development

Consulting with you regarding eCommerce, cProcurement, eCatalog and related initiatives

Supporling the integtation of Electronic Expense Reporting (EER)

We assign a temporary password to each new U.S. Bank Access Online user TD. After the first successful login,
Access Online prompts the user to creatc a new alphanumeric password that meets the following criterta:

Min of 12 charactets

Have one uppercasc letter

Have onc lowercase leiter

ITave one number

Have onc special character

Not contain 4 consccutive char user first name

Not contain 4 consecutive char user Jasl name

Not contain 4 consccutive char user id

Must not contain more than 8 consecutive numbcts
Allowable special characters: 1#$% () ¥+ ,-. /o, <=>r@_"{ |}~
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Passwords expire, at a miimum, every 60 days. However, <<Customet™> can cstablish more rigid password
expiration time limits; any custom expiration period must fall between one and 60 days. Access Online will
prompt the user to create a new password the first ime the user allernpts to login after password expiralion.
Uscrs can change their passwotds at any time within Access Onlinc. Users who forget their passwords can reset
their passwords from ihe login screen by correclly responding to a uscr-defined authentication question.
However, three unsuccess{ul login attempts will lock the account and the user will need to contact the

11.S. Bank Customer Service Center or our Technical Help Desk. Representatives can provide password
assistance after verifying the caller’s identity by requesting previously provided personal information.

From eleclronic self-study programs to instructor-led classcs, we empower our clients to get the mosi. out of
their payment programs. The following personnel and training tools and services are offered to our clients at no
cost:

Support Personnel

You will be assigned the following personnel to assist with implementation and ongoing technical support:
* Relationship Manager

* Implementation Project Manager

=  Technical Resources

" Account Coordinator Team

* Relevant Subject Matter Lixperts

Support Tocls

During implementation, the Statc will be provided with tools such as a sample policy and procedures
document, implementation guidebook, cardholdetr communications and necessaty forms at no cost. You will
also receive tramning tools ditectly from your assigned Relationship Manager.

To train the State on Access Online, our wel-based program management and teporting tool, we offer sell-
directed training via a web-based training tool for cardholders, and web canferencing for targeted, instructor-
led training for Program Administrators. Training is provided at no charge.

Our Relationship Managers host regionally-based user group meetings and nctworking activities at no cost.
Webmars ate also offered throughout the year on a varicty of topics.

Access Online offers a feature-tich platform that is easily tailored to meet the unique needs of our clicnts. We
will assist the State with choosing the features and functionality that best support and enhance your business
processes. Access Online offers effective and cfficient management controls as well as complele integration
with client financial systems.

Corc Access Online functionality includes:

proliles in teal-time

* Transaction Management and Approval—Lcverage Lransaction management capabilities to teflect your
processes and requirements

* Accounting Code Validation—Automate the allocation process and reduce manual intervention

* Reporting—Run comprehensive standard reporis in teal-time, define ad hoc reports and schedule
recurring reporl. delivery

® Financial Extracts—Extract the data you need in a format that integrates with your financial system

*  Data Exchange—'ransfer freqoently used files such as statement billing files, general ledger data feeds
and custom reports with Access Online Data Tixchange

*  Order Management—Connect your commercial card program and cProcurcment soluiion by
automating accounting code allocation and facilitadng order and transaction reconciliation

Page 48 of 107







Written Documentation

®  Specitic step-by-step instructions to help Program Administrators and cardholders learn how to perform
their tasks

®  Quick reference guides to help learn how to perform common work tasks at a glance

Recorded Classes
® A narrated demonstration of how to complete tasks in a specific arca available anytime on a vadety of
t.oPics

Live Instructor-led Virtual Training

Live, vittual tralning for Program Administrators available multiple times a month on a variety of topics, such
as (but not limited to):

" Account Administration and User Profiles

= Reporting

= Transaction Management

Customized and Trackable Learning Plans
B Tach user can customize 4 learning plan and create a library of saved documents

Customizable Presentation Template

* A fully customizable PowerPoint file with short demos and speaker notes that you can use to modify and
deliver your own cardholder training

®  The ability to incorporate your unique policies and procedures within the template

®  Usc of the final ile as a handout, fos training presentations or as a sel{-paced resource housed in your
Learning Management System

Ongoing Training
Provided through similar self-paced formats as described above such as:
®» Recorded Calls

®  Web-Based Training

»  Documentation

= Virtual Instructor Led 'raining

If a product knowledge need still exists after all the training resources have been delivered or reviewed, then
your Relationship Manager will work with you to identify that knowledge gap and offer potential solutions on
how best to close the gap.

The bidder should detail data retention, including the number of months data is retained via the

2.72 -
online togl.

Response:

Ffull transaction data is accessible via the User Interface fot twelve months and available online for reporting
purposes {for 72 months, Data can also be made available off-line for an additional 15 years.

The bidder should specify the number of months data is archived after it is no longer available
273 via the online tool. The bidder should detail the length of time to retrieve data requests of
information stored in its archive solution.

Response:

Page 50 of 107




Trata can also be made available off-line for an additional 15 years. It takes three to five business days to
retrieve and may incur an additional fee. The State would contact your Account Coordinator team for
assistance with obtaining archived data.

Bidder should detail the reports available (both custom and already programmed) through this

274 online tocl. The bidder should provide a list of reports available and sample reports.

Response:

Comprchensive reportng is vital to the State for ef! fectively managiug your payment programs. Currently the
State has the following reports set-up: Concur, Fraud Case, Account List and a Daily Transaction File,

With the U.S. Bank Access Online repotting tool, you can run predefined standard reports or create
organization-driven ad hoc reports with up to six years of transaction data available online.

Access Online means immediate access to your transaction data, allowing you to run rcports wheuever needed.
The highly mtuitive user interface makes it easy for you to access your vital program data. Users simply select
from a list of reports, define specific selection and sort options and choose an output type.

Report Categories
Report categories avaitable include:

*  Program Management Reports—Supports general program management activities and allows you to
monitor compliance with organization policy. Program performance indicators highlight important trends
that you can usc to ptroactively manage your accounts. Program Administrators gain access to information
on every type of account achvity.

* Financial Management Reports—Allows you to access transaction management activity information;
can be used to determine if cardholders arc properly managing their accounts and ensute that expenses arc
assigned to the proper cost ceuters.

*  Supplicr Management Reports—Allows you o manage supplier relationships, support supplicr
ncgotiations and manage spending by category. Uscd to analyze the overall effectiveness of your supplier
strategies and identify overall perfotmance issucs and opportunities. the State is armed with actual program
performance information that can be leveraged to drive supplier behavior and positively impact supplier
negotiations.

* Tax and Compliance Management Reports—Assist you with monitoring expenditures, tracking
variances and managing account allocations; can be uscd to cnsure your programs are operating in
accordance with 11.8. Federal Government standards and requirements.

*  Administration Reports—Allows Program Adtministrators 1o support system functionality, including
accounting code and uscr management.

Custom Reporting
Tn addition to standard repotts, Access Online offers the following ad hoc reporting and scheduling options:

*  Flex Data Reporting—Puts the control in the user’s hands, so they can define what they want to see in a
report. By setting the tepott context—date ranges, processing or reporting hierarchies and more—users
are able to choose the amount of data they want. By defining report content {ficlds to include or calculate}
users ensurc only the information they need is in the report. Uscrs can define a logical grouping of data,
and at what level it should be subtoraled.

=  Report Scheduler—Available with our Standard Reports; allows Program Administrators to schedule
Iepotts to run once or on a recurting basis. Additional features include:

* Reports can be delivered to multiple recipients
¢ Recipients can be notified via cmail when the report is available
* Access to functionality is controlled by Report Scheduler entitlement
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Benefits

In shott, the Access Online Management Repotting:

*  Meets your unique rcporting needs with customized teporting tools

®  Measures and monitors program performance

* Identifics unique spending patterns and preferred supplier opportunities
*  Tliminates hard-copy report distribution

*  Makes monitoting purchasing and travel program compliance easy

*  Provides online access to six yeats of transaction data

®  Please see Exhibit 6, Report List and Exhibit 7, Sample Reports.

Bidder should detail their ability to provide Level lll data. What percentage of Contractor's

275 merchants nravide | aval 1l Aata?

Response:

Level I financial recotd data is capmred with every transaction, but Level 11/11T cnhanced data capture is
dependent on the capability of the merchant that accepts the card. 1.8, Bank Merchant Payment Services and
Corporate Payment Systems are both capable of tecciving and storing specific enhanced data clements for
commercial card transactions and these data elements can be accessed through Access Online. In addition,
every merchant that U.S, Bank Mcrchant Payment Services implements to accept cards as payment is set up to
be Level IT capable.

The bidder should detail their ability to provide transaction detail with up to the minute

2.76 . ;
information.

Response:

At the time of purchasc, our interface with the processing system will show the transaction was sent for

authorization (pte-posting). The timing of transaction posting and its availability within Access Online

ultimately depends on when the merchant batches its transactions to the merchant bank. A rransaction will post
ithan 24 10 48 hours of the merchant submitting theu sa nto it it ik o

posts, the transacrion becomes viewable on Access Ounline. Both transacuwn approvals and declines are visible

in teal-tme in Access Online.

Bidder should describe current softwarethardware requirements necessary to access
277 internet/online solutions and any PC based applications cffered in the RFP response and
specify the required Windows versian.

Response:

Access Online was created in-house, and the design team that created the system continues to develop it today.
The team has an aggtessive product development docket and roll out an average of four new releases per year,
to cnsure that our clients have the best new functionality our technology can offer.
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Access Online is a uscr-fricndly, web-enabled system with modest computing requitements:
*  Decsktop Supported Browsers:
*  Microsoft Internet Explorer versions 11 and highet for Windows is recommended to cnsure user has
all security patches required for PCT data
¢ Firefox 31.4.0 and higher for Windows and Mac
¢ Chrome 40.0.2214 and higher for Windows and Mac
¢  Safari 7 and higher
®  Mobile Support Browsers:
¢ Mobilc Safati 6.0 and above
¢ Chrome Mobile 40.0.2214 and above
o Tlirefox Mobile 31.4.0 and above
¢  Android browser 4 and above
»  Adobe Acrobat Reader version XT or later or Adobe Acrobat Reader DC
¥ Microsoft Excel 2007 ot later
= Pop-up blockers turned off

Operating Systems with the required browsers and 'IT.S 1.2
®  Minimum for Web:

e  Windows 7
Windows 8
Windows 8.1
Windows 10
Mac OS X 10.9 +
Tinux
®*  Minimum for Mobile:

s iOS8hx+

s Apdroid 5x +

Opetating Systems for a machinc acting as a server [or the purposcs of web service functionality {examples of
webservices - AP calls, XML calls, SFTP servers and/or Batch Servers)
*  Mintmum OS installed on machines acting as Servers:

*  Windows Server 2008 R2

o Windows Server 2012

*  Windows Server 2012 R2

¢  Windows Server 2016

*  CentOS 6+ / RIIEL 6+ (Linux)

* Access Online can be accessed on any device with an intetnet browser (including Macs, PCs, mobile devices,
etc.). The preferted browser is Internet Explorer, on which Access Online has been certified. We cannot
guarantec usct expetience will be exactly the same when using other browsers, but our system should function
within any browser.

Multiple program users access the online system simultaneously to view activity, generate
2.78 reports, create extracts, etc, Bidder should detail all limits to using its reporting tools and details
accommodating multiple users.
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Response:

Access Online is designed to support over 1 million total users and is curtently scaled to support 10,000
concurrent. users.

The bidder shouid detail how reports are created, what formats are offered, related notification,

2.79 and delivery options.

Response:

Uscrs simply select from a list of reports in Access Online, define specifie selection and sort options and
choosc an output type.

*  Report Scheduler—Available with our Standard Reports; allows Program Administrators to schedule
reports to run once ot on 4 recurring basis. Additional features include:
® Reports can be delivered to multiple recipients
® Recipients can be notified via email when the report is available
¢ Access lo functionality is controlled by Report Scheduler entitlement

Report Formats
All reports are patameter-driven and offer a high degree of flexibility and varicty of output formats, all fully

exporiable and viewable online 1n the following formats:

*  Browscr—Opcen in the user’s existing internet browser, requiring no additional sofiware. Some reports
take advantage of drill-down links for additional detail.

¥ PDF—Readily formatted for printing, downloading or email exchange.

* Excel—Usc a spreadsheet siructure for ease of additional analysis, sorting and filtering, and useful for
cxport to third-party applicatons.

®  Active—Use dynatmic HTML to display using the existing browser but also offer interactive featurcs,
including on-demand sorting, filtering, charts, graphs and export to XMI. and CSV.

Reports can be delivered via the following methods:

*  Internet—Access Online is 2 web-based system that allows users 24/7 access to reports.

* Data File—Wec will provide a data file at a frequency level dirccted by you.

* Access Onlinc Data Exchange—Scheduled reportts ate only delivered through Access Online Data
Ixchange, and can be retrieved from the Access Online Secure Mailbox, You will receive cmail
notification when reports arc available for viewing, Access Online provides 128-bit Sccure Sockets Layer
(SSL) daia encryption, We do not distribute actual reports via email for security reasons.

The Contractor shal! provide a report, at least monthly, of all current open/active cardhalder
accounts at the campus/agency or card program tevel. The cardholder listing report shali
include, but may not be limited to the following cardholder/account infarmation: account
number, name, program types, cardholder address, department name, credit line, phone

2.80 number, single purchase limit, expiration date, date opened, cost center, department name,
and identification number. The report may be requested more frequently by the participating
card programs. The bidder should detail if the report is available online and if sorting capabilities
exist.

Response:

The Account List Report meets these requircments or the Stale can create an account list report with Flex Data
for more customization. Both repotts can be scheduled or run on demand.
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The Contractor shall provide a report, at least monthly or as needed, of all cardholder accounts
issued since program inception at both the campus/agency or card program level. The
cardholder listing report shall include, but may nct be limited to the following cardhelder/account
2.81 information: account number, name, address, department name, credit line, phone number,
single purchase limit, expiration date, date opened, cost center, department name, account
status, date of recent status change, program type and identification number. The bidder
should detail if the report is available and if sorting capabilities exist.

Response:

The Account 1ist Report mects these tequirements or the State can create an account list report with Flex Data
for more customization. Both repotts can be scheduled or run on demand.

The bidder should detail their ability to provide detailed decline reports by card program,
2.82 minimum of weekly, sumrmarizing transaction date, time, amount, merchant identification,
reason for decline, MCC identification, account status, cardholder name and account number.
The bidder should include details about format, file sharing, and manipulation capability.

Response:

Currently the State has the following repotts set-up: Prepopulated Transaction Tile for Concur, Fraud Case,
Account List and a Daily Transaction [file.

The Declined Transaction Authortzations report supplies details of declining transaction authorizations
information along with related account and merchant information. The user can define specific selection and
sort options and choose an output type. This report can also be scheduled to run on a recurting Drasis, can be
delivered to multiple recipients and recipients can be notified via email when the report is available.

Access Online allows uscrs to run predefined standard ot tailoted teports through the usc of multiple selection,
sorting and output functions, Featuting a comprchensive set of reporting options—from simple to complex—
reports arc parameter-driven, offer a high degree of flexibility and are fully exportable and Jot viewable online.
Access Online also offers the following ad hoc reporting and scheduling options.

Flex Data Reparting

'I'his Access Onlinc feature puts the control in the user’s hands, so they can define what they want to see in a
report. By sctting the teport context—date ranges, processing or reporting hicrarchies and more—users are
able to choose the amount of data. By defining report content (ficlds to include or caleulate) users ensure only
the information they need is in the report. Users can definc a logical grouping of data, and at what level it
should be subiotaled.

Report Scheduler
This Access Online feature allows Program Administrators to schedule reports to run once or on a recurring
basis. Addidonal feamres include:

®  Reports can be delivered to multiple recipients
» Recipients can be notified via cmail when the report 15 available
= Access to functionality is controlled by Report Scheduler entitlement

Custom teports can also be requested and scheduled by contacting your Account Coordinator team.
Report Formats

*  Browser—Open in the user’s existing inlerner browser, requiring no addi ional software. Some reports
take advantage of drill-down links for additional detail.

Page 55 of 107







Bidder should detail the work flow and time requirements regarding disputed transactions

287 indicating the responsibilities of the parties involved.

Response:

As a best practice in the event of « dispute, we cncourage clients to contact the merchant first. 'The majority of
the time, disputed charges can be resolved this way, witbout having io undergo the full dispute process.
However, when a full transaction dispute s necessaty, we make the process simple. We handle the process
from initiation to resolution, and therc is little to no paperwork required. Using Access Online, the State will
save time by simply going online to initiate disputes, check the status of disputed transactions and run repotts.

Dispute Initiation
Disputes may be initiated by phone or online and can be tracked in Access Online, and all dispute data is
updated daily. Through Access Online, users can:

®  View all disputed transactions electronically

" View the current status of a dispute

*  (Cancel a disputed transaction

"  Determine if a transaction has been disputed electronically

Dispute Billing
Once a transacton is in dispute, it is removed from the total amount due that appears on the card statement.
Disputed amounts arc not subject to finance charges, regardless of the Hinal resolution decision.

Cardholder Notification

The cardholder will receive a letter in the mail notilying them of the dispute resolution, and whether or not they
are tesponsible for payment of the chasge.

Dispute Reporting
Tn Access Online, disputed transactions arc marked with a “I>” to easily identify transactions that are currently
in the dispute process, 1'o assist you with effective Program Management, several reports can be run on
disputed transactions:
*  Transaction Detail—Shows summary allocation information for a specific accounting code and provides
specific transaction detail The Transaction Derail report provides the following fields:

¢ Disputed—Shows whether the transaction has ever been disputed (Y/N)
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» Dispute Status—S3hows whether the dispute has been resolved, and in whose favor
¢ Dispute Status Date—Lists the date of the dispute resolution
®  Full Transaction and Order Detail—Fully details expenditures, including transacton, line item, order,
accounl allocation and tax estimation information
* Bill Transaction Analysis with Ordet Detail—Offcrs detailed and summary billed transaction
information regarding the resulis of order and transaction matching

Disputed items ate removed from the balance due and do not age while in a dis pute status. If the dispute claim
is resolved {avorably, the charge is completely removed from the account; if it is resolved unfavorably, the
charpe is then reflected back into the balance due.

288 Bidder should detail ifs process to suspend accounts while in dispute and related notification
’ thereof.

Response:

The Program Administrator may t{:mporarﬂy suspend or permanently close an account and reopen a
temporarily or permanenily closed account via Access Online. Note that reopen requests may go through a
Credit Department review.

Dispute Billing
Once a transaclion is m dispute, it is removed from the total amount due that appears on the card statement.
Disputed amounts are not subject to finance charges, regardless of the [inal resolution decision.

Cardholder Notification
The cardholder will recesve a letter in the mail notifying them of the dispute resolution, and whether or not they
are responsible for payment of the charge.

Dispuied items are removed from the balance due and do not age while in a dispute status. If the dispute claim
1s resolved favorably, the charge is completely removed from the account; if it is resolved unfavorably, the
charge is then reflected back into the balance duc.

289 Bidder should include copies of all forms and affidavits required to be completed in cases of
) transaction disputes and fraud.

Response:

Plcase see Exhibit § for a copy of a Dispute Form and Statement of Fraud Form.

Bidder should detail how disputes and fraudulent transactions are handled. The bidder should
2.90 indicate how they identify and reconcile credits associated with original debits. Is this a paper
or electronic process? What is the expected turnaround time for credit receipt due to fraud?

Response:

Disputes may be initiated by phone or online and can be tracked in Access Online, and all dispute data is
updated daily. Through Access Online, users car

= View all disputed transactions electronically

®  View the current status of a dispute

® Cancel a disputed transaction

®  Delermine if a transaction has been disputed electronically
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Dispute Reporting
In Access Online, disputed transactions are marked with a “D” to easily identify transactions that are cutrently
in the dispute process. To assist you with effective Program Management, several reports can be run on

disputed transaclions:

s Transaction Detail—Shows summary allocation mformation for a specific accounting code and provides
specific transacdon detail. ‘lhe Transaction Detail report provides the following fields:

¢ Disputed—Shows whether the transaction has ever been disputed (Y /N
» Dispute Status—Shows whether the dispute has been resolved, and in whose favor
« Dispute Status Date—Lists the date of the disputc resolution

»  Full Transaction and Order Detail-—Fully details expenditures, including transaction, line item, order,
account allocation and tax estimation information

»  Bill Transaction Analysis with Order Detail—Offers detailed and summary billed transaction
information regarding the results of order and transaction matching

Fraud

In situation of fraud, depending on the type of transaction (counterfeit vs. card not present) as well as other
details of the transactions, the case processing analyst. will follow the proper channels to charge the merchant
back for the full amount of the transaction, If the merchant accepts the chargeback then the merchant will issue
a credit, if they dispute the charge further the case processor can pursue pre-atbitration Lo attempt to get the
funds.

When a cardholder initiates a fraud case, it typically takes about one week for credit to be posted. Tf credit 1s
needed immediately, the cardholder would have to state that at the time they call in to start the case and request
a rush. Even in such a case it can take up to 48 hours for the system to post the credit.

The bidder should detail the types of cardholder adjustments processed by the bank and
generally included in transaction files to customers. The bidder should detail their ability to
customize the file to block certain types of adjustments unacceptable to the individual card
2.91 program{s). The bidder should detail the delivery options (combined with current file, separate
file transmission, etc.) available for cardholder adjustment entries and what timing options
those entries can be provided to the programs (daily, weekly, monthly, etc). An example of an
unacceptabie entry would include internal bank GL credit and debit adjustments.

Response:

A list of transactions can be viewed for the current cycle and the past 12 inonths, as well as any details available
for each transaction. All cardholders can have the ability to view transaction information based on the each of
the State program’s requirements and cardholder restrictions. We will continue to work with the State to better
understand the business processes and functions in order to meet your needs.

Our Transaction Management Allocation ability delivers comprehensive functionality around the processing

and management of your transactions in a real-time environment. Access Online functionality includes:

«  Merchant Category Code (MCC) Allocation—A transaciion management best practice that streamlines the
reconciliation process and reduces manual posting errors
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»  User Dcfined Line Tiems-—TFunctionality that is patticularly helpful for those transactions that do not have
Level 111 data relayed by the merchant,
* A variety of cardholder reallocation options

'I'he Access Online transaction management capabilities are both flexible and customizable, designed to meet
your unique needs. Transaction lists and details are available on demand for the current and past 12 months.
Program adninistrators can adjust reallocation parameters 1o meet your company’s needs ranging anywhere from
onc to 399 days.

After cycle closc, cardholders also have the ability to reallocate transactions to one or multiple accounting codes,
inchuding the option of splitting individual transactions by specific dollat or percent of transaction amounts.

You can update your valid value lists by uploading a tab delimited text file (flat file) via an administrative page
within Access Online or updaiing your valid value list ditectly within Access Online. You will have the option 0
either add or delete sclected valnes from an existing valid value list or replace all existing values within a valid
value list. ‘These changes can be madc in real-time.

We can provide a file to support your content and can provide a data wansmission via Secure FTP with an
option of PGP encryption, Native FTP, VAN, VPN, Connect:Direct or AS2, We also provide billing data via
the Access Online Data Tixchange using HTTPS with SSL.

Access Online reports can be exported in Exccl, PDF or comma delimited. Since you create these reports
yoursclf, you can modily the informatioo that is included and choose the [ormat that best works for your needs.
Statement Billing Files and other data transmissions can be modified to meet your specilic needs.

The timing of the lransmission can be daily, weckly and monthly and we will continue to customize this for the
State,

The contractor shall monitor, identify and alert the Program Administrator or histher designee
2.92 of potentially fraudulent transactions. The bidder should detall its fraud prevention system and
workflow process.

Response:

U.S. Bank Corporate Payment Sysiems offers a full range of fraud preventon and investigative services as part
of our standard offcring to clicnts. The core service is driven by a team of dedicated fraud professionals
[ocused on best-in-class service and results for our clients. Complete fraud life-cycle support includes:

Account Monitoring and Notification

®  Trained fraud professionals available 24/7

»  Combination of real-time and near real-time fraud rule engines

»  Authorization scoring with industry-leading tisk models designed to profile cardholder behavior and
compate it against known fraud patterns

*  Outbound telephone calls to cardholders and program offices to verify activity

= Opuonal fraud alerts via text message and cmail

= 3D Secure authentication for card not prescnt (online) charpe activity

Development of Detection Strategies
»  Sophisticated data modeling techniques used to detect fraud trends
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»  Standard industry practices including card activation programs requiting casds to be activaled beforc first
usc and Card Verification Value (CVV) embcedded in card magnetic strips along with chip enabled cards to
prevent counterfeil risk

Identity Theft Mitigation

= Qur Threat and Vulnerability team monitors the internet for roguc websites impetsonating our sites and
closes them down

»  Compromised uscr ID alerts

»  Immediate response to breaches through our cardholder privacy office

®  Account opening and maintenance policies
»  Appropriate credit imit assignments
»  Merchant restrictions

Intelligence Gathering

= Parricipation in industry roundtables provides current information on fraud trends and allows for proactive
steps toward fraud mitigation

»  Quarterly reviews conducted with Visa and Mastercard on fraud ttends, performance and innovative fraud
products

Complete Investigative Services

s Coordination with local, state and INederal law enforccment agencics

» Industry leading recovery rates minimize cost of programs to our clients

»  Assistance on internal (raud cases by providing copies of charge receipts, transaction detail and copies of
applications to law enforcement agencics, if required

When an account. is believed to be compromised, our fraud team makes direct contact with the affected
cardholder by phone to confitm the validity of the transaction(s). If the cardholder cannot be reached, a referral
status will be placed on the account and 2an electronic notice is sent to the U.S. Bank Account Coordinator
team. An Account Coordinator will then contact the State Program Administtator to alert and direct the
cardholder to verify the transaction(s) directly with the fraud group. The option also exists for the cardholder to
sign up for fraud alerts which notification can be sent via text message or email.

Another way to prevent internal fraud is through Payment Analytics.

Payment Analytics is a web-based solution that enhances auditing practices by looking beyond the traditional
card controls to provide 100 percent commercial card transaction monitoring. Using cus iomizable rule
templates, you can automatically review all card transactions and flag sus pected card misuse and out-of-policy
spending, By automatically running policy rules on all transactions, Payment Analytics makes catdholdet
transaction monitoring dramatically more targeted, efficient and effective. Program Administrators can receive
email notifications of possible non-compliance and spend violations so they can safeguard against commercial
card misuse and improve purchasing practices.

Payment Analytics is available 24/7 and does not require new hardwarc or software. It automatically tntegrates
your commercial card transaction data.

Lne rules vanagement functionality makes it casy to select and modify rule templates. "I'he rule templates
allow you to be autoroatically notified via ecmail when the State-defined transac Hon patameters arc met. You can
choose from a variety of rule templates that include:

®  Unauthorized Merchant Category Code (MCC) Alert
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® Merchant Watch List Alert

® Transaction with a Non-Preferred Mearchant Alert

= Split Transaction Alert

= Split Purchase Alert

» T'ransaction Close to Single Purchase Limit Alert

* Large Spend Increase over Average Spend Alert

» FExcessive Use of Convenience Checks Alert

»  Excessive Cash Withdrawals Alert

» Corporatc Travel Card Purchase in Cardholder’s Postal Code Alert
= Weckend/TIoliday Purchase Alert

= Account Opened/Maintained with Limits Exceeding Standards Alert
*  Account Balance Alert

* Forcign Currency Transaction Alert

Case Management

"The Case Management functionality allows you to create cases {or follow-up investigation, and cases can be
assigned 1o different owners for further examination. You are able to set the current status of the case as well
as sort cases by rule name, date opened and last updated. By creating and associaling cases, you can detect
rclationships between transactions over titne, and move from a reactive Lo proactive control framework,

Benefits to the State

* Improve Compliance—Manage ont-of-policy spend and detect fraudulent activitics in near real-time by
associating time, people and events together.

* Enhance Control—Audi 100 percent of transactions versus a random sample, offering preater peace of
mind and a more complete detection of policy violadons and suspicious card use.

* Reduce Risk—Routc flagged transactions to the appropgiate personnel for review, providing greater
program superviston over non-compliant activity.

» Increase Efficiency—Streamline the audit process with multi-dimensional rules that are consistently and
continually applied across all transactions and card users.

» Boost Cost Savings—Automate routine audit tasks, focusing on transactions that are a cause of concern.

* Streamline Administration—Empower Program Managets with self-service capabilitics, allowing them
the fexibility to manage user catitlements, specify alert noiifications and configure audit rules.

= Broaden Visibility—Rccord all casc details in one central database, enabling Progtam Managers to gain
insights into your organization’s performance over time and improve the predictability of who, when and
where problems may arise.

= Expand Revenue Share Opportunity—Realize growth incenttves by identifying spend leakage and
moving volwne to secure card payment methods.

2.93 The bidder should detail activity triggering fraud alerts.

Response:

U.S. Bank employs dedicated teams of analysts who constantly monitor fraud and misuse trends, The analysts
create fraud rules for the point of sale or monitor a transaction after it has occurred. Rules at the point of sale
may be set to decline or refer based on the fraud risk of the transaction. The monitoring rules may queue an
account for revicw after the transaction has been approved, declined or referred at the point of sale.

We remain an industry leader regarding protecting our clients from fraud with new technology such as:
* Geolocation—Allows U.S. Bank to track mobile phones and match transactions to the phone location.
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*  Pindrop Voice Biometrics—Provides protection against fraudsters calling the support center. It analyzes
up to 150 factors and can identify the true location of the caller, if tools are used to mask the caller 117, and
it identifies the voice and whether their calling from a land line, mobile phone or VoIP.

The bidder should detail the options in communicating fraud to the cardholders or Program
Administrators. The bidder should detail volume of phone calls, the potential scripts, written
communication, identification of callers {i.e., the bidder cr its subcontracter) and customer
service phone numbers.

2.94

Response:

U.S. Bank employs dedicated teatns of analysts who constantly monitor fraud and misusc trends. When an
account is belicved to be compromised, our fraud team makes direct contact with the affected cardholder by
phore to confirin the validity of the transaction{s). If the cardholder cannot be reached, a referral status will be
placed on the acconnt and an electtonic nolice 1s sent to the U.S. Bank Account Coordinator tcam, An Account
Coordinator will then contact the State Program Administrator to alert and direct the cardholder to verify the
transaction(s) directly with the fraud group.

U.S. Bank will establish the State’s program with specific controls that you design to limit and prevent misusc
through the use of spending limits and MCC blocking. In addition, Access Online provides a suite of reporting
that will help your organization monitor transaciion trends.

Fraud Alerts

The fraud alett process builds upon our current fraud process. When suspicious activity s detected, the card in
question is placed in Traud status, automatically declining subsequent activity, and an SMS alett. is sent to the
registered cardholder cell phone number — all in real tme. Upon reccipt of the message, the cardholder is
prompted to respond “VALID” if the transaction is valid or “FRAUD™ if the transaction is fraudulent.

A “VALID” response clears the Fraud status from the account. The cardholder receives a follow-up message
confirming that the Fraud status has been lifted.

A “FRAUD?” response triggers a follow-up message informing the cardholder that a U.8. Bank fraud agent will
call to initiate our standard fraud process, including cancelling the compromised card and 1ssuing a replacement.
Alternalively, the catdholder will be provided the option to call our fraud agents immediately.

If U.S. Bank does not receive a responsc to the fraud alert message, our fraud analysts will handle the
suspicious activity per our existing proccss.

Fraud Line

Our toll-free Traud Support line (1-800-523-9078) is available to cardholdets and Program Administrators
24/7. Cardholders and Program Administrators can call directly to report fraud or check the status of an
existing fraud casc. The State can also call the Customer Service number on the back of the card to be
transferred to the Fraud Department.

The bidder should detail how parameters of the fraud system can be adjusted, monitored, or
2.95 controlled io ensure cards are properly handling legitimate transactions, both nationally and
internationally.

Response:

Onr fraud detection rules are revicwed daily and can be updated daily if the fraud activity warrants changing a
rule. Fraud rules are evaluated for their fraud detection success, as well as to insure they are also maintaining a
positive client expericnce, with both being equally important. Our fraud analylics teams reviews the past six
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months worth of cases to look for fraud trends on a daily basis as well. They not only review our commercial
activity, but they review the consumer and debit activity, allowing them (o have a better view of what is
happening in all of our portfolios.

The bidder should detail instances when a card shall be suspended or inactivated in cases of
2.96 fraud that have not been reported by the cardhalder. If a card is suspended or cancelled due
to fraud, the bidder should detail timing of replacement issuance and delivery.

Response:

When fraud js suspected and the account is queued up for review, a team will attempt to call the cardholder via
the phone numbers listed on the account to confirm the validity of the ransaction(s) or send an alert via text
message/email and a temporary block status may be applicd to the account to prohibit further charging activily.
The temporary block status does not cause a decline response but instead a teferral response. Once contact is
made and validity confirmed, the block is removed. Tf the cardholder has not contacted U.S. Bank before the
end of the business day, the account will appear on a report that the Account Coordinators will recetve the
following day. They will send an email to the Program Administrator to advise that the account needs to have
activity confitmed by the cardholder.

When a replacement card 15 required, the cardbolder calls the Customer Scevice Center domestically or the Visa
Assistance Center internationally 1o report a card lost ot stolen and request emergency replacement. There arc
no replacement fees for standard delivery of the card replacetnent and neither the State nor the cardholder is
responsible for fraudulent charges made to the prompty teported lost or stolen card. If expedited delivery
cards are ordered before 2 p.m. CT, they will be processed and shipped the same day. For standard delivery,
cards will be produced the next day and shipped the day after, When a card is replaced due to a lost or stolen
situation, it retains the original cxpiration date.

Qur cardholders’ convenience and safety is of utmost impertance to us, which is why 1.8, Bank Custotner
Scrvice Representalives and Assistance Center Representatives have the ability to make arrangements for an
emergency cash advance and hotel room booking, as necessaty, until the replacement card arrives.

The bidder should detail how prior spend impacts fraud parameters. The bidder should detail

2.97 its accommodations to new card programs that lack historical data.

Response:

QOur frand teamn reviews the consumer and debit activity, allowing them to have a better view of what 13
happentng in all of our portfolios, but also uses the following fraud strategics:

Account Monitoring and Nofification

= ‘I'rained fraud professionals available 24/7

= Combinaiion of real-time and near real-time fraud rule engines

*  Authorization scoring with industry-leading risk models designed to profile cardholder behavior and
compare 1t against known {raud patterns

= Outbound telephone calls to cardholders and program offices to verify activity
Optonal fraud alerts via text message and email

8 31> Secute authentication for card not present {online} charge activity

Development of Detection Strategies
= Sophisticated data modeling techniques used to detect fraud trends
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»  Standard industry praclices including card activation programs requiring cards to be activated before first
use and Card Verification Valuc (CVV) embedded in card mapnetic strips along with chip enabled cards to
prevent counterfeit sk

Identity Theft Mitigation

= Our Threat and Vulnerability team monitors the internet for rogue websites impersonating our sites and
closcs them down

= Compromised user [ alerts

®  Immediate response to breaches through our cardholder privacy office

Customized Fraud Risk Controls

»  Account opening and maintenance policies
®  Approprdate credit limit assignments

= Merchant restrictions

Intelligence Gathering

»  Participation in indusiry roundtables provides cutrent information on fraud trends and allows for proactive
steps toward fraud mitigation

»  Quarterly reviews conducted with Visa and Mastercard on fraud trends, petformance and innovative fraud
products

Complete Investigative Services

»  Coordination with local, state and Federal law enforcement agencies

»  Industry leading recovery rates minimize cost of programs to our clients

»  Assistance on iniernal frand cascs by providing copies of charge receipts, transaction detail and copies of
applications to law cofotceinent agencies, if required

The bidder should detail its process to identify, communicate, monitor, and resolve instances
2.98 of breaches/compromises of numerous accounts. Detail shall include timelines, card
replacements, etc.

Response:

When 2 compromise has occurted with a merchant that impacts our accounts, our frand professionals
determine whiclt accounts are impacted and if a proactive teissue is necessary. If a proactive reissuc is deemed
necessary the fraud department will subsequently alert all internally impacted teams of the plan to petform a
reissue.

New accounts will be issued and the compromised account will remain open until the cardholder recetves and
activates theit new account or until the timeframe of 20 calendar days is rcached, at which time the old card will
automatically be closed. Cardholdets will receive an insert with the new card outlining the reason for the rcissue
and notification that they should activate their new account.

The bidder should detail all internal Contractor operated or card company/programs/services
2.99 available to protect card programs against loss due to employee misuse or fraud. The bidder
should provide all materials related to those programs/services available.

Response:

Fraud Support
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Our toll-{ree Fraud Support line (1.800.523.9078) 1s available to cardholders and Program Administrators 24/7.
Cardholders and Program Administrators can call dircetly to report fraud ot check the status of an exis ting
fraud casc. The State can also call the Customer Service number on the back of the card to be transferred to the
IMraud Department.

U.5, Bank cmploys dedicated teams of analysts who constantly monitor fraud and misuse trends. When an
account 1§ believed to be compromised, our fraud team makes ditect contact with the affected cardholder by
phone to confirm the validity of the transaction(s). Please see question 2.9.7 for more informarion on our fraud
strategics.

Mitigating Employee Misuse

The real control against employce misuse comes from the State in a sct of well-documented znd broadly
published policies and procedures. Your U.S. Bank Relationship Manager will essist the State in putting
together the documentation. lzmployce misuse will be greatly reduced if not eliminated when employees are
madc awarc of the consequences for ruisusing the card or account, just as if an employee misuses other
company funds.

U.5. Bank recommends that policics and procedures include:
®  Direct manager audits
®  Purchasing program manager random audits
®  Cardholder signs an acceptance letter stating the card is not for personal use and cardholder will reimburse
the company for any non-business or personal purchases

Another way to prevent internal fraud is through Payment Analytcs.

Payment Analytics is a web-based solution that enhances auditing practices by looking beyond the tradifional
card controls 1o provide 100 percent commercial card transaction monitoring, Using customizable rule
templates, you can automatically review all card transactions and flag suspected card misuse and out-of-policy
spending, By automatically minning policy rules on all transactions, Payment Analytics makes cardholder
transaction monitoring dramatically more targeted, efficient and cffective. Program Administrators can receive
email notifications of possible non-compliance and spend violatHons so they can safcguard against commercial
card misusc and improve purchasing practices.

Payment Analytics 1s available 24/7 and does not require new hardware or software, [t automatically intcgrates
your commetrcial card transaction data.

Rules Management
The Rules Management functionality makes it easy to select and modify rule templates. The rule templates
allow you to be automatically notified via cmail when the State-defined transaction parameters are met. You can
choose from a vanety of rule templates that include:

* Unauthorized Merchant Category Code (MCC) Alert

»  Merchant Watch List Alert

* ‘['ransaction with a2 Non-Preferred Merchant Alert

* Split Ttansaction Alert

»  Split Purchase Alert

» Transaction Close to Single Purchase Limit Alert

» TLarge Spend Increase over Average Spend Alert

= FExcessive Use of Convenience Checks Alert

* Hxcessive Cash Withdrawals Alert

«  Corporate Travel Card Purchase in Cardholder’s Postal Code Alert

* Weekend/Holiday Purchase Alert

*  Account Opened/Maintained with Limits Exceeding Standards Alert
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U5, Bank provides solutions to mect a wide variety of business continuity needs. Our emergency response
cards offer seamless intepration into your plans so that you can focus your attention on maintaining opetations
and pursuing the restoration of services. This program is designed to assist cmployces in facilitating their
recovery cfforts durmg hurricanes, floods, fires, power outapes and other crises.

Spending limits and controls arc pre-set to match your policics and the individual payment needs of your
cmployees so that when an emergency arises, your organization can sinply activate the cards as planned,
knowing your payment requiremnents atc being fulfilled. 'I'he cards can be activated at any lime by way of phone
call to the Account Coordinator team duting business hours or customer service after hours. To assore the
caller is authotized to fund the account, the State would supply us with a list of authorized callers. In addition,
the caller must be able to identify specific account informartion before the mastet account is funded.

The bidder should detail their ability to assist when a disaster occurs. The bidder should detail
2101 prior experience with similar sized or similar entity programs that have encountered a disaster
sifuation.

Response:

U.S. Bank has developed an emcrgency response protocol managed by Client Services and Relationship
Management. The protocol is both proactive (where possible) and reactive to cmergencey situations.

U.5, Bank considers an “emergency situation” to include a0y major event that threatens the health and safely of
the public. Common cvents include, but are not limited to fire, flood, mudslides, hurricanes, tiots, ptotests, and
acts of terror or mass violence. U.S. Bank understands the ptimary responsibility of any municipality is to
protect public lives and property. It is our responsibility Lo keep cards working cffectively during these high
stress situations.

The emergency response protocol might be Lriggered in one of two ways:
1} The incident is known to us {national news, social media, etc)
2} The incident has been reported to us by an cmployee ot a client

Once an emergency is reported to Client Services or Relationship Management, the emergency response
protocol is activated. A lead representative within Client Services Management: is assigned to mobilize internal
departments, as indicated below. The Relationship Manager or Account Coordinator will also reach out to
Program Administrators to offer support.

* RM/AM: Partner with AC and Clicnt Services Management to coordinate response

*  Client Services Management: Pull together and mobilize intcrnal departments

" AC/leamn T.ead: Research & determine impacted clients, proactvely reach out via email ot phone, notfy
internal departments, subinit CSM service requests and requests to credit or fraud

*  Client Sctup & Maintenance (CSM): Review and complete service requests

" CPS Fraud: Review requests, adjust accounts as required, email requestor with updates, and update requests

*  CPS Credit & Risk: Promptly respond and process any requests submitted for increases

* RDPS: Be aware of potential increased call volume, determine after hours or weckend coverage, honor do not
strand policies

To prevent declines in an emergency, U.S. Bank will review all options with Program Administrators, sach as:

4. Apply suspension overrides for past due accounts as needed
L. Apply overrides to cnsure our fraud system does not decline legirimaie iransactions
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The bidder should provide two business references (including entity name, phone number,

2.110 . At .
program services dates) of similar size or program dynamics.

Response:

University of lowa

John Watkins

Director of Strategic Souscing
319.384.1340

john-e-watkins@ulowa.cdu

Union Pacific Railroad

Jason ID. Hormann

St. Manager-Fuel & Mad/Accounts Payable
402.544.0650

jdhotman{@up.com

The bidder should detail its approach on development of new services, If a card program was
to request enhancements, the bidder should detail the development process, resources,
211 prioritization, and timeline for such a request. Describe the types of enhancements and the
timelines related to those customer requested enhancements that have been completed
related to the Confractor's systems in the last 24 months.

Response:

A cultute of innovation s active and productive at 1.8. Bank. The State can look forward to working with 2
team of bankers committed to expanding technology and creating efficiencies in your opcration.

U.S. Bank has been recognived as one of the most innovattve banks in the naton, with awards and top rankings
for innovations i products, payments and Mobile and Online Banking. The results in customer adoption and
revenue are substantial.

Innovalons in banking technology are constant.

= U.S. Bank complelely redesigned our online banking platform and we have taken the mobile bank space by
storn with developments in digital and mobile capabilitics.

& We cnlist 2 Dynamic Dozen program — a group of Millennial employces from across U.S. Bank who
advise management on the viewpoint of young customers and bankets. Thesc individuals are especially
valuable as U.S. Bank intensifics our interactions with customers through social media.

¥ Tt’s not just the digital experts and product specialists who are responsible for innovation. Qur distinctive
leadership expectations equip employees at cvery level of the organization to conttibute new ways to
design our products, structure their businesses and do their jobs.

Commercial cards arc a vital part of U.S. Bank Cotporate Payment Systems. This is demonstrated by our most
recent and projected investments which will enable us to maintain our position as an industry leader. Our
current five-year roadmap is focused on our continued commitment to the modernizaton of Access Online
from both a usability and infrastructure standpomr. We are incotpotating responsive web design into the user
interface ensuring 4 consistent uscr cxpericnce across all devices. We are also enhancing the system with ncw
functionality surrounding system security, data analytics/reporting and process improvements with an eye
towards making our users more efficient.
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Innovation at U.S. Bank is derived from three primaty soutces. Tirst, client feedback has long been a driving
force of new producl development at U.S. Bank. Whether sourced through formal program reviews,
roundtable meetings like our Clicnt Advisory Panel and Access Online feedback sessions, or informal
conversation, U.S. Bank takes the time to review all feedback and cnhancement requests,

Not only do we listen to our clients, but we also listen to our employees. U.S. Bank stafls an award-winning
internal innovation team—Iled by a Chief Innovation Officer—focused on improvements for our clicnts.

And it’s not just the digital experts and product specialists who are responsible for innovauon at U.S. Bank
Qur distinctive leadership expectations equip employcees at every level of the organivation to contribute new
ways to design our products, structure their businesses and do their jobs, all for the betterment of our clients.

Clicnts can submit system [unctionality change requests to their Relationship Manager. All change requests are
reviewed and prioritized by a review group composed of Product Management, Technology and Relationship
Management.

Review meetings are held weekly to approve and priotitize [ixes and enhancements to the system. Relationship
Management is responsible for keeping clients informed of the status of their change requests. Change requests
are also submitted by U.S. Bank Access Online Ievel 3 support for fixes and enhancements to the system.

Major system functionality releases of Access Online typically occur quarterly.

The bidder should detail any card service pilot programs and/or unique features provided by

2112 the bidder that the card programs should consider.

Response:

1J.S. Bank Access Online Virtual Pay is an innovative Virtual Payment solution that combines the control and
automation of client putchasing and payables systems with the simplified payment and rebate opportunity of
virmal cards. Virtual Pay extends the value of purchasing card programs by further automaring your Accounts
Payable payment processes, replacing traditional paper check payments with cardless U.S. Bank virtual
accounts.

Virtual Pay allows you to use your cusrent business practices, which may include processing purchase orders,
receipts, approvals, coding and invoices in your system. Once approved, payments are ready for processing,
‘I'he State provides these payments to U.S. Bank via a file, online form or through an APT. We then usc onc or
a combination of the optons below, depending on supplier preference, to accommodare payment to your
supplicrs:

State-Initiated Payments (Straight-Through Processing)

»  Funds are automatically deposited into a metchant bank account less interchange

® (IS, Bank provides reconciliation functonality in our tools to automatically match processed supplier
payment transactions with your authorized payments

Supplier-Initiated Payments

» Single-Use Accounts—IUnique account mumbers ate assigned to each approved payment transaction;
users have the ability to request and access a virtual account on their mobile device

" Pre-authotized Limit Accounts—We dynamically raise credit limits on supplier-dedicated cards from
zero to the amount of the payment appeating on the approved payment file

Virtual Pay can accomsnodate both supplier-initiated and buyer-initiated payments without the need for
separaie [ile integration.
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A highly qualified team of U.S. Bank personnel supports Access Online. This team includes Product Managers,
Product Developers and application support, security and technical architecture personncl Members of your
U.S. Bank Relationship Management ‘L'eam will have access to your data as required to provide you with
personalized, cfficient program management scrvices. We assign each employec an official Security Access
Profile that allows only the access necessary for that employee to perform his or her job. We tightly control and
monitor access to client information.

WC NIVE GEPIOYEW DTN NELWOIK-Dascu ana nosi-based inrrusion detection systems to ensure the safety of our
networks. "These systems passively monitor our internal network and ensure that perimeter firewalls and
defenses function properly. Continuously monitoring our systems allows us to identify and respond to
vulnerabilities, unauthorized internal activity and unauthorized external traffic. We have cngaged a third-party
service to monitor and manage our intrusion detection systems, and have a staff of intrusion detection experts
on call 24/7, ready to investigate any incidents reported to us by our trusted servicer.

We nave exrensive inciaent responsc procedutes to follow when suspicious activity occurs. Access Online rns
on our internal servers. Because we own, host, and support these scevets, we can temporarily halt the
application or disable external access to the application to address a secutity issue. 'The Office of the
Comptroller of the Currency (OCC) and 'I'ruSecure regularly review these procedures to ensure that we meel.
and exceed security best practices, We will work with you to establish incident responsc procedures and
notification policies regarding your program.

Qur lutormation Security Services (LSS} group n ‘accted ap  ach to anli-virus protection. Our
secutity team researches new vituses and vulnerabilitics, and proactively protects our systems against potential
attacks. 1SS uses a specialized software suite to manage security patches, ensuring that our systems have the
latest critical protection. This software also analyzes the latest threats and provides industry risk severity ratings.

Pre-Employment Screening

U.S. Bank conducts pre-employment screening [or each applicant that receives a condidonal offer of
employment and, in some cases, fot independent contractors and employees of temporary staffing agencies
assigned to perform scrvices for U.S. Bank (collectively “new hires”). The decision to hire or not hite an
external applicant is made consistent with applicable legal guidelines and U.S. Bank policy. [J.5. Bank does not
fingerprint or drug test minors except when condittonal olfers for employment ate made to minors that will
work in the U.S. Bank Corporate Trust Division or as otherwisc required by law.

As a condition of employment, all new hires are fingerprinted and processed through the FBI’s Criminal
History Records Check. Local Human Resources professionals are responsible for ensuring that fingerprints are
taken at the time the conditional offer is made or as soon as practicable thereafter. If the results of the T'BI
ctiminal history records check are unsatisfactory, the conditional offer is withdrawn, whether the employee has
started with the company of not.

Human Resources representatives make a reasonable effort io verify the cmployment history of external
candidates under consideration for employment. Verilication of the most recent ten years of employment is an
acceptable standard. In some situations, the hiring manager may also want to participate in the verification of
previous employment. A new hire may be subject to tennination based on adverse information received in
conpection with employment verification.

rampioyee training is one component of a comprehensive approach to data secutity thar includes strict physical
security and riporous practices and procedures to maintain appropriate control of sensitive data. The
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importance of this is understood by all employees and is reflected in the policies that govern how cmployees
manage a wide variety of bank activities [romn document tetention policies, handling departing employees,
mobile computing, press inquirics, and even marketing. Tach year, all cmployees of U.S. Bank must read and
accept our Code of Fihics and Busiess Conduct.

Our Corporate Sccurity division includes specific departments dedicated to employee fraud detection,
investigations, and loss prevention. ‘These gtoups spend time monitoring all employee cases as well as
idenufying policy gaps and recommending process changes accordingly.

Please also see attached Info Sce Posture, page 13 and 14, sections “Incident Event & Communications
Management” and “Distributed Denial-of-Service (DDoS) Attack Protecdon.

The bidder must detail their security plan which includes its security program procedures for

the prevention of and response to security breaches, and include a designated contact for

security related issues. Bidder shall describe the process for reacting to fraudulent or

questionable activity and security breaches including, but not limited to, the following:

Immediately notifying Program Administrators and cardholders when their

accounts are compromised;

Assigning new acceunt number to account that are compromised,

Providing additional monitoring for accounts that are known to have been

compromised; and

4. Regardless of impact to the State and/or cardholders, Contractor shall immediately
notify the State Treasurer's Office and Administrators of any security breach,
hacking, or fraud incident that Contractor or subcontractor experiences. If said
incident is cause by an employee of the Contractor or subcontractor they shall
assume financial liability associated with this type of breach.

2.116

W

Response:

Appropriate reporting procedurcs are identified 1o ensure information sccurity events and weaknesses
associated with information systems arc communicated in an approptiate manner allowing timely corrective
actton to be taken. Responsibilities and procedures are in place to handle informaton sccurlty events and
weaknesscs cffcctively once they have been teported. A process of continual improvement is a pplicd to the
response activitics and overall management of informaton security incidents. TTor more information, pleasc
see page 13-14 of the attached U.S. Bancorp Information Security Posture. Further details on the process
may be available upon receipt of a mutual nondisclosure agreement.

More dctailed process for reacting to fraudulentr or questionable activity and sccurity breaches may be

negotiated during the coniract stage and following terms are generally agreeable:

* US. Bank shall maintain physical, electronic, and procedural safeguards that are designed to {a) maintain
the sccurity and confidentiality of Personal Data; (b} protect Personal Data against anticipated threats
ot hazards to the sccurity or integrity of Petsonal Data; and (c) prevent unauthorized access to or usc
of such Personal Data that could result i substantal hatm ot inconvenience (o the applicable Castomer.

e 11.8. Bank shall provide prompt notice to Client in the event that U8, Bank becomes aware that Personal
Data of Client’s current or former Customers has been compromised as a result of a breach of security
at U.S. Bank. Such notice will include U.S. Bank’s reasonable estimate of the number of Customer
records affected and the nature of the information exposed, together with the steps to be taken by U.S.
Bank to limit such exposure and avoid a recurrence thereof.

1. Service Provider shall provide prompt notice to Client in the cvent that Service Provider becomes aware
that Personal Data of Client’s current or fotmer Customers has been compromised as a result of a breach
ol secutity at Service Provider, its [Affiliates] or its [Agents]. Such notice will include Service Providet’s
rcasonable estimate of the number of Customer records affected and the nature of the information
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cxposed, together with the steps to be taken by Setvice Provider to limit such cxposure and avoid a
recurtence thereof.

2. T11.S. Bank will assign new account number 1o account that arc compromised.

3. We will provide additional moniloring for accounts that arc known to have been compronused

4. Regardless of impact to the State and/or cardholders, we shall promptly notify the Statc Treasurer’s
Office and Administrators of any sccutity breach, hacking, or fraud incident that Contractor

experiences. We propose removing the last sentence because liability is an issue that depends on
individual facts involved in breach ot security incidents.

Describe how Contractor will communicate and provide regulatory support and updates to the

217 card program,

Response:

Your Relatonship Manager, Paul Erickson, will ensure that you are informed of any new processes/procedures
that could benefit the State’s progtam. Paul will conlinue to lead the monthly program status and update calls.
These ate a necessary and convenicnt venue for the bank to share relevant updates and for the State and
University to provide feedback and ask questions. He will also work on your behalf as an advocate for any
transition issucs that may arise duting a program change. Your dedicated Account Cootdinator Tinc Anderson
will also be a suppott to the State for any needs that arise,

In addition to communication with your Relationship Manager, the Access Online Clicnt ITome Page provides
notification of any technology updates or scheduled downtime. Other program changes that affect individual
cardholders, such as updates to the cardholder contract or benefits, will be communicated via statement inserts.

State Questions and Service Needs

For questions or service needs, we encoutage the State’s Program Administrator to contact the U.S, Bank
Account Coordinator team. Account Coordinators provide ongoing daily service and consultadon to client
otpanizations regarding U.S. Bank products, processes and best practices.

Cardholders should contact the Customer Service Center with any questions concerning day-to-day issues such
as available credit, card replacement and dispute resolution. With the proper permissions, cardholders can also
perform these tasks online.

Bidder should detail how their entity handles system upgrades. The bidder should detail

2.118 technical support during set up or upgrades.

Response:

Upgrades are completed during non-peak hours (laie evening or weekend hours) and are scheduled in advance.
T 2 release requires a system outage, the State’s Program Administrator will receive notification at least one
week prior to the release,

Our multiple-column architecture minimizes the impact of the release and allows us to optimive scalabiliry and
load balancing. During the release, colnmns arc individually rotated out of service, upgraded and certificd. As
cach column is phased back into service, the next colutnn is rotated out. This process facilitates cfficient release
application with minimal client disruption.
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PTM includes six stages, outlined below. All changes and updates made to the original request are maintained
on U.S. Bank’s internal PI.M website.

During the {seneration stage, a sequest fTorm must be completed by the employee initiating the request. The
request must be approved by the employee’s senior manager before it can be entered into the system, where it
is Further defined by a tcam of individuals. In the Generation stage, the following tasks are completed:

Full Product and Marketing review

Sccure full [J.8. Bank Corporate Payment Systems Busincss Senior Management. sipn-off
Provide auditable trail of request: approved or denicd

Assign owner of Examination stage

Provides opportunity to assess process

ILn the Examination stage, the following tasks are completed:

Istablishes a kickoff meeting,

Assurcs information 15 collected from all impacted departments

Analysis is documented in Product Proposal

Secures Tull TJ.S. Bank Cotporate Payment Systems Business Senior Management sign-off
Provides auditable trail of request, approved or denied

Sccuses resources needed for project from impacted arcas

Assigns owner of Definition stage

Provides opportunity to assess process

111 the Dehnition stage, the following tasks are completed:

Requirements methods determined through the kick-off meeting

Builds on Product Proposal Document

Assures documentation is created through the creaton of the Iligh Level Business Requirements,
Stakeholder Request and Statement of Work

Establishes the approach meeting to review and recommend the best approach that will satisfy the
Business Line requirements

Secures Business Linc validation and sign-off of cach document

Tistablishes review by both Card Product and E-Access teams, and requircs sign-off.

Assigns owner of Creation stage

In the Creation stage, the following tasks ate completed:

Securcs Product and Markeling sign-off on development documentation before development takes placc
Marketing Delivery and Beta bricfing provides ample advance notice and a learning oppottunity for all
tmpacted business lines

Beta 'lest Plan is developed

Requires Core Product involvement in testing and validaton that solution satisfies requirements
Requires full U.S. Bank Corporate Payment Sysiems Product and Marketing sign-off to move to deploy
soludon

Requites U.S. Bank Corporate Payment Systems Senior Management sign- off ta proceed or not.

1n the Detivery stage, the followng tasks are completed:

Delivery planned at kick-off meeting
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Bidder should provide a detailed implementation plan including at least the following: required
start up documentation forms, a detailed implementation schedule with phases and milestones,
individual tasks and critical tasks. The bidder should detail pilet program options available.
Multiple state agencies will be a part of the implementation process.

2124

Response:

Pleasc see Exhibit 2 {or a Sample Implcmentation Plan for both card and Virtual Pay programs. Dunng the
kickoff call, the 1.S. Bank Implementation Project Manager will discuss your Virtual Pay program roll out and
discuss whether a full rollout or pilot approach will be used. If the State would like to have a pilot program
prior to full roll out, additional conversations will oceur regarding timing of card issuance, length of pilot and
full program go-live date. Along with the conversations, the decisions will be captutred in status notes and a
ptoject plan.

Describe the resources that the Contractor will provide during implementation, including
2.125 training (in person, over the phone, user manuals, or web based), technical supporl, and on-
site visits/State Agency implementation meetings.

Response:

Hrom electronic self-study programs to instructor-led classes, we cmpower our clients to get the most out of
their payment programs. The following personnel and training tools and services are offered to cur clients at no
cost:

1ou win pe assignea Lic following personnel to assist with implementation and ongoing technical support:
= Relationship Manager

= Implemecntation Project Manager

= Tcchnical Resources

. Account Coordmator Team

®  Relevant Subject Matter Experts

Support Tools

During implementation, the State will be provided with tools such as a sample policy and procedures
document, implementation guidebook, cardholder communications and necessary forms at no cost. You will
also reecive training tools directly from your assipned Relationship Manager.

To train the Staie on Access Online, our web-based program management and repotting tool, we offer self-
directed training via a web-based taining tool for cardholders, and web conferencing for tatgeted, instrnctor-
led training for Progtam Administrators. Tramning 1s provided at no charge.

Our Relationship Managets host regionally-based aser group meetings and networking activilles at no cost.
Wehinars are also offered throughout the year on a variety of topics.

2.126 What process is in place to manage implementation issues?

Response:

Any issues during implementation can be reporied to your Implerentation Project Manager, who will take the
necessary steps to ensure that they are resolved beforc moving into the maintenance phase of the program. The
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*  Access Online Support—After delermining that the call is not a system issuc, the Help Desk identifies
and logs the call into Connex, our enterprise solution for 1ssue tracking and resolution. Concerns, ques tions
or issucs that the Help Desk Representative cannot immediately answer are researched. If not resolved
within two hours, the concern, question o issue is directed to Business Functional Analysts.

Tssucs and requests falling to Business Functional Analysts arc generally caused by data anomalies or are very
technical in nature, requiring in depth teseatch and analysis and, quite likely, system development for resolution.
Because Business Functional Analysts are directly responsible for managing Access Online system defects and
change requests, they are perfectly aligned to address these types of tequests.

U.S. Bank's Dedicated Supplier Enablement Managers

Supplier Enablement Managers design and exccute fully customized supplicr cnablement campaigns for users
of our virmal payment programs. Campaigns run in perpetuity and will adapt and evolve over time based on the
success and learnings of prior campaigns.

On Site Visits
Your Relationship Managez, Paul, will travel to your sitc for account reviews. Additional assessments, such as
A/P apalysis, process revicws and ete., will involve travel on an as-nieeded basis.

Indicate if your organization provides a newsletter or email covering industry topics, rules and

2129 requlations updates and timing of the distribution or publication.

Response:

We send a quarlerly nowslettet to clients, which covers industry trends, best practices, and program and
technology update information.

Describe any on-going training that will be made availakle as upgrades or system changes
2130 oCCur.

Response:

The training team partners with the product owner through a structured weekly mecting whete product updates
are shared and revicwed. The training team then assesses the product enhancements to best determine what
and which training content needs to be either updated or added based on the scope of change. 'L'his training is
reviewed and approved by the product manager prior to the launch of system changes. Thus, the Lraining is
always current for the end user.
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Administrative Services - Accounting file process and file layout
The bidder should review and indicate its ability to generate and provide a monthly file in the
format specified in Attachment E. Files are to be generated after the cycle completion date.

3.3 The bidder should detail the options available to the program te retrieve or receive files. The
bidder should detail any required deviations from file layout specifications detailed in Attachment
E. The bidder should detail any concerns regarding the requested file format.
Response:

As your existing providet, U.S, Baok will continue to mect the requitements provided in the Attachment E file
format. Additionally, U.S. Bank is willing {0 accommodate any future changes to file requirements, as nceded, at
no cost.

The monthly files can be delivered by an electronic mailbox via Access Online’s Data Exchange for manual
retrieval. Additionally, U.S. Bank can offer automated transmission delivery options including Securc FTP with
an option of PGP encryption, Native FTP, VAN, VPN, Connect Direct or ASZ.

34 The card programs require files to be delivered on the same day of the month and in the format
' as listed in Attachment E. Can the bidder comply?
Yes _ X No
Response:

We can continue to deliver the files on the same day of the month as the format indicates.
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The bidder should review and indicate its ability to generate and provide a weekly file in the format
specified in Attachment F. The bidder should detail the options available to the program to retrieve

4.3 or receive files. The bidder should detail any required deviations from file layout specifications
detailed in Attachment F. The bidder should detail any concerns regarding the requested file
format.

Response:

As yout cxisting provider, U1.S. Bank will continuc to meet the requirements provided in the Attachment I file
format. Additionally, U.S. Bank is willing to accommodate any future changes to file requitements, as needed,

at no cost.

'I'he monthly files can be delivered by an electronic mailbox via Access Online’s Data Iixchange for manual
retrieval. Additionally, U.S. Bank can offer automated transmission delivery options including Secure FTP with
an option of PGP encryption, Native F'1P, VAN, VPN, Conncct Direct or AS2,

The card programs require files to be delivered on consistent schedule and in a fermat as listed

44 in Attachment F. Can the bidder comply?
Yes _ X No
Response:

We can continuc to deliver the files on a consistent schedule and as the format indicates.
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The Purchasing card pregram require the cards issued must contain no reference to Automatic
5.2 Teller Machine {ATM) machine usage, can the bidder comply?

Yes _ X No
Response:

U.S. Bank can exclude references to A'T™Ms on cards.

The card programs require the ability to obtain cards that have higher credit limits for disaster
5.3 situations. Cards will be stored securely with limited access. The bidder should review
Attachment D for spending limits. Can the bidder comply?

Yes _ X No
Response:

For corpotate lability cards, we are able to meet the spending limits in attachment D. Emergency cards will be
sctup undes a corporate lability structure, which is consistent with the current program structure of the State.
These accounts can be set at the $500,000 limit with the flexibility for the program adminisirator to adjust these
individual account limits within the Access Online tool

5.4 The bidder should review the University's Preferred Vendor Card program limits listed in
) Attachment D and can the bidder meet those requirements?
Yes _X No
Response:

For cotporate liability cards, we are able to meet the limits in attachment D. Purchasing card limits outlined in
attachmment D can be met with the State’s ability to make adjustiment on an account basis to the single and

monthly purchase limit.
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Cash advances may be limited, blocked ot allowed at the company or individual level. Additional conteols
may be set, such as a daily, weekly or monthly limit or dollar amount. uring card set-up, we would need to
know which cards would have cash advance capability, in order 10 set them up properly.

Your Relationship Manager will review yout requirctnents to design a program that best mects your unique
iravel needs,

73 The card program shall not incur any fees for cash advances or ATM transactions, including
’ domestic or foreign, from the Contracter. Can the bidder comply?
Yes X No
Response:

U.5. Bank can comply.

The bidder should provide a comprehensive listing of available ATM networks associated

7.4 with the Group Travel Cards.

Response:

Visa {s accepted in more than 200 countries and territorics and over 45 million locations, including more than
2.5 million ATMs and more than 600,000 member offices worldwide.

The envelope marked proprictary contains a Visa acceptance matrix which shows the number of accepting
locations in regions around the world for U.S. Bank commereial cards.

For the Group Travel Card Program, a PIN number would be required. Describe how the PIN

75 number will be mailed securely and directly to the cardholder?

Response:

All cardholders are prompted to select theit PIN when they activate their account via the Customer Service
Center. Following acrivation, the cardholder will be prompted to sell-select their PIN, They will enter it once,
then enter again to confirm. Becanse cardholders are selecting their own PIN at aciivation, it is less likely they
will forgot. their PIN in the future.

Changing a PIN is easy. Cardholders can call the Customer Service number on the back of their card, enter
their account number, validate their identity, then follow the prompts to PIN O ptions. As a sccurity measure,
the cardholder must know their current PIN to change a PIN. If the cardholder does not know their current
PIN, they can request a PIN Rermunder be mailed to them.

It should be noted, while most chip-card transactions are still verified by cardholder signarures, in some
circumstances a cardholder may need to enter 2 PIN at the point of sale {(if prompted by the card reader).
Our cards are signature preferring, so PIN prompts would be uncommon in the U.S. but may occur more
trequenty abroad.

Bidder shall detail all volume and spending limits placed on the cards for ATM transactions
and cash advances. The bidder should specify if limits are daily, weekly, monthly or per
transaction. The bidder sheuld detail the process and timing to medify and enforce change
limits.

7.6
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Response:

Cash advances may be limited at the company, group or individual level. This limit 1s typically set at 20
percent of the spending guidcline during each billing cycle. Restrictions arc also placed on ATM withdrawals
by the bank that owns cach ATM. Although they vary, many banks limit advances to three transactions per
day, $250 per transaction and $999 a day.

We have recommended spending guidelines and cash advance percentage parameters for corporate travel
card accounts. Your Relattonship Manager will review your requirements to design a program that best meets
your unique travel needs.

Certain card programs require cards issued for coach and team travel neads. Cards, used
nationally and internationally, allow for food, travel, housing expenses, etc. Multiple
purchases from the same merchants may be charged during the same time frame to

7.7 accommodate the volume of travelers ar the merchant's desire to accept payment. {i.e.,
individually or as a lump sum). The bidder should detail how they are able to accommodate
these types of purchases.

Response:

U.S. Bank can meet thesc requircments and spead activily. If for some reason there is an issue or concetn
with a proup of cards, we can work with the University of Nebraska and Nebraska State Colleges to
customive fraud stratcgics fot the group to minimize any impact.

Certain card programs require cards to be issued for student group travel needs. Cards, used
nationally and internaticnally, allow for food, travel, housing expenses, etc. Multiple
purchases from the same merchants may be charged during the same time frame to
7.8 accommaodate the volume of travelers or the merchant's desire to accept payment. {i.e,
individually or as a lump sum). The card program may also allow select cardholders the
ability to complete ATM and cash advance transactions. The kidder should detail its ability to
accommodate student group travel needs.

Response:

Currenlly the Untversity uses the U.S. Bank Tivent Planner Card for this purpose.

We offer a corporate liability event planncr card for your event planners to pay for charges tncurred while
planning and executing meeting and group cvents, Our clients use event planner cards for charges such as
conference room rental, audio-visual cquipment, internet and teleconferencing services, transportation/group
shutrles, event food and beverage, special event admission fees, group air travel or any other meeting-related
expenditures that may not be appropriate to bill to an individual corporate travel card.

Controls

Your Relationship Manager, Paul, will review your requitements to design a program that best mceets your
unique travel needs. Cash advances limits arc typically set at 20 percent of the s pending guideline during each
billing cycle. Restrictons are also placed on ATM withdrawals by the bank that owns cach ATM. Although
they vary, many banks limit advances to three transactions per day, $250 per transacton and $999 a day.

Because these accounts arc cotpotate liability accounts, controls arc of paramount importance, Event planner
cards can be customized using the following U.S. Bank system controls:

®  Account expiration dates

»  Account credit limits based upon meeting or event budgers
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= Merchant Caiegory Code acceptance blocking or limits based upon the unique needs of any meeting,
cvent or trade show
*  Convenience Checks for those fow merchants that may not be able 10 accept. a card as payment

The bidder should detail how the Contractor's fraud program be adjusted to accommodate

7.9 the purchases detailed in Questions 7.7 and 7.8.

Response:

Should the card program be impacted negatively by fraud strategics beyond what is deemed an aceeptable
level due to fraud deteclion, adjustments can be made to reduce negative impacts based on cardholder spend.
Thesc adjustments will take mto consideration both cardholdes spend and potentially increased fraud risk to
determine the correct balance.

= lIaMleq Lraud Prolessionats avauaowe 24/7

= Combination of real-time and near real-time fraud rule engines

®  Authorization scoring with industry-leading risk models designed to profile cardholder behavior and
compate it against known fraud patterns

®  QOutbound telephone calls to cardholders and program offices to venfy aclivity

®  Optional fraud alerts via text message and email

¥ 3D Secure anthentication for card not present {online) charge activity

= dopmsucaied aata moaenng ecnmgues used to detect fraud trends

= Standard industry praciices including card activatior  ogramns requiring cards to be activated before first
use and Card Verification Value (CVV) embedded in card magnetic strips along with chip enabled cards
to prevent counterfeit risk

Identity Theft Mitigation

®  Our Threat and Vulnerability team monilors the internet for togue websites impersonating our sitcs and
closes them down

= Compromised user 1D alerts
Immediate response to breaches through our cardholder privacy office

Customized Fraud Risk Controls

% Account opening and maintenance policies
= Appropriate credit limit assignments

= Merchant resirictions

Intelligence Gathering

»  Participation in industry roundrables provides current information on fraud trends and allows for
proactive steps toward fraud mitigation

" Quarterly reviews conducted with Visa and Mastercard on fraud trends, performance and innovative
frand products

" LOOIQNauCn win 10cal, state ana Federal law enforcement agencies

»  Industry leading recovery rates minimize cost of programs to our clients

»  Assistance on intetna fraud cases by providing copics of charge receipts, transaction detail and copies of
applications (0 law enforcement agencies, if requited
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The bidder should review the reguired file formats for the University of Nebraska program in
Attachment G and indicated their ability to generate and provide daily files in the specified
format. The University receives 8 separate files daily, 4 separate purchasing card files, 3
travel card files, and a Preferred Vendor Card Data File. Files are by campus (University of
710 Nebraska Lincoln, University of Nebraska Cmaha, University Medical Center and University
of Nebraska Kearney). The bidder should detail the options available 1o the program to
retrieve or receive files. The bidder should detail any required deviations from file layout
specifications detailed in Attachment G. The bidder should detail any concerns regarding the
requested file format.

Response:

As your cxisting provider, U.S. Bank will continuc to meet the requirements provided in the Attachment G
file format. Additionally, U.S. Bank is willing to accommodate any future changes to file requirements, as
nceded, at no cost.

The monthly files can be delivered by an clectronic mailbox via Access Online’s Data Exchange for manual
retrieval. Additionally, U.S. Bank can offer automated transmission delivery options including Securc FTP
with an option of PGT encryption, Native FTP, VAN, VPN, Connect Direct or AS2.

The University and Nebraska State College pregrams require files be generated each
business day that data is available from the card issuer. The University requires the ability

7.11 to retrieve the files and not have them sent to the University. The University strongly prefers
to use FTP/Secure (FTP using SSL/TLS pretocol) to transmit data, can the bidder comply?
Yes _X No
Response:

As your existing provider, U.8. Bank will continue to provide the required files daily ot as needed.
Additionally, U.S. Bank is willing to accommodate any future changes to file requirements, as needed, at no
cost.

The monthly [iles can be delivered by an clectronic mailbox via Access Online’s Data Exchange for manual
rettieval. Additionally, U.S. Bank can offet automated transmission delivery options including Secure I'TP
with an option of PGP encryption, Native ITI'P, VAN, VPN, Conncct Direct or AS2,
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The Contractor must provide the necessary software for administration of this program. The
86 soflware must allow access to contact informaticn for vendors, as well, as amounts
outstanding, amounts paid, etc. Can the bidder comply?

Yes _X No
Response:

Our Virlual Pay solution 1s run through Access Online and is an innovative tool that combines the control
and aulomation of client purchasing and payables systems with the simplified payment and rchate
opportanity of one cards. Virtual Pay cxtends the value of onc card programs by further automating the
Universiry’s accounts payable payment processes, replacing traditional paper check payments with cardless
purchasing accounts.

Under Virtual Pay, the University uses current business practices, which may include processing purchase
orders, reccipts, approvals, coding and invoices. Once approved payments are ready for processing, the
University provides a file of these payments to U.S. Bank or can submil a single payment instruction online.

A third payment process includes pre-approving a payment request or requisition prior to purchase. We then
use one of two optons to accommaodate payment to your supplicrs:

®  Pre-Authorized Limit—We dynamically raisc credit limits on supplier dedicated cards from zero to the
amount of the payment appceating on the approved payment file received from the University.

» Single-Use Accounts—Provides the same dynamic credit limit capability as our Pre-Authorized Limit
program with the added capability of assigning unique account numbers (Single-Use Accounts) to cach
approved payment transaction. In addition, Single-Use Accounts simplify reconciliation through the
one-to-onc rclationship of the account number to the posted transaction.

Under both options, supplicts are provided an email notification of the availability of the payment [or
commercial card Iransactions as well as key remittance information. Finally, we provide reconciliation
functionality within Access Online to automatically match processed supplier payment transactions with
authotized payments from the University.

Payment Instructions

Virtual Pay also offers an online payment instruction capability to address urgent or single payment requests.
As with uploaded payment instruction files, online payment instructions urilize Single-Use Accounts or
existing supplier Pre-Authotized Timit accounts that replace check disbursements. This process eliminates
costs associated with paper payments and increases your visibiliry of its overall spend. "['his option
complements the payment instruction file upload process with a solution that makes no demand on the
University’s valuable IT tesources, while providing greater flexibiliry and convenience to process a single
payment instruction in Access Onlinc.

Requisitions

The requisition function within Virtual Pay provides the University the ability to preauthorize expenditures
prior to purchase and payment. 'T'he program allows the U niversity to maintain existing controls and
processes, such as pre-purchase approvals. The requisition capability allows the Univetsity to request the
purchase of goods and/or services that requirc pre-approval, usually becausc of the dollar value, the nature
of the purchasc or the type of goods and services. Once crcated, the requisition may be routed for approval
using the approval process routing hierarchy within Access Online. "L'he ro uting hicrarchy can be customized
to reflect your existing approval processes and approval levels needed. Upon final approval, either a Single-
Usec ot a Pre-Authorized Timit account is assigned to the requisition and the account is raised to the
approved payment amount limit.
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'The self-apptover oplion within the tequisition function, a one-step approval, allows the University to use
your own proprictary approval process {or none at all) instead of using the approval process available in
Virtual Pay. Tt allows the University to quickly and easily generate a Single-TJse Account or raise the credit
limit on a Pre- Authotized Limit account and does not require any supplicr enablement since the “requestor”
1s somconc in the University’s otganizatdon who can simply pass along a card number for the authorized
purchase to a supplier.

Straight-Through Processing

Straight-through ptocessing offers organizaiions real cost savings and the precision control they seck from
start to finish, all within Virtual Pay. This innovative program feature provides clear cost savings, precise cash
management, and stringent. security and control. Virtual Pay allows the University to choose how payments
will be disbursed, with or without straight-through processing. ‘I'he key differcnce is straight-through
processing provides direct deposit. of payments into supinc.t bank accounts with no intervention required on
the part of your suppliers. Overall, straight-througzh processing simplifies payments, extends your comunercial
card program, improves yout cash position and expands your revenuc sharing opportunities.

Virtual Pay Reporting
We offer several Access Online Financial Management reports:
* Billed Transaction Analysis with Requisition Details—Summary and detail billed transaction
information regatding the tesults of requisition and transaction matching
* Billed Transaction Analysis with Payment Instruction Details—Summary and detail billed
Lransaction information regarding the results of payment instruction and transaction matching
* Requisition Analysis—Summary and detail requisition information regarding the results of requisition
and transaction matching
* Payment Instruction Analysis—Summary and detail payment instruction information regarding the
results of payment instruction and transaction matching

Bidder should indicate whether they provide a supplier portal to view activity across multiple
8.7 customers.

Response:

Yes. Access Online, our proprietary system for program management and reporting, houses our Virtual Pay
functionality.

1.5. Bank Access Online Virtual Pay is an innovative tool that combines ithe conttol and automation of
client purchasing and payables systems with the simplified payment and rebate opportunity of purchasing
cards. Virtual Pay increases your control over the payment process and reduces risk. Virtual Pay allows you
to:

*  Automate payment and reconciliation processes
* Reducc costs and frand associated with check payments
* Tiohance cash management

8.8 Contractor will provide all training necessary for this program. Explain the type of training
’ the Program Administrators will receive, example: in persan, webinars, etc.
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U.S. Bank follows a proven 5-step process in every supplier enablement initiative. Hach stage is tailored to
the needs of your organizadon and supplicr netwozk.

1. AP File Analysis
*  Guain understanding of your goals and supplicr rclationships:
= What are your payment practices, spend and inveice velume for each supplier?
= Ilow do you pay them?
®  Create a tatget list of supplicrs
¢ Identify suppliers that accept Visa as a form of payment and those already enrolled in U.S,
Bank’s Virtual Pay program.
® Remove suppliers in industiies known not to accept Virmal Cards as a form of payment, such as
tax payments or fines,
2. Suppliet Enrollment Strategy
*  Determine optimal payment methods for cach supplicr
*  Develop strategies and tactics to eruoll your suppliers
3. Supplier Qutreach
®  Priorilize suppliers
®  Conduct enrollment campaigns via phote, email and direct mail
¢ Wc have varicus letter and e-mail templates avatlable that are used to reach out to your supplicts.
Thesc letters and templates explamn the initative, payment process and how to enroll.
¢ Once the supplicr agrees to participate in the program, we create a supplier record (including the
supplier name, contact name, address, phone number and e-mail) within Access Online. Our
Supplier linablement Team sends out nstructions on how to process their payments and
provides the supplier with their designated credit card number (if using our PAL accounts) or
instructions on how to gain access to their one-time use account number (if using our Single-Use
accounts). We then notify you that these suppliers have agreed o participate; the University will
begin to send payments to the supplier using Virmal Pay.
4. Progtam Review
®  Monitor program success and recomnmend best practices for increasing supplier enrollment and
Virtnal Payment use. "L'his 15 an onpoing process
5. Optimization
¥ Asoutlined below, U.S. Bank will continuc to recommend advanced sirategies and highly targeted
tactics {e.p., pricing and payment terms) to maximize adoption, utilization and overall progran
performance

Optimization

To support our commiiment 1o the University’s success and maximize the benefits of your commercial card
program, we provide a proprietary, consullative client engagement process called Program Optimization.
Visa regularly describes our Program Optimization siralegy and execution as the best in the commercial card
industry. In fact, U.S. Bank employs a Program Optimizalion team dedicated to assist our Relationship
Managers in the benchmarking and growth of their clients’ programs.

Unlike the “off-the-shelf” benchmarlking tools offcred by others, our unique process covers a best praclice
diagnostic, accounts payable analysis, and access to industry benchmark data, wiique process that
diffcrentiates ourselves from competitors by offering:

*  Benchmarks of the University’s performance against industry-leading measures of commercial card
program performance, including thosc provided to us by CG Insights, a McKinsey company, as well as
RPMG (“The Palmer Study™), and Aberdeen.

FPage 106 of 107




@ Scorccard metrics with a focus on program management and merchant category spend in comparison to
peer industries across the U.S. Bank portfolio,

»  Best-practice recommendations {or process improvement and program expansion while addressing the
optimal payment strategy to apply to each type of expenditure, including a transition from ACH
payments to a more cost elleclive payment soluton

®  Targeted supplicr opportunity reports used to capture and cnable supplicrs that are currently paid by
morc than one payment method while addressing suppliets that morc consistently support the
University’s procurc-to-pay initiative

®  Actionable business cases that demonstrate the financial value of program imptovements by offeting
detailed recommendations that share both a strategy {for optimization as well as the anticipated business
values

2 Detailed action plans resulting from a thorough analysis of the University’s accounts payable activities to
support the implementation of program improvements

= Automated clients progress reporting used to track alignment to optimization goals while offering
insight into potential changes need to the action plan to meet the Umiversity’s desired program
optimization results

1.8, Bank’s dedicated Program Optimization team will fully suppozrt the University through the optimization
process while simplifying the optimization tasks for the University to address.
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U.S. BANK
POLITICAL SUBDIVISION ADDENDUM

This U.S. Bank Poliical Subdivision Addendum (“Political Subdivision Addendum”) constitutes an addendum to and
modification of the Sate Contract 50324 04 — Essential Agreement Terms for Purchase Card and Corporate Card Services dated
November 17, 2011 between the State of Nebraska, Administrative Services, Material Division, Purchasing Bureau (the #State”} and
U.S. Bank National Association (“U.S. Bank”) (the “Agreement”). This Pdlitical Subdivision Addendum shall become effeclive
upon sighing by or on the behalf of U.S. Bank (“Effactlve Date") and supersedes any previous and like addenda with the Political
Subdivision.

RECITALS

A.  The State has entered into the Agreement for the purpose of making available a Gorporate Card, Purchase Card or One Card as
described in the Agreement {"Card Program”) for use by Political Subdivisions;

B. The State is willing to permit Political Subdivisions to participate in the Card Program provided that Political Subdivision
assumes all responsibility and liability for Palitical Subdivision's performance of the terms and conditions of the Agreement as if
Political Subdivision was the entity signing the Agreement as the State. The State shall not bear liability or responsibility for
Political Subdivision under the Agreement or this Political Subdivision Addendumn; and

C. Political Subdivision has received a copy of the Agreement from the State, and after a thorough review of the Agreement,
desires to participate as a Political Subdivision under this Agreement. Political Subdivision assumes all responsibility and
liability for Palitical Subdivision's performance of the terms and conditions of this Political Subdivision Addendum as well as the
Agresment as if Political Subdivision was the entity signing the Agreement as the State, but Political Subdivigion shall not be
liable for the acts and omissions of the State under the Agreement or this Political Subdivision Addendum.

AGREEMENT

Now therefore, in consideration of the foregaing Recitals, which are incorporated herein by reference, the mutual promises and
covenants set forth in the Agreement, which are incorporated herein by reference, and other good and valuable consideration, the
receipt and sufficiency of which is hereby acknowledged, all parties agree as follows:

1, Capitalized terms used in this Political Subdivision Addendum and not otherwise defined in this Political Subdivision Addendum
are used with the same respective meanings attributed thereto in the Agreement.

2. Political Subdivision agrees to accept and perform all duties, responsibilities and obligations required of the State as set forth in
the Agreement. Cards shall be issued to designated employees of Political Subdivision upon execution of this Political
Subdivision Addendum by Political Subdivision and U.S. Bank.

3. In order to determine eredit qualifications for the Political Subdivision, the Political Subdivision shall provide U.S. Bank with the
last three (3) years of audited financial staternents with this signed Political Subdivision Addendum. The Folitical Subdivision
shall provide to U.S. Bank annual financial statements thereafler. U.S. Bank will review the financial statements and notify the
Political Subdivision of the approval or decline of its credit qualification. If such financial statements can be independently
obtained by U.S. Bank, the Political Subdivision will not be required to provide such financial statements.

4. Political Subdivision shall make payment to U.S. Bank for all Debt incurred by Palitical Subdivision and its Cardholders as
provided in the Agreement. "Debt" means all amounts charged to a card and/or account including without limitation all
amounts related to purchases, fees and other Charges that are owed to U.8. Bank by Political Subdivision and its Cardholders.

5. Political Subdivision declares that cards shall be used for official Political Subdivision purchases only, and shall not be used for
individual, consumer purchases or to incur consumer debt. Political Subdivision warrants that it pessesses the financial
capagity to perform all of its obligations under the Agreement and this Paolitical Subdivision Addendum.

6. The notice address for Political Subdivision is:

Political Subdivision:

At

7. The representations, warranties and recitals of Political Subdivision set forth in this Palitical Subdivision Addendum and the
Agreement constitute valid, binding and enforceable agreements of Pelitical Subdivision. All extensions of credit made
pursuant to this Political Subdivision Addendum and the Agreement to Political Subdivision will be valid and enforceable
obligations of Political Subdivision and Political Subdivision shall pay to U.S. Bank all Debts incurred by Political Subdivision in
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accordance with the terms of the Agreement and this Political Subdivision Addendum. The execution of this Political
Subdivision Addendum and the performance of the obligations hereunder and under the Agreement are within the power of
Political Subdivision, have been autherized by all necessary action and do not constitute a breach of any agreement to which
Palitical Subdivision is a party or is bound.

8. Authorization and Execution. Political Subdivision represents and warrants that this transaction is within the scope of the
normal course of business and does not require furlher authorization for the Political Subdivision to be duly bound by this
Palitical Subdivision Addendum. This Political Subdivision Addendum requires approval as to form by the Alorney for the
Political Subdivision. If this Palitical Subdivision Addendum is not approved as to form by the Attorney for the Political
Subdivision, the completion of a Certificate of Authority is required and must accompany this Political Subdivision Addendum.

In witness whereof, the parlies have, by their duly authorized representatives, executed this Political Subdivision Addendum.

DATE: DATE

U.5. Bank National Association

Legal Name of Political Subdivision

(Signature of Authorized Individual) {Signature of Authorized Ingividual)

Brad W. Hoffelt
{Printed Name of Authorized Individual} (Printed Name of Authorized Individual)

Senior Vice President
{Printed Title of Authorized Individual) {Printed Title of Authorized Individual)

Approved as to form:

{Signature of Attamey for Palitical Subdivision)

{Printed Name of Attarney}
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The State of Nebraska *Draft* Implementation Ptan

The implementation project plan will be failored to meet your specific requirements. Defiverables and dates subject to change as program requirements are defined and will be replicated to meet agency needs.

ID  |Task Name Resource Names Duration |Predeces Start Finish Notes
65 Test Integration The State,Technology Consultant 10 days 64 Thu7/12/18 Wed 7/25/18
66

67
69 Pilot 30 days 48,61 Thu 8/9/18. Wed 9/15/18
70 Monitor Pilot Usage for a full cycle The State,Implementation Project Manager 30 days Thu 8/9/18 Wed 9/19/18
71 Confirm Successful Pilot Usage The State Implementation Project Manager 0days 70 Wed 8/19/18 Wed 5/15/18
72 Confirm Successful Pilot Payment The State Implementation Project Manager 0days 71 Wed 9/19/18 Wed 9/19/18
73 Confirm Pilot Program 5etup Meets Requirerments  The State,USE Implementation Team Odays72 Wed 9/19/18 Wed 5/19/18
74 Full Rollout 436 days Wed 2/1/1F Wed 10/3/18
75 Confirm Successful Usage The State,Implementation Project Manager 0 days Wed 2/1/17 Wed 2/1/17
76 Confirm Successful Payment The State,Implementation Project Manager 0days75 Wed 2/1/17 Wwed 2/1/17
77 Review gram Setup Meets Requirements The State,USB Implementation Team 0 days 76 Wed 2/1/17 Wed 2/1/17
78 Close Existing Program The State 10 days 73,77 Thu 9/20/18 Wed 10/3/18
79 Transition The State,USB implementation Team 0 days Wed 10/3/18 Wed 10/3/18
80 Transition ervicing Team - Meeting The State,USB Implementaiton Team Odays 78 wed 10/3/18 Wed 10/3/18:
21 Customer Care Document Provided Implementation Project Manager Odays 78 Wed 10/3/18 Wed 10/3/18
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Thank you for working with U.S. Bank to transform your accounts payable process. Strong supplier participation is critical
to maximizing the value of your Virtual Pay program, and supplier enablement is a key driver to creating efficiencies, cost
savings and rebate revenue for your organization. The more suppliers that enroll, the mare value your organization can
gain from your Virlual Pay program.

This assessment is based on an analysis of your AP file. !t provides insight into current program performance and
identifies growth opportunities. This information will be used to develop a comprehensive supplier enablement strategy
that reflects your organization's goals and needs. Upon strategy approval, your U.S. Bank Supplier Enablement Manager
will work with you to execute a campaign designed to maximize supplier adoption and ensure long-term success.

This report is organized into five sections that are summarized below.

Suppliers are matched against U.S. Bank and Visa and/or MasterCard databases to identify the ones that currently accept
card-based forms of payments. Suppliers are segmented into the following groups:
*  In Network Virtual Pay - Suppliers receiving virtual card payments from other U.S. Bank customers.

. Acnontore - Sunnliere recsivin
ACCEPRICTS - SUppiers regeivil

i thar ADAavAaklAas BEAArE Hht + + e
1g virtua! cards from othor cPa ograms of that are knhown 1o accept credit cards.

CILflea PGS g Ui

¥
« Non-Accepters - Suppliers not known to accept any type of credit card as a form of payment.

Summary of your supplier base including the payment velume and count associated with check, card and ACH payment
methods. Also includes a payment analysis that segments your suppliers into payment tiers by average dollar volume.

Your supplier base and payment volume segmented by industry type. Highlights specific industries that might not accept
virtual card payments.

Summary of your Virtual Pay program opportunity based on an analysis of your AP file. Contains the percentage of
supplier spend prejected to convert to virtual card payments.

Listing of your top suppliers with acceptance and payment type if that information is available.

File: University of Nebraska 2018
Analysis Code: lamassi, hxsagon 20180419 2









Card acceptance can vary significantly by industry type. For example, payments made te suppliers in retail, wholesale
trade and travel related industries tend to be very good opportunities. Industries such as utilities, finance and insurance
may experience lower virtual credit card adoption. Understanding your payment mix is an important consideration when
building your supplier enablement strategy.

The report below segments your suppliers by industry type in order to better quantify your specific opportunity. Your
Supplier Enablement Manager will work with you to maximize acceptance from your suppliers in all industries.

Spend By Industry Type *

Industry Type # of Payments % of Payments Tatal Spend % of Spend
Industry Type Not Available 344 0.1% $4,816,777 0.5%
MCC Not Available 180,565 58.9% $618,696,573 63.8%
Mon-Targaled Industry 6,468 2.1% $83,074,195 B.6%
Direct Marketing 2,261 Q.7% $3,960,4499 0.4% 4
Education 2,071 0.7 $19,800,768 2.4 1
Entartainment, Amusement & Recreation 779 0.3% 58,556,725 0.9% 5
Furniture 137 0.0% $671,330 0.1% ,
Healtheare 9,291 3.0% $12,425,373 1.3% g
RepairsiDealers 1,184 0.4% $3,438,602 0.4% ,
Restaurants 9,808 3.2% $21,550,052 2.2 )
Retajl - Apparel 1,369 0.49 $1,527.781 0.2% ,
Ratall - General Merchandise 46,662 16.2% £36,249 342 3.7%
Service - Other 1,229 0.4% $4,738,001 0.5% 4
Services - Contracted 4,087 13% g £12,840 815 1.3%
Services - Personal 2,281 0.7 $4,503,491 0.5%
Services - Professional 10,350 3.4% §75,204 064 7.8%
Supermarkets 766 0.2% $67.147 0.0% |
Transpontation - Commerclal and Fagsenger 1,881 0.6% $2,882,987 0.3% 4
Travel and Related Services 6,363 2.19% $6,215,294 0.6%
Utilitles and Telacom 1,102 0.4% $2,116,826 0.2% ,
Wholesale Trade - Durable Goods 17,731 5.8% $46,249,210 4.8%

* Industry type is avaifable for suppliers known to accept card payments and provided by Visa or MasterCard. In insfances where a supplier is
associated with multiple industries, payment information is included in the primary industry received.



Many factors contribute to the success of your program. Your approach to encouraging suppliers to accept a virlual card
payment is crucial. Your suppliers want to do business with you. This gives you the opportunity to guide them to the form
of payment that you would like themn to use. Qrganizations that achieve the highest adoption rates are shown to take a
more aggressive approach by deploying a majority of the best practices listed below. Those that take a more conservative
approach might only use one or two of these tactics.

Best Practices
« ldentify a champion within your organization

* Conduct supplier enablement campaigns every 6-12 months

= Offer U.S. Bank special interchange pricing for strategic suppliers

* Include a payment menu with supplier contracts

*  Modify your payment terms (e.g., check net 60, virtual card net 0)
Brand your program and personalize your approach

Your projected oppertunity is presented below, taking both a standard approach and a best practice approach.

Projected Opportunity by Segment

Standard Best Practice
159 —————— [ ' — 8%
33%
BY% —
22% — — 0%
30% 24%
| 8 17l g

Segment Annual Spend Total Spend Standard Best Practice  Suppliers  Payments

1 In Network Vidual Pay 35K - $5M 313,563,727 $10,165,296 $11,520,668 494 14,550

2 In Network Virtual Pay  $5M - $15M $0 $0 $0 0 0

3  Accepiors $5K - $5M $46 904,270 $9,380,854 $14,071,281 1,795 31,343

4 Acceptors $5M - $15M B0 $0 %0 a 0

5§  AGH{In Network VP} B5K - B15M 368,794,523 36,879,452 $17,168,621 378 48,396

B ACH{Acceptors) BOK - 515M $236,584,194 $4,731 B84 $23,650,4149 1,104 97,430

7 Non-Accepiors 5K - $5M $101,403,302 $0 $5,070,165 868 19,485

8 Non-Tamgeled* <BRK, =§15M, Non-Acceplors=$5M  $502,544, 925 $0 $a 7,625 95,477

Total $969,794,940 $31157,486 $71,520,164 12,264 30E,681

* Suppliers receiving less then §5,000 or greater than $15,000,000 in payments per year, suppliers in industries identified as excluded due to thelr low
fiksfitood to accept payment on & virtue! card, Non-Acceptors with greater than $5,000,000 in payments per year, and all wire payments.



Every organization has key strategic suppliers, and additional consideration might be required when requesting that they
change payment methods. These are typically suppliers with the most spend volume or the largest number of payments.

The list below ranks your top 25 [n Network Virlual Pay suppliers by spend. Current payment type is also provided if
available.

Top 25 Virtual Pay Acceptors
Spend <= $15,000,000

Supplier Payments Spend Payment Size® Payment Type
COMMNECTION 2,880 $4,784,433 Tier ACH
LINCOEN ELECTRIC 3YSTEM 1,657  $2,818,734  Tier1 ACH
BRLKER DALTONICS INC 7 $1,899,200 Tierd ACH
ELAVON INC 107 $1,725,055 Tler2 ACH
EAKES OFFICE SOLUTIONS 281 $1,638,071  Tier1 ACH
AUDIO VISUAL INNOWVATIONS 131 $1,529,223 Tier2 ACH
RASMUSSEN MECHANICAL SERV 28 §1,488,887 Tier2 ACH
VWR INTERNATIONAL LLC 5114 $1,485237 Tier 1 ACH
ELECTROMIC CONTRACTING CO 60 $1,478,541 Tier2 ACH
SUPPLYWORKS 1,916 $1.412200 Tier1 ACH
ILLUMIHA ING 171 $1,388,594  Tiar1 ACH
ORACLE AMERICA INC 22 §1,261,197  Tier2 ACH
OFTIV SECURITY INC 20 $1,230,198 Tier2 ACH
SIGMA ALDRICH INC 4975 $1.171,175  Tier1 ACH
BLACKBOARD INC 21 $1,110,547  Tier 2 ACH
CITY QF LINCOLN TREASURER 33 $970,718  Tier2 ACH
HIKOM INSTRUMENTS INC 18 $933,155 Tier2 ACH
ROSENBAUER SOUTH DAKOTA L 2 $926,084 Tier 3 ACH
FUJIFILM SONOSITE ING 2 $8597 465 Tisr 3 ACH
MC MACHINERY SYSTEMS INC 2 $810,000 Tier3 ACH
CANON SOLUTIONS AMERICA ) 45 $750,64%  Tier 2 ACH
SILVERHAWK AVIATION INC 42 $765,185 Tier 2 ACH
QIAGEN ING 795 $707,180  Tier 1 ACH
BRUKER BIOSPIN CORP 13 $684 177 Tier 2 ACH
OLYMPUS AMERICA INC 33 $685,437  Tier 2 ACH

* See page 4 for a definition of payment size Hers.

® 2018 U.S. Bank. All trademarks are the property of thair respective owners. MMWR 87944
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E CORPORATE CARD DIVISION

P.O. BOX 6343
FARGO ND 58126-6343

I

|

COMPANY NAME

ATTN: CUSTOMER NAME
PO BOX 123

ANY CITY US 00000-0000

ACCOUNT NUMBER

STATEMENT DATE 01-28-2017
AMCUNT DUE $28.443.36
NEW BALANCE $29 443,36

PAYMENT DUE ON RECEIPT

IIIIIIIII”III"IIIII"IIII"IIIIIIIIIIII”IIII"III""III"I $

AMQUNT ENCLOSED

Pleasa make chech payable fo U5 Bank™

IIIIII[II"]III"III""III"IIIIIIIIIIII"IIII"II]”"III"I
U.S. BANK CORPORATE PAYMENT SYSTEMS
P.0. BOX 790428
ST. LOUIS, MO 63179-0428

Flease tear p Coupon at par
CORPORATE ACCOUNT SUMMARY
Furchases Cash Late
COMPANY NAME Previous And QOther Cash Advance Payment New
Balance + Charges + Advances + Fees + Chamges - Credits - Payments = Balance
Company Tatal
$49,393 46 $30.441.45 $0.00 $0.00 §0.00 £958.08 $49,3583 46 $29.443,38

MARKETING MESSAGES

QOur check processing payment center address has changed. Your statement and enclosed remitlance envelope reflect the

new address.

The new overnight address is: U.S. Bank Internal Payments, 830 N 11th Street, Dept. 750428, St. Louis, MO 63101

CORPORATE ACCOUNT ACTIVITY

COMPANY NAME

TOTAL CORPORATE ACTIVITY
$409,303 46CR

Post  Tran

Date  Date Reference Humber Transaction Description Amount
1-07  01-07 74798282007 000000000000 FAYMENT - THANK YOU 08000 C 27,619,658 PY
M-28 D1-26 F4798262008000000000000 FAYMENT - THANK YOU 08000 C 21,773.88 PY

CUSTOMER SERVICE CALL

ACCOUNT NUMBER

ACCOUNT SUMMARY

Fargo, ND 581258343

PREVIOUS BALANCE 49,393.48
1-800-344-5696 STATEMENT DATE DISPUTED AMOUNT [PURCHASES &
01/28/02 00 OTHER CHARGES 30.441.45
CASH ADVANCES .00
CASH ADVANCE FEES .00
LATE PAYMENT
SEMD BILLING INQUIRIES TO: CHARGES 0
U.5. Bank Mational Association MD AMOUNT DUE CREDITS 998.08
/0 U.S Bankeorp Corporate Card Program
B.O. Box 8343 29,443.36 PAYMENTS 49,393.46

ACCOUNT BALANCE Fhddndw 11




NEW ACTIVITY

CARDHOLDER NAME CREDITS PURCHASES CASH ADV TOTAL ACTIVITY
DDO0-0000 $0.00 $862.84 $0,00 $862.84
Post Tran
Date  Date Reference Mumber Trangaction Description Amount
01-02 12-31 24158382001001 304000000 COMSTAR TECHNOLOGIES WALKESHA W 20.97
at-11  01-09 247 1705201058010 1000000 NWAAIR 0127071000000 COLUMBUS IN 246.87
02-03-02
MEE N H MEM NW H TRA NW W DTW NW v MKE
0118 0117 24361402017000316000000 SCIENTECH INC/NUS 301-2582000 MD 595.00
CARDHOLDER NAME CREDITS PURCHASES CASH ADV TOTAL ACTIVITY
0000-0000 $0 00 $1,414.45 $0.00 51,414.45
Pagt  Tran
Date  Date Reference Number Transactlon Description Amount
01-17  01-16  24164072016915521000000 UNITED AIR 0167071411871 COLUMBUS IN 395,29
01-15-02
MSN Ua
0118 01-16  24164072017153055000000 ARFT PRX MDSON35000000 MADISON Wi 14.00
0118 0116 2426868572017256060000000 NATIONAL CAR RENTAL NASHVILLE TN B68.18
808000000
01-18  01-17  24610432017072014000000 WYNDHAM HOTELS F/B NASHVILLE TN 12.27
0034451400000 ARRIVAL:01-16-02
Q118 0117 24610432017072019000000 WYNDHAM HOTELS NASHVILLE NASHWVILLE TN 94 06
0943171000000 ARRIVAL:01-15-02
01-21 0119 24717052020580201 000000 NWAAIR 0127056171581 NORTHBROOK IL 557.95
01-22-02
MSN NW B MSP NW B SAN NW B MSP NwW B MSN
01-28 01-24 24164072025153056000000 ARPT PRK MDSONS5000000 MADISON W 21.00
01-28  01-2% 24269412027500412000000 HOLIDAY INN 5AN DIEGO SAN DIEGO CA 24376
01-28 01-24  24399002026507564000000 HOST INTL ING 00000000 SAN DIEGO CA 7.04
CARDHOLDER NAME CREDITS PURCHASES CASH ADV TOTAL ACTIVITY
0000-0000 $0 00 $6 22 $0.0¢ 56 22
Post  Tran
Date Date Reference Numher Transaction Description Amount
01-21 0118 24164072016799010000000 AMOCO 08300000 STOUGHTON W 5.22
CARDHOLDER NAME CREDITS PURCHASES CASH ADV TOTAL ACTIVITY
Post Tran
Date Date Reference Number Transaction Description Amount
12-28 12-27 24052761361000570000000 INSTITUTE QF NOISE CONTRO 000-000000 VA 95.00
12-31  12-28  24164071363153050000000 ARPT PRK MDSONS5000000 MADISON W 11.00
12-31  12-27  24275301362776040000000 ALAMO RENT-A-CAR PHILADELPH!A PA 84.79
12-31 1228 244366513634011 20000000 MCINTOSH INN WILMINGTON WILMINGTON DE B85.32
12200000 ARRIVAL:12-27-01
12-31  12-28  24455011362136250000000 SUNOCO CRUM LYNNE PA 4 .50

Page 2 of 11




NEW ACTIVITY

Post  Tran
Date  Date Reference Number Transaction Description Amount
12-31 12-27  247170513625836200006000 NWA AIR 0127056800000 COLUMBUS IN 112.64
12-27-01
MSN NW WV CLE NWV PHL NWV DTW NW V MSN
12-31 12-28 24717051363603830000000 TGI FRIDAY'S #1885 WILMINGTON DE 27189
0114 Q110 24395002011507558000000 HOST INTL INC Q0000000 DETROIT M| 2749
01-14 01-03  24717052011580110000000 NWAAIR 0127058900000 COLUMBUS IN 197,64
01-10-02
MSN NWM DTW NW M PHL NW MSN
0114 01-10 24717052011580110000000 NWAAIR 0127071400000 COLUMBUS IN 355.40
01-28-02
MSN NW B DTW NW B CLT NW B DTW NW B MSN
01-17  01-16  24717052016580160000000 NWAAIR 0127071400000 COLUMEBUS IN 497 B9
01-18-02
MSN NW B DTw NW B PHL NW B DTW NW B MSN
01-18 0116  24138292017390000000000 HOLIDAY INNS WILMINGTON DE 56378
21590000 ARRIVAL: 01-10-02
01-18 01-18 24184072017153055000000 ARPT PRK MDSONSEO00000 MADISON W 45 00
01-21 01-M 74717052020580200000000 NwWaAIR 0127056300000 COLUMBUS N 50040 CR
Q0-00-00
01-21  01-19 24142062022002000000000 SCRIMMAGES RESTAURANT WILMINGTON DE 27.90
0121 01-16 2471705201850 815000000 NWAAIR 0122522500000 PHILADELFHIA PA 100,00
D1-24 01-22  24138292023390000000000 HOLIDAY INNS WILMINGTON DE 375.84
21660000 ARRIVAL; 01-22-02
01-24 01-22 24184072023153055000000 ARPT FRK MDSONS5000000 MADISON W 3100
CARDPHQLDER NAME CREDITS PURCHASES CASH ADY TOTAL ACTIVITY
0000-0000 §0.00 $166.25 30.00 $166 25
Post  Tran
Date  Date Reference Number Transactlon Description Amount
01-16  01-14  24164072014799014000000 AMOCO 08300000 STOUGHTON W 575
01-21  01-18  24326842019083487000000 AISC-PUBS-E 312-670-0000 IL 160.50
CARDHOLDER NAME CREDITS PURCHASES CASH ADV TOTAL ACTIVITY
0000-0000 $0.00 55 1 $0.00 $5.11
Post  Tran
Bate  Date Reference Number Transaction Description Amount
0114 01-M 24164052012373000000000 EXXON MOBIL28 08630000 STOUGHTO W 511
CARDHOLDER NAME CREDITS PURCHASES CASH ADV TOTAL ACTIVITY
0000-0000 $457.69 $2,577.24 $0.00 $2,079.55
Post  Tran
Date Date Reference Number Transaction Description Amount
01-04 01-02 247170562003580030000000 NWws AIR - 0137056970000 COLUMBUS IN 497,69
01-07-02
MSN NW B DTW NW B PHL NW B MSP NW B MSN
01-09  01-07 243890020081 38000000000 RED LOBSTER 00000000 TALLEYVILLE DE 22.78
01-10  01-08  24399002008471420000000 CHILIS g4 71000000 WILMINGTON DE 14.87
01-11  01-D8  24435232010980547000000 IMPERIAL INN WILMINGTON DE 18.00

I N Vg N N N i g Nl N i N N N = LR N




P N VN N N N g N N g N\

NEW ACTIVITY
CARDHOLDER NAME CREDITS PURCHASES CASH ADV TOTAL ACTIVITY
0000-0000 $0.00 $22.23 $0.00 $22.23
Post  Tran
Date  Date Reference Number Transaction Description Amount
01-09  01-07  24225382008324305000000 WaL MART PORTAGE Wl 707
0118 0117 24493982018170886000000 RITE W&y PLATA SPRING GREEN W 16.18
CARDHOLDER NAME CREDITS PURCHASES CASH ADV TOTAL ACTIVITY
0000-0000 $0.00 $18.00 $0.00 $18.00
Post  Tran
Date  Date Reference Number Transaction Description Amount
01-11  01-08  24493982010170252000000 ERNIE S BAR AND GRILL MUSCODA Wi 18.00
Deparlment: 00000 Total: $28,443.36
Division: 00000 Total: $29,443 36

This sample is not completaly indicalive of an actual U § Bank staterment Most Corporate Card stalemenis are several peges in length The purpase of this sample is to
demonstrate content, formal and lype of information displayed on a U S Bank statement
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CARDMEMBER SERVICE
P.O. Box 6335
Fargo, ND 58125-6335

THIS 15 A DRAFT

|*L.ONG DATE] Case Nurmber: |*CASE ID]

[*CARDHOLDER NAME]

[*SECONDARY CARDHOLDER]

[*CARDHOLDER ADDRESS 1}

[*CARDHOLDER ADDRESS 2}

[*CARDHOLDER CITY] [*CARDHOLDER STATE] [*CARDHOLDER ZIP CODE]

Account number ending with: {*ACCOUNT LAST FOUR]

Dear [*CARDHOLDER NAME] :

Thank you for contacting Cardmember Service regarding your dispute with [*MERCHANT NAME] in the amount of
$[*DISPUTE AMOUNT]. We have placed the item into dispute stuluy to prevent fees or finance charges from posting to
your account while we investigate your dispute. In order to further ressarch your dispute, additional information is required.

From your original commespondence we were unable to determine the reason for your dispute, Please complete the enclosed
form to provide us with frther information regarding your dispute. A detajied letter explaining the circumstances surrounding
this matter would also be helpful.

Please send your response to [*BIN ADDRESS] [*BIN CITY] [*BIN STATE] |*BIN ZIP CODE] ot you may fax it to [*BIN
FAX], so that we receive it no later than [*RETURN DATE].

If we do not receive your response by this date, we will bc unable to investipate your dispuls further due to lack of
informetion, If you have any additional questions concemning this matter, please contact me directly at the number listed
below. We accept relay calls,

Sincerely,

[*REP NAME]

Cardmember Service Representutive

Direct [*REP PHONE NUMBER]

Toll Free [*BIN TELEPHONE] EXT. [*REP PHONE EXTENSICON]
Fax [*BIN FAX]



Cardmember Services Case Number: [*CASF, D}
Atn: [*REP NAME]

[*BIN ADDRESS]

[*BIN CITY] [*BIN STATE] | *BIN ZIP CODE]

Please read carcfully cach of the following sitnations and check the one most appropriate to your patticular dispute. If you
have any questions, please contact us at [*BIN TELEPHONE]. We will be more than happy to advise you in this matter,

1. UNAUTHORIZED
[ 1 Thave not authorized this charge to my account. [ have not ordered merchendise by phune or mail, or received auy
£00ds Or SCrvices.

2. DUPLICATE PROCESSING
[ ] 'The transaction listed above represents multiple billing to my account. 1 only anthorized one charge for this
amount, Date and Reference # of first transaclion.

3. MERCHANDISFE. OR SERVICE NOT RECEIVED IN THE AMOUNT OF §
[ | My account has been charged for the above transaction, but | have not received the merchandise or service. The
expected date and time of delivery _ (MMDDYY). 1 contacted the merchant on
{(MMDDYY and requested that my account be credited. I spoke with (mame},

4. MERCHANDISE OR SERVICE CANCELED IN THE AMOUNT OF §
[ T Inotified the merchant on (MMDDYY)}at  am/pm to cancel the pre—alltbon7ed
order/reservation. Cancellation # (tequired for Hotel Rooms),
Reason for and methad of cancellation:

Person 1 spoke to:
5. MERCHANDISE RETURNED IN THE AMOUNT OF §

[ 1 My acconnt has been charged for the above listed Lransaction, but the merchandise has since been returned.
( Please enclose a copy of the postal or UPS receipt)
6. MERCHANDISE WAS RECEIVED DAMAGED OR DEFECTIVE

[ 1 The merchandise shipped to me arrived damaged and/or defective (virclc cne)on ___—— (MMDDYY). I
returned it on {MMDDYY). I contacted the merchant on (MMDDY Y} and requested
that my account be credited. I spoke with (name).

Enclosed is an explanation of how the merchandise was damaged or defective.
7. NOT AS DESCRIBED
[ ] The item(s) specified do not conform to what was agreed upon with the merchant, Please provide details on
separate sheat of paper.
s  Cardmember must specify what goods, services, or other things of valve received.
»  The cardmember must have attempted to return the merchandise and state so in their complaint.

8. PAID BY OTHER MEANS
[ 1 Ididparticipate in the transaction; however, I paid for the (ransaction using another form of payment. (Describe
form of payment);

If the other ransaction occurred on a credit or debit card, please provide the following information:
= Account Number
*  Card Type (Visa, Mastercard, Amex, etc.)
» Transaction Date
= Transaction [P
= Refersnce Number
Enclosed is a copy of my proof of other payment (i.e. camceled check, other credit card statcment, cash
receipt, etc.).

9. CREDITNOT RECEIVED

[ ] Thuve reccived a credit voucher for the above listed charge, but it has not yet appearcd on my account.

A copy of the credit voucher is enclosed.
10. ALTERATION OF AMOUNT

[ ] The sales receipt amouni was increascd frum § to § . Enclosed is » copy of my receipt.
11, INADEQUATE DESCRIPTION/UNRECOGNIZED CHARGE




[ 1 1do not recognize this charge. Please supply a copy of the sales draft for my review. | understand that when a
valid copy is sent to me I will have to review the copy and if further dispute still exists I will have to provide farther
information regarding the dispute. If a copy of the sales draft cannot be obtained, a credit will appear on my accoumt.
12, COFY REQUEST
[ 7 Irecognize this charge, but need & copy of the sales draft for my records.

13. OTHER
[ ] ¥ none of the above reasons apply - please describe the situation

ADDITIONAL DETAILS
Please provide a detailed description of what was purchased:

If you have attempted to resolve this matter with the merchant, please include the following infarmation (VISA/Mastercard
Regpulations require that you have atteropted to resolve this matter with the merchant prior to filing a dispute.):

The name or title of the person you spoke with:
The date you contacted the merchant:
What was the merchant’s respanse (o your requesd. for credit:

If you have not atiempted to resolve with the merchant, explain why:

[*CARDHOLDER NAME] Account Number Ending with: [*ACCOUNT LAST FOUR]

CARDHOLDER. SIGNATURE DATE (AREA CODE) TELEPHONE NBR

[*TRAN POSTDATE] [*TRAN REFNMBR] [*MERCHANTNAME] $[*DISPUTE AMOUNT]

Please return this form to [¥BIN ADDRESS] [*BIN CITY] [*BIN STATE] [*BIN ZIP CODE] or you may fax it to {¥BIN
FAX), so that we receive it no later than [*RETURN DATE].

Sincerely,

[*REP NAME]

Cardmember Service Representative

Direct [*REP PHONE NUMBER]

Toll Free [*BIN TELEPHONE] EXT. [*REI' PHONE EXTENSION]
Fax [*BIN FAX]

Cardmember Service P.O. Box 6335, Fargo, ND 58123-6335.
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CERTIFICATE OF LIABILITY INSURANCE

DATE (MM/DOHTYYY)
040442018

I THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on
this certificate does not confer rights to the certificate holder in lieu of such endersement(s).

CONTACT
PRODUCER :
Marsh US4 Inc. __:_IEEE.E -
333 South 7th Slreet, Suite 1400 _[ALC, No. Ext}: [A/C, Nok:
Minneapolis, MW 558402-2400 ED'MD'H!Ess-
Attn: Minneapalis.CertRequest@marsh.com Fax 212-948-0114 *
INSURER(S] AFFORDING COVERAGE NAIC #
INSURER 4 : Indian Harbor Insuranee Campany 36840
INSURED ]
1.5, BANCORP AND ITS SUBSIDIARIES INSURER B ¢
200 5, 6th STREET INSURER C :
EP-MMN-L20] .
MINNEAPOLIS, MN 55402 INSURERD :
INSURERE :
INSURERF :

COVERAGES

CERTIFICATE NUMBER:

CHI-008541386-1

REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

INSR ADDLISUBR] POLICY EFF POLICY EXP
LTR TYPE OF INSURANCE INSD | WYD FOLICY NUMBER. {MBDLY YY) | (MMIDDYYYY] LIMITS
COMMERCIAL GENERAL LIABILITY EACH QOCCURRENCE 5
DAMAGE TO RENTED
CLAIMS-MADE QCCUR _PREMISES (Eg ozourreneey 1§
WMED EXP {&ny ane parson} %
PERZOMAL & A0V INJURY k]
GEN'L AGGREGATE LIMIT APPLIES PER: GEMERAL AGGREGATE 3
FOLICY I:I fggf l ] LOC PRODUCTS - COMP/OP AGG | §
OTHER' 8
COMBINED SINGLE LIMIT
AUTOMOBILE LIABILITY {Ea acciden(} ¥
AMY AUTO BODILY INJURY (Per person) | &
OWHED SCHEDWLED -
AUTOS ONLY AUTOS BODILY INJURY {Per accidant}| $
HIRED NON-OWHNED PROPERTY DAMAGE 5
|| AUTOS ONMLY ALTOS ONLY | {Per aceidant}
§
UMBRELLA LIAB OCCUR EACH OCCURRENCE F]
EXCESS LIAB CLAIME-MADE ABGREGATE 5
DED | I RETEMTION § B
WORKERS COMPENSATION PER OTH-
ANC EMPLOYERS' LIABILITY STATUTE | ER
ANYPROPRIETOR/PARTNER/EXECUTIVE E.L EACH ACCIDENT §
OFFICERMMEMBER EXCLUDED? N/A
{Mandatory in NH} EL DISEASE - EAEMPLOYEE| §
If yes, dsscribe under
DESCRIFTION OF OFERATIOMNS below E L. DISEASE - POLIGY LIMIT | §
A |ERRORS & OMISSIONS ELU152907-17F 152017 114152018 Limit: $10,000,000
FI BGMD {CRIME} ELU162307-17G 1115/2017 114152018 Limit: $10,000,000

DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES (AGORD 101, Additional Remarks Scheduls, may be attachad if mora space is required)

CERTIFICATE HOLDER

CANCELLATION

Slate of Nebraska

Attn: Teresa Fleming and Mancy Storant
1526 K Street, Suite 130

Lincoln, NE 68508

SHOULD ANY OF THE ABOYE DESCRIBED POLICIES BE CANCELLED BEFORE

THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED

ACCORDANCE WITH THE POLICY PROVISIONS.

IN

AUTHORIZED REPRESENTATIVE

of Marsh USA Inc.

Manashi Mukherjes

ACORD 25 (2016/03)

© 1988-2016 ACORD CORPORATION. All rights reserved.
The ACORD name and logo are registered marks of ACORD



DATE (MMIDDIYYTY)

P
A CORD’ CERTIFICATE OF LIABILITY INSURANCE 07/18/2017

| THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on
this certificate does not confer rights to the certificate holder in lieu of such endorsement(s).

FRODUGER 1-6§12-333-3323 EmEACT Dawn Heinemann
Hays Companies PHONE . 612-333-3323 FAX oy 612-373-7270
E-MAIL 5
80 South Bth Streat _ADDREss; _ dheinsmann@hayscompaniea.com
Suite 700 INSURER{5] AFFORDING COVERAGE NAIC #
Minneapolia, MN 55402 INSURER A : OLD REFUBLIC INS CO 24147
INSURED INsurEer B+ BERKSHIRE HATHAWAY SPEC INS CO 22276
U.S5. Bancorp and its Subgidiarias
INSLURER £ ;
200 South 6th Street INSURER D :
EP-MN-LZ0T INSURERE :
Minneapolia, M 55402 INSURER F :
COVERAGES CERTIFICATE NUMBER: 50386282 REVISION NUMBER:

THIS IS TC CERTIFY THAT THE POLICIES QF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION CF AMY CONTRACT CR OTHER DOCUMENT WITH RESPECT TC WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIEED HEREIN 15 SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS,

INSR ADDL[SUBR] POLICY EFF | POLICY EXP
LTR TYPE OF INSURANCE INSD [ WvD POLICY NUMBER (MMDDIYYYY) | (MMIDDIYYYY) LIMITS
A | ¥ | COMMERCIAL GENERAL LIABILITY X MWZY3108%77 08/01/17 | 08/01/18 | cacH QCCURRENCE % 5,000,000
DAMABE TO RENTED
GLAIMS-MADE | X | ocour PREMISES (Fa occurrence) § 1,000,000
MED EXP {Any one person) § N/a
PERSONAL & ADV INJURY % 5,000,000
EN'L AGGREGATE LIMIT APPLIES PER: GENERAL ABGREGATE 4 6,000,000
£ | poucy I:I JPERgf I:I Loc PRODUCTS - COMP/OF AGG | § 6,000,000
OTHER: §
A | AUTOMOBILELIABILITY MWTE310875 0B/01/17 | 08/01/18 | COMBINED SINGLE LIMIT $ 5,000,000
— | {2 acodapnl)
X | ANY AUTO BODILY IMJURY (Per persan) | §
OWNED SCHEDULED .
AUTOS ONLY BUTOS BODILY INJURY (Per accidenl} | §
HIRED NON-OWNED PROPERTY DAMAGE $
__|aUTOs ONLY || AUTOS ONLY | {Pear acridant
3§
B [ X | UMBRELLA LIAR X | seeur 47UMOZ0279602 08/01/17 | 08/0L/18B | FAnH OCCURRENGE ¢ 25,000,000
EXCESS LIAB CLAIME-MADE AGGREGATE ¢ 25,000,000
DED [ ] RETENTION § k]
WORKERS COMPENSATIGN u | FER OTH-

A AND EMPLOYERS' LIABILITY X |MWC3I1087400 08/01/17 |08/01/18 |STATUTE | ER
ANYPROPRIETOR/PARTNER/EXECUTIVE E.L. EACH ACCIDENT $ 2,000,000
OFFICER/MEMEER EXCLUDED? NTA '

{Mandatary In NH) E.L. DISEASE - £4 EMPLOYEE| § 2,000,000
If yers, describe under
DESCRIPTION OF OPERATIONS blow EL DISEASE - POLICY LimiT [ § 2,000,000

DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES (ACORD 101, Additional Remarks Schedule, may be attached if more space is required)

Medical Expenge - $5,000 has been endorsed on the general liability policy per form GL 416 0Q1¢ 0811.

The State and others required by the contract documenta are additional insured on a primary and non-contributery basis
ag regpects general liability policy. Waiver of subrogation applles in favor of the additilonal insureda aa respecta
workers' compensaticon as required by written contract.

RE: Contract 4724 Z£1 - Payment Card Processing.

CERTIFICATE HOLDER CANCELLATION
CoN

SHOULD ANY QF THE ABOYE DESCRIBED PQLICIES BE CANCELLED BEFORE
State of Nebraska, THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
Dapt. of Administrative Services ACCORDANCE WITH THE POLICY PROVISICNS.
State Purchasing Bureau
526 K Btreet. Buite 130 AUTHORIZED REPRESENTATIVE

Lincoln, NE 68508 %_,\_,
usa
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