B Internet Explorer 7.0 Settings for NIS

Overview

Below are the settings needed for NIS to work properly with Internet Explorer 7.0
or higher. You may or may not be able to change these settings on your own,
depending on your department's policies. Before making any changes on your
PC be sure to check first with your local IT staff.

Settings

The settings you will need for Internet Explorer 7.0 are as follows:

Change HTTP 1.1 Settings

Change Security “Use SSL 2.0” settings

Allow all cookies from ne.gov

Allow all pop ups from *.nis.ne.gov

Enable File Download

Enable automatic prompting for downloads

Enable “Allow script-initiated windows without size or position
constraints”

Java permissions should be set to medium or lower

e Check for newer versions of stored pages

e Either the Java 2 JDK or the Microsoft Java JDK must be running

& Note: Internet Explorer 6.0 is packaged with Windows XP Professional.
Users must apply SP1. Check with your IT staff for assistance.

The following are step by step instructions on how to make these settings.

HTTP 1.1 Settings & Use SSL 2.0 Settings

To allow cookies from ne.gov open Internet Explorer.

1. Click on Tools on the right hand side of the screen and then select Internet
Options from the drop down menu.
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2. Select the Advance tab and scroll down to HTTP 1.1 settings.
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Internet Options

General | Security | Privacy | Conkent | Connecions Programsh .ﬁ.dvancedl

Settings

Use Passive FTP (For firewall and DSL modem compatibility
[v] Use smooth scrolling [
& HTTP 1.1 settings
Use HTTP 1.1
Use HTTP 1.1 through proxy connections
|=| International®
[ ahways show encoded addresses
Send IDN server names
] send IDM server names for Inkranet addresses
Send UTF-8 URLs
Show Information Bar For encoded addresses
1 Use UTF-& For mailto links
& Java (Sun)
<

[¥] Use JRE 1.5.0 06 Far <applet = (requires restark) 5
| >

*Takes effect after wou restart Internet Explorer

Restore advanced settings ]

Reset Internet Explorer settings
Deletes all temporary files, disables browser
add-ons, and resets all the changed settings. =

ou should only use this if your browser is in an unusable skate,

[ O, H Cancel ]

3. Make sure the “Use HTTP 1.1 through proxy connections” box is checked.
4. Scroll down to Security and make sure the “Use SSL 2.0” box is checked.

Internet Options

General || Security || Privacy | Content | Connections Programs| Advancedl

Settings

[ Empty Temparary Internet Files Folder when browser is clc a
Enable Integrated Windows Authentication® ]
Enable native “MLHTTP suppart
[§) Phishing Filter
() Disable Phishing Filker
() Turn off aukomatic website checking
O pon automatic website checking
1] Use .0
Use TLS 1.0
“Warn about certificate address mismatch®
[ warn if changing between secure and not secure mode

Warn if POST submitkal is redivected to 2 zone that doss i
v

< | >

*Takes effect after you restart Internet Explorer

Restore advanced settings ]

Reset Inkernst Explorer settings
Deletes all temporary files, disables browser
add-ons, and resets all the changed settings, =

You should only use this if vour browser is in an unusable state,

Ok l [ Cancel
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Allowing Cookies

1. Select the Privacy tab, and then click on the Sites button.

Internet Options

General | Security | Privacy | donkent | Connections | Programs | &dvanced

Settings

Select a setting For the Internet zone.

T Medium

- Blocks third-party cookies that do nok have a compact
privacy policy

- Blocks third-party cookies that save information that can
be used to contack you withook wour explicit consent

- Reestricts First-party cookies that save information that
can be used to conkact wou withouk vour implicit consent

[ Sites J[ Import ][ advanced ]

Pop-up Blocker

§ )| Prewent most pop-up windows from Settings

Appearing.

Turn on Pop-up Blocker

I Ok ][ Cancel l

2. Type ne.gov in the Address of website field, and click on Allow. Then click
OK.
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Per Site Privacy Actions D_q

M anage Sites

i_i_ You can specify which websites are alwayz or never allowed to use
i@ cookies, regardless of their privacy policy.

Type the exact address of the website you want to manage. and then click Allow
or Block.

To remove a site from the list of managed sites, select the name of the webzite
and click the Remove button.

Address of website:

[ Block |

tanaged websites:

Daomain Setting

he.gov Alwayz Allaw
Remaove all

@
-

Allowing Pop Ups

1. To allow pop ups click on the Privacy tab of Internet Options.
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Internet Options

General SEcurit';-'| Privacy |Content Connections || Programs || Advanced

Settings

g-_ Select a setting For the Internet zone,

Medium

- Blocks third-party cookies that do nok have a compact
privacy policy

- Blacks third-party cookies that save information that can

‘ be used to contact you without yvour explicit consent
- Restricts first-party cookies that save information that

can be used to contact vou without your implicit consent

[ Sikes ] l Import ] [ Advanced

Pop-up Blocker

il Prewent most pop-up windows From
- appeating.

iy

urm o Pop:up Blacker:

[ O H Cancel ]I Apply |

2. Make sure the Turn on Pop-up Blocker is unchecked and click Apply.
Pop-up Blocker Settings f$_<|

Exceptions

Pop-ups are currently blocked. You can allow pop-ups from specific
7! websites by adding the site to the list below,
-

Address of website ta allow:

|".nis.ne.gov | [ Add

Allowed sites:

" nis.ne.goy
suppart. dell.com
v, el corn

.
v, dellaviction. com

Matifications and filker lewel
Play a sound when a pop-up iz blocked.
Show Infarmation Bar when a pop-up is blocked.

Eilter lewvel:

| tedium: Block most automatic pop-ups

Pop-up Blocker FAQ
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File Download & Automatic Prompting

To enable file downloads and the automatic prompting for downloads can be
done at the same time.

1. Click on the Security tab. Then make sure the Internet option is selected
and click on the Custom level button.

Internet Options

General | Security |Privacy Content | Connections | Programs || &dvanced

Selectazonstoview or change security settings,

@ % v/ ©

Local intranet  Trusted sites  Reestricted
sikes

Internet

@ This zone is for Inkernet websites,
except those lisked in trusted and

restricted zones.

Security level For Ehis zone

Custom
Cuskarn settings.
- To change the settings, click Custom lewvel,
- To use the recommended settings, click Default level.

l Custam level... Defaulk level ]

[ Reset all zones to defaulk level ]

I Ok H Cancel ]

2. Scroll down to Downloads, and click on the Enable button for Automatic
prompting for file downloads and for File downloads. Then click OK.
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Security Settings - Internet Zone &l

Settings

o Downloads -
,93 Automatic prompting For fle downloads
() Disable
(%) Enable
|&% File download
() Disable
(%) Enable
&% Fant dnwnlnad
() Disable
(*) Enable
() Prompk
,9& Enable .MET Framewark setup
() Disable
(*) Enable
& Miscellaneous

| frrace dsbz cmnveas serace dernzine

S |

|

*Takes effect after vou restart Inkernet Explorer

Reset custom settings

Resettoi | pedium-high (default) v| [ Rest. |

I (0] 9 [ Cancel ]

Enable “Allow script-initiated windows without size or
position constraints”

1. Click on the Security tab. Then make sure the Internet option is selected
and click on the Custom level button.
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Internet Options

General | Security |Privacy Content | Conmections | Programs || &dvanced

Select a zone ko view or change security settings,

@ |« v O

Local intranet  Trusted sites  Reskricked
sites

Internet

q This zone is For Inkernet wehsites,
except those lisked in trusked and

restricted zones.

Security level For this zone

Custom
Cuskom settings.
- To change the setkings, click Custon level,
- To use the recommended settings, click Default level.

Custom lewel, .. H Default level ]

Becat allzonecth default level ]

I Ok H Cancel ]

2. Scroll down to Miscellaneouss, and click on the Enable button for Allow
script-initiated windows without size or position contrant. Then click
OK.
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Security Settings - Internet Zone [5_(|
Settings
& | Miscellaneous i~
g Access daka sources across domains |
(%) Disable
i) Enable
) Prompt
& Allow META REFRESH
i) Disable
{*) Enable
g Allaw scripking of Inkernet Explorer web browser conkrol W
(%) Disable
i) Enable
g Allaw scripk-initiated windows withouk size or position conskrz
i) Disable
©
g‘ Allow webpages ko use restricted protocols for active conten
4 Ric shla b
< | >

*Takes effect after vou restart Internet Explorer

Reset cuskom setkings

Resetto: | medium-high (default) v| | Resst. |

Java Permissions

1. To properly set your Java permissions click on the Security tab. Then make
sure the Internet option is selected and click on the Custom level button.
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Internet Options

General | Security |Privacy Content | Conmections | Programs || &dvanced

Select a zone ko view or change security settings,

@ |« v 0

Internet Local intranet  Trusted sites Restricted
sites

Internet

Sik
g This zone is For Inkernet wehsites, =
except those lisked in trusked and

restricted zones.

Security level For this zone

Custom
Cuskom settings.
- To change the setkings, click Custon level,
- To use the recommended settings, click Default level.

| Custom lewel... ![ Default level ]

[ Reset all zones to default level ]

I a4 H Zancel ] apply

2. Scroll down to Scripting, and select Enable on Active scripting as well as
on Scripting of Java applets. Then click OK.

Security Settings - Internet Zone &|

Settings

£ Scripting

=7 Active scripting
() Disable
(%) Enable
L PFOmpe

=] Allowy Prograrmmatic clipboard access
() Disable
) Enable
@' Prampk

& Allows status bar updates via script
(%) Disable

Ll
CTTaOeE

>

=] Scripting of Java applets
() Disable =
(%) Enable w

It L

|

#*Takes effect after vou restart Inkernet Explorer

Reset custom settings

Besett! | medium-high (default) v| [ Resst.. |

[ OK ] [ Canicel ]
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Check for Newer Versions of Pages

Select the General tab on Internet Options.

Click on the Settings button under Browsing history.

Internet Options

General |58curity Privacy | Content | Connections || Programs | Advanced

Horne page
/’ To creake home page kabs, tvpe each address on its own line,
L] <

kbps: f inis, ne. gos)|

[ Use current ][ Use defaulk ][ Use blank,

Browsing history

T Delete temporary files, histary, cookies, saved passwords,
¥ and web Form information,

Delete, ., ] [ Settings
Search
p Change search defaulks, Settings
Tabs
Change how webpages are displayed in Settings
kabs.
Appearance

Colors l[ Languages ” Fonts l[ Accessibiliy ]

I Ok ][ Cancel l

Click on the Automatically option, and click OK.
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Temporary Internet Files and History Settings g|

Temporary Internet Files
Internet Explorer stores copies of webpages, images, and media
for Faster viewing later,

Check. For newer wersions of stored pages:
() Every time 1 visit the webpage
O Every time I start Internet Explorer

i

4

Disk space to use (8 - 1024MB): ety
{Recommended: 50 - Z50MBE)

Current location:
C:\Documents and SettingsibsvikiLocal Settings) Temporary
Intermet Files)

’ Move Folder. .. l[ ‘Wiew objects l[ Wiew files

History
Specify how many days Internet Explorer should save the lisk
of websites you have visited,

Days to keep pages in histary: el

| [o]3 | ’ Cancel ]

Java 2 JDK / Microsoft Java JDK

This is something that should already be set up on your PC. If you are not sure,
or have questions about this please check with your local IT individuals.

Applying SP1 For Internet Explorer 6.0

Internet Explorer 6.0 is packaged with Windows XP Professional, and SP1 must
be applied. See your local IT individuals for assistance.
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