B Internet Explorer 7.0 Settings for NIS

Overview

Below are the settings needed for NIS to work properly with Internet Explorer 7.0
or higher. You may or may not be able to change these settings on your own,
depending on your department's policies. Before making any changes on your
PC be sure to check first with your local IT staff.

Settings

The settings you will need for Internet Explorer 7.0 are as follows:

Allow all cookies from ne.gov

Allow all pop ups from *.nis.ne.gov

Enable File Download

Enable automatic prompting for downloads

Java permissions should be set to medium or lower

Check for newer versions of stored pages

Either the Java 2 JDK or the Microsoft Java JDK must be running

& Note: Internet Explorer 6.0 is packaged with Windows XP Professional.
Users must apply SP1.

Ay NIS is not compatible with Microsoft Office 2007 or Windows Vista at this
time.

The following are step by step instructions on how to make these settings.

Allowing Cookies

To allow cookies from ne.gov open Internet Explorer.

1. Click on Tools on the right hand side of the screen and then select Internet
Options from the drop down menu.
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2. Select the Privacy tab, and then click on the Sites button.
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Internet Options

General Securi@ Privacy E):nntent Connections | Programs | Advanced

\_/
Setkings
?: Select a setting For the Internet zone.
e g

- Blocks third-party cookies that do not have a compact
privacy policy

- Blocks third-party cookies that save information that can
be used to contact you withouk wour explicit consent

- Restricks first-parky cookies that save information that
can be used ko contact you withaut your implicit consent

[ Sikes ]’ Import ]’ advanced ]

Pop-up Blocker

§, Prewent most pop-up windows From Setkings

appearing.

Turn on Pop-up Blocker

I Ok H Cancel ]

3. Type ne.gov in the Address of website field, and click on Allow. Then click
OK.

Per Site Privacy Actions &|

M anage Sites
i_ You can specify which websites are alwayz or never allowed to uze

7 cookies, regardless of their privacy policy.

Type the eract addrezs of the website you want to manage. and then click Allow
or Block.

To remove a site from the list of managed zitez, select the name of the website
and click the Rermove button.

Address of website:

[ Block |

tanaged websites:

Domain Setting

ne.qow Alwaps Allow
Remowve all
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Allowing Pop Ups

Internet Explorer 7.0 Settings for NIS

1. To allow pop ups click on the Privacy tab of Internet Options.

Internet Options

General SEcurit';-'| Privacy |Content Connections || Programs || Advanced

Settings

®

Medium

privacy policy

i_ Select a setting For the Internet zone,

- Blocks third-party cookies that do nok have a compact

- Blacks third-party cookies that save information that can
be used to contact you without yvour explicit consent

- Restricts first-party cookies that save information that
can be used to contact vou without your implicit consent

[ Sikes ] l Import ] [ Advanced

Pop-up Blocker

il Prewent most pop-up windows From
. apoearing.

CTurn,on Pop:up Blacker:

[ Ok ] [ Cancel

Apply ]

2. Make sure the Turn on Pop-up Blocker is unchecked and click Apply.
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Pop-up Blocker Settings D_<|

E xceptions

Pop-ups are currently blocked. You can allow pop-ups from specific
= 21 websites by adding the site to the list below.

Address of website to allow:

|".nis.ne.gov | [ &dd

Allowed sites:

" nis.ne.gay
support. dell. com
v dell com

! Remove all...
. dellavction. com

Motifications and filter level
Play & zound when a pop-up is blocked.
Show Information Bar when a pop-up iz blocked.

Eilter lewel:

| tedium: Block most automatic pop-ups L |

Pop-up Blocker FAR II

File Download & Automatic Prompting

To enable file downloads and the automatic prompting for downloads can be
done at the same time.

1. Click on the Custom level button on the Security tab of Internet Options.
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Internet Options

General | Security |Privacy Content | Conmections | Programs || &dvanced

Select a zone ko view or change security settings,

© /O

Local intranet  Trusted sites  Reskricked
sites

Internet

q This zone is For Inkernet wehsites,
except those lisked in trusked and

restricted zones.

Security level For this zone

Custom
Cuskom settings.
- To change the setkings, click Custon level,
- To use the recommended settings, click Default level.

I[ Custom lewel... ][ Default level ]

[ Reset all zones to default level ]

I Ok H Cancel ]

2. Scroll down to Downloads, and click on the Enable button for Automatic
prompting for file downloads and for File downloads. Then click OK.

Security Settings - Internet Zone f5_<|

Setkings

& Downloads -
,93 Automatic prompting For fle downloads
() Disable
(%) Enable
&% File download
() Disable
(*) Enable
() Disable
(%) Enable
O Prompt
,9& Enable .MET Framewark setup
() Disable
(%) Enable
& Miscellaneous

| frrace dsbz cmnveas serace dernzine

b |

(%

£

| W

*Takes effect after wou restart Internet Explorer

Reset custom setkings

Beset 10! | pedium-high (defalt) v| [ reset.. |

I I [o] 9 I [ Cancel ]
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Java Permissions

1. To properly set your Java permissions click on the Security tab on Internet
Options, and click on the Custom level button.

Internet Options

General | Security |Privacy Content | Connections | Programs || &dvanced

Select a zone to view or change security settings,

@ @ / ©

Local intranet  Trusted sites  Reestricted
sikes

Internet

@ This zone is for Inkernet websites,
except those lisked in trusted and

restricted zones.

Security level For Ehis zone

Custom
Cuskarn settings.
- To change the settings, click Custom lewvel,
- To use the recommended settings, click Default level,

I[ Custaom level... ” Default level ]

[ Reset all zones to default level ]

I Ok H Cancel ]

2. Scroll down to Scripting, and select Enable on Active scripting as well as
on Scripting of Java applets. Then click OK.
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Security Settings - Internet Zone |§|

Setkings

=] Scripting i
= i iokil
=7 | Active scripting

) Disable

(%) Enable
(T Preocnnt

=] Allowy Prograrmmatic clipboard access
() Disable
) Enable
@ Prompt

=7 Allows status bar updates via script
(%) Disable
() Enable

= | Scriping of Java applets
() Disable =

(*) Enable F:

i T OO
< ! 2

*Takes effect after vou restart Inkernet Explorer

Reset customn settings

Besetto! | medium-high (default) v| [ Resst.. |

I I oK ] [ Cancel ]

Check for Newer Versions of Pages

Select the General tab on Internet Options.

Click on the Settings button under Browsing history.
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Internet Options

eneral |Security Privacy | Content | Conmections | Programs | Advanced

Haome page

To creake home page tabs, tvpe each address on its own line,

=g

ikbps: f inis, ne. goy|

l Use current ][ Use default ” Use blank

Browsing history

dl Delete temporary files, history, cookjes, saved passwords,
") and wehb form infarmation,

Delete. .. l l Settings

Search

}:} Change search defaulks, Setkings

Tabs
Zhange how webpages are displaved in Setkings
tabs.
Appearance
Colors ] [ Languages ] [ Fonts ] [ fccessibiliey ]

I Ok H Cancel ]

Click on the Automatically option, and click OK.

Temporary Internet Files and History Settings r5_<|

Temparary Internet Files

Internet Explorer stores copies of webpaages, images, and media
fFor Faster viewing later,

Check For newer wersions of stored pages:
() Every time 1 wisit the webpage
() Ewery kime I stark Internet Explorer

D Mevver

Disk, space bo use (8 - 1024MB): e
(Fecommended: 50 - 250ME)

Current location:

Ci\Documents and SettingsibsvikiLocal Settings) Temporary
Intermet Files)

[ Mowe Falder. .. ][ Wiew objects ][ Wiewy files

Hiskary

Specify how many days Internet Explarer should save the lisk
of websites you have visited,

Davys to keep pages in histary: n =

I K I [ Canicel ]

Rev. 11/30/07 8



Nebraska Information System (NIS) Internet Explorer 7.0 Settings for NIS

Java 2 JDK / Microsoft Java JDK

This is something that should already be set up on your PC. If you are not sure,
or have questions about this please check with your local IT individuals.

Applying SP1 For Internet Explorer 6.0

Internet Explorer 6.0 is packaged with Windows XP Professional, and SP1 must
be applied. See your local IT individuals for assistance.
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