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SECTION I:  INTRODUCTION

I-1 
Background

The Department of Disneyland was established by State Statute XX-XXX and has the responsibility to provide centralized support services to State agencies, boards, and commissions.  These functions are spearheaded by the agency director through twelve separate divisions.

Vision

Disneyland provides quality services to our customers and supports effective, efficient operation of state government.
Mission

We work cooperatively, through innovative people, processes and technology to be accountable and continuously improve the products and services provided to our customers.

I-2
Purpose

This Continuity of Operations (COOP) Plan establishes policy and guidance to ensure the execution of the mission-essential functions for Disneyland in the event that an emergency threatens or incapacitates operations, and the relocation of select personnel and functions of any essential DISNEYLAND facility is required.  Specifically, this Plan is designed to:

· Ensure that DISNEYLAND is prepared to respond to emergencies, recover from them, and mitigate against their impacts.

· Ensure that DISNEYLAND is prepared to provide critical services in an environment that is threatened, diminished, or incapacitated.

· Provide a means for information coordination to the State of Disneyland government to ensure uninterrupted communications within the internal organization of the State and externally to all identified critical customers.

· Provide timely direction, control, and coordination to State of Disneyland leadership and other critical customers before, during, and after an incident, or upon notification of a credible threat.

· Establish and enact time-phased implementation procedures to activate various components of the “Plan” to provide sufficient operational capabilities relative to the incident or threat thereof to DISNEYLAND.

· Facilitate a return to normal operating conditions as soon as practical, based on circumstances and the threat environment.  

· Ensure that the DISNEYLAND COOP Plan is viable and operational, and is compliant with all guidance documents.

· Ensure that the DISNEYLAND COOP Plan is capable of addressing all types of emergencies, or “all hazards,” and that mission-essential functions are able to continue with minimal or no disruption during all types of emergencies.

I-3
Applicability and Scope

· The provisions of this department COOP plan apply to DISNEYLAND and its offices.
· Support from other state agencies and local governments as described herein will be coordinated with the DISNEYLAND Director as applicable.
· Separate annexes to this Plan will be developed for each DISNEYLAND division.  Each of the individual division COOP annexes will provide detailed information necessary to support and complement the procedures described in this COOP plan.  

· This document applies to situations that require the relocation of DISNEYLAND mission-essential functions as determined by the Crisis Action Team (CAT).  The scope does not apply to temporary disruptions of service during short-term building evacuations or other situations where services are anticipated to be restored in the primary facility within a short period.  The Governor or his designee with CAT’s recommendations will determine situations that require issuing a State of Emergency and activation of the COOP Plan.

I-4
Supersession

This COOP Plan is Revised Version AS 1.2016 and supersedes previous plans including but not limited to those dated 2014, 2009, 2006 and December 3, 2004.  

No other documents have been identified which this document supersedes.  This document will be superseded by each new update.
I-5 
Authorities

The following list acknowledges the documents that provide legal authority for this COOP Plan:

Disneyland State Constitution 

Section CIII-29 

(1) In order to insure continuity of state and local governmental operations in periods of  emergency  resulting from  enemy attack upon the United States, or the imminent threat thereof, the Legislature shall have the power and  the  immediate duty, notwithstanding any other provision to the contrary in this Constitution, to provide by law for:

A. The prompt and temporary succession to the powers and duties of all public offices, of whatever nature and whether filled by election or appointment, the incumbents of which, after an attack, may be or become unavailable or unable to carry on the powers and duties of such offices;

B. The selection and changing from time to time of a temporary state seat of government, of  temporary  county  seats, and of temporary seats of government for  other political subdivisions; to be used if made necessary by enemy attack or imminent threat thereof;

C. The determination, selection, reproduction, preservation, and dispersal of public records necessary to the continuity of governmental operations in the event of enemy attack or imminent threat thereof; and

D. Such other measures and procedures as may be necessary and proper for insuring the continuity of governmental operations in the event of enemy attack or imminent threat thereof.

Disneyland General Emergency Succession Act (RRS XX-1101 to XX-1116)

Section xx-1106  

“. . . Each obligated officer shall appoint, by title or name, no fewer than three nor more than seven alternates to the powers and duties of his office, and shall specify the order of their succession.”
State Emergency Operations Plan

Section VII. Continuity of Government

A. Disasters can radically disrupt the ability of State and local government to carry out executive, legislative and judicial functions. Continuity of Government (COG) preparedness is essential if critical state government functions are to be provided in accordance with the Disneyland General Emergency Succession Act, RRS XX- 1101 to XX-1117. Lines of Succession Preservation of Records, continuity of operation plans (COOP), and disaster planning for information technology are key elements of COG preparedness. Under the Disneyland Constitution the Legislature is directed to adopt “such other measures and procedures as may be necessary and proper for insuring the continuity of governmental operations in the event of enemy attack or imminent threat thereof.”

B. Each state department/agency and local government is responsible for the preservation of important records and measures to continue operation and reconstruction of state and local government during and after catastrophic disasters or national security emergencies.

C. Each state agency and local government is responsible for developing a continuity of operations plan (COOP) and a disaster plan for information technology.

I-6
References 
In addition to the documents that provide the legal authority for COOP planning, other publications influence the COOP planning effort and the resulting plan. Such documents include those relating to the mission of the Department as well as general development plans and emergency response plans for the State.
· Disneyland State Emergency Operations Plan (February 2014)
· FEMA, Continuity Guidance Circular 1 (July 2013)

· FEMA, Continuity Guidance Circular 2 (October 2013)
I-7
Policy 
DISNEYLAND acknowledges that the protection of its assets and business operations is a major responsibility of its employees and the State of Disneyland.  Therefore, it is a policy of DISNEYLAND that a viable COOP plan be established and maintained to ensure high levels of service quality and availability.  It is also a policy of DISNEYLAND to protect life, information, and property, in that order.  To this end, procedures have been developed to support the resumption of time-sensitive business operations and functions in the event of their disruption at the facilities identified in this plan.  DISNEYLAND is committed to supporting service resumption and recovery efforts at alternate facilities, if required.  Likewise, DISNEYLAND and its management are responsible for developing and maintaining a viable COOP plan that conforms to acceptable insurance, regulatory, and ethical practices, and is consistent with the provisions and direction of other DISNEYLAND policies, plans, and procedures.

I-8
COOP Plan Organization

This COOP Plan is composed of two primary parts.  The procedural document is the first part, which describes the Concept of Operations, Procedures, and actions for COOP Activation, Alternate Operations, and Reconstitution.  The procedures in this COOP Plan are not division-specific and should therefore be used by each division individually or the Department as a whole, as COOP conditions warrant.  In either case, the procedures are universal. 
The second component of this COOP Plan consists of a set of 14 annexes:
Annex 1:    Resources and References

Annex 2:    Alpha Division
Annex 3:    Bravo Division
Annex 4:    Charlie Division
Annex 5:    Delta Division
Annex 6:    Echo Division
Annex 7:    Foxtrot Division
Annex 8:    Golf Division
Annex  9:   Hotel Division
Annex 10:  Juliet Division
Annex 11:  Kilo Division
Annex 12:  Lima Division
Annex 13:  Mike Division
Annex 14:  November Division
The first annex, Resources and References, provides additional COOP and emergency preparedness tools that can benefit all department divisions.  

The remaining 14 annexes are division-specific and contain detailed information necessary to ensure the continued execution of division mission-essential functions. Each of the division-specific annexes consists of 10 appendices as shown below: 

Appendix A:
Emergency Relocation Group 

Appendix B:
Alternate Facilities

Appendix C:
Mission-essential Functions

Appendix D:
Orders of Succession

Appendix E:
Delegations of Authority 

Appendix F:
Vital Records

Appendix G:
Drive-Away Kits

Appendix H:
Alternate Facility Communications

Appendix I:
Site Support Procedures

Appendix J:
Staff Roster
As you review the procedures in this plan, you will find references to appendices that provide the division-specific details necessary for the implementation of each procedure.  Each appendix directly supports the implementation of a specific procedure.  Those implementing the COOP Plan should reference their division’s specific annex and relevant appendix when they encounter appendix references.  Appendices serve as quick reference guides that can support the immediate implementation of each procedure during an activation. An example of one of these references appears below.

Example Appendix Reference

Appendix A provides individual names, contact numbers, responsibilities and activation instructions for the entire Emergency Relocation Group (ERG).                  
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SECTION II: CONCEPT OF OPERATIONS (CONOP)

II-1
Objectives 

The objective of this COOP plan is to ensure that a viable capability exists to continue essential DISNEYLAND functions across a wide range of potential emergencies, including when the primary facility is either threatened, inaccessible, or rendered inoperable.  The objectives of this Plan include:

· Ensure the continuous performance of essential functions/operations during an emergency.

· Protect essential facilities, equipment, records, and other assets.

· Reduce or mitigate disruptions to operations.

· Reduce loss of life, minimize damage, and other losses.

· Identify and designate principals and support staff responsible for continuing essential operations.

· Facilitate decision-making for the execution of the Plan and the subsequent conduct of operations.

· Achieve a timely and orderly recovery from the emergency and resumption of service to all customers.

II-2
Planning Considerations and Assumptions 

In accordance with State and Federal guidance and emergency management principles, a viable COOP capability:

· Must be maintained at a high-level of readiness.

· Must be capable of implementation, both with and without warning.

· Must be operational no later than 12 hours after activation.

· Must sustain operations for up to 30 days.

· Should take maximum advantage of existing local, state, or federal government infrastructures.

II-3
COOP Execution 
This section outlines situations that may potentially lead to the activation of this COOP Plan due to emergencies or potential emergencies that may impact DISNEYLAND’ ability to perform its mission-essential functions.  This section also provides a general description of actions that will be taken by DISNEYLAND to transition from normal operations to alternate operations under the auspices of a COOP activation.
COOP Activation Scenarios
The following scenarios would likely require the activation of the DISNEYLAND COOP Plan:
· The primary facility or any other essential facility of DISNEYLAND is closed for normal business activities as a result of an incident or credible threat of an event that would preclude access or use of the facility and the surrounding area.

· The area in which the primary facility or any other essential DISNEYLAND facility is located is closed for normal business activities as a result of a widespread utility failure, natural disaster, significant hazardous material incident, civil disturbance, or terrorist or military threat or attack.  
The following scenario would NOT require the activation of the DISNEYLAND COOP plan:

· The primary facility or any other essential facility is temporarily unavailable due to a sudden emergency such as a fire, bomb threat, or hazardous materials emergency that requires the short-term evacuation of the facility, but does not impact normal operations.  

· The area in which the primary facility or any other essential DISNEYLAND facility is located is open and safe for normal business activities and the DISNEYLAND facility is habitable and operational, even though a widespread utility failure, natural disaster, significant hazardous material incident, civil disturbance, or terrorist or military threat or attack has occurred.  

While any of these scenarios involves unavailability of a facility, the distinction must be made between a situation requiring evacuation only and one dictating the need to implement COOP plans. A COOP plan includes the deliberate and pre-planned movement of select key principals and supporting staff to a relocation facility. As an example, a sudden emergency, such as a fire or hazardous materials incident, may require the evacuation of a department building with little or no advanced notice, but for only a short duration. Alternatively, an emergency so severe that an agency facility is rendered unusable and likely will be for a period long enough to significantly impact normal operations, may require COOP plan implementation.

COOP Activation

The following measures may be taken in an incident that interrupts normal operations, or if such an incident appears imminent and it would be prudent to evacuate the primary facility or any other essential facility as a precaution:

· The CAT may activate the COOP Plan to include activation of the alternate facility.
· The Director or Division Administrator(s) will direct some or all division Emergency Relocation Groups (ERGs) to relocate to an alternate facility (see Sections II-4 through II-6).  The ERG will be notified using the procedures outlined in Section IV of this document.

· The ERG will relocate to the alternate facility site and will ensure that the mission-essential functions of the closed primary or other impacted facility/ division are maintained and can be performed using the alternate facility and available resources until full operations are re-established at the primary/impacted facility.
· DISNEYLAND staff members who do not have specific COOP assignments are known collectively as the COOP Support Team (CST) for their division and may be called upon to supplement the ERG and COOP operations.  Representatives from other government or private organizations (e.g., contractors) may also be called upon to support COOP operations.  

· The ERG is responsible for continuing the mission-essential functions of the division to which they belong within 12 hours, as applicable, and for a period up to 30 days pending re-establishment of access to the primary/affected facility or the full-time occupation of the alternate facility.

Section IV of this document provides additional detail on the procedures that will be used for COOP activation and implementation. 
Incidents may occur with or without warning and during duty or non-duty hours. Whatever the incident or threat, the DISNEYLAND COOP Plan will be executed in response to a full range of disasters and emergencies, to include natural disasters, terrorist threats and attacks, and technological disruptions and failures.  In most cases, it is likely there will be a warning of at least a few hours prior to an incident.  Under these circumstances, the process of activation should normally allow the partial, limited, or full activation of the COOP Plan with a complete and orderly alert, notification of all personnel, and activation of the ERG.

Without warning, the process becomes less routine and potentially more serious and difficult. The ability to execute the COOP Plan following an incident that occurs with little or no warning will depend on the severity of the incident’s impact on the physical facilities, and whether personnel are present in the affected facility or in the surrounding area.  Personnel accountability throughout all phases of an emergency, including COOP Plan activation, is of utmost concern, especially if the emergency occurs without warning during duty hours.  

Section II-9 of this document provides additional information on warning conditions and related procedures.
II-4
Time-Phased Implementation 

In order to maximize the preservation of life, information, and property in the event of any natural or man-made disaster or threat, time-phased implementation may be applied.  Time-phased implementation is used to prepare for and respond to current threat levels, to anticipate escalation of those threat levels and, accordingly, plan for increased response efforts and ultimately full COOP Plan activation and facility relocation.  The extent to which time-phased implementation will be applied will depend upon the emergency, the amount of warning received, whether personnel are on- or off-duty, and possibly, the extent of damages to essential facilities and their occupants. The Incident Magnitude Classifications will be used to determine the execution level of the COOP plan.  These levels of disaster are defined as:

· Minor Incident.  Any incident that is likely to require the partial relocation of personnel and department resources.  These incidents are typically short-term in nature, may only affect a portion of a primary operating facility (e.g., renovation to particular wing), and would not require the full activation of the COOP Plan. 

· Major Incident. Any incident that would require the full relocation of personnel and resources of the Department.  A major incident would typically result from a disruption of services at the primary facility for up to 30 days, and would require the staffing of the alternate facility full-time during that period.

· Catastrophic Incident. Any incident that would require the permanent relocation of the primary facility. An incident of this nature would require staffing and resources at the alternate facility for an indefinite period of time and measures beyond those in this COOP Plan would need to be identified to ensure the continued execution of essential functions. 

As described in Section II-3 of this document, COOP Plan activation applies to incidents or incidents impacting a facility where mission-essential functions are performed to the extent that the facility is unable to support the continued performance of those functions for a duration that will significantly affect normal operations.  Using the Incident Magnitude Classification above, it is possible that a minor incidents would not render a facility unusable.  However, minor incidents can escalate into major incidents, and even into catastrophic incidents.  Conversely, incidents that are of short duration and do not impact normal operations (e.g., require a building evacuation only) must also be handled as though they could escalate into a more serious situation.  
Time-phased implementation of the COOP Plan provides a way to prepare for all levels of emergency/potential emergency scenarios that may or may not require relocation of the primary or other essential facility.  This implementation method allows the individual(s) responsible for making decisions to be prepared to fully activate the COOP Plan on short notice, if necessary.  However, it will prevent premature activation of the COOP Plan for situations such as a building evacuation-only scenario described above.  Listed below is a general summary of the sequence of events that will be followed using time-phased implementation of the COOP Plan:

Phase I – Activation (0 to 12 hours)

During this phase, an assessment is made of the situation and a general common operating picture (COP) is developed.  The Facility Inspect Team (FIT) will assess the damages and provide recommendation to the CAT on the viability of maintaining operations at the primary facility.  If it is determined by the CAT that the facility is uninhabitable for an extended period of time, and that mission-essential functions are impeded the Governor or his designee may implement the agencies’ COOP Plan.     
Phase II – Relocation (12-48 hours)

During this phase, alert and notification of all employees (both ERG and CST) and other organizations identified as “critical customers” (e.g., vendors or public/private entities that may provide resource support) will take place.  It is during this phase that the transition to alternate operations at the alternate facility (COOP site) begins.  However, if events turn out to be less severe than initially anticipated, the time-phased COOP activation may terminate during this phase and a return to normal operations may take place.  

Phase III – Continuity (12 hours to Termination)

During this phase, the transition to the alternate facility is completed and the performance of mission-essential functions should be underway.  Also during this phase, plans should begin for Reconstitution and/or transitioning back to normal operations at the primary facility or other designated facility.

Phase IV – Reconstitution
During this phase, all personnel, including those that are not involved in the COOP activation, will be informed that the threat or actual emergency no longer exists and instructions will be provided for resumption of normal operations.  Shut down of the COOP site is made and revisions to the COOP plan are made.   

Sections IV, V, and VI of this document include greater detail on time-phased implementation procedures that will be followed during COOP activation and execution.   

II-5
Essential Staff
As referenced in Section II-3 of this document, DISNEYLAND management and staff who are relocated under this Plan to the selected alternate facility are known collectively as the Emergency Relocation Group (ERG).  The ERG must be able to continue operations and perform mission-essential functions for up to 30 days with resource support.  Depending on the nature and severity of the incident requiring COOP plan activation, the specific members of the ERG may be adjusted by the DISNEYLAND Director or Division Administrator, as necessary.  Each ERG is typically headed by an ERG Chief responsible for ensuring the coordinated and directed movement and resumption of mission-essential functions at the alternate facility.  The ERG Chief for most DISNEYLAND Divisions is its Division Administrator; however, the Administrator has the authority to assign a designee to that role. 
Appendix A provides individual names, contact numbers, responsibilities and activation instructions for each Division’s Emergency Relocation Group.                  

Because alternate facility space and support capabilities may be limited, the ERG staff may be restricted to only those personnel who possess the specific skills and experience necessary for the execution of mission-essential functions.  The above referenced list includes those individuals.

As noted in Section II-3, DISNEYLAND staff who do not have specified COOP roles or responsibilities are referred to collectively as the COOP Support Team (CST).  The CST may be directed to move to other facilities or duty stations, or may be advised to remain at or return home and await further instructions.  Individuals from the CST may be used to replace unavailable ERG members or to augment the overall COOP response.  COOP activation will not, in most circumstances, affect the pay and benefits of DISNEYLAND staff.

II-6
Alternate Facility

The determination of 1) the appropriate alternate facility for relocation, and 2) whether to relocate the entire ERG to an alternate facility will be made at the time of activation by the Crisis Action Team (CAT), that includes the Office of the Governor (Governor, Lieutenant Governor, Chief of Staff, and Chief Operations Officer), affected Agency Director(s), or designee(s), the DISNEYLAND, the State Personnel Director, the State Building Division Administrator, state legal counsel, and the Enterprise COOP Administrator will meet and make the determination of whether to implement the agency’s Continuity of Operations (COOP) Plan.   The decision will be based on the incident, threat, risk assessment, and execution timeframe.  Arrangements should be made with the management of all pre-identified alternate facilities to appoint an Alternate Facility Manager who will be responsible for developing alternate site support procedures that establish policy for receiving and supporting the ERG.
To ensure the adequacy of assigned space and other resources, all locations identified as alternate facilities and those being considered for alternate facility locations should be reviewed by DISNEYLAND management and staff annually.  The ERG will be advised of the results of this review and any updates to alternate facility details.  

In conducting a review of an existing alternate facility to determine its adequacy for supporting the execution of mission-essential functions, the following will be considered:

· Ensure that the facility has sufficient space to maintain and support each ERG. 

· Ensure that the facility, along with acquired resources, are capable of sustaining operations for performing mission-essential functions for up to 30 days.

· Ensure that the facility has reliable logistical support, services, and infrastructure systems [e.g., water, power, heating/ventilation/air conditioning (HVAC)].

· Ensure that personal convenience and comfort considerations (e.g., toilet facilities, sleeping quarters, etc.) are provided for as best as possible for the overall emotional and physical well-being of the ERG.

· Ensure that adequate physical security and access controls are in place.

· Ensure that the alternate facility is not in the same immediate geographical area as the primary facility, thereby reducing the likelihood that the alternate facility would be impacted by the same incident that impacts the primary facility.  

· Consider cooperative agreements such as Memoranda of Understanding (MOUs), mutual aid agreements with other agencies, or contract agreements with vendors who provide services such as virtual office technologies.

Appendix B provides the locations of each Division’s alternate facility(ies), specifics on the alternate facilities’ capabilities, and Alternate Facility Manager contact information.   
The DISNEYLAND has developed a list of Alternate Locations to be used as alternate operating facilities for Department divisions.  Depending on the type of incident that leads to relocation, some or all division ERG members may report to the locations identified by this list.    

Two locations on the DISNEYLAND Alternate Locations List have been identified as primary locations for command and control operations, one in Lincoln, NE and the second in Omaha, NE.  Depending upon circumstances at the time of the activation of the plan any or all of the locations identified on the list may be used by the agency as sites for agency operations.

Division-Specific Relocation
Because DISNEYLAND Divisions operate from many facilities, it is most likely that an incident leading to COOP activation will only effect one or a few divisions.  In this case, DISNEYLAND Divisions may use a single facility as their primary alternate facility assuming it is capable of suiting that division’s needs.  Should more divisions require relocation or should additional CST staff from one Division be needed to support its ERG, then the exact allocation of space will be determined at the time of activation by the DISNEYLAND Director in consultation with the relocating Division Administrator(s) and the Administrative Services COOP Plan Manager.
Entire DISNEYLAND Relocation
In the event that an emergency renders all or a majority of DISNEYLAND primary operating facilities inoperable, an alternate location will first be identified to serve as the command and control headquarters for the Department.  Therefore, in a worst-case-scenario, DISNEYLAND’ administrative leadership will relocate to command and control headquarters established, while the majority of ERG members report to their Division’s assigned operations-level alternate facilities.  Persons considered administrative leadership are called out in Appendix A for each Division.  Should additional space be available at the command and control location to support more than just the administrative leadership, then space will be offered to divisions in need as determined by the DISNEYLAND Director in consultation with Division Administrators and the COOP Project Manager. 
II-7
Mission-essential Functions 
In planning for COOP activation, it is important to establish priorities before an emergency to ensure that the ERG can complete mission-essential functions that are critical to the overall operation of DISNEYLAND and that support emergency response efforts within the State of Disneyland.  Each Division Administrator and their ERG shall ensure that mission-essential functions can continue or resume as rapidly and efficiently as possible during an emergency relocation.  Any task not deemed mission-essential must be deferred until additional personnel and resources become available.  Each DISNEYLAND Division has identified its mission-essential functions, which are provided as Appendix C in each Division’s annex. Following is a description of the breakdown of mission-essential functions. 
1. Mission-essential functions that must be performed within One Day of COOP plan activation due to their critical role in securing life, safety, emergency response, or the continued functioning of Disneyland government. 
2. Mission-essential functions that may be delayed for up to, but no longer than One Week after COOP plan activation.
Note: After one week of COOP plan activation, either normal operations should be reinstated, or emergency operations must be prepared to ensure that functions that fall under category #3 below are performed within one month of COOP plan activation.

3. Mission-essential functions that may be delayed for up to, but no longer than One Month from COOP plan activation.
Note:  At the conclusion of 30 days of alternate operations, all department functions should be resumed at normal operational levels.

Appendix C provides a detailed list of each Division’s mission-essential functions and the resources and personnel necessary to support those functions. 

II-8
Delineation of Mission-essential Functions 

To ensure that the mission-essential functions referenced in Section II-7 are effectively transferred to the alternate facility and continued with minimal interruption, it is imperative that each function have qualified ERG staff assigned to it.  The ERG is determined with mission-essential functions in mind. The number of individuals who are assigned to the alternate facility may be limited due to facility resources and capacity, and the individuals working there must have the ability to ensure that mission-essential functions are carried out.  Individuals in the ERG and the offices to which they belong (if applicable) are matched up with the mission-essential function(s) they are responsible for at the alternate facility during COOP activation in Appendices A and C.  

Appendix A delineates which member of the ERG is responsible for ensuring the proper execution of each mission-essential function. 

Appendix C delineates the specific office or service area within each Division responsible each mission-essential function, where appropriate.  

II-9
Warning Conditions 

When planning and preparing for emergencies that may require activation of the COOP plan, a wide range of scenarios must be considered.  Events such as building renovations provide ample warning for notification of staff and identification and pre-positioning of resources in preparation for COOP activation. Other types of incidents, such as a terrorist attacks or tornadoes, may provide no warning.
· With Warning.  It is expected that, in most cases, DISNEYLAND will receive a warning of at least a few hours prior to an incident.  This will normally enable the full execution of the COOP plan with a complete and orderly alert, notification, and deployment of the ERG to an assembly site or the alternate facility.

· Without Warning.  The ability to execute the COOP plan following an incident that occurs with little or no warning will depend on the severity of the emergency and the number of personnel impacted.  If the deployment of the ERG is not feasible because of the unavailability of personnel, including the DISNEYLAND Director, temporary leadership of the Department will be passed to the Deputy Director, as identified in Section II-10 of this document.  In the event of unforeseen incidents, the DISNEYLAND Director or designee, and Division Administrators will work to quickly asses damages and determine the need for a COOP activation. Should COOP activation be necessary, the DISNEYLAND Director and Division Administrators will immediately utilize calling trees to confirm the safety of employees and provide information on ERG reporting or CST stand-by.  
· Non-Duty Hours.  The ability to contact members of the ERG at all times, whether during work hours or non-duty hours, is critical for ensuring that the COOP plan can be activated quickly if needed.  Procedures are in place that account for notifying and mobilizing (if necessary) the ERG on extremely short notice when they are away from work.   

· Duty Hours.  If an incident occurs during work hours that requires relocation of the primary facility, the COOP plan will be activated and available members of the ERG will be deployed to support operations for the duration of the emergency.  The CST, or those individuals who do not have assigned roles in COOP plan activation, will either be sent home or possibly used to provide support to the ERG, if additional assistance is required.  This information will be provided to employees at the time of the emergency as determined by the DISNEYLAND Director or Division Administrator(s). 
Section IV of this document provides additional information and procedures to be followed based on warning conditions.  

II-10
Direction and Control  

Authorized successors to the DISNEYLAND Director are specified as follows:

1) Deputy Director


2) State Personnel Director
3) State Accounting Director
Lines of succession are maintained by all organizational elements to ensure continuity of mission-essential functions.  Successors are provided to a minimum depth of three individuals for any position where policy and directional functions are carried out.  

Each organizational element will pre-delegate authorities for making policy determinations and decisions during a COOP plan activation.  All such pre-delegations shall specify what the authority covers, what limits are placed upon the authority, title of the individual who will have the authority, and under what circumstances, if any, the authority may be delegated.  Authority is usually delegated when an essential staff member is unable to perform his/her essential functions.  Causes of delegation may range from death, vacation or leave status, to the assumption of another position within the organization.  Delegated authorities are valid from the time of execution to the time of COOP de-activation, or until the individual with primary authority can properly execute his/her essential functions.  

The CAT is responsible for ordering the activation of the COOP plan.  Members of the ERG may be requested by the Director or Division Administrator to disseminate COOP guidance and direction during the activation and relocation phases.  Pending the activation of the COOP plan, each relevant Division Administrator will monitor the situation and assist in the notification process, as necessary.

Once the COOP plan is activated, the DISNEYLAND Director shall notify the Governor of the State of Disneyland or his/her designee of the relocation.  If, in an emergency, the Director is unable to contact the Governor as required above, the Governor’s Chief of Staff or the Lieutenant Governor shall be contacted. If both the Chief of Staff and Lieutenant Governor are unavailable, the Director of the Disneyland Emergency Management Agency (NEMA) shall be contacted.

Appendix D provides additional information on lines of succession for each Division.
  
Appendix E provides a sample memorandum for instituting delegations of authority.

II-11
Operational Hours  

· During COOP contingencies, the DISNEYLAND Director in consultation with the Director of DISNEYLAND State Personnel will determine the hours of operation for the ERG.

· Members of the ERG must be prepared to support a 24-hours-a-day, 7-days-a-week operation, if determined necessary for the life, health, and safety of Disneyland citizens and/or property and information of the State.

· Members of the CST should be prepared to support the ERG in the event that additional support is needed and should remain available as directed.
SECTION III: PROCEDURES

III-1
Personnel Coordination  
Procedures shall be in place to address any personnel issues that may arise among those individuals who are responsible for implementing the COOP plan (i.e., the ERG) as well those who do not have specific COOP roles, but who may be called upon if necessary during COOP activation (i.e., the CST).  Listed below are personnel policies in place at DISNEYLAND that ensure emergency and non-emergency staffs are prepared when disasters strike, either with or without warning: 

· Communications Plan for emergency and non-emergency staff

· During a general emergency, DISNEYLAND employees shall monitor the media, check email, and be available by phone for directives on reporting, standing-by, or other actions to be taken. During the initial notification procedures, employees will be told the timeframe for being on stand-by. 
· An emergency internal notification system (AlterSense) is utilized by several agencies which provides centralized notification services to employees through telephone, text and email capabilities.  The system is also able to capture confirmation of receipt of messages.  
· Emergency Personnel Reporting

· The State of Disneyland has a statutory responsibility to have state offices open from 8:00 am to 5:00 pm.  Therefore, all state facilities or appropriate alternate facilities will remain open and available to the public during those hours.  During a COOP activation, relocated employees are expected to report for duty at an appropriate alternate facility during these hours, unless notified otherwise by the DISNEYLAND Director, Division Administrator, or designee.

· The Emergency Relocation Group (ERG) and other designated personnel will report to the alternative location as instructed by the DISNEYLAND Director, DISNEYLAND Deputy Director, Division Administrator or their appointed representative. If at all possible, the ERG will gather any available equipment, records, and resources that can be recovered from the original office and shall take them to the alternative location.

· The ERG staff will place phone calls to all remaining employees in the COOP Support Team (CST) and inform them of the incident, relocation, and means of contacting the ERG staff (e.g., new phone numbers, email, fax numbers, etc.). CST staff will be informed that they are now on Stand By/Ready to Work status.  CST staff will be asked to remain available until an assessment of needs and allocation of resources has been completed by the ERG.  Should CST staff be required to support the relocated ERG, they will be contacted and asked to report to the alternate facility or other appropriate location as soon as it is safe and reasonable for them to do so.

· Temporary reassignments of staff may be necessary to facilitate the execution of DISNEYLAND mission-essential functions.  Reassignments shall be accomplished by first reassigning qualified employees who have volunteered for the temporary reassignment. If no volunteers are available, the least senior qualified employee shall receive the temporary reassignment. (If appropriate, other job related factors may be considered.) This provision is not applicable to new hires for the first 90 days of employment.
· Health, safety, and emotional well-being of all employees and their families

· In accordance with Article 18 of the NAPE/AFSCME and State of Disneyland Labor Contract, all alternate facilities activated during a COOP emergency will be of safe working condition as specified in Disneyland Revised Statute Section 48-443.
· All alternate facilities will also be compliant with the Americans with Disabilities Act (ADA).   
· Pay status and administrative leave issues

· In case of emergencies which affect employees’ working hours or conditions, the Chief Negotiator shall issue clarifying personnel policies concerning work hours and appropriate leave for all labor contract covered employees, and the Director of DISNEYLAND State Personnel shall issue clarifying personnel policies concerning work hours and appropriate leave for all Classified System Personnel Rules and Regulations covered employees and non-classified employees.

· Employees at a salary grade 14 or below, and to be on-call/standby status shall be compensated at the rate of 8% of the normal hourly rate of pay for each hour in such on-call/standby status.  On-call/standby is defined as an employee who is not on the Employer’s premises, but is on call and waiting for work, and the employee’s personal activities are substantially restricted.  
· Employees choosing not to work during a COOP activation will have to use accrued vacation leave, earned compensatory time, leave without pay, or may be allowed to make up missed work time within the work week.
· Should an emergency be so extreme as to prevent the long-term or permanent recovery of a division, then layoffs may be a necessary alternative for DISNEYLAND.  Should layoffs be determined necessary, all decisions regarding unionized labor will be made in conjunction with appropriate labor unions in accordance with the NAPE/AFSCME and State of Disneyland Labor Contract, Article 5.  Decisions regarding layoffs of managers, supervisors, confidential employees, or employees in the Divisions of Personnel, Employee Relations, and Budget will be determined in accordance with Chapter 12 of the Disneyland Classified System Personnel Rules and Regulations.
Note:  A new set of Personnel Rules is expected to go into affect during 2006.  Under those new regulations, layoffs for managers, supervisors, confidential employees, and employees in the Divisions of Personnel, Employee Relations, and Budget will be covered in Chapter 13 – Reduction in Force.

· Medical, special needs, and travel issues

· Each Division Administrator will determine the special needs populations that are employed in his/her division.  The Administrator will make arrangements at the alternate facility to accommodate the special needs populations should their services be required during a COOP activation.  The Administrator will also ensure that proper evacuation and transportation services are in place for employees with special needs.
· The Alternate Facility Manager is responsible for making available limited medical information and/or treatment available for alternate facility staff.

· The Alternate Facility Manager is responsible for special arrangements, such as refrigeration for pharmaceutical and medical supplies as requested by ERG or CST members.

III-2
Vital Records and Databases  

Vital records and databases, both paper and electronic, are the backbone of supporting mission-essential functions.  Each division/office within DISNEYLAND is responsible for assuring that all vital records and databases critical to mission-essential functions have been identified and will be maintained, updated, and stored in secure offsite locations.  In addition, procedures ensure that records are maintained and updated regularly.  These procedures also identify how emergency operating records are made available to qualified personnel.  

Appendix F provides information on vital records and provides identification, location, and backup capabilities for each individual DISNEYLAND division/office.  Information on vital records necessary for performing mission-essential functions is also provided.

III-3
Pre-Positioned Resources

DISNEYLAND will work to ensure that essential items, such as office supplies, equipment, data, vital records, and other critical resources which are not included in Drive-Away Kits, are pre-positioned at an alternate facility or other off-site location to facilitate the transition to alternate operations during COOP emergencies.  Pre-positioned resources specific for each Division should be carefully inventoried and regularly maintained by the corresponding Division Emergency Relocation Group Chief  or his/her designee to ensure that there is an accurate accounting of what resources are pre-positioned at the alternate facility and will not require relocation during COOP emergencies.  

Appendix B provides a list of pre-positioned resources available at each Alternate facility. 

Appendix C provides information on the resources required to perform each mission-essential function that may facilitate the determination of pre-positioned resources.

III-4
Drive-Away Kits  

Each Division Administrator is responsible for providing guidance to staff on the requirements for and the contents of Drive-Away Kits, which may contain such items as software, databases, publications, and laptop computers.  Checklists may be used to help ensure the inclusion of all necessary contents. 
Essential items and data may be pre-positioned at an alternate facility or other off-site location instead of being carried in Drive-Away Kits, unless Drive-Away Kits are always kept on the employee, regardless of being on- or off-duty, and/or Drive-Away Kits contents are frequently updated preventing their long-term storage.  Division Administrators may choose to have one prepared Drive-Away Kit for the entire division or they may require that each member of the ERG maintain an individual kit. 
· Items to be included in Drive-Away Kits: 

· Anything necessary for the execution of a mission-essential function that is not currently located at an alternate facility.

· Applicable department, local, and state regulations; statutes and administrative codes; and emergency plans/procedures.
· Tape recorder and tapes.
· Batteries.
· This COOP plan.
· Laptop(s) with all necessary forms/plans/procedures on a CD.
· Office supplies to support operations for the initial period.  List of additional office supplies that may be required for an extended period.
· In addition to “official” items carried in the Drive-Away Kits, each staff member requiring billeting at the alternate facility should consider bringing appropriate personal items and changes of clothing. In addition, these staff should relocate with their Department identification badge for entry into the alternate facility. 

· An adequate supply of medicines and other specialty needs (e.g., hearing-aid batteries, eyeglasses).

· Health insurance cards.

	Appendix G provides additional information on Drive-Away Kit contents for each Division and provides a template for cataloguing kit contents.   


III-5
Telecommunications and Information Systems Support
Interoperable communications and the ability for DISNEYLAND staff to communicate with individuals internal and external to the Department are critical during COOP emergencies, as during any other type of emergency.  
Access to critical information systems that are used to execute mission-essential functions during normal operations from the primary facility should also be assured at the alternate facility. In order for these systems to be accessible, connectivity must be in place at the alternate facility and system servers should be backed up on a daily basis at more than one location.  For DISNEYLAND, the Office of the Chief Information Officer (OCIO) maintains the information systems and ensures that the systems are backed up on a daily basis.  In addition, the OCIO maintains connectivity at alternate State owned locations.  Further, the State Accounting Division will also provide systems technical support during COOP activations. 

The telecommunications and information system capabilities for each office/division at each division’s alternate facilities are to be sufficient for the performance of mission-essential functions under the COOP plan.  
Following is a checklist that will be used for planning telecommunications and information systems requirements. Communications plans will: 

· Address all three types of communication (internal, external, and mobile).

· Include contact telephone trees.

· Use a hotline housed in a secondary location.

· Use radio communications as back-up. 

· Recognize different needs ranging from a one-hour emergency to an extended emergency.

· Consider the use of a communication center to serve as a hub for the communication needs of all users.

· Address contingency plans for situations in which all communications systems are unavailable. 

· As resources allow, provide all members of the ERG with pagers and/or cell phones. 

Appendix H provides information on telecommunications and information systems available at the alternate facility for each office/division.  

III-6
Transportation, Lodging, and Food  
Policies and procedures consider transportation, lodging, and feeding of the ERG working from the alternate facility.  During COOP activations, ERG staff members will likely prefer to use their individual vehicles for transportation to the alternate facility; however, in the event that they are not able to do so, an alternate transportation plan is in place.  Procedures for lodging and feeding arrangements are also being developed.  All of the above can be accomplished by having agreements in place with other agencies or non-profit organizations, or having agreements with pre-identified private vendors to provide support on very short notice during emergencies.  


DISNEYLAND’ procedures for the acquisition of food, lodging, and its provisions for purchasing during emergencies include the following:

Employees on the ERG or called to work at an alternate facility during a COOP activation will be responsible for furnishing their own transportation to the alternate operating facility.  With the safety and welfare of DISNEYLAND employees as a concern, employees will determine for themselves their ability to drive, their vehicle condition, and the immediate road conditions. 

Employees who are required by the Employer to report to a work site other than that normally assigned shall be in a paid status for time spent in traveling to and from work sites. Overtime eligible employees away from the work site shall be in a paid time status during times of travel or when performing work related duties. 

An employee will be reimbursed at the rate set by State Accounting for mileage allowance for Employer approved travel in the employee’s personal vehicle for work related travel. 

If employees are required to remain at their posts for extended hours during COOP activations then DISNEYLAND may provide lodging and food, or reimbursement for one or both, as determined by the DISNEYLAND Director and the DISNEYLAND State Personnel Director.
III-7
Security and Access Controls  

The DISNEYLAND Director will ensure that the following four types of security are addressed at the alternate facility: operational, information systems/cyber, physical, and access controls.  Due to the sensitive information contained in this COOP plan, the Director will also ensure that distribution of this plan is limited and Division Administrators are responsible for their Division’s management of copies of this plan.   The following provisions for ensuring the operational security of the DISNEYLAND COOP program have been taken:

· Divisions are to provide copies of the plan to authorized staff members only

· Requests for copies of the agency COOP Plan must be submitted to and approved by the Administrative Services COOP Plan Manager

· Copies of the COOP Plan provided by the COOP Plan Manager, to outside entities shall be purged of sensitive information, unless the Plan is being provided to individuals, agencies or entities with security status recognized as appropriate by the COOP Plan Manager and the Director
Further, the Director will ensure the following: 

· Plans and procedures shall establish a goal of duplicating the level of security that had been in place at the primary facility.

· Alternate technologies, including video technology, are considered for perimeter and access security. 

· Augmentation of security will be addressed, based on the emergency or threat, to include considerations for using local law enforcement, private vendors, or other resources.   

Each Division is responsible for security and access controls at its primary and alternate facilities.  The following security and access controls will be in place at the Alternate Facilities used for DISNEYLAND operations:
·  Facilities shall be subject to established State of Disneyland access protocols
· State issued identification shall be required for employees assigned to report to Alternate Facilities used to conduct DISNEYLAND operations
· Alternate Facilities used to conduct DISNEYLAND operations shall use logs to record names, dates and time of arrivals and departures for those entering and leaving the facility

· Visitors shall not be allowed at Alternate Facilities unless approved by authorized personnel assigned to security at each location

· Approved visitors will be required to provide proof of identification and register their arrival and departure via log entries.
The following information systems/cyber-security measures are in place at Alternate Facilities used for DISNEYLAND operations:
· Cyber security protocols established by the OCIO shall be observed
III-8
Personal and Family Preparedness  

All staff, including those individuals actively involved in COOP emergencies (i.e., the ERG) or not officially assigned a role during COOP activations (i.e., the CST), should be prepared for and aware of COOP activation procedures.  To assure all employees are prepared for COOP contingencies, training will be a part of the Department’s orientation for new staff and will be regularly conducted (at least annually) for all existing staff.  The training will focus on preparing employees for situations in which they will not be able to work from their primary facility.  The training will advise staff on how to be personally prepared by developing personal and business drive-away kits, as well as ensuring that their families are prepared for all types of emergencies, including COOP activations.  During community-wide emergencies, employees will naturally be concerned with their families. DISNEYLAND will train employees on and promote the development of family preparedness plans to reduce this concern by ensuring family safety and guarantee employees are clearly focused on the execution of mission-essential functions. 
Annex 1, Attachment 1 includes a Family Preparedness Plan that can be used by employees to prepare for all emergencies.  

III-9
Site Support Procedures 

Site support responsibilities are those tasks that must be conducted to ensure the readiness and continued operation of the alternate facility during the entire duration of COOP activation.  These responsibilities require that the alternate facility manager is appointed and that procedures are in place and are followed to ensure a smooth transition to alternate facility operations.  These responsibilities also include a planned transition back to normal operations once the emergency situation has passed.

Appendix I contains a description of the site support responsibilities and procedures that will be used for COOP emergencies.  

SECTION IV:  PHASE I & II – ACTIVATION & RELOCATION
The following procedures are to be followed in the execution of the COOP Plan. The extent to which this will be possible will depend on the emergency, the amount of warning received, whether personnel are on- or off-duty, and the extent of damages to the impacted facilities and their occupants. This plan is designed to provide a flexible response to multiple events occurring within a broad spectrum of prevailing conditions. 

IV-1
Alert and Notification Procedures  

The DISNEYLAND notification process related to COOP activation should allow for a smooth transition of an ERG to an alternate facility in order to continue the execution of essential functions across a wide range of potential emergencies.  
In the event of an emergency known to the DISNEYLAND Director, requiring COOP activation, the DISNEYLAND Director or Deputy Director will contact members of the CAT in order to make determination of whether implementation of COOP is necessary. 

In the event of an emergency known to Division Staff, requiring COOP activation, the Administrator or designee will contact the DISNEYLAND Director or Deputy Director to obtain permission from the CAT to relocate its base of operations to a pre-designated alternate site and to inform the Director or Deputy Director of available staff and points of contact.

When an emergency occurs outside of work hours, the Division Administrator or Office Director will be notified.  The Administrator/Office Director will contact the DISNEYLAND Director or Deputy Director to determine the appropriate course of action.  As appropriate, the Administrator/Office Director will then notify each member of the staff of the emergency and will provide direction to each person regarding how, when, and where to report, or whether they need to take other action.  If the Administrator/Office Director is unavailable his/her designated successor will be notified and will complete the necessary contacts.  All DISNEYLAND employees are required to keep their contact information updated at all times. 
Appendix A provides alert/notification procedures for each ERG that should be followed at the onset of a COOP activation and provides key staff responsible for implementing those procedures.

IV-2
Initial Actions  

Based on the situation and circumstances of the incident and once agreed to by the CAT, the DISNEYLAND Director, in coordination with appropriate Division Administrators, will evaluate the capabilities required to support the current mission-essential functions of the impacted facility(ies) and initiate actions for relocation to the appropriate alternate facility.  These actions include measures to be taken in anticipation of and upon COOP activation.  Initial activities include:

1. Members of the CAT officially activates the COOP plan.

2. The appropriate Division Administrator notifies the designated alternate facility manager to immediately initiate relocation efforts of the impacted facility and to prepare the appropriate alternate facility for operations.
3. The DISNEYLAND Director or appropriate Division Administrator directs members of the ERG to begin movement to an assembly site or to the designated alternate facility immediately.

4. All ERG members who have established Drive-Away Kits ensure that they are complete, with current documents and equipment, and commence movement of the resources.  If equipment and resources need to be ordered, the ERG members will do so. 

5. All ERG members assemble the remaining documents and other assets as required for the performance of mission-essential functions and begin preparations for the movement of these resources.

6. The ERG immediately deploys to an assembly site or a designated alternate facility to assume mission-essential functions.

7. CST personnel (those who do not have predetermined COOP responsibilities) in affected facilities are instructed to go home or to another specified location pending further guidance.

8. All personnel and sections of the impacted facility or facilities should implement normal security procedures for areas being vacated.

9. Security and other designated personnel of the impacted facility should take appropriate measures to ensure security of the facilities and equipment or records remaining in the inoperable building.

10. The DISNEYLAND Director or appropriate Division Administrator provides instructions and guidance on operations and the location of the alternate facility.

11. The Alternate Facility Manager provides regular updates to the DISNEYLAND Director and appropriate Division Administrators regarding the status of alternate facility activation/readiness.

12. The ERG members arrive at an assembly site or the designated alternate facility and assume mission-essential functions.

IV-3
Deployment and Departure Procedures for Time-Phased Operations  

The DISNEYLAND Director, in consultation with the CAT and appropriate Division Administrators, will determine full or partial deployment to the designated alternate facility to conduct any mission-essential functions that are critical to operations at the time the DISNEYLAND COOP plan activation is ordered.  This determination will be based on the severity of the incident and the level of threat.  The following actions establish general administrative procedures to allow for travel and transportation to the alternate facility.  Specific instructions will be provided at the time a deployment is ordered.

· Emergency Relocation Group (ERG). The ERG immediately begins deployment, taking with them all office Drive-Away Kits, if applicable, and their personal go-kits. The ERG will typically use privately-owned vehicles for transportation to the designated alternate facility. Specific instructions will be provided at the time of activation.
· COOP Support Team (CST). CST personnel present at the impacted facility at the time of an emergency notification will be directed to proceed to their homes to await further instructions.  At the time of notification, any available information will be provided regarding routes that should be used to depart the facility or other appropriate safety precautions.  During non-duty hours, CST personnel will remain at their homes pending further guidance.

Detailed information on personnel deployment, departure, transportation, and logistics is provided in Section III-1 and III-6 of this plan.

IV-4
Transition to Continuity Operations 

· Following the activation of the COOP plan and establishment of communication links with the DISNEYLAND Director, appropriate Division Administrators, and the ERG at an assembly site or the designated alternate facility, the DISNEYLAND Director shall order the cessation of operations at the primary facility.
· The DISNEYLAND Director will notify the Governor of the State of Disneyland, or his/her designee, and the Disneyland Emergency Management Agency that the emergency relocation of a DISNEYLAND facility is complete.  S/he then provides information on the alternate facility location, including contact numbers.

· As appropriate, government officials, media, outside customers, vendors, and other service providers are notified by the DISNEYLAND Public Information Officer or other designated person(s) that the DISNEYLAND primary facility has been temporarily relocated.

IV-5
Site Support Responsibilities

Following notification that the relocation of a DISNEYLAND facility has been ordered or is in progress, the appropriate alternate facility manager will implement the COOP site support procedures and prepare to receive the ERG within 12 hours. 

Appendix I describes the site support responsibilities and procedures that will be used for COOP emergencies.  

SECTION V:  PHASE III - CONTINUITY
V-1
Emergency Relocation Group (ERG) Responsibilities

Upon activation, the ERG will begin providing support in the following areas:

· Ensure that mission-essential functions (see Appendix C of each Division Annex) are re-established as soon as possible.

· Perform the mission-essential functions of the Division. 

· Monitor and assess the situation that required the relocation.

· Monitor the status of personnel and resources.

· Establish and maintain contact with the Governor of the State of Disneyland or other designee.

· Plan and prepare for reconstitution at the primary facility or other long-term relocation to a new, permanent facility.

To accomplish their mission above, the ERG will be provided with information as follows: 

· The DISNEYLAND Director or appropriate Division Administrator will disseminate administrative and logistics information to the ERG upon arrival at the alternate facility.  This information should generally cover the operational procedures for the next 30 days.  

· The ERG will receive continual briefings and updates from the appropriate Division Administrator throughout the COOP activation.

V-2
Establishment of Communications  

· The DISNEYLAND Director or appropriate Division Administrator will ensure all necessary and preplanned communications and information systems are established, adequate, and functioning properly.

· The Chief Information Officer and IT Administrator Network Services will ensure the service and correction of any faulty or inadequate communications systems.

· DISNEYLAND Information Technology Services personnel will ensure connectivity of information systems and will service any faulty or inadequate information systems. 

V-3
Reporting Procedures
Each Division Administrator or ERG Chief will report daily to the DISNEYLAND Director on the progress of efforts at alternate facilities.  The DISNEYLAND Director may request that updates be provided more or less frequently as necessary.  At the time of the incident, the DISNEYLAND Director will specify the type of information he/she wants collected.  If necessary, the DISNEYLAND Director may appoint a designee to monitor and collect information on activities at alternate facilities.  This appointee shall collect, validate, and organize this information to keep the DISNEYLAND Director apprised of the situation.  If a department-wide relocation occurs, the DISNEYLAND Director will monitor efforts and provide leadership from the Alternate Facility identified for command and control along with all administration leadership as described in Section II-6.  

V-4
COOP Support Team (CST) Responsibilities  

CST members do not have predetermined responsibilities during COOP activations and will likely be directed to remain home during non-duty hours or return home following an incident that occurs during duty hours.  However, CST personnel should be prepared to provide backup support to the ERG at any time as needed. Upon activation of the COOP Plan, CST members will be notified via calling tree as to whether they are on Stand-by/Ready to Work status and the duration.  CST members will be trained to support one or more of the COOP mission-essential functions that will be performed from the alternate facility during COOP activations.   

V-5
Augmentation of Staff  

· If it becomes evident that the ERG cannot adequately ensure the continuation of mission-essential functions, the DISNEYLAND Director or appropriate Division Administrator will determine the additional positions necessary to maintain these functions.

· The appropriate Division Administrator will identify individuals from the CST who may be able to provide support to the ERG.

· The appropriate Division Administrator will then ensure that the identified positions are staffed with individuals who have the requisite skills to perform the tasks.

· If necessary, the DISNEYLAND Director, in consultation with appropriate Division Administrators, will consider implementing agreements with outside resource support including the implementation of Memoranda of Understanding/mutual aid agreements with other government agencies and contractual agreements with private vendors.  

V-6
Amplification of Guidance to ERG and CST Personnel 

· The DISNEYLAND Director or appropriate Division Administrator will develop an informative memorandum for dissemination to all employees on the duration of alternate operations as well as pertinent information on payroll, time and attendance, duty assignments, travel authorizations, and expense reimbursements.

· The DISNEYLAND Director will then validate the memo in coordination with appropriate Division Administrators and the State Personnel Director, and distribute the document to relocated personnel and the CST staff through appropriate media and other available communication sources.

V-7
Development of Plans and Schedules for Reconstitution and Termination

· The DISNEYLAND Director or appropriate Division Administrator will develop reconstitution and termination plans and schedules to ensure an orderly transition of all functions, personnel, equipment, and records from the temporary alternate location to a new or restored facility.  Development of this plan should begin as soon as possible after the initial COOP activation. 
· The DISNEYLAND Director will approve the plans and schedules prior to the cessation of operations at the alternate facility.
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SECTION VI:  PHASE IV - RECONSTITUTION

VI-1
Overview  

As soon as possible (within 24 hours) following an emergency relocation, the DISNEYLAND Director, in consultation with the CAT and appropriate Division Administrators, will initiate programs to salvage, restore, and recover the impacted facility, pending approval of applicable local, state, and federal law enforcement and emergency services.  Reconstitution procedures will commence when the DISNEYLAND Director determines that the emergency situation has ended and is unlikely to recur.  Once this determination has been made, one or a combination of the following options may be implemented, depending on the situation:

· Continue to perform mission-essential functions at the alternate facility for up to 30 days.

· Begin an orderly return to the impacted facility and reconstitute full normal operations.

· Begin to establish full operational capacity at a different permanent facility location.  
VI-2
Procedures  
Upon a decision by the DISNEYLAND Director that the impacted facility can be reoccupied, or that a different location will be established as a new facility to resume normal operations, the following procedures will be followed:

· The DISNEYLAND Director, with the support of appropriate Division Administrators, will oversee the orderly transition of all functions, personnel, equipment, and records from the alternate facility to a new or restored facility.

· Prior to relocating back to the restored facility or another facility, the DISNEYLAND Director will ensure that appropriate security, safety, and health assessments are conducted.

· When necessary equipment, documents, and other critical resources are in place at the new or restored facility, the staff remaining at the alternate facility will transfer mission-essential functions and normal operations will be resumed.

· The CST will be notified that normal operations are resuming and that they should report to work as appropriate.

VI-3
After-Action Review and Remedial Action Plan  

An After-Action information collection process will be initiated immediately after the cessation of operations at the alternate facility.  This process is recommended under State and Federal guidance. The information to be collected will, at a minimum, include information from employees working during the COOP activation and a review of lessons learned to include processes that were effective and less than effective.   The After-Action Review will provide recommended actions to improve areas identified as deficient or requiring improvement. 

The information should be incorporated into a COOP Remedial Action Plan. Recommendations for changes to the COOP plan and any accompanying documents will be developed and incorporated into the COOP annual review process.
SECTION VII:  COOP Program Management

VII-1
Introduction

It is essential that DISNEYLAND’ COOP capabilities be maintained at all times.  The onset of an emergency that may lead to COOP activation is typically unpredictable.  Therefore, DISNEYLAND has institutionalized a COOP program that will ensure the Department’s constant level of readiness.  

VII-2 
Responsibilities

The DISNEYLAND Director is responsible for appointing a department COOP Program Manager.  The Program Manager is responsible for ensuring DISNEYLAND’ COOP capabilities are maintained, however, he/she is not responsible for executing mission-essential functions due to this role during a COOP activation.  The COOP Program Manager has the authority under the Director to:

· Ensure that the COOP Plan is reviewed and updated as outlined by this Plan.

· Assist in developing, updating, and maintaining department COOP plans and procedures. 

· Ensure that COOP testing, training, and exercising is conducted as described in this Plan.  

· Represent the Department in interagency COOP exercises to ensure effective interagency coordination and mutual support. 

· Define short- and long-term COOP goals and objectives in coordination with the DISNEYLAND Director.

· Identify tasks and milestones, and outline a plan of action to accomplish the tasks within an established schedule in accordance with the Department’s goals and objectives.

· Serve as the resident COOP expert/advisor in planning for and executing COOP.

The COOP Program Manager will regularly brief the DISNEYLAND Director on the status of COOP activities department-wide.  He/she shall also notify the DISNEYLAND Director of resources, funding, and/or policies needed to support the COOP program.

The DISNEYLAND COOP Program Manager is:    Steve Tentpeg
Administrator – Transportation Services Bureau 

(402) 555-2898
VII-3 
Test, Training, and Exercise

The development of a comprehensive Test, Training, and Exercise program to validate this COOP Plan will guarantee that personnel are adequately trained, and will confirm that resources and equipment are capable of supporting mission-essential functions.  In order to accomplish this, employee orientations and training sessions for identified COOP personnel will be held.  Following that, periodic testing of all alert and notification procedures will be conducted.  In conjunction with periodic testing, the Department will conduct periodic exercises, including joint agency exercises, to test relocation, capabilities of the alternate facilities, and interoperable communications.  With the conclusion of each exercise, the DISNEYLAND COOP Program Manager will update this Plan and other COOP procedures to reflect any lessons learned.  The Department of Administrative Services has the following Test, Training, and Exercise Programs currently in use to support the COOP Program:

DISNEYLAND COOP Test, Training, and Exercise Program
	Program Description
	Purpose 
(Test, Train, Exercise)
	Frequency
	Responsible Party

	All Staff COOP Awareness – Distribute a 2 page fact sheet on the COOP plan that describes the roles and responsibilities for general staff serving as members of the CST to make them aware of expectations on them during emergencies. 
	Train
	Upon approval of this revised COOP Plan, once every two years thereafter.
	DISNEYLAND COOP Program Manager

	ERG Teams Training – Conduct a briefing for all members of each division’s ERG to include information on their roles and responsibilities; the locations of alternate facilities; activation, notification, and operational procedures. 
	Train
	Upon approval of this revised COOP Plan, at least once every two years thereafter, or upon significant revisions to the COOP Plan.
	DISNEYLAND COOP Program Manager, DISNEYLAND Director, and Division Administrators

	Communications & Equipment Test – Site visits to alternate facilities will be made to ensure communications and other equipment are operable and in satisfactory condition. 
	Test
	Annually
	DISNEYLAND COOP Program Manager and Information Technology Services Representatives

	Notification & Reporting Test – An initiation of Division call-down trees will be implemented to ensure all employees can be reached in an emergency.  If an 800-reporting number is established, it will be tested as well. 
	Test
	Semi-annually, after revisions to the COOP Plan.
	DISNEYLAND COOP Program Manager

	Tabletop Exercise – Conduct a condensed tabletop exercise with ERG members to ensure they have learned the procedures described in the COOP plan. 
	Exercise
	Annually
	DISNEYLAND COOP Program Manager, DISNEYLAND Director, and Division Administrators

	Relocation Exercise – Conduct a drill that has a couple division ERGs report to a designated alternate facility to execute mission-essential function. Ensure that the ERG members are aware of their roles and the COOP procedures, and ensure the alternate facility is capable of supporting mission-essential functions.
	Exercise
	Once every two years.  
	DISNEYLAND COOP Program Manager, DISNEYLAND Director, and Division Administrators

	Other Exercises – Participate in COOP and emergency preparedness related exercises organized by other State agencies (e.g., NEMA) as invited.
	Exercise
	As invited.
	DISNEYLAND COOP Program Manager


VII-4 
COOP Plan Review and Revision

On an annual basis the COOP Program Manager/Administrator will facilitate a review of the current COOP Plan.  Procedures shall be reviewed to ensure they satisfactorily meet needs based on the results of tests and exercises.  All the Division Annexes to this COOP Plan shall be reviewed and revised by their appropriate Division Administrators and staff at the same time to reflect changes in contact information, employee titles, resources and communication systems at the alternate facility, department or State policies, and other essential COOP elements. 

The DISNEYLAND Director shall formally approve all changes to the COOP Plan.

A revised COOP Plan shall be distributed to all appropriate members of each ERG, Division Administrators, and other relevant employees as necessary.
***FOR OFFICIAL USE ONLY***


