A Model Internal Control Plan

I. AGENCY INTRODUCTION AND GENERAL INFORMATION
A. Introduction

1. Name Agency Internal Control Coordinator (AICC), outline his/her responsibilities, and describe agency's general commitment to Internal Control process.

B. General Information

1. Agency Mission

a. Incorporate Agency Mission Statement into the Internal Control plan.

2. Executive Staff

a. List Agency Director, Deputy Director, and other Executive Staff.  Also consider listing the names of Board members.

3. Designated Internal Control Coordinator

a. List the name and title of the Agency’s Internal Control Coordinator (AICC).

4. Other Internal Control contacts/Team Members

a. List the names and titles of the Agency’s Internal Control team members.

C. Organization Chart

1. Incorporate the Agency Organizational Chart into Internal Control plan.
II. MANAGEMENT’S KEY INTERNAL CONTROL CONCEPTS
A. Risk Assessments Should be Conducted.
1. Designated Unit:  In general, the [Name of Division] is charged with conducting risk assessment within the Agency.

2. Reference the risk assessment tools on the Internal Control website for guidance. http://www.das.state.ne.us/accounting/nis/internal_control.html
B. Internal Control Plan should be Documented and Communicated.
1. Designated Units: Executive Staff, Internal Control Officer, Division Managers, Business Unit Managers and Supervisors
2. Uphill and downhill communication of policies and procedures is crucial for internal control plan success.
C. Duties Should be Segregated
1. Designated Units:
Executive Staff, Division Managers, Business Unit Managers and Supervisors.
2. Flow Charts, Process Maps, Job Descriptions
D. Internal Control Systems should be supervised.

1. Designated Units:
Executive Staff, Division Managers, Business Unit Managers and Supervisors.
2. The duties of the manager/supervisor in carrying out their responsibilities include:
a. Clearly communicating the duties, responsibilities, and accountabilities assigned to each staff member.

b. Systematically reviewing each member’s work to the extent necessary.

c. Approving work at critical points to ensure that work flows as intended.

3. The methods used to perform these duties include:

a. Holding regularly scheduled staff meetings.

b. Assigning tasks and establishing written procedures for completing assignments.

c. Providing guidance and training (or opportunities to attend training) when necessary.

d. Regularly reviewing appropriate management reports.

e. Providing appropriate recognition of employee suggestions for control improvements.
E. Transactions should be documented.
1. Designated Units:
All processing units within Financial Services and any other work unit involved in Records Management and Archiving, Cash Receipting, Cash Disbursements; Accounts Receivable, Accounts Payable; and other processing activities.

F. Transactions should be authorized.
1. Designated Units:
Executive Staff, Division Managers, Business Unit Managers
G. Access to Resources should be controlled.

1. Designated Units:
Executive Staff, Financial Services, and Information Technology Services.
a. Access to Physical Resources

b. Access to Monetary Resources

c. Access to Personnel

d. Access to Information
H. Employees Must Adhere to the Agency’s Code of Conduct
1. Incorporate Agency’s Code of Conduct in Internal Control plan.

III. Transaction Cycles

A. Expenditure Cycle

1. Overriding Control Objectives

a. List controls in place.

2. Applicable Statutes, Rules, Policies, and Procedure Manuals.

3. Automated Information System in Use.

4. Key Reports

a. List reports run by your agency on a regular, on-going basis.

5. Questions for Determining Risk.

a. Refer to Risk Assessment Questionnaire

b. Reference the risk assessment tools on the Internal Control website for guidance. http://www.das.state.ne.us/accounting/nis/internal_control.html
6. Questions the Approving Officer Should Answer
7. Documentation
B. Revenue Cycle

1. Overriding Control Objectives
a. List controls in place

2. Applicable Statutes, Rules, Policies, and Procedure Manuals.

3. Automated Information System in Use.

4. Key Reports

a. List reports run by your agency on a regular, on-going basis.

5. Questions for Determining Risk.

a. Refer to Risk Assessment Questionnaire

b. Reference the risk assessment tools on the Internal Control website for guidance. http://www.das.state.ne.us/accounting/nis/internal_control.html
6. Documentation
C. Payroll Cycle

1. Overriding Control Objectives
a. List controls in place

2. Applicable Statutes, Rules, Policies, and Procedure Manuals.

3. Automated Information System in Use.

4. Key Reports

a. List reports run by your agency on a regular, on-going basis.

5. Questions for Determining Risk.

a. Refer to Risk Assessment Questionnaire

b. Reference the risk assessment tools on the Internal Control website for guidance. http://www.das.state.ne.us/accounting/nis/internal_control.html
6. Documentation
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