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Lynda Roesler
Statewide Internal Control Coordinator
State Accounting
State Capitol, Room 1309, Ph.  402-471-7737
email address:  Lynda.Roesler@nebraska.gov
web address:  http://www.das.state.ne.us/accounting/
 

 

 

From: Roesler, Lynda 
Sent: Wednesday, July 07, 2010 9:48 AM
Cc: Mohling, Wes
Subject: Fraud News to Use
 
This email is being sent to Agency Pre-Auditors and Agency Internal Control Coordinators.
 
Attached is an article about Fraud.  I hope that you will take the time to review the bulleted items. 
This is a “refresher” from your Pre-Audit Certification class.
 
Provided courtesy of the Oregon State Controller’s Office as published in the June 2010 NASACT newsletter
(National Association of State Auditors, Comptrollers and Treasurers)
 
 

Lynda Roesler
Statewide Internal Control Coordinator
State Accounting
State Capitol, Room 1309, Ph.  402-471-7737
email address:  Lynda.Roesler@nebraska.gov
web address:  http://www.das.state.ne.us/accounting/
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Fraud News to Use

Provided courtesy of the Oregon State Controller’s Office as published in the June 2010 NASACT newsletter (National Association of State Auditors, Comptrollers and Treasurers)



Billing Scheme Overview



Billing schemes occur when an employee causes their employer to issue a payment for an illegitimate or overstated charge. This typically takes the form of invoices for fictitious goods or services, inflated invoices, or invoices for personal expenses. In general, most billing schemes involve charges for services, rather than goods, as it is easier to conceal services that are not performed than goods that are not received.  Billing schemes are one of the most common methods of perpetrating fraud, ranking second only to corruption.  There are several factors that contribute to this:



· There is no risk of removing assets from the organization because a payment is “willingly” issued.

· Expending funds is a common occurrence within an organization, so it is often easier to conceal billing schemes.

· Frequently there are weaknesses in controls that can be exploited by an employee. In general, billing schemes go undetected for an average of approximately two years and have a median loss of about $100,000.

· Technological advances allow for easy fabrication or alteration of supporting documentation.



In addition to being one of the most widely perpetrated frauds, a report from the Association of Certified Fraud Examiners, 2008 Report to the Nation on Occupational Fraud & Abuse, ranks billing schemes as the fourth highest in average loss of dollars.



Red Flags



There are several red flags that are often found in cases involving billing schemes. Some of these include:



· Unexplained increases in services performed.

· Payments to unapproved vendors.

· Missing or incomplete supporting documents.

· Inflated prices.



Prevention



There are many controls that can be put in place to help prevent billing schemes. Some of the most common

include:



· Segregation of duties between purchase requests, purchasing goods and services, purchase authorization, merchandise receipt, payment authorization, and vendor payment processing.

· Requiring appropriate documentation for ALL transactions.

· Appropriate supervisory approval for payments.

· Promptly logging in goods received.

· Marking invoices and supporting documentation as “paid” so they cannot be re-submitted for duplicate payment.

· Ensuring that employees are aware of the red flags and detection methods.



Detection



In addition to controls that can be utilized to prevent billing schemes, there are controls that can be used to detect these instances of fraud. One area that organizations can address is to ensure a careful examination of vendor invoices. Watch for:



· Invoices containing items not typically used or purchased by the organization, unusually high prices, quantities that are inconsistent with organizational needs, or invoices payable to individuals.

· Invoices not prepared or printed professionally. This can be increasingly difficult to spot. Be aware of missing information, such as phone or fax number, invoice number, or tax ID number.

· Sequentially numbered invoices from the same vendor.

· Invoices that do not appear to have come in the mail (i.e., no creases or folds).

· Invoices that do not appear on the same paper or format as typically used by the vendor. 



 


