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STATE OF NEBRASKA

Don Stenberg, State Treasurer
State Capitol, Suite 2005 | P.O. Box 94788 | Lincoln, NE 68509 | 402-471-2455 | www.treasurer.org

January 9, 2012

Dear State of Nebraska Colleagues:

As the new year begins, your vigilance is needed more than ever before to protect the State of Nebraska
from illegal and fraudulent use of the Internet through spam, malware, and phishing. Attempts to take
over bank accounts and steal personal, confidential information or business account information are on
the increase in Nebraska and nationwide. These incidents of fraud are occurring with greater frequency,
and perpetrators are using more sophisticated tools than ever before,

Although the State Treasurer’s Office employs many services to protect against fraud and criminal
activity, including a strong firewall system, we all must exercise diligence in protecting information
related to the State of Nebraska, our vendors, our consumers, and our taxpayers.

To help you recognize Internet fraud, the IT staff of the Nebraska State Treasurer’s Office has prepared
the enclosed guide. OQur IT staff also encourages you to visit with your own IT staff to learn more about
how to protect your systems, bank and vendor bank account information, and State of Nebraska data.

The issue brought to our attention most recently was the widespread circulation of spam emails
claiming to be from NACHA— The Electronic Payments Association. NACHA is an industry trade
association and administrator of the Automated Clearing House {ACH) Network. EPCOR, a member of
NACHA, provides training and serves as a resource for the Treasury Management Division of the
Treasurer’s Office.

The Treasurer’s Office wants you to know that you will never be contacted to discuss ACH transactions
received or initiated by the State of Nebraska, by NACHA, or by a bank doing business with the State of
Nebraska. You should be aware that contacts like these may be spam or phishing attempts or attempts
to install malware on your computers. Our office also has received reports of spam fraudulently clalmmg
to come from banks in Nebraska and elsewhere.

In addition to the guidelines enclosed with this letter, the State Treasurer’s Office suggests state
agencies and organizations follow these safeguards to protect themselves and the State of Nebraska:
_ » Do not enter state bank account information in response to an email.
e If you question whether an email is legitimate, contact your IT staff before opening the email or
clicking on links or attachments.
¢ Do not forward emails that raise questions for you or your staff. Forwarding questionable emails
can put your agency and the Treasurer’s Office at risk.
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s Be aware that some legitimate situations, such as federal grant requests, do require State of
Nebraska staff to enter bank instructions in a website. When Treasury Management releases
bank instructions to agencies for grant purposes, the instructions are authorized for ane-time
use only. Instructions should be stored securely and securely shreaded after use.

¢ Contact Treasury Management for approval to use State of Nebraska banking instructions
before entering instructions Into a grant or any other system.

s If you operate petty cash or bank accounts allowed by State Statute that are outside of State
Treasury bank accounts and wish to discuss hanking fraud protection options, contact Michelle
Raphael, Assistant Treasurer in charge of Treasury Management, at 402-471-4146.

Call our Treasury Management staff at 402-471-2455 with questions or concerns. Thank you for your
attention to this important issue that affects all of us personally and professionally.

Sincerely,

on Stenberg
Nebraska State Treasurer

DS:mr

Enclosure






Educate and Protect Your Agency from Fraud
Prepared by the IT staff, Nebraska State Treasurer’s Office
January 2012

Spam — Spam is unsolicited junk email that advertises products you probably don’t need or can’t get
without a prescription. Many spam emails will lure you to a site to look at or buy a product, but the site
itself hosts viruses. Many Internet Service Providers have installed software or hardware to filter most of
this unsolicited junk email. However, some junk emails still get through and should be deleted.

Phishing — Phishing is a play on the word “fishing” and gets this name because a phishing email attempts
to lure you in. A phisher wants sensitive information like usernames, passwords, account and routing
numbers, and credit card details. Phishing is considered a form of social engineering designed to steal
your identity.

A phishing attempt email may be made to lock as though it is an “official” communication between you
and your bank. The email provides information that requires your immediate attention, asking that you
log into your account. A link is provided in the email to take you to your bank. However, the link does
not take you to your bank; it takes you to a “fake” website that looks like your bank. If you get lured in,
you will be providing the phisher access to your account.

The example also can be applied to credit card and retail sites. If someone lures you to log into your
Amazon account, he or she now has your username and password and can log into your Amazon
account, buy anything, and have it shipped before you even get a credit card statement.

Pharming — Pharming is a sophisticated attack technigue that changes Internet address records
associated with a domain name. When you click a link to your bank, credit card, or other financial
institution, you are redirected to the attacker’s site. There, you log in and unknowingly provide your
credentials to the attacker. Everything about this type of attack looks legitimate and is difficuli to spot.
Phishing attempts to trick people one at a time, while pharming allows a hacker to target large groups.

This type of attack can be targeted at individual users by changing the address files on their computers.
It can also be used against a domain name server that will direct larger groups to the attacker’s site that
gets an address from the server.

How to Avoid Being a Victim of an Attack

Safe Email Practices
Don’t open email attachments unless you know what they are.
Don’t open, forward, or reply 1o spam or suspicious emails; detete them.
Don’t click on website addresses in emails unless you know what you are opening.
Use antivirus and firewalls and update them regutarly.
Be aware of sure signs of scam email:
+ Not addressed to you by name
o Asks for personal or financial informaticn
e  Asks for your password
¢ Asksyou to forward it to other people






Safeguards against Phishing
Don’t reply to email or pop-up messages that ask for personal or financial information.
Don’t click on links in email or instant messages.
Don’t cut and paste links from questionable messages into your Web browser.
Use antivirus and firewalls and update them regularly.
Don’t email personal or financial information.

Examples of Internet Fraud

Supplied by EPCOR, a not-for-profit trade associotion providing education and support to help members
comply with federal requirements, improve operations, and mitigate risk and fraud. The State of
Nebraska is an affifiate member of EPCOR.

Example 1

Malware in Bogus NACHA Emails Leads to Jewelry Store Theft

An NACHA email fraud case has taken an unusual turn, according to a warning issued from the FBI
Denver Cyber Squad. The “Zeus” malware attacks, which are being distributed through emails that
appear to come from NACHA, can overcome dual-factor authentication. The emails ask the recipient to
click on a link to resolve an issue with an ACH transaction. Clicking the link infects the user with
“Gameover” malware, which can key, log, and steal online banking credentials. NACHA does not process
transactions between organizations and financial institutions and does not send communications
regarding individual transactions.

Once the account is compromised, the fraudsters conduct a Distributed Denial of Service {DDoS) attack
on the financial institution, which can deflect attention from wire transfers. The cybercriminals then
complete fraudulent wire transfers to high-end jewelry stores, in which a “money mule” goes to pick up
jewels worth the amount that has been wired. If the transaction is reversed or cancelled, the jeweler is
out whatever valuables were given to the mule.






Example 2

From: alerts@nacha.org [mailto:alerts@nacha.org]
Sent: Wednesday, December 14, 2011 3:01 AM

To: MemServe
Subject: ACH transfer details

Dear Account Holder,

Please find below a notification about your recent ACH debit transfer, that was kept back by our bank:

|Tra_nsa_§'_t_i_pn_ No.: | 715156768611123

|Cu rrent status: | pending

In order to resolve this matter, please review the transaction details using the link below as soon as possible.

Yours truly,
James Harell
Chief Accountant

Example 3

From: alert@nacha.org [mailto:alert@nacha.org]
Sent: Wednesday, December 14, 2011 3:01 AM
To: MemServe

Subject: Your pending ACH transfer

Attention: Accounting Department

This message contains an important information regarding the ACH debit transfer sent on your behalf, that was held
by our bank:

IACH transfer ID: | 729744634463116

lTra nsaction status: i under consideration

In order to resolve this matter, please use the link below to review the transaction details as soon as possible.

Yours faithfully,
Kevin Hunt
Accounting Manager







