FAQ Sheet

1. What does PCI DSS stand for?
PCI DSS stands for Payment Card Industry Data Security Standard

When customers offer their cardholder data at the point of sale, over the Internet, on the phone, or through the mail, they want assurance that their information is safe.  In an effort to protect customers and merchants from a compromise, Visa USA instituted the Cardholder Information Security Program (CISP)  Mandated in June 2001, CISP is intended to protect cardholder data–wherever it resides–ensuring that members, merchants, and service providers maintain the highest information security standard. 

In 2004, the CISP requirements were incorporated into an industry standard known as Payment Card Industry (PCI DSS) Data Security Standard.  The PCI DSS was formed from a cooperative effort between Visa, MasterCard, American Express, Discover and JCB to create common industry security requirements. Visa USA maintains CISP and enforces and monitors compliance with the PCI DSS.  Effective September 7, 2006, Visa developed the PCI Security Standards Council ("PCI SSC") to maintain and distribute the PCI Data Security Standard (DSS) and all its supporting documents. Visa USA, however, continues to manage all CISP compliance enforcement and validation initiatives. In addition, the former QDSC Program has also transitioned to the PCI SSC. Please refer to the Assessors page for more information. 

Source:  Visa website 05/29/07

http://usa.visa.com/merchants/risk_management/cisp_overview.html?it=l2|/merchants/risk_management/cisp_merchants.html|Overview

2. How does Payment Card Industry Data Security affect the State of Nebraska?

The State of Nebraska and its agencies are categorized as CISP Level 2.  Level 2 requirements for merchants accepting credit cards include providing passing quarterly scans and a completing an annual self-assessment questionnaire.  

3. How are merchant CISP levels determined?  
The Card Associations have set up merchant PCI levels according to transaction volume over a 12-month period.  Last year the state exceeded over 1 million state transactions under the credit card contract.  All State of Nebraska agencies are grouped together and considered as one merchant.  The State of Nebraska has been categorized as a Level 2 Merchant due to transaction volume.

Merchant levels defined

All merchants will fall into one of the four merchant levels based on Visa transaction volume over a 12-month period. Transaction volume is based on the aggregate number of Visa transactions (inclusive of credit, debit and prepaid) from a merchant Doing Business As ("DBA"). In cases where a merchant corporation has more than one DBA, members must consider the aggregate volume of transactions stored, processed or transmitted by the corporate entity to determine the validation level. If data is not aggregated, such that the corporate entity does not store, process or transmit cardholder data on behalf of multiple DBAs, members will continue to consider the DBA’s individual transaction volume to determine the validation level. Merchant levels are defined as: 

	Merchant Level*
	Description

	1
	Any merchant-regardless of acceptance channel-processing over 6,000,000 Visa transactions per year. 
Any merchant that has suffered a hack or an attack that resulted in an account data compromise.
Any merchant that Visa, at its sole discretion, determines should meet the Level 1 merchant requirements to minimize risk to the Visa system.
Any merchant identified by any other payment card brand as Level 1. 

	2
	Any merchant-regardless of acceptance channel-processing 1,000,000 to 6,000,000 Visa transactions per year.

	3
	Any merchant processing 20,000 to 1,000,000 Visa e-commerce transactions per year.

	4
	Any merchant processing fewer than 20,000 Visa e-commerce transactions per year, and all other merchants-regardless of acceptance channel-processing up to 1,000,000 Visa transactions per year.


* New merchant level definitions effective of July 18, 2006. 

Source: Visa website 05/29/07 http://usa.visa.com/merchants/risk_management/cisp_merchants.html?it=c|/merchants/risk_management/cisp.html|Defining%20Your%20Merchant%20Level#anchor_2

5. What are the PCI requirements of a level 2 merchant?

Compliance validation basics

In addition to adhering to the PCI Data Security Standard, compliance validation is required for Level 1, Level 2, and Level 3 merchants, and may be required for Level 4 merchants. 

	Level
	Validation Action
	Validated By
	Due Date

	1
	· Annual On-site PCI Data Security Assessment 

· and 

· Quarterly Network Scan
	· Qualified Security Assessor or Internal Audit if signed by Officer of the company 

· Approved Scanning Vendor
	9/30/04

New level 1 merchants have up to one year from identification to validate.

	2
	· Annual PCI Self-Assessment Questionnaire 

· and 

· Quarterly Network Scan
	· Merchant
  

·   

· Approved Scanning Vendor
	New level 2 merchants: 
9/30/2007

	3
	· Annual PCI Self-Assessment Questionnaire 

· and 

· Quarterly Network Scan 
	· Merchant
  

·   

· Approved Scanning Vendor 
	6/30/05

	4*
	· Annual PCI Self-Assessment Questionnaire 

· and 

· Quarterly Network Scan 
	· Merchant
 
  

·   

· Approved Scanning Vendor
	Validation requirements and dates are determined by the merchant's acquirer


*The PCI DDS requires that all merchants perform external network scanning to achieve compliance. Acquirers may require submission of scan reports and/or questionnaires by level 4 merchants. 

Source: Visa website 05/29/07 http://usa.visa.com/merchants/risk_management/cisp_merchants.html?it=c|/merchants/risk_management/cisp.html|Defining%20Your%20Merchant%20Level#anchor_2

6. What is the cost of the required quarterly scans?
Many state agencies are currently utilizing Security Metrics.  Security Metrics is a qualified Security Assessor.  They have charged the state agencies a reduced government rate of approximately $200 a year for unlimited scanning.

Agencies are required to make sure that the approved scan vendor (ASV) or Qualified Security Assessors (QSA) they utilize for services is on the Visa and MaterCard Association Qualified Security Assessors (QSA) or ASV list.  Please note that both QSA’a and ASV’s are required to re-certify with the Association’s annually, therefore, these lists are constantly being updated. 

https://www.pcisecuritystandards.org/pdfs/pci_qsa_list.pdf
ASV List: https://www.pcisecuritystandards.org/resources/approved_scanning_vendors.htm
QSA List: https://www.pcisecuritystandards.org/resources/qualified_security_assessors.htm

7. What is the cost of the completing the annual questionnaire?

State agencies not able to complete the annual questionnaire, on their own or with the free training being offered from the Treasurer’s Office and the Office of the CIO, will need to hire a company to assist with that process.  Security Metrics, Infogressive, Ambirion TrustWave and other companies can assist with those services.  The State does not have an enterprise-wide contract for these services.  Agencies should ask if the vendor has a government rate.   The cost of the questionnaire will be paid by the respective state agency required to complete the questionnaire.

You may view qualified approved security assessors/scan vendors at the following website:

http://usa.visa.com/merchants/risk_management/cisp_merchants.html?it=c|/merchants/risk_management/cisp_overview.html|Merchants
**Make sure that when you hire someone to assist with scans or the audit form you verify that their entity has been certified by both Visa and MasterCard Associations and that their certification is current.  
8. Why are all agencies now being required to complete a PCI Scan and questionnaire when in the past agencies behind the firewall were coordinated by the CIO’s office?

Formerly the PCI Self-assessment Questionnaire process was centralized in the CIO's office; however, the CIO has requested the questionnaire be completed at the agency level in order to ensure each individual agency is meeting these PCI Data Compliance Standards.  This was a joint decision between the State Treasurer’s Office and the Office of the CIO.  State agencies accepting credit cards will need to become more actively involved in the in the PCI Compliance process.  Our offices share concerns that although the CIO’s Office is able to attest to the data security processes they have in place, they are not able to do the same for each agencies individual computer systems. By decentralizing the responsibility of the scans and annual questionnaire to the individual state agencies accepting credit cards, the Treasurer’s Office and the Office of the CIO will be able to examine the information provided by each agency accepting credit card payments and get an accurate picture of the PCI situation at the State level.   By requiring each agency to complete their own individual scans, any existing network deficiencies identified during the scan will be reflected and agencies will have an opportunity to complete remedial action and correct those prior to a negative impact (data compromise) occurring to the cardholder or the state agency.  All State of Nebraska agencies accepting credit cards will also be required to complete the certification letter annually and submit it, along with the questionnaire, to the Treasurer’s Office certifying they are PCI Compliant.  Non-compliance with the rules and security standards, or any data compromise of security, could cost the state agency a great deal in fines from the card associations as well as loss of public trust.

9. What if an agency fails to complete the required scans and submit the certification letter and the questionnaire by required deadlines?

The Treasurer’s Office, as credit card contract manager, will instruct the bank to temporarily shut off credit card processing for that agency.  The agency will then need to complete the scans and the required documentation before credit card processing is turned back on.  Since Visa and MasterCard combine all state agencies into one merchant, failure of one agency to meet compliance requirements means that the State as a merchant, not just that state agency, is out of compliance.  

10. What if I utilize a third party to handle the portal/website services?
It is the responsibility of the state agency to obtain the scan results from the third party service provider and complete the questionnaire.  The agency needs to make sure the third party provider is a vendor approved by both Visa and MasterCard.

http://usa.visa.com/download/merchants/cisp_list_of_cisp_compliant_service_providers.pdf?it=r|/merchants/risk_management/cisp_merchants.html|List%20of%20CISP-compliant%20service%20providers
11.  What will I be required to provide to meet compliance if my agency only utilizes Nebraska.gov for portal services?

Negraska.gov is considered a third party Service Provider*.  Service providers are required to validate compliance directly with Visa through submission of the appropriate validation documentation and acquirers who use, or whose merchants use, the service provider must register the service provider according to Visa USA's Operating Regulations.

As a merchant, you are responsible for making sure that any Service Provider you use is currently certified by the Associations (see the link to the above lists). The Treasurer’s Office has already requested and received a copy of Nebraska.gov’s current certification, however if you are using any other third party, you will be responsible for making sure they are currently certified.  If certified, the Service Provider/third party will need to provide you with a copy of their certificate.  

In addition, as mentioned above, you will need to complete the Annual Self Assessment Questionnaire.

If the vendor stores, transmits or processes cardholder data on behalf of FNBO or your agency, they would fall into a Service Provider category.

You will still need to complete and submit the certification letter to the Treasurer’s Office.

12.  What if my agency only utilizes Nebraska.gov for portal services and a swipe machine at my agency location?
You will still need to complete and submit the Annual Self Assessment Questionnaire and the certification letter to the Treasurer’s Office.

13. Will the certification letter be required if I utilize a third party?

Yes, the agency is still responsible to make sure the third party is compliant.  The agency also needs to certify to the Treasurer’s Office that the agency is securely storing any paperwork that has cardholder data on it.
Contacts for PCI Assistance:

SecurityMetrics

Lee Pierce 

Strategic Accounts
1-801 705 5659

lpierce@securitymetrics.com
Links to additional PCI information:

http://usa.visa.com/merchants/risk_management/cisp_overview.html?it=l2|/merchants/risk_management/cisp_merchants.html|Overview#anchor_3
http://www.mastercard.com/us/sdp/index.html
https://www.pcisecuritystandards.org/tech/download_the_pci_dss.htm
